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Logging — Exam Topics

1. Describe and interpret robot execution logs

2. Apply logging best practices during development
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Logging is the process of keeping logs of various events that occur during project execution. There are

four types of logs:

Studio Logs

« Diagnostic log messages generated by
Studio regarding its behavior

» Diagnostic log messages generated by
Orchestrator regarding its behavior

Robot Logs

« Diagnostic log messages providing
information related to the Robot and
its context

Setup Logs
« Track events related to installing UiPath
Studio (logged in the Event Viewer)




Logging

There are two types of Robot logs::

Ui

Robot Execution Logs

These are  messages
generated by the execution
of a process and contain
Information related to its
behavior and user-defined
messages.

Robot Diagnostics Logs

These provide information
related to the Robot itself
and its context.
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The types of logs generated while running processes in Studio are a subset of Robot logs, called Robot

Execution logs. Robot Execution Logs can be of two types: Default Logs & User-Defined Logs

Robot Execution Logs

Generated by default Generated

: User- :
when the execution Defined according to the

of a project starts & Logs process designed by

ends

the user in Studio



Logging — Default Logs

Robot Logs

Robot Execution Logs

Default Logs

User Defined Logs

— Robot Diagnostic Logs ——;

Default logs are generated automatically when certain events
take place. These events can be the start/end of a process or a
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transaction, encountering an error, or when the Robot Logging

Setting is set to Verbose.

= Execution start is generated every time a process is started

(Level = Information).

= Execution end is generated every time a process is finalized

(Level = Information).

= Transaction start is generated every time a transaction
within a process is started (Level = Information).

= Transaction end is generated every time a transaction within

a process is finalized (Level = Information).

= Error log is generated every time the execution encounters

an error and stops (Level = Error).

= Debugging log is generated if the Robot Logging Setting is
set to Verbose, and contains, Activity names, types, variable

values, arguments, etc. (Level = Trace).



Logging — User Defined Logs

Robot Logs

Robot Execution Logs

Default Logs

User Defined Logs

Robot Diagnostic Logs
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User-defined logs are generated according to the process

designed by you in Studio when using

Log Message Activity or
Write Line Activity



Logging Levels

UilPath

There are six levels of logging:
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Critical Level Error Level Info Level Trace Level Verbose Level
Indicates critical Indicates errors Indicates events To know the To collect To log message at
iIssues wherein a after which a that may have an progress of a robot information for activity start and

robot may not robot retries for adverse impacton a at each stage of developing or end, plus values of
recover and stop recovery and robot’s performance execution debugging the variables and

working moves on arguments



How to do Logging?
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Logs are applied using the Log Message activity.

[3] Legging A [3] Logging A
37 Log Message A 3/ Log Message 2
Log Level |Fata| - I Log Level | Warn -
Message  "Encountered Fatal Error, Process Terminat Message  "Warning: Wait time longer than 5 minutes
= s -
|s! Logging A c G
’ Fatal (Critical) Log Message Warn Log Message
%" Log Messa o (3] Logging A T— =
E q ge 2 [3] Logging A
Leg Level |Fatal - [ Leg Message A +/ Log Message A
Fatal Log Level I T h Log Level I Infa -
Message - R
Error Message | "URL did not open. Attempting again. Message  "URL opened successfully"
Warn t T
Info
Trace Error Log Message Info Log Message

[§] Legging

b4

Log Message Activity

% Log Message

b4

Log Level | Trace

Message  "Browser application not found"

Trace Log Message



Resources Uilpath

Types of Logs https://docs.uipath.com/studio/standalone/2022.10/user-guide/types-of-logs

Logging Levels

Learn more about the logging
levels in UiPath, the log message
types, and log fields.

https://docs.uipath.com/studio/standalone/2022.10/user-guide/logging-levels

Robot Logs

Learn more about the robot https://docs.uipath.com/robot/standalone/2022.10/user-guide/robot-logs#robot-
diagnostics and robot execution execution-logs

logs.



https://docs.uipath.com/studio/standalone/2022.10/user-guide/types-of-logs
https://docs.uipath.com/studio/standalone/2022.10/user-guide/logging-levels
https://docs.uipath.com/robot/standalone/2022.10/user-guide/robot-logs#robot-execution-logs
https://docs.uipath.com/robot/standalone/2022.10/user-guide/robot-logs#robot-execution-logs
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Chapter 12:

Introduction to Logging
in Studio

Accessing Local Logs




Accessing and Reading Robot Execution Logs

There are several places where you can access Robot Execution Logs:

Logs Location
Output Panel in UiPath Studio

%localappdata%\UiPath\Logs
\<shortdate>_Execution.log
file

%localappdata%\UiPath\Logs
\<shortdate>_Execution.log
file

Orchestrator

Details

Ui

Path

In the Output Panel in UiPath Studio for the previous process execution from Studio

For all processes ran on the machine from UiPath Studio.

Logs are generated at Trace level and above or Verbose level and above depending

on whether the Verbose level is activated or not

For all processes ran on the machine from UiPath Assistant.
The logs are generated at the level defined in UiPath Assistant and above

in the Logs section when running processes while connected to Orchestrator.
The logs are generated at the defined level and above



Accessing Local Logs

< » 1 (I
Activities [ Project Variables  Arguments Imperts
Output

® Ao o @2 @3 M0 Mo =5 W@

@ Debug started for file: scratch

@ LogMessage execution started

@ Audit: Using Web App. Browsen Firefox URL: https://facademy.uipath.com/learningpath-viewer/11392/1/572246/3
@ Audit: Extract Data. From: <html app="firefox.exe’ title="UiPath Academy' />

@ LogMessage execution ended in: 00:00:24

Breakpoints  Error List

HOME DESIGM DEBUG LogMessage - UiPa
b ¥ Step Into etry acu i E _.4:7 o=

~y N
Debug  Stop T SRRRE Breakpoints Slow Execution Highligh Log or
File~ T Step Out Restart v Step Trail Elements Activities |Ex
2 Project « I Main scratch * X
g
- B C 2 = 'a ¥ scratch
'I'_I'i'_

AP Search project (Ctri+Alt+P)
¥ |- UiPath.Excel Activities = 2.21.0-pren ™
b |- UiPath.Mail Activities = 1.20.2

Use Application/Browser

View the logs generated by
process execution, in the
UiPath Studio Output Panel

Access local Robot Execution
log files from Debug Ribbon ->
Open Logs option

Path




The Anatomy of a Log Entry
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Structure of log entries. These entries can be very helpful when checking execution logs to analyze behavior or

figure out what caused an exception. Logs are in the form of a JSON, pretty much just a key-value pair

(“field1:valuel,” “field2:value2”).

The default log fields are present in all logs:

Key

Message

Level
Timestamp
FileName

Jobld
ProcessName
ProcessVersion
Windowsldentity

RobotName

The log message

The log severity of the log message

The exact date and time the action was performed

The name of the .xaml file being “executed"

The key of the job running the process

The name of the process that triggered the logging

The version number of the process

The name of the user that performed the action that was logged

The name of the robot (as defined in Orchestrator)



The Anatomy of a Log Entry Ui
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Aside from default fields, logs can also contain type-specific fields and user-defined fields.

“*Type-specific fields are present depending on the log type, like totalExecutionTimelnSeconds and
totalExecutionTime for Execution End.

**User-defined fields are defined in Studio (by using the Add Log Fields Activity) and appear in all resulting
logs after the activity is generated unless they are (programmatically) removed by the activity Remove Log

Fields.



The Anatomy of a Log Entry
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Key log fields generated at the Trace level and above when executing a project in run mode

) File Edit Selection View Go Run Terminal Help ® 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More
= 2022-05-18_Execution.log ®

C: > Users > angela.pasol > AppData > Local > UiPath > Logs > = 2022-05-18_Execution.log

) Info {"message":"Hello World execution started"

level"”:"Information",

"machineName" : "LAPTOP-HRDTTRDF", "fileName":"Main","initiatedBy":"Studio",

logType":"Default","timeStamp":"20 2”-95-18T14:a6:94.3828857+63:98”,”fl. gerprint":"364

7db@d-d5b3-4e87-b775-a5907a1974cd",

"processName"”: "Hello WOrld“,“processver31on :"1.0.0","jobId":"80dbe889-310e-4ead-b32f-cf211295ff1b",

"robotName":"angela.pasol@uipath.com-attended"”,"machineId"”:11583, "organizationUnitId":1

"

14:46:12.4403 Info {"message":"Hello World!","level '“Information”,”logTvDe”:”User

"timeStamp":"2022-85-18T14:46:12.4403161+03:00", "fingerprint":"c70b9e®5-d7ff-4218-8bel-754488616Fa9"

8796}

2

"windowsIdentity":"UIPATH\\angela.pasol", "machineName" :“LAP]OP—HRDTTRDF“,”Fl;eName :"Main"

"processName": "Hello WOrld”,“processVersion”:”1.6.8”,“jobId“:”88db9889-319e-4ead-bSZF-c7211295fflb”,

"robotName":"angela.pasol@uipath.com-attended"”,"machineId":11

583, "organizationUnitId":

18796}

14:46:12.4563 Info {"message":"Hello World execution ended","level":"Information" ”WOCTypO“:“Default”
"timeStamp":"2022-05-18T714:46:12.4554528+03:00","fingerprint":"658f2baa-0eab-497a-9987-71af149cbad5",

"windowsIdentity":"UIPATH\\angela.pasol"”, "machineName":"LAPTOP-HRDTTRDF",

ur-‘

"processVersion":"1.0.8","jobId":"8@dbe889-310e-4ead-b32f-cf211295ff1b",

robotName":"angela.pasol@uipath.com-attended"”, "machineId":11583,"organizationUnitId"

fileName":"Main","totalExecutionTimeInSeconds":8,"totalExecutionTime":"00:00:08", "processName":"

18796}

"windowsIdentity":




The Anatomy of a Log Entry [uilPath

Key log fields generated at the Trace level and above when executing a project in run mode

)] File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log ® .

Default logs and use-defined logs

C: > Users > angela.pasol > AppData > Local > UiPath > Logs > = 2022-05-18_Execution.log
14 Info {"message":"Hello World execution started",

level®:"Information", Executing a simple "Hello World" process has
"logType":"Default”, "timeStamp”: "2022 AL generated: two default logs (Process

ot e e : execution started and Process execution end)
; and one user-defined log ("Hello World!")

"robotName":"angela.pasol@uipath.com-attended”, "machineId"”:11583, "organizatic
S5 o P 2 2

14:46:1 Info {"message":"Hello World!","level":"Information","logType":
"timeStamp":"2022-85-18T14:46:12.4403161+03:00", "fingerprint":"c70b9e®5-d7ff-4218-8bel-754488616Fas",
"windowsIdentity":"UIPATH\\angela.pasol", "machineName":"LAPTOP-HRDTTRDF","fileName":"Main",
"processName":"Hello World","processVersion":"1.0.0","jobId":"8@dbe889-310e-4ead-b32f-cf211295Fff1b",
"robotName": "angela.pasol@uipath.com-attended", "machineId":11583,"organizationUnitId":18796}

14 : Info {"message":"Hello World execution ended”, 1" :"Information","logType":"
"timeStamp":"2022-85-18T14:46:12.4554528+03:00", "fingerprint":"658f2baa-08eab-497a-9987-71af149c
"windowsIdentity":"UIPATH\\angela.pasol"”, "machineName":"LAPTOP-HRDTTRDF",
"fileName":"Main","totalExecutionTimeInSeconds":8,"totalExecutionTime":"00:00:08","processName":"
"processVersion":"1.0.8","jobId":"8@dbe889-310e-4ead-b32f-cf211295ff1b",

"

"robotName":"angela.pasol@uipath.com-attended", "machineId":11583, "organizationUnitId":18796
S 2 2 5




The Anatomy of a Log Entry [uilPath

Key log fields generated at the Trace level and above when executing a project in run mode

)] File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log @

C: > Users > angela.pasol > AppData > Local > UiPath > Logs > = 2022-05-18_Execution.log
14 Info {"message":"Hello World execution started",

level"”:"Information",

"logType":"Default", "timeStamp":"2022-85-18T14:46:04.3828857+03:00", "fingerprint":"3647dbed-d5b3-4e87-b775-a5907a1974cd", "windowsIdentity"

2022
"machineName" : "LAPTOP-HRDTTRDF","fileName":"Main","initiatedBy":"Studio",
B.0","jobId":"80dbe889-318e-4ead-b32f-cf211295Fff1b",
llI Irt
eve machineId":11583,"organizationUnitId":18796}
vel":"Information","logType":"User",
" " e . . . "fingerprint":"c70b9e@5-d7ff-4218-8bel-754488616fa
The level" field indicated the severity of the | =S PR

log entry or log level. .@","jobId":"88dbe889-310e-4ead-b32f-cf211295ff1b",
In this example, all log entries are : : O’“°a”1"at1°’7unlt1? ;

' £ ion" | | tion ended","level":"Information"”,"logType":"

1 Information™ level. "fingerprint":"658f2baa-0eab-497a-9987-71af149

| When debugging, you may want to start eName": "LAPTOP-HRDTTRDF",
analyzing logs from the most severe (Fatal) t0 IR I A

4ead-b32f-cf211295ff1b"
| the least severe (Trace).

machineId":11583, crganlzationUnitId” 18




The Anatomy of a Log Entry [uilPath

Key log fields generated at the Trace level and above when executing a project in run mode

)] File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log ®
C: > Users > angela.pasol > AppData > Local > UiPath > Logs > = 2022-05-18_Execution.log

n u
Info {"message":"Hello World execution started", |08Type

level"”:"Information",

"logType":"Default"”, "timeStamp": "2

"machineName"”: "LAPTOP-HRDTTRDF", " This field lets you know if an entry 1S

a default log ("Default") or a user-
defined log ("User"). Based on the
type of issue you are facing, you may

" "

14:46: Info {"message":"Hello World!","level":"Information","logType":"User
"timeStamp":"2022-85-18T14:46:12.4403161+03:00", "fingerprint":"c70b9e®5-d7ff-4218-8bel-754488¢

"windowsIdentity":"UIPATH\\angela.pasol", "machineName":"LAPTOP-HRDTTRDF","fileName":"Main", want to focus on default |085 or

T
"processName":"Hello World","processVersion":"1.0.0","jobId":"80dbe889-310e-4ead-b32f-cf211295NINIgNel=Ial1al=1e! k)gs_
"robotName": "angela.pasol@uipath.com-attended", "machineId":11583,"organizationUnitId":18796} Note that unhandled eXCGptionS

14:46: Info {"message":"Hello World execution ended”, :"Information”,"logType": .
"timeStamp”:"2022-05-18T14:46:12.4554528+03:00" , "Fingerprint” : "658F2baa-0eab-497a-9987-71af 14U CIER EIV I Rlel- Aol g Ry
"windowsIdentity":"UIPATH\\angela.pasol"”, "machineName":"LAPTOP-HRDTTRDF",
"fileName":"Main","totalExecutionTimeInSeconds":8,"totalExecutionTime":"00:00:08","processName"
"processVersion":"1.0.8","jobId":"8@dbe889-310e-4ead-b32f-cf211295ff1b",

"

"robotName":"angela.pasol@uipath.com-attended", "machineId":11583, "organizationUnitId":18796
S 2 2 5




The Anatomy of a Log Entry
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Key log fields generated at the Trace level and above when executing a project in run mode

) File Edit Selection View Go Run

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features.

= 2022-05-18_Execution.log @

C: > Users » angela.pasol > AppData > Loca
Info {"message"
"level":"Information",
”'”Default”,
"machineName
"processName":"Hello World"

robotName™:"

5:12.4403 Info {"message":"
\46:12

"timeStamp":"2022-05-
"windowsIdentity":"U
"processName": "Hello

"robotName" : "angela.pasol@uip:
Info {"message"
"2022-05-18T14:46
":"UIPATH\\anj
“"totalExecut
"1.0.0","job:
angela. i

"timeStamp":

"fileName"
"processVersion":
"robotName":"

pasol@uip:

Terminal

> UiPath >

"timeStamp":"
:"LAPTOP-HRDTTRDF",
,"proc

angela.pasol@uipath.com-attended”,

Help e 2022-05-18_Execution.log - Visual Studio Code

Manage Learn More

Logs > = 2022-05-18_Execution.log

"Hello World execution started",

100", "fi

'JtadW

"80dbe889- ’18~ 4ead-b32f-cf211295FF1
;,"U.gar-_ationUmﬁiId

14:46:04. ngerprint":"3647dbed-d5b3-4e87-b775- , "windowsIdentity":

"initiatedBy":
) ,”jcbId'

”mach:ﬂer”

cessVersion":"
Hello
.4403161+03:00", "
n “
message

World!"," "Information","logT)

fingerprint":"c70b%e@5-d7ff-

The "message" field informs you about the content of the log entry.

Default log messages at info level for above can notify you of processes starting/ending,
transaction starting/ending or exception messages.

When investigating a process via logs, check the message to find out what the log entry
describes.



The Anatomy of a Log Entry

[vilPath

Key log fields generated at the Trace level and above when executing a project in run mode

)] File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

"processName”

This field indicates the name of the process which generated the log entry.

. . . . . . . }7dbed-d5b3-4e87-b775-a5907a1974cd", "
As UiPath Studio will create a single log file for all process executed in Studio s SRS SRR

in one day, filtering entries by "processName" will let you focus on the cf211295FF1b"
processes you are interested in. 18796}

2

”timeStamc”:" 22-085-18T14:46:12.4403161+03:00", "fingerprint": 'C78b°€85 d Fff-4218- obel 754488616fa

'windowsIdentity":"UIPATH\\angela.pasol"”, "machineName":"LAPTOP-HRDTTRDF","fileName":"Main",

processwame': Hello World","processVersion":"1.0. wobId“'”8°dbe889-319e-4eaa-b:2f-c?211295f%1b”,

"PcbotName”:”ange;a.pcsol@ulpath com-attended”, \ach ineId" ,'organizationUnitId":1

: Info {"message":"Hello World execution ende rel" :"Information”, "logType":"
"timeStamp":"2022-85-18T14:46:12.4554528+03:00", Tlngerprlnt”:“”SSbeaa @eab-497a-9987-71af149
"windowsIdentity":"UIPATH\\angela.pasol"”,"machineName":"LAPTOP-HRDTTRDF",

"fileName":"Main","totalExecutionTimeInSeconds":8,"totalExecutionTime":"00:00:08", "processName"
”processVeP:ion“‘”l 0.8","jobId":"8@dbe889-310e-4ead-b32f-cf211295FfFf1b"

2470

"robotName":"angela.pasol@uipath.com-attended"”,"machineId":11583, crganlzationUnitId”';ﬁ 96

windowsIdentity"




The Anatomy of a Log Entry [uilPath

Key log fields generated at the Trace level and above when executing a project in run mode

)] File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log @

C: > Users > angela.pasol > AppData > Local > UiPath > Logs > = 2022-05-18_Execution.log
Info {"message":"Hello World execution started",

"level":"Information",
"logType": "Default"”,"timeStamp":"2022-05-18T14:46:04.3828857+03:00", "fingerprint": "3647db@d-d5b3-4e87-b775-a5907a1974cd" , "windowsIdentity":

"machineName" : "LAPTOP-HRDTTRDF", "fileName":"Main","initiatedBy":"Studio",

YLaTlA Llanld!" "mnacocel/ancaan!"1 4 A "aahTA" . "0AAWA220_210a_Aaad_h29£_~£911295FF1

"immAaracelNlama' .

"fileName“
754488616fa9’

The "fileName" indicated the workflow file which generated the log entry. iin’
This field is useful when your project consists of several invoked workflow files.
When debugging, check this field to identify which file generated a log entry.

“timeStamp™T:“2022-85-18114:46:12.4554528+093:00", "T1 ﬂg{:r“pr.LWL':'obbTZDaa Peab-497a-998/-71laf
"windowsIdentity":"UIPATH\\angela.pasol”, macn;neNamc :"LAPTOP-HRDTTRDF",
"fileName":"Main","totalExecutionTimeInSeconds":8,"totalExecutionTime":"00:00:08", "processName": "Hell
”processVeP:ion“‘”l 0.8","jobId":"8@dbe889-310e-4ead-b32f-cf211295FfFf1b"
"robotName":"angela.pasol@uipath.com-attended"”, "machineId":11583," crgaleationUnitId”'Li 96




The Anatomy of a Log Entry [uilPath

Log entries generated at the Verbose level and their key fields. These are the types of files generated when
running a project locally in debug mode with Log Activities option enabled

) File Edit Selection View Go Run Terminal Help e 2022-05-18_Execution.log - Visual Studio Code DQ@|0g — X

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More X

2022-05-18_Execution.log ®

Info
Info
1 5:12.4563 Info {"mess ':"Hello World irtion d","level”:"Information"
Info

"Default”,"timeStamp"

imeStamp":"2022- e; 18T14:46:

3
"er

p
Information","logType":"Default"
timeStamp":"2022-085-18T17:32

Type":"Default","timeStamp":
)

ype" : "Default","timeStamp"

u u p
":{"Activity .Statements.Sequence”,"DisplayName":"Hello World sequence

10

Version":"1.@.0","jobId":"1b911971-200a-41d3-97d4-c@0fc38678ac", "robotN
Information"," iogTyce

1 ":"User","timeStamp":"2022-05-18T17:32:41.3748729+
T pe" imeStamp":"2022-
':"Default”,"timeStamp":"2022-05-
11t","timeStamp":"2022-85-18T717:32

ecution

"logType"
formation",

_Solution

Trace {" 4919x.8u3943:+@319-”,”fiﬂg@

Trace {" i 5-18T17:40:07.0209405+03:00

Trace {"r imeStamp":"2022-05-18T17:40:07.02

21 17:49:07.0283 Trace {“ "timeStamp":"2022-05-18T17:40:07.02894
B

Info {"m ‘3esktoo\\throductiontoLoggiﬁgPDFs', lev

Trace { message t","timeStamp":"2022-05-18T17:40:

Trace {"message" ”,”timeStamc':'2@22—@5-18T17:;6:87.

Info {"message" - "Information","logType":"Us

Trace {"message":"Invok e ntials workflow Executing","level":" lOCI\Dc : "Default"”,"timeStamp":"2822-05-
7 Trace {"message" i 1 logType": "Def “"timeStamp" :‘73““~a> 18T17:40:07

Trace {"message":"GetCredentials Exe Xy "Trace"”, gType .;mebtamp :"2022-05-18T17:

Trace {"message":"Get the username and nassword Fxecuting" " "Default" . "timeStamn":"2022

@) Restricted Mode ®O0A0 Ln10,Col 1 Spaces:4 UTF-8withBOM CRLF log & [
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The Anatomy of a Log Entry u

Log entries generated at the Verbose level and their key fields. These are the types of files generated when
running a project locally in debug mode with Log Activities option enabled

) File Edit Selection View Go Run Terminal Help ® 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log @

O O O Y
m oa —

n o
L a 0Q

Trace {"m
Trace {"m

Activity Information logs

You can notice that running the same process has generated more log entries.
These are called Activity Information logs. The new log entries provide a
detailed view of the robots' path through the project

Trace {"m
Trace {'

3 Trace {'

3 Info {
Trace {"me
Trace {'
Info {"m
Trace {"

Trace {"mess
3 Trace {"mes G the us xecuti 35S r "10eTvn : 2022-A5-18T

@) Restricted Mode ®O0A0 UTF-8 withBOM CRLF Llog & Q)




Path

The Anatomy of a Log Entry u

Log entries generated at the Verbose level and their key fields. These are the types of files generated when
running a project locally in debug mode with Log Activities option enabled

) File Edit Selection View Go Run Terminal Help ® 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log @

O O O Y
m oa —

n o
L a 0Q

"activitylnfo”

This field provides the complete name for the activity which generated the
entry.You can use this field when the custom name given to the activity doesn't
specify what type of activity it is.

3 Trace {"

3 Info {
Trace {"me
Trace {'
Info {"n
Trace {"

Trace {"mess
3 Trace {"mes G the us xecuti 35S r "10eTvn : 2022-A5-18T

@) Restricted Mode ®O0A0 UTF-8 withBOM CRLF Llog & Q)
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Log entries generated at the Verbose level and their key fields. These are the types of files generated when
running a project locally in debug mode with Log Activities option enabled

) File Edit Selection View Go Run Terminal Help ® 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

= 2022-05-18_Execution.log @

C: > Users > angela.pasol > AppData > Locz
Info {
Info {

3 Info {
Info {

Trace {"ness | The "State" field indicates if the log entry

Trace {'

LECERREEEERE refers to an activity executing or closing.

nfo {"me . - .
s {'n This field can be especially useful when
SO Uscd in conjunction with the "activityInfo"
JRaceit 4 field to identify execution start and close

3 Trace {' . .
points of containers.

3 Info {"m
Trace {"m

1Y
o

Y

[

w u o n

Trace {'
Info {"n
Trace {"

Y

2022-A5-18T

@) Restricted Mode ®O0A0 UTF-8 withBOM CRLF Llog & Q)
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Log entries generated at the Verbose level and their key fields. These are the types of files generated when
running a project locally in debug mode with Log Activities option enabled

) File Edit Selection View Go Run Terminal Help ® 2022-05-18_Execution.log - Visual Studio Code

) Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

2022-05-18_Executionlog ®

»> angela.pasol

i’,;r*gunenta”

"Variables" and "Arguments”

The "Variables" field is very useful for debugging a project.
Similar to the Local Panel, it lets you check the values of all
variables in the same scope at the moment of log entry
generation

Into {"nm
Trace {'
Trace {'

Trace
2022 - T1

UTF-8 withBOM CRLF log & 0

3 Trace

@) Restricted Mode ®O0A0




Setting the log level for UiPath Assistant

Running a process from UiPath Assistant will
* send the logs to Orchestrator if connected

* generatelogsin
%localappdata%\UiPath\Logs\<shortdate>_Execution.log

The log entries are generated at the level set in UiPath
Assistant and above.

For example, if the level is set to Error, it'll only generate
the logs at the Error and Fatal levels.

Critical Level

Error Level

Info Level

@

UilPath

Verbose Level
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This example shows you how to configure the UiPath Assistant to log events at the Information level and
above for processes executed through it.

Pdth o (E

(A

Home

Recent

Publish Package to Orchestrator

Monior tanding from Desk Step 1: Open UiPath Assistant
setoutoroftce Click the Preference icon

Processes

Answer UiPath Forum Topics
Block my calendar for an hour

Create Use Case One-Slider

|
|

Demo Bot
Generate Case Study Documents
Meeting Assistant

Monitor Standing from Desk

« 1HEEn
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Ui|Path ® 6
S This example shows you how to configure the UiPath Assistant to
Preferences .
e - - log events at the Information level and above for processes
. ' executed through it.

Publish Package to Orchestrator Quit

n Monitor Standing from Desk

Smorome Step 2: Click the Preferences button

Processes

Answer UiPath Forum Topics
’ n Block my calendar for an hour

Create Use Case One-Slider

Demo Bot

Generate Case Study Documents

Meeting Assistant
“ Monitor Standing from Desk
& car Q




Configure UiPath Assistant to Log Events UilPath

[U]] preferences

e Theme This example shows you how to configure the UiPath Assistant to
5 N s log events at the Information level and above for processes
. Keyboard Shortcuts - .
executed through it.
17 Orchestrator Settings —
Auto Light Dark
Language
English v

Step 3: Click the Orchestrator Setting option

O Help

20.10.6
Microsoft Windows 10 Enterprise 10.0.18363

Ui|Path Copy to clipboard




Configure UiPath Assistant to Log Events UifPath
This example shows you how to configure the UiPath Assistant to log events at the Information
level and above for processes executed through it.
[U]] preferences
£33 General Orchestrator Configuration
ﬂ Machine Name Step 4: Click the Log Level drop-down

Orchestrator URL

Machine Key

Status: ® Connected, Licensed
O Hep Logging
105 Log Level

PClth Trace =



Configure UiPath Assistant to Log Events

UilPath

This example shows you how to configure the UiPath Assistant to log events at the Information

level and above for processes executed through it.

[Ui] preferences

& General Orchestrator Configuration
0O, Keyboard Shortcuts Connection Type

Machine Key
1t Orchestrator Settings

Machine Name
Orchestrator URL

Machine Key

| Verbose

Trace

I Information

Warning

e Error
Help
Critical
20.10.6

[ui]Path

Off

Trace -

Step 5: Select the Information option



Configure UiPath Assistant to Log Events

This example shows you how to configure the UiPath Assistant to log events at the Information

level and above for processes executed through it.

[Ui] preferences I:I
&3 General Orchestrator Configuration
0O, Keyboard Shortcuts Connection Type
Machine Key ¥

1+
¥l

Orchestrator Settings

Machine Name
Orchestrator URL

Machine Key

Status: @ Connected, Licensed

O Help Logging

20.106 Log Level

r— Information
[uilPath

Click Close, and you're done.

Path



Logging Best Practices Floath

0 Log message activities should ideally be used in the following scenarios:

@ Each time an exception is caught in a Catch block (Log level = Error)

@ Each time a Business Rule Exception is thrown (Log Level = Error)

@ When data is read from external sources. For example, log a message at Information level when an
Excel file is read (Log Level = Information)

In Parallel or Pick activities, log messages on every branch, to trace the branch is taken (Log Level = Information)

In If/Flowchart Decision/Switch/Flow Switch activities

Note: There should be no more than two (maximum three) nested IF statements so it
depends from workflow to workflow if you should add or not log message activities.



Logging Best Practices

0 When you invoke a workflow use the two properties Log Entry and Log Exit (Log level =

Ui

Path

Information). These let you specify if you want to log entry into/ exit from an invoked workflow.

This is particularly useful for debugging without adding lots of Log Message activities

O Write meaningful log messages: The message should be clear enough

O Add context to your log message: Include values of meaningful variables in that context



Classroom Exercise

UilPath

Demonstrate how to use Log Message activity of Info, Error, and Fatal level in a
workflow by creating a bank transaction process that logs the responses and
actions of the user.

» Display a message to the user about the available balance in the bank
account and log this action at the Info level
» Ask the user to enter the amount to withdraw and log the response at the Info
level
» If the requested amount is greater than the available amount, then
* Log an error message, “User does not have enough amount.”
* Display a message to the user, “You are trying to withdraw more than the
allowed amount.”
* Log a fatal error message, “Invalid amount entered. Process terminated.”,
and terminate the process
 If the requested amount is less than the available amount, then
- Display a message to the user, “Your remaining amount is $x”
* Log an Info level message, “Remaining amount displayed to the user”



Classroom Exercise

UilPath

The ACME project consists of several workflow files. The project navigates to ACME
System 1, logs in, navigates to the Download Client and Support page, downloads all
the Work Item PDF documents, and logs out.

Apply the logging recommendations and add log messages to a workflow to make
the execution easy to supervise.

Here are some hints to help you approach this exercise

Use info level to indicate that something happened, that the process entered a certain state, for
purely informative purposes.

Use the warn level for unexpected behavior that might occur, any information that might be useful to
know but is not preventing the process from being complete.

Use trace level to log any important data that you need to stand out from the rest of the log
information.

Use fatal when a key activity might not work, and the process will not be able to complete without it.
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