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® © © @ About the Author

Rita Mulcahy, PMP, is an internationally recognized expert in project management and

a highly sought-after project management author, trainer, and speaker. She has over 30
best-selling project management resources to her credit, Rita has taught and spoken to
tens of thousands of managers and executives, and her products, classes, and e-Learning
courses have helped over 250,000 people become more effective at managing projects. The
fisst edition of this book, Risk Management, Tricks of the Trade® for Project Managers, won
the Professional Development Product of the Year Award from the Project Management
Institute (PMI).

Rita is also the founder of RMC Project Management, an international project
management speaking, training, and consulting firm, a Global Registered Education
Provider with PMI, and one of the fastest-growing training companies in the country.
RMC specializes in real-world project management training—interpreting the PMBOK®
Guide for real-world use and helping companies use the latest project management tools
and techniques to complete projects faster, with less expense, better results, and fewer -
resources. RMC provides training in basic and advanced project management for team
members, project managers, project management offices, and senior management. RMC
offers classroom and online training on topics including;

* Project Management Fundamentals

* Project Risk Management

* Determining and Managing Requirements

* Common Project Problems

» Troubled Project Recovery

* Negotiation

» Contracts and Procurement

* Best Practices

Please visit RMC's Web site, www.rmeproject.com, for more information about these and
additional course topics.
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® © © @ Introduction

Imagine you are the project manager assigned to build a supermarket in South America. The
project is scheduled to begin during the dry season and will be built near a rain forest. Now
imagine the risks you might encounter. Even if you are not a construction expert, you might
have thought that rain could be a problem. In the construction indusiry, there is something called
liquidated damages, money the seller pays the buyer for delay in meeting the completion date.
Therefore, the seller would be worried about anything that might delay the project.

During the project, it starts to rain and rain. Your boss, very upset, comes down fo the
construction site saying, "It's raining. Its raining!" The buyer’s project manager, akso upset, comes
down to the construction site saying, 'Its raining! It’s raining!" You say, Dot worry; the
belicopter will be here 1n a moment.” Just as you finish speaking, a helicopter arrives and proceeds
to use the speed of its rotors to blow the water off the construction site. No more problems! How
can the boss not give you and your team some credit for such activity? How can he not assign you
fo the next project everyone else wants to be assigned to? The boss and buyer will probably tell
everyone they know about this one for years! To them, it looked like magic. To you and your team,
12 was just project management.

While developing a new handbeld computer, the customer learned that the keypad they requested
would not work under the conditions necessary. Worried that the required end date could no
longer be met and huge expense would be incurred, the customer held a meeting with the project
manager to discuss the problem. The customer was shocked when the project manager said, "We
expected this conld happen and have an alternative keypad almost ready. The delay for this issue
has been already planned into the project reserve and we will still be able to complete the project
on time."

These stories are examples of successful risk management. However, in the real world,
many project managers are unaware of the process of risk management, or they think
risk management is too hard or is only for farge projects. As a result, they are unable to
achieve the level of success reflected in the previous stories.
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RMC Project Management, founded by Rita Mulcahy, PMP, has conducted several
international studies of the methods used in project risk management. Our conclusion

is that the situation is dire! We found managers of US $700,000,000 projects in South
Africa who were using checklists and believing that was risk management. A team on

a US $300,000 project in France used only an interview technique to manage risk for a
project that could have resulted in the death of many of its workers. Project managers in
more than one country never looked at the causes of their risks to realize that a single
cause could result in the occurrence of many low-ranking risks, thereby leading to project
failure. Consultants speaking at "risk management” conferences were telling people that
risk management is only the use of a stoplight evaluation of red, yellow, or green for a
project, rather than detailed identification of individual risks. Project managers in the
United States were using only Monte Carlo simulation, believing they were doing adequate
risk management. Professional risk management associations were only accepting papers on
quantitative risk analysis, excluding as unimportant all the other topics in risk management.

We have since found that industries are now taking risk management more seriously, and
embracing and reaping the rewards of following more comprehensive risk management
PrOCEsses.

In 1999, the Committec on Banking Supervision of the Bank of International
Settlements (Basel Committee) established minimum requirements to improve the
measurement of risks in that industry. Banks are incentivized to invest in, develop, and
implement project risk management. Ultimately, the institutions with more sophisticated
risk management disciplines will be able to set their own capital requirements based on
their own sisk profiles. What does this mean? The better a banlds risk management, the
more funds they are allowed to lend, thus, the more revenue they can earn.

In the construction industry, studies show that ignoring risk and simply trying to shift all
risks to the seller results in 8 percent to 20 percent additional costs to the buyer.

In the software industry, the Capability Maturity Model (CMM) levels espoused by many

different organizations require a documented and assessed risk management process.

[n country after countiy, standard project management practices now focus on risk
management. Yet, in reality, too many project managers and those who work on projects
still ignore risks, doing nothing about them.

Can you imagine preventing 90 percent of your project problems? How helpful would it
be to eliminate 35 percent of those problems on the first try? Can you imagine how much
the quality, cost, and schedule of your projects could be improved?

After years of working with thousands of project managers from around the world,
this book has been written to fill a substantial gap in international risk management
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knowledge. It also attempts to correct common errors flagrantly noted and taken as fact in
poorly documented articles and project management literature.

Since this book covers the basics of risk management—plus advanced topics and Tricks of
the Trade® from around the world—it is 2 must for project managers, management, team
members, and those preparing for project management or risk management certification,
whether through self study or in university or corporate risk management courses.

Using This Book to Prepare for Certification Exams

This book is designed to teach real-world risk management and to provide real examples
of managing risk. Since most certification exams that test on risk management test your
ability to apply risk management to real-world situations, rather than just testing your
knowledge, this book is also the primary text for becoming risk management certified.
It was designed as the primary resource for preparing for the Project Management
Institute’s Risk Management Professional (PMI-RMP®) exam. This book is also a key
text to use in preparing for the risk management questions on the Project Management

Institute’s PMP® and CAPM® exams and the risk management questions on the
PRINCE?2 certification.

Note: If you are using this book to prepare for PMI's Risk Management Professional (PMI-
RMP®) exam, please start by reading Chapter 10 of this book. Ifyou are using this book as part
of your preparation for the PMP® or CAPM® exam, please start by reading Chapter 11 of this
book.

This book may also be used to obtain up to 15 PDUs in the self study category for Project
Management Professional (PMP) recertification or 7.5 PDUs in the self study category
for PMI-RMP® recertification with the Project Management Institute.

This book has the following features:

* Tricks of the Trade® from 141 worldwide contributors and international risk
management research

* Subjects and innovative tricks that no one else has written about

» Exercises to make all the concepts real

* Questions for discussion and other features needed for university courses that use this
book

* Templates you can adapt to your real-world projects

» Exams, games, and exercises utilizing adult and accelerated learning to increase your
knowledge in fast and fun ways

* Over a thousand sample risks and risk categories that will help you identify risks you
have not previously thought about

* Access to free templates and additional risk information

© 2010 RMC Publications, inc » (952) 846-4484 « infp@rmeproject com = www rmeproject com
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'This book:
* Shows how risk management fits into the project management process, especially in
the areas of cost, schedule, quality, team building, and procurement.
* Emphasizes the areas that should get the most attention in the real world.
* Provides a methodology that prevents many of the problems faced on projects and
shows how to do it, not just what to do.

How to Use This Book

Throughout this book, you will see many exercises. These have been developed based on
accelerated learning theory and an understanding of difficult topics in risk management.
It is important to make sure you do these exercises, rather than jumping right to the
answers. Do not skip them, even if their value is not evident to you. The exercises and
activities are key benefits of this book, whether your goal is to pass an exam or simply to
improve your project management abilities.

Each chapter is concluded by a chapter review. This review includes key concepts, key
terms, a matching game, and questions for discussion. Make sure you can honestly say
that you understand each of the key concepts and know each of the key terms. If not,
go back and reread the chapter. Then play the matching game to make sure you are
comfortable with these concepts. Lastly try to complete the questions for discussion.
These questions will help you think about what you read in the chapter in new ways and
thus make sure you really understand the concepts.

Each chapter review also includes an opportunity for you to adapt what you have learned to
your real-world projects. Again, this will help you because you have to apply what you have
learned to a real-world situation—in this case, YOUR real world situation. In doing so, you
can uncover gaps in your knowledge. Many of the templates included in the book are also
available online for you to print and to adapt as the circumstances of your project dictate.

TRICKS
OF THE.

Also included throughout the book are Tricks of the Trade®, a registered
trademark of RMC. They are designated by this image and will give you

Many of the Tricks of the Trade® first described or promoted in previous
editions of this and other RMC publications have since become industry
standards!

Concepts such as risk tolerance and risk owners are similar across the different risk
management approaches. In the PRINCE2 project management standard, qualitative
and quantitative risk analysis are called risk evaluation. Risk response planning is referred
to as identifying suitable responses to risk and selecting and planning resources. The risk
register is called a risk log. Otherwise the concepts are similar.

© 2010 RMC Publications, Inc » (352) B46-4484 » info@rmeproject com e wivy rmeproject com
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No matter how much experience a person may have in managing projects, everyone has
a few tricks for managing risk. Before you continue reading, take some time to list yours
now, and then see how many more you have after reading this book. Have fun adding to
your list!
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Test your current knowledge of risk management. Using this score sheet, take the Pretest,
and put a checkmark next to the ones you answered correctly. Then read this book and
complete the exercises. A final exam is provided after Chapter 11 to test your knowledge
in more detail,
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. Which of the following best describes why a work breakdown structure is needed
before you can complete the risk management process?

A. Tt describes resources to be used on the project.

B. It shows the interdependencies on the project.

C. It shows the work to be done on the project,

D. It shows the lack of organization on the project.

2. Of the risk management processes, which one might it be appropriate to omit on
certain projects?

A Plan Risk Management

B. Perform Qualitative Risk Analysis

C. Perform Quantitative Risk Analysis

D. Plan Risk Responses

. What is the purpose of risk management?

A. To plan how to deal with problems

B. To uncover scope of work that needs to be accomplished

C. To assign risks to risk owners

D. To systematically manage things that can go right and wrong on a project

. Which of the following processes uses a subjective evaluation of risks?
A Identify Risks

B. Perform Qualitative Risk Analysis

C. Perform Quantitative Risk Analysis

D. Plan Risk Responses

. A short list of risks is created during which risk management process?
A Tdentify Risks

B Perform Qualitative Risk Analysis

C. Perform Quantitative Risk Analysis

D. Plan Risk Responses
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6.

10,

Which of the following is most likely to occur if risk management is not done on a

project?

A. Testing activities will fail.

B. The project will cost more and take longer.

C. The customer will appreciate how much less time it will take to complete the
project.

D. Team members will be unhappy.

. Who is involved in identifying risks?

A. The team

B. The sponsor

C. The project manager
D. Everyone

. What is the definition of a risk?

A, An opportunity or threat that might affect the project
B. A project constraint

C. A problem that has occurred

D. Anissue that needs the sponsor’s attention to resolve

- Which of the following are needed before you can effectively perform the Plan Risk

Management process?

A. A work breakdown structure and a project charter

B. Measurements

C. The sponsor and some work completed

D. An understanding of the calculations to be made to measure progress

Opinions or beliefs about the project that may or may not be accurate are called:
A. Constraints.
B.  Assumptions.

C. Dependencies.
D. Risks.
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11.

12.

13.

14.

15.

Historical records are important to review in planning a project because:

A. You can duplicate all the templates from another project, rather than creating
your own.

B. They document company policies and procedures for project management.

C. You can save the time of identifying risks by using the risk register from a
previous project.

D. They include lessons learned from past, similar projects, which may help you plan
your own project and benefit from previous successes and failures.

The role of the project management office (PMO) may include all of the following
EXCEPT:

A, Advising the project manager on processes and procedures.

B.  Authorizing the project charter.

C. Providing standard reporting forms for use on the project.

D. Measuring the effectiveness of corrective action on the project.

Someone who is risk averse:

A. Tsarisk taker

B. Is a risk management expert.

C. Prefers to avoid risks.

D. Will accept a particular category of risks on a project.

Affinity diagrams, nominal group technique, and brainstorming are all tools for:
A. Developing the project charter.

B. Quantifying risks.

C. Responding to risks,

D. Identifying risks.

Which of the following is NOT an example of a project risk?

A. The temperatuse could drop below freezing earlier in the season than usual.

B. Animportant delivery could be delayed.

C. We do not have enough qualified technicians to complete the installation as
required.

D. Our competition could beat us to market with a similar product.
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16. Which of the following risk identification techniques continues until a consensus of
expert opinion is reached?
A. Delphi technique
B. Brainstorming
C. Affinity diagramming

D. Nominal group technique

17. The process of determining how well a risk is understood is called:
A Qualitative risk analysis.
B. Data quality analysis.
C. Earned value analysis.
D. Assumptions testing,

18. Monte Carlo simulation is:
A. A method of identifying risks.
B. A response to risks not identified in the planning process.
C. A way to calculate expected monetary value of risks.
D. A method of analyzing the probability of completing the project within a range
of time or cost.

19. Probability and impact of risks can be determined by all of the following EXCEPT:
A. Referring to historical records of past, similar projects.
B. Utilizing the Delphi technique.
C. Network diagram analysis.
D. Interviewing experts.

20. Which of the following is a risk response strategy for both threats and opportunities?
A. Transfer
B Accept
C. Mitigate
D Exploit

© 2010 RMC Pubications, Ing » [952) 846-4484 « info@rmcproject com = wanwy rmcproject com




21. A secondary risk is a risk that;
A. Has occurred twice during the project.
B. Is generated by a response to another risk.
C. Is not identified before it occurs.

D. Is addressed by a fallback plan.

22. Contingency reserves can be used:
A. To deal with unplanned risks that occur.
B.  Only with management’s approval,
C. To deal with specific risks as planned.
D. By the project team as needed.

23. A risk trigger is:
A. Anindividual assigned to manage a specific risk.
B. An indication that a specific risk has occurred or is about to occur.
C. Animpact of a risk that is greater than expected.
D. A risk that is planned for, but does not occur, during the project.

24. A risk review:
A. Looks forward in time to ensure existing risk response plans ate adequate.
B. Evaluates the effectiveness of the team’s risk management efforts.
C. Indicates that an identified risk is about to occur.
D. Isan evaluation by the project manager of the work done by risk owners,

25. Inputs to the Perform Qualitative Risk Analysis process include all of the following
EXCEPT:
A. Project scope statement.
B. Watchlist.
C. Risk management plan.
D. List of potential risks.
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. Answer: C

Explanation: A work breakdown structure is used to help identify the work to be
done and therefore allows risks to be identified by work package, a more detailed Jevel
than only identifying risks by projéct.

. Answer: C

Explanation: The Perform Quantitative Risk Analysis process is a more detailed,
numerical method of analyzing risks. Depending on the size and priority of the

project, the time and effort required to complete this process may not be worthwhile
OF necessary.

3. Answer: D

Explanation: Notice that choice D includes addressing threats AND opportunities.
It is more inclusive than choice A, and therefore more accurate.

. Answer: B

Explanation: Subjective evaluations of risk are done during the Perform Qualitative

Risk Analysis process.

. Answer: B

Explanation: The purpose of the Perform Qualitative Risk Analysis process is to take
the long list of risks created in the Identify Risks process and determine which ones
warrant further analysis. These risks comprise the short list.

. Answer: B

Explanation: The process of risk management removes many of the things that can
go wrong on 4 project and finds ways to save time and cost. Therefore, the project can
generally be completed faster and cheaper.

. Answer: D

Explanation: All stakeholders should be involved in the risk management
process, including the identification of risks. It is important to have input on risk
identification from a variety of sources, to ensure that all possible risks are identified.
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8. Answer: A

Explanation: Constraints {choice B) are facts, not risks. Risks are opportunities or
threats that might affect the project for better or worse (choice A) and not problems
that have already occurred (choice C). Risk resolution generally does not require the
involvement of the sponsor (choice D).

9. Answer: A

Explanation: Choice A is the only choice that describes items needed before you can
do risk management. Measurements (choice B) and completed scope (choice C) come
after the Plan Risk Management process. Calculations (choice D) are not required.

10. Answer: B

Explanation: This is the definition of assumptions (choice B). Assumptions must be
investigated and their validity determined, as incorrect assumptions can negatively
impact the entire risk management process.

11. Answer: D

Explanation: Choices A, B, and C are incorrect statements regarding historical
records. Although you may find some templates and/or the risk register from previous
projects to be useful (choices A and C), your plan should be specific the needs of your
particular project. Historical records are best used as a starting point, and adapted by
the project manager. Policies and procedures (choice B) ate paits of organizational
process assets, and not specifically historical records. Choice D is the correct answer
and describes the value of reviewing historical records from past projects.

12. Answer: B

Explanation: All of the choices except choice B are possible ways the PMO may be
involved in a project. The project charter is authorized by the project sponsor.

13. Answer: C

Explanation: The definition of risk averse is "unwilling to accept risk "
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14. Answer: D

Explanation: These are all tools the project manager can use with the team and
stakeholders in the Identify Risks process.

15. Answer: C

Explanation: A "risk" that is at least 80 percent likely is not a risk, but a fact. Facts
are addressed in other parts of project planning.

16. Answer: A

Explanation: The Delphi technique involves getting opinions from multiple experts,
compiling the results and then sending the feedback back to the experts until
consensus is reached.

17. Answer: B

/
Explanation: Data quality assessment analyzes the current understanding of the

risk and the reliability of the data. This technique identifies risks that require further
investigation.

18. Answer: D

Explanation: Monte Carlo simulation is a tool used in the Perform Quantitative Risk
Analysis process. It creates a probability distribution of completing the project within
a range of possible dates or costs.

19. Answer: C

Explanation: Although the network diagram (choice C) is used to identify risks on
the project, it is not of value in analyzing the probabilities or impacts. All of the other
choices may be used for that purpose.

20. Answer: B

Explanation: Transfer (choice A) and mitigate (choice C) ate response strategies for
threats. Exploit (choice D) is a response strategy for opportunities.
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22.

23.

24,

25,

Answer: B

Explanation: Secondary risks must be identified in the Plan Risk Responses process,
and response strategies must be created for them, as well as for the other risks.

Answer: C

Explanation: Additional funds allocated for unplanned risks (choice A) are
management reserves, Contingency reserves are included in the budget to be used for
specific potential risks.

Answer: B

Explanation: A risk trigger is an indication that a risk has occurred or is about
to oceur. The individual assigned to each risk is the risk owner. This person is
responsible for watching for triggers and carrying out the risk response if the risk
oceurs.

Answer: A

Explanation: Choice A is the correct definition of a risk review. A risk audit evaluates
the effectiveness of the team's risk management efforts (choice B). Choice C is the
definition of a risk trigger.

Answer: B

Explanation: A watchlist includes non-top risks documented for later review during
the Monitor and Control Risks process. It is an output of the Perform Qualitative
Risk Analysis process, not an input.
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The risk management process is a systematic and proactive approach to taking control
of projects by understanding or decreasing uncertainties (unknowns). Tailored risk
management can apply to projects with a range of durations from weeks to years and
budgets ranging from a few thousand to millions of dollars.

Risk management involves minimizing the consequences of adverse events as well as
maximizing the results of positive events. Therefore, risks can be good or bad events,
referred to in this book as opportunities or threats.

It is essential that potential good events (opportunities)
are included in risk management. Such identification

! o
allows the team to take advantage of opportunities Look for the good AND bad

presented by the project. The things that go right things that can happen!
(cheaper parts, an activity completed faster than

scheduled) are what give you an edge over the things
that go wrong.

Risk management is a part of the project management process, and consistently following
that process is important for getting results. It allows you to take control of the project,
rather than letting the project control you. If the early steps of the project management
process are not followed, the benefits of the later steps will not be realized.

The six individual risk management processes are outlined next. They will be described in
detail in the following chapters.
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Risk Management Overview

Plan Risk Management

This process focuses on determining how risk management will be done on the project,
who will be involved, and the procedures to be used.

|dentify Risks

In this process, the stakeholders are involved in making a long, comprehensive list of
specific risks (threats and opportunities). This does not mean five items, but hundreds
of items. Risks to the entire project are identified, but risks are also identified at a lower
level—by work package or by activity.

Perform Qualitative Risk Analysis

This process includes subjectively analyzing the risks obtained in the Identify Risks
process and deciding which risks warrant a response—creating a “short list." Probability
and impact are determined qualitatively, a choice is made about whether a quantitative
evaluation is necessary, and the project risk score and the probability of meeting project
objectives are determined.

Perform Quantitative Risk Analysis

If it is necessary for the project, this process is performed to numerically analyze the
probability and impact of specific risks and the overall risk of the project.

Plan Risk Responses

This process involves determining what can be done to reduce the overall risk of the
project by decreasing the probability and/or impact of the short-listed threats and
increasing the probability and/or impact of opportunities.

Monitor and Control Risks

In this process, the risk response plans are implemented as risks occur throughout the
course of the project. It includes looking for risk triggers, identifying new risks, and
evaluating the effectiveness of risk responses.

Risk Management Is an Iterative Process

Risk management is not a one-time-only process. It is repeated throughout the life of
the project. Therefore, risk identification stasts in initiating. It is heavily addressed during
project planning and continues during project executing and monitoring and controlling,
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Risk Management Overview

as changes are made or issues are discovered. Each of the individual risk management
processes should be done as completely as possible and then fine-tuned through
iterations.

There are two types of risk:
* Business risk: A risk of a gain or loss (e.g, a product that can lose money or make
money when sold)
¢ Pure (insurable) risk: Only a risk of loss (e.g;, such as a risk of fire)

In any case, a risk is something that is less than 100 percent certain—if it is a fact, it is not

a risk! Risk management involves determining the following risk factors:

o Probability: The likelihood that a risk (threat or opportunity) will oceur

o Impact (consequence): The effect on the project if the risk (threat or opportunity)
occurs

o Expected timing: When during the life of the project the risk (threat or opportunity)
might occur

o Frequency of the event: How many times the risk (threat or opportunity) might
occur during the life of the project |

Risks are identified early in the project, but most do not impact the project until later
(see the following diagram). Therefore, the risk management process helps prevent future
problems from occurring

The following chart shows the entire risk management process that is described in this
book. Use this chart to help make sure you understand how each part of the process fits
together.
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Risk Management Overview

Key Concepts

+ Risk management is a systematic approach with a process that must be followed in
order to gain results.

o Risk management should be used on all projects.
o Risk management is an iterative process that recurs throughout the life of the project.
s A risk can be a threat or an opportunity.

o A fact is not a risk.

Key Terms

o Risk management process o Perform Quantitative Risk Analysis

o process
» Uncertainties

» Plan Risk Responses process
o Risks

o Monitor and Control Risks process
e Threats

N o [terative
o Opportunities
, o Business risk f
s Plan Risk Management process

o Pure (insurable) risk
o Identify Risks process

o Risk factors
o Perform Qualitative Risk Analysis

pIOCEss » Probability

» Impact
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Risk Management Overview

Instructions: Match the risk management key word to its definition.

Key Word

e 1. Risk management process
e 2. Uncertainties
- 3. Risks

4. Threats
5. Opportunities
6. Plan Risk Management process

e 1. Identify Risks process

s 8 Perform Qualitative Risk Analysis

PEOCESS

e 3. Perform Quantitative Risk
Analysis process

Definition
A. Repeated throughout the life of the project
B. A systematic and proactive approach to
taking control of projects by understanding

or decteasing the uncertainties

C. Determining specific risks by project and by
activity

D. Unknowns

10. Plan Risk Responses process

11, Monitor and Control Risks
process

. 12, Tterative

13. Business risk

14. Pure (insurable} risk
15, Risk factors
o 16, Probability

e 170 Irapact

E. Numerically analyzing the risks obtained in
the Identify Risks process and analyzing the
extent of overall project risk

F. Determining how risk management will be
done on the project, who will be involved,

and procedures to be used

G. A risk of a gain or loss

© 2010 AMC Publications, nc » (952) 846-4484 « info@micproject cam « www tmeproiect som
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Risk Management Overview

-

H. Implementing the risk response plans L. Possible events that may positively or
as risks occur, looking for risk triggers, negatively impact a project
identifying new risks, and evaluating the
etfectiveness of risk responses M. The likelihood that a risk {threat or

opportunity) will occur
i. Possible events that may positively impact a

project N. A risk of loss

J. Determining what can be done to reduce 0. Probability, impact, expected timing,
the overall risk of the project by decreasing frequency of the event
the probability and impact of the threats
and increasing the probability and impact of
opportunities

P. The eftect on the activity or the project if the
risk (threat or opportunity) occurs

Q. Possible events that may negatively impact 2

K. Subjectively analyzing the risks obtained .
project

in the Identify Risks process and deciding
which risks warrant a response; creating a
"short list" of risks

|
Answer Key
1. B 10 ]
2. D 1. H
3. L 12. A
4 Q 13 G
5 1 14. N
6. F 15 0
7. C 16. M
8. K 17. P
9. E
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Risk Management Overview

© Questions for Discusson

1. How do you currently manage risks on your real-world projects?
2. Why is following a process so important for achieving successful results?

3. Why should risk management include an analysis of things that could go right in
addition to things that can go wrong?

4. Why should a company require that any risk that is 80 percent or more probable be
considered a fact and included as a constraint in the project management plan?
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An input is something that must be done or information that must already have been
collected before you can adequately complete the next process. This is important! It risk
management is going to be fast and effective, certain other items must be available befote
you begin.

Inputs are listed here because they are used throughout the risk management process.

If you do not understand these after reviewing the following introduction and exercise,

I suggest you spend a little more time understanding project management before you
delve into risk management. Risk management should be addressed throughout an
organization, and is a part of the project management process. Project management tools,
documents, processes, and tricks will be referred to throughout this text.

@ © © © Exercise Test yourself! Explain why each of the following inputs to
risk management are needed before you can adequately complete the risk management
POCESS.

Project management process

Project background information

© 2010 RMC Bublications, Ine » {952) 846-44B4 + info@nncproject com « v rmeproject com L 1



What You Need Before You Can
Effectively Begin Risk Management

Project charter

Stakeholder register

¢ Stakeholders
from within |
your performing . ' .
organization i

* Stakeholders
from outside of
the performing

organization

Project scope statement

) = ‘.
Outputs from Project constraints |
project planning __
for your project ! |
Assumptions
Work breakdown
structure |
[
|
Network diagram
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What You Need Before You Can
Effectively Begin Risk Management

Estimates for time and
cost

L Human resource plan

Outputs from

’ project planning —

: - i Communications
i for your project

| management plan
1

|

:‘ Procurement

l management plan

Risk management
policies, procedures,

templates

Historical records from

previous projects

Lessons learned from
Ouganizational | PTEVIOus projects

process assets

Risk tolerance arcas

Risk thresholds
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| What You Need Before You Can
| Effectively Begin Risk Management

© @ ® © Answer The following is a detailed summary of these inputs. Spend more
time on this if you have not had recent training in project management. Read carefully,
and look for tricks to add to your list in the next few pages!

The Project Management Process

In order to complete projects faster, cheaper and with the highest quality, effective risk
management must occur within a properly executed project management process.

The project management process begins with initiating, where the project charter is
created and the stakeholders are identified. Project planning then involves creating
project management plan that is bought-into, approved, realistic, and formal. Executing
involves completing the project to the plan and coordinating and facilitating the project
team in completing the project work. Monitoring and controlling involves measuring
progress against the project management plan. Executing and monitoring and controlling
often overlap in time during the project management process. In closing, final acceptance
is achieved and lessons learned and other historical records are created.

Risk management fits into the project management process as shown in the following
chart.
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What You Need Before You Can
| Ef‘fectwely Begin Risk Management

» Execute the work

» Determine company
culsuzre and existing
systems

» Deteemine how you will
do plasning—part of all.
" matagement plans

according to the PM
plan

» Take action o contral |
the project -

i » Produce product scope

» Muzsuse performance

» Collect processes,
pracedures, and
historicat information

» Fiaalize requirements l

l » Request changes

against the pecformance
measarement baseline

» Craate project scope

» Divide large projects
into phases

statemient

» Jmplement only
approved changes

3 Mé.isﬂiepdrfomimcc :
against other megrics °

» Determine what to
purchase

» Understand the business
st

* Ensure common
understanding

dctcnumcd by the .-
project manager .

| » Diermine team

» Uncoverinitial

“sequirernents and rsks |

! » Use the work

v Determine variances

» Canfirm wark is done to
requisemeats

v Complese procurement
closure

» Gain fosmal scceptance
of the product

v Complete final
performaace reporting

» Index and archive
records

» Create measurble
abjecives

l v Create nctwork diagram J

I » Bevelop project charter

» Estimate resource

| » Heniily stakeholders

requiresents

» Perform quality
assurance

» Request ch_anges:

authorization system Md iftheywammta [ Updase tessons learned
» grcatc WRS aad WBS F— change tequest knowledge basc
ictionary ‘ » Continuously improve i T
> :
- ]lnﬂucncc ti:c ﬁz(_:_mrs_ {1 » Hand off completed
l » Create activity list |‘ » Follow processes l that cause chianges - - product

I| » Release resources

» Perform integrated

I » Perform quality audits

change control

» Develop stakeholder
l]].'ll]:lgcmﬂl'l% sl!.‘ncgy

; » Estimate time and cost I

l v Acquire frad team

¥ Approve or reject

changes

I v Determine critical path l

; » Manage peaple

» Inform stakcholiess of

I v Develop schedule l

I » Develop budger

» Determine quality
standards, processes, and
metrics

» Create process
improvement plan

» Evaluate team and
project performance

approvad changes

| » Manage configuration l

¥ Hold team-building

aclivities

l » Create forecasts |

» (ive recogition and
rewards

» Gain acceptance of
intesin defiverables from

ﬂ}{i customer

» Useissue Jogs

| » Perform quality control l

» Determing abl roles and
responsibilities

» Facilitate conflict
sesofation

» Report on project

performance

+ Plin communications

» Terform risk
identification,
qualitative and
quantitative risk
analysis, and risk
respense planning

» Go back—iterations l

» Prepace procurement
documents

» Figalize the "how to
executeand control’
parts of ll management
plans

v Develep finad PM
plan and performance
measusement huseline
thast are sealistic

» Gain formal approval of
the plan

» Hold kickefl meeting l

» Serd and receive
informsation

I » Perform risk audits |

l » Hokd meetings

” » Manape rserves l

1 » Select setlers

*» Administer

pracuremenis
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What You Need Before You Can
Effectively Begin Risk Management

Project Background Information

Information such as correspondence from before the project was approved, articles
written about similar projects, and other such information will help identify more risks.

Though there are many steps in risk management, it does not need to be a lengthy
process. To shorten the time, it is important to locate all relevant information before
beginning the planning component, otherwise mistaken assumptions and miscalculations
will affect your risk management efforts. Depending on the size of your project, you
might consider collecting such information as:

Corporate objectives

Corporate risk management policies or procedures

Priority of this project compared to all others

Answers from management and the customer to as many of your questions about

the project as possible so that you are clear about the project charter, constraints, and

issues related to the project

Supporting data for management’s time or cost objectives (if available)

Experts

+ Who are they?

+ How can they assist the project team with the customer, the project scope of work,
and project management?

Articles or publications on risk

Cultural issues and suggested protocol, language barriers, and social customs

Review of documentation relevant to the project:

+ All e-mails and meeting minutes from before the project was approved, including
those from the customer

+ Technical and project management literature or articles

+ Copies of contracts, standards, or regulations related to the project

+ Technical drawings and specifications

+ Organizational charts

¢ Résumés of potential team members

+ Marketing or sales reports

The following are questions about project background information to consider when
identifying risks:

What would e-mails tell you?

o Have you ever read the contracts related to your projects?

26

© 2010 RMC Pyblicalions, nc » (952) B4G-4484 « info@rmeprojact com « waww srcqrciect com




What You Need Before You Can
Effectively Begin Risk Management

How does your project relate to the strategic plan of your organization?
What is the level of management support for your project?

How do you know you have a clear understanding of the requirements and
expectations of management and the customer?

Project Charter

A project charter is not a project management plan, but rather a high-level directive from
management outlining the overall objectives of the project. It authorizes the existence

of a project (the completion of work), gives the project
manager the authority needed to complete the project,
and provides some extremely important direction

for the project. A project charter should be issued by
management for every project. It should be no more
than two sides of a page long, and contain the following
information:

'Azcharter_should be'll.n:'-'i
_ wntmg"for everypro;ect
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What You Need Before You Can
Effectively Begin Risk Management

The following are questions about the project charter to consider when identifying risks:

What is included in the project charter?

What is not included?

How clear are the information and directions?

Ate the project objectives achievable?

What is the degree of difficulty in completing the work described in the project
charter?

What is the level of the project manager's authority?

Outputs from Project Planning for Your Project
Stakeholder Register

Stakeholders are individuals and organizations who are actively involved in the project or
may affect or be affected by the project.

"The names, skills, abilities, and needs of the individual stakeholders are determined
early in the project and documented in a stakeholder register. This document is updated

throughout the project, as more information about the stakeholders and their preferences
becomes known.
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Stakeholders may include:
* People within the performing organization
¢ Project sponsor
¢ Management
+ Project manager
¢ Project team
¢ Project manager’s boss
+ Team members’ bosses
¢ Procurement department
¢+ Marketing department
¢ Salespeople
¢ Quality assurance/quality control departments
+ Manufacturing
¢ Legal counsel
¢ Other departments
¢ Project managers of previous, similar projects
¢ Project managers who have worked with the customer before
* And people from outside the performing organization
+ Customer
¢ Customer’s competition
¢+ End users
¢ Suppliers and vendors
¢+ Experts
+ Public

+ Funding sources

Since stakeholders will be affected by the project, they have an important role in risk
management. Stakeholders outside of the team will be able to see risks that the team
cannot. They can assist in each step of risk management and may even be assigned as the
owners of some risks. Thus, they have specific roles and responsibilities. Documented
information about stakeholders, their communication styles, and preferences will be an
asset during the Identify Risks process and throughout the project.

It is important to understand the roles of all stakeholders, who is assigned to each risk,
and what level of authority the project manager and others have on the project.

© 2010 BMC Bublicatians, Inc » (952) B4G-4484 « info@smapraject com  www rmeprojact com 29
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Effectively Begin Risk Management-

The following are questions about stakeholders to consider when 1dent1fymg risks:

* Who are all the stakeholders for the project?

* What are their stated objectives?

¢ What are their expectations (intents that are not stated but are their motivators or
non-motivators for working on the project)?

o What are their areas of influence/weakness?

* Do stakeholders understand their roles?

* What is the time commitment and availability required of them?

Project Scope Statement

Think of the term "project scope statement" as the approved project and product scope
for the project. To perform risk management, it is important to have a finalized project
scope statement that describes the complexity of the project.

The following are questions about the project scope statement to consider when
identifying risks:

* 'What areas of the scope of work are incomplete?

 What did any of the stakeholders want that was ultimately not included in the project

scope statement?

o What work has never been done before?

 What work are you, as the project manager, experienced with?

* What work are you inexperienced with?

¢ 'What parts of the project scope statement are unclear?

Project Constraints

The project scope statement includes information about project constraints, which are
also important inputs to the risk management process. A project constraint is anything
that limits the team’s options.

Examples include:

¢ Time: Complete the project by June 15.

Cost: Complete the project for less than US §125,000.

Scope/performance: Complete all the work listed.

Quality: There should be no more than three bugs per module.

Risk: The risk score for the project should be no more than 60 on a 0 to 80 scale.
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* Resources: Only three resources from the marketing department may be used.
* Customer/Stakeholder satisfaction: The customer satisfaction rating throughout the
project should be at least 8.0 on a 1 to 10 scale.

The following are questions about project constraints to consider when identifying risks:
o After a high-level review, do any constraints on this project appear to be unrealistic?
* How does a constraint in one area affect other areas of the project?

Assumptions

The project scope statement also includes information about assumptions. Assumptions
are things that are accepted as true, but that may not be true. Project assumptions may
increase or decrease risks and help in determining risk impacts. Such beliefs or opinions
about the project must be identified. The validity of the assumptions will be tested later in
risk management, during the Perform Qualitative Risk Analysis process.

The following are questions about assumptions to consider when identifying risks:
o What assumptions might prove to be incorrect later in the project?
s How can you prevent problems by clarifying assumptions early?

Work Breakdown Structure

A work breakdown structure (WBS) is one of the key outputs of project management
planning, It is an input to other processes and is essential for all projects. The work
breakdown structure decomposes the project into smaller, more manageable pieces, called
work packages. Those work packages then are managed by the project manager. A work
breakdown structure can be created using many tools, but is often created using sticky
notes with the project team,

A simple work breakdown structure may look like this:

i
—

© 2010 RMC Publications, Ing » (352) 846-4484 « Info@rmeproject com « www rmcproiect Com

31



32

What You Need Before You Can
Effectively Begin Risk Management -

Many project teams mistakenly believe that risk management is only 2 high-level
evaluation of the risks of the project. Instead, risk management concentrates on
identifying the risks of the work packages and associated activities, as well as the overall
risks of the project!

The following are questions about the work breakdown structure to consider when
identifying risks:

¢ Are there any particularly risky work packages?

* How difficult was it to complete the WBS and to gain agreement or buy-in?

* Based on the WBS, are the time and cost requirements achievable?

* Is any part of the scope incomplete or not achievable?

Network Diagram

A network diagram is a dependency-sequenced organization of the project's activities.
These activities are derived from the decomposition of wortk packages in the work
breakdown structure. The network diagram shows the flow of activities to be completed
from project beginning to end, based on the dependencies between the activities. This
tool can be used to decrease project duration by organizing the activities into parallel
activities (activities that can be done concurrently).

A simple network diagram may look like the following:

Start

Once dates are assigned to each activity, it becomes a time-scaled schedule network
diagram. The time-scaled schedule network diagram helps determine the critical path
and the probability of completing the project within the required time objectives for the
project; thus, it is a tool to help determine risks.
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To evaluate risks, look at the network diagram for:
* Estimates: Estimates that contain padding or other hidden uncertainties add risk to
the project.
o Path convergence: Places on the network diagram where many paths lead into one
activity. Such convergence makes the activity riskier.
¢ The allocation of resources and their skills: An inexperienced person assigned to
an activity on the critical path adds risk to the project. You may be able to move the
resource to another activity that is not on the critical path to decrease that risk.
o Paralle] activities: Parallel activities must be able to be completed at the same time in
order to decrease risk.
o The critical path: The length of the critical path must be within the allocated time
for the project.
* The number of near-critical paths: A near-critical path is close to the critical path in
duration. Near-critical paths add risk to the project.
* Dependencies: Dependencies should be appropriate and logical to minimize risk.

Estimates for Time and Cost

In order to minimize risk to the project and to improve accuracy, estimates are created
by the people doing the work, whenever feasible, and are based on the work packages
identified in the work breakdown structure or the activities within those work packages.

Many project managers make the mistake of determining with the team one time
estimate for each activity. Studies have shown that a schedule based on one time estimate
per activity is only 5 to 15 percent likely to succeed! Time and cost estimates should

be based on three estimates—optimistic, most likely, and pessimistic. The result is an
indication of the risk involved in the estimate. If the range between the optimistic and
pessimistic estimates is wide, the estimate includes more uncertainties. This tells you that
there are more risks to be identified, and then eliminated or decreased,

To take this process a step further, let’s say you need to shorten the activity or project time
estimate. Why make the mistake of encouraging padding in future estimates and angering
team members by telling them that they will have to complete the activity in a shorter
period of time? Instead, identifying, eliminating, or decreasing the risks in the estimate
will decrease the time estimate(s) and provide the project and the team members with a
win-win situation.

© 2010 RMC Publications, Inc » {952) 846-4484 » inlo@rmcpreject.com » www mmcproject com
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The most professionally responsible way to shorten or decrease estimates is through
identifying and eliminating risks by following the risk management process. The process
of risk management can actually shorten the project schedule and decrease project cost!

The following are questions about time and cost estimates to consider when identifying
risks:

¢ Who created the estimate?

o What is the estimator’s knowledge of what they estimated?

* What is the estimator’s confidence level regarding the estimate?
s Is the estimate based on detailed activities or work packages?

* Is the estimator generally overly-optimistic?

* What method was used for estimating?

* Does the estimate include padding?

Human Resource Plan

"The human resource plan is a formal plan identifying when and how the team and other
stakeholders will be involved in the project, and what roles they will perform.

The following are questions about the human resource plan to consider when identifying
risks:

* Does such a plan exist?

s Are thete any troublesome stakeholders involved?

o Are there any high-in-demand stakeholders involved? Remember that in 2 matrix
environment team members may not be exclusively assigned to one project. The
project manager will have to negotiate and communicate with functional managers to
get, and keep, the people they need for the project.

e What is the knowledge level and skill set of the stakeholders? Will they need
additional training?

Communications Management Plan

Communications planning is part of the project management planning process.
Communication is a critical part of successful risk management. The communications
management plan is created by the project manager and becomes part of the project
management plan. It informs stakeholders how and in what form communications will be
handled on the project. The creation of a communications management plan involves an
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analysis of the needs of each individual stakeholder. The plan may include the following
information:

¢ What information needs to be collected and when

» Who will receive the information

* The method that will be used to gather and store information

¢ Limits, if any, on who may give direction to whom

* Reporting relationships

o Stakeholders' contact information

* The schedule for distribution of each type of communication

* Preferred methods of communication

The information in the communications management plan should include the
communication of risks and risk management activities, and results of formal
communication should be documented and reported throughout the risk management
PIOCESS.

Specific communication checkpoints include:

¢ When the charter is finalized

* When the work breakdown structure is created

o When risks are qualified and a risk score is determined

o When risk response plans are created

e Throughout completion of the project

 When creating the monthly report

* When creating team meeting agendas and meeting minutes

More formal checkpoints include go/no-go decisions made during the Perform
Qualitative Risk Analysis and Plan Risk Responses processes.

The following are questions about the communications management plan to consider
when identifying risks:
¢ Do you have people on your team who are poor communicators?
* What areas need specific and careful management of communications?
© Whete are you most likely to have communications problems?
¢ How do you know your methods of communication are most effective for the
stakeholder and the situation?
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Procurement Management Plan

A procurement management plan is a formal or informal plan for a project that describes
what part(s) of the project will be purchased under contract or purchase order. It also
includes a plan for managing the sellers on a project. Procurements can be used to transfer
risk, but they can add risk if the contracts were not created based on the needs of the
project and with input from the project manager,

The following are questions about the procurement management plan to consider when
identifying risks:

e Were you involved in creating the contract before it was signed?

o Whas risk management done before the contract was signed?

» What is your level of expertise in managing contracts?

* Have you worked with the sellers before?

 What are the particular terms and conditions of the contract?

o What are the deliverables and performance periods?

Organizational Process Assets
Risk Management Policies, Procedures, and Templates

A company should already have in place company policies, procedures, and templates
for risk management. These guidelines address such topics as procedures for risk
management, forms to be used, processes to be followed, and a definition of standard
roles and responsibilities. Such procedutes and templates should be high-level in nature
and should be adapted by the project manager to the needs and nature of each particular
project. Common templates and procedures include:

* Reporting forms for risk

o Standard probability and impact scales

o Procedures for the involvement of stakeholders in risk management

o Policies identifying who needs to approve risk response plans

« Risk ranking standards for go/no-go decisions

o Procedures for risk audits

People are constantly looking for templates, as if the right template will make a great
project manager. Doing 1isk management well takes cognitive skills. Though some
templates are provided in this book and can be helpful tools, remember that templates can
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severely limit risk efforts if people don't adapt the templates to their projects and work
only within the limits of the templates.

Historical Records from Previous Projects

Only a small percentage of project managers have historical records. It follows, then, that
most projects start from scratch. What a waste of time! Can you imagine if you could
have access to the brains and experience of everyone in your company? How helpful -
would it be to have a list of risks from all the recent projects your company or department
has completed or is in the midst of ? This is the value of historical records.

Historical records may include the following information from previous, similar projects:

¢ Historical context of past projects and project phases (e.g., economic conditions,
organizational issues such as reorganizations, mergers, and company goals)

o Qutputs from project planning

e Qutputs from risk management

Lists of risks

Lists of risk categories

Probability and impact of risks

Risk response plans

Methods used to measure effectiveness of risk management efforts

F'S

<

<

<&

-

o Metrics created
e Benchmarks found

Lessons Learned from Previous Projects

Historical records also include lessons learned, which document what went right, what
went wrong, or what would have been done differently by past project teams if they could
execute their projects again. Lessons learned can help identify and manage risks on your
project.

Such information helps prevent rework on projects and helps ensure that the same
mistakes are not made by other project teams. It can also provide a sanity check on the
project’s risk efforts and shorten the time it takes to perform risk management on the
project. Like other historical records, lessons learned will also help make risk efforts on
future projects easier, more complete, and more effective.
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The following are questions about organizational process assets to consider when
identifying risks:

o Has a project similar to yours been successfully completed in your organization?
e What risks did past, similar projects experience? |

o What policies and procedures are to be used that no one follows, or that could be
misunderstood?

How can existing policies and procedures help prevent problems on your project?

What opportunities might your project have to improve organizational policies and
procedures?

Risk Tolerance Areas

Resources

4..«9.00

It is important to determine in what areas the company and key stakeholders are willing
to accept risk. Risk tolerances are usually expressed in terms of the project constraints:
scope, time, cost, quality, risk, resources, and customer satisfaction,

Other risk tolerances, such as the number of injuries, downtime, complaints, and more
should also be determined in advance. Risk tolerances ate reviewed after risks are
identified to assist the team in prioritizing the risks to be addressed.

Individuals or organizations that are unwilling to accept risk are said to be risk averse.
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Risk Thresholds

Risk thresholds are a companion to the concept of tolerance areas. The word "threshold"
means "how much is too much" and can be used to refer to the whole project (e, risk
threshold for the project) or to a risk tolerance (e.g., more than a two-day delay in the
installation of X is unacceptable).

TR'CKS Collec?t Ri;k Tolerance and Threshold Information During the
OFTHE Identify Risks Process

TR ADE® Stakeholders, project constraints, and project requirements are identified
St earlier in the project management process. This information will be used to
help determine the impact of risks and the risk responses. The project manager may save
time by collecting details on risk tolerance areas and thresholds at the same time that
stakeholders and their project requirements are identified. See the following chart. The
risk tolerance and thresholds are prioritized on each project, and the project is managed
accordingly.

L - |time [Satisfaction | =
More than | None | None | None | None None
a two day
delay in the
installation

Manager of IT of X

Department—

Richard Kolb More than

a five day
delay in the
completion
of activity

B

© 2010 RME Publications, Inc » (952} B46-4484 = info@rmcproject com » www rinepsoject com 39







What You Need Before You Can
Effectively Begin Risk Management

Key Concepts

« Inputs are things that must be done or information that must already have been
collected before you can adequately complete risk management.

»  Without the necessary inputs, some risks will remain unidentified.

» Effective risk management must occur within a properly executed project management

process.

Key Terms

o Inputs to risk management ¢ Procurement management plan
» Project management process » Organizational process assets

o Project background information ¢ Risk management policies,

procedures, templates
ioect charter
« Project charter

. . ¢ Historical records from previous
« Qutputs from project planning for your

! projects
project
. ¢ Lessons learned from previous
¢ Stakeholder register projects
+ Project scope statement s Risk tolerance areas
+ Project constraints s Risk thresholds
¢ Assumptions s Sponsor
¢ Work breakdown structure o Project team
¢ Network diagram « Customer
+ Estimates for time and cost o Stakeholders
¢ Human resource plan o Expectations

¢+ Communications management plan  , Risk averse
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Instructions; Match the risk management key word to its definition.

Key Word

e 1. Inputs to risk management
L, Project management process
o 3. Project background information
4. Historical records

e 3. Lessons learned

—— 6. Project charter

e 1. Project scope statement
e 8. Work breakdown structure

—— 9. Network diagram

10, Estimates for time and cost
e 11, Human resource plan

w12, Communications management plan

Definition

A. A document that describes the approved
product and project requirements

B. Those who will be executing the project
management plan

—_— 13,

— 14,
— 15
16
— 17
e 18,
N |2
20,
SR A B
S ¥}
—_ 23
—_— 24

Procurement management plan
Stakeholder register

Sponsor

Project team

Customer

Expectations

Organizational process assets
Project constraints
Assumptions

Risk tolerance areas

Risk averse

Risk thresholds

. A diagram that shows the decomposition of

the project into smaller, more manageable

pieces
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D. A formal plan for when and how resources 0. Company policies, procedures, templates,
will be involved in the project, and what and historical information
roles they will perform

P. Things that are accepted as true, but may not
E. A dependency-sequenced organization of the he true
project's activities
Q. Information from past, similar projects
F. Anything that limits the team’s options, e.g,

scope, time, cost, quality, risk, resources, and R, High-level directive from the sponsor

customer satisfaction outlining the overall objectives of the
project; it authorizes the existence of a
G. Things that must be done or information project
that must be collected before you can
adequately complete risk management 5. Information about individuals and
organizations who are actively involved in
H. A formal or informal plan that describes the project or who may affect or be affected
what part(s) of the project will be purchased by the project |
under contract or purchase order; it includes '
a plan for managing the sellers T. The individual or group who authosizes the

e . , project and provides the financial resources
l. The individual or organization who will use

the product of the project U. Amounts of risk the company and key

‘ _ : _ stakeholders are willing to accept
J. Information from before the project was

approved, articles written about similas

\ AR V. Stakehoiders’ needs or intents that may
projects, and other such information

be unstated, but are motivators or non-

o . ] o motivators for working on the project
K. Initiating, planning, executing, monitoring

and controlling, closing W. Areas in which the company and key

] stakeholders are willing to accept risk
.. What went right, wrong, or would have been

done differently by past project teams if they

L 2 _ X. A formal plan documenting how and in what
could execute their projects again

form communications will be handled on the
project

M. Unwilling to aceept risk

N. Anticipated time or cost of project activities
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Answer Key
. G
2. K
3]
4 Q
5. L
6. R
7. A
8. C
9. E
10. N
11. D
12. X

13.

—
o

15.
16.
17.
18,
19
20.

21.

ro
ko

23.
24,

Sz E T WmOo <" waemm
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1. Which of the inputs to risk management do you not have for your real-world
projects? How will you go about getting or creating them?

2. What inputs do you not understand? How will you refresh your project management
knowledge before reading more about risk management?

3. Why do you need iterations in project planning?

4. Why do you need a project scope statement, communications management plan, and
procurement management plan before you can identify risks?

5. How does knowing the critical path help with determining risks?
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Objectives of the Plan Risk Management Process

The Plan Risk Management process sets the tone for the rest of the risk management
efforts, It involves deciding how to proceed, who should be involved, when risk
management activities should be done during the project life cycle, and how frequently
they should be done.

The objectives of the Plan Risk Management process ate to:

¢ Create a plan for handling risk management for the project

* Adapt any policies and procedures for risk to the needs of the project

e Tailor risk management activities to the needs of the project to make sure the level,

type, and visibility of the activities are commensurate with:

The type and size of the project
The experience of the project team

The perceived level of project risk

The importance of the project to the organization

-3

<

-

<

The risk management planning process could also include determining how you will
measure the success of your risk efforts. You can create metrics such as:

e The number of unidentified risks that occurzed in a reporting period

The number of times risk owners were not prepared to handle an identified risk
The amount of extra reserve requested
The impact to the project of unidentified risks

The number of fallback plans that needed to be implemented
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Inputs to the Plan Risk Management process include the project scope statement; the
schedule, cost, and communications management plans; and company historical records,
policies, and templates for risk management.

The Importance of This Process

In my research, I have found that many project managers have difficulty convincing
management and the team of the value of this planning process. People involved in the
project may be more interested in beginning what they consider to be the "real” work

of the project. However, in order for the risk management process to flow smoothly and
produce a clear picture of the project risks, it is important to think about how the process
will be completed BEFORE getting started. Therefore, the Plan Risk Management
process allows the work, when it is done, to be completed faster, easier, and more
effectively. With proper planning, you are less likely to miss something important!

So do not skip risk management planning. If you do, the project—and particularly
quality—will be negatively affected. The quality process is often defined as plan, do,
check, and act. Without planaing, anything you do may be of lower quality.

Who Is Involved

To effectively petform risk management, the project team as well as the stakeholders
should be involved.

The project manager directs the risk menagement planning process and may seek input
from the sponsor, management, the project team, other stakeholders, and the project
management office or a governance body, if one exists in the organization.

Project Management Office

The project management office, also referred to as the PMO, is a department that
supports project management within an organization. For risk management, the project
management office may provide the following;:

*  Activity estimating forms

o Procedures regarding who needs to approve risk response plans

e Procedures regarding the involvement of stakeholders in risk management

¢ Standard probability and impact scales
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* Data quality standards

* Acceptable ranges of risk scores for activities and projects

* Standard decision points for go/no-go decisions

o Standard methods of determining and using reserves

o Standards for the probability or confidence level to use for estimating (e.g., 80
percent, 90 percent, etc.)

* Rules for contracting and including risk management in the procurement process

* Direction on when risk audits should be done and who should be involved

o Structure for the collection and dissemination of lessons learned

o Processes to incorporate the results of risk audits and lessons learned into the
company

o Oversight assistance for measuring the effectiveness of corrective action

°  Metrics to measure the effectiveness of the risk process

Risk Management Department

In some organizations, there is a separate risk management department (to address
project risk, not other kinds of risk management). It may supply policies and provide
assistance with project risk management efforts. This department generally performs
functions similar to those of the project management office in the management of
large projects. It mentors and coaches project managers on the use of risk management
and ensures that risk management is done properly and given the appropriate level of
attention throughout all projects in the organization.

Governance Body

Organizations that are more evolved in terms of risk management may even have some
form of governance body that would be responsible for any or all of the items attributed
to the PMO and risk management department in the previous sections.

Risk Team

On a large project, the project manager may require the help of others in managing
risk. This group is called the risk team. It may include project team members, but not
exclusively. For example, some stakeholders, the sponsor, and others could be on the
risk team, depending on the needs of the project. The risk team solicits and considers
everyone’s ideas.
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TRICKS Carefully Forming a Risk Team Is Time Well Spent

OFTHE You may want to draw from your project team and any other stakeholders to
R form a team that will manage the potential range of risks on your project. A
- well-chosen risk team is one of the keys to identifying and addressing risks

throughout the project. Don't forget to consider the sponsor and the customer.

TRADE® the project manager on project risk activities. Such a chart with common

™ tesponsibilities might look like the following:

Plan Risk - X X

Management

{dentify Risks X X X X X
Perform X X As needed X
Qualitative.

Risk Analysis

Perform . - X X As needed X
Quantitative

Risk Analysis

PlanRisk | X X X Asneeded | X X
Responses

Monitor and X X X X

Control Risks
A Risk Management Plan

Here is a creative way to understand risk management plans, Imagine your project at its

end. List the risk management activities that will help get you there. Next to each one,
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describe how you will do the activity. Now you have the beginning of a risk management
plan.

The risk management plan may include:

o Methodology: This section defines how you will perform risk management for the
particular project. Remember to adapt to the needs of each project. Low-priority
projects will likely warrant less risk management effort than high-priority projects.

¢ Roles and responsibilities: Who will do what? Did you realize that non-team
members may have roles and responsibilities regarding risk management?

* Budget: This section includes the cost for the risk management process. Yes, you
must realize the cost of doing risk management, but know that risk management
saves the project time and money overall by avoiding or reducing threats and taking
advantage of opportunities. '

* Timing: This section talks about when to do risk management for the project. Risk
management should start as soon as you have the appropriate inputs and should be
repeated throughout the life of the project, since new risks can be identifted as the
project progresses and the degree of risk may change.

o Risk categories: Look at historical records and other resources to find lists of areas
or sources of risks experienced on similar projects. The value of risk categories will be
fusther discussed in the Identify Risks chapter.

* Definitions of probability and impact: Would everyone who rates the probability
a "seven” in the Perform Qualitative Risk Analysis process mean the same thing? A
person who is risk averse might think of 7 as very high, while someone who is risk
prone might think of 7 as a low figure. The definitions and the probability and impact
matrix help standardize these interpretations and also help compare risks between
projects.

o Stakeholder tolerances: What if the stakeholders have a low risk tolerance for cost
overruns? That information would be taken into account to rank cost impacts higher
than they would if the low tolerance was in another area. Tolerances should not be
implied, but uncovered in project initiating and clarified or refined continually.

¢ Reporting formats: This describes any reports related to risk management that will
be used and what they will include.

* Tracking: Take this to mean how the risk process will be audited, and the
documentation of what happens with risk management activities.
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A risk management plan contains budgets and schedules for risk management, but it is
created after the initial budget and schedule for the project and before the final schedule
and budget are created in schedule development and cost budgeting. See the sample risk
management plan at the end of this chapter.

Adapt and Tailor Risk Management Activities to the Needs of the
Project

One of the top 10 reasons projects fail is that project managers do not adjust their project
management process to the needs of each project. They use the same forms, processes,
frequency of meetings, and management style on all projects.

All projects are different and need to be managed
differently. If the project is a top priority for the
company, then the risk management effort will be more
extensive than if the project is lower priority. If the
project has never been done before, more time will need
to be spent on risk management than if the project had
been done many times by the company.

Specific items to tailor include:
o When risk activities are done
o How much time is spent on the activities

Who is involved

L 2

What standard rating schemes are used
* What forms and processes are used

Adaptation also relates to company risk management policies. Do not laugh! Yes, it is true
that companies should have these to help provide risk management direction, save time,
and decrease the need for meetings. The project should make use of these procedures
when planning risk management activities.

Risk Management Software

Risk management is a people-related process, not a software calculation. The best assets
for risk management are the ideas and information possessed by people. Do not allow
project and risk management software to be your main guide to managing projects.
"Project management” software is most useful for scheduling and reporting. Understand
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what needs to be done for project management arid risk management and use software
accordingly!

RICKS Use Qutside Risk Experts

| If the company is inexperi¢nced with risk, or is working on a type of project
oJX31; that they have never before completed, resources from outside the company
might help ensure that risks are not missed. These people could be technical

experts, project management experts, or risk experts. There are even consultants who

specialize in risk identification.

4 N
Confusing Terms

Risk rating: A risk rating is a number between 1 and 10 chosen to evaluate the
probability or impact of a risk.

Risk score for each risk: To calculate the risk score, you multiply probability
times impact. This gives you a numerical value for each risk. That value is then
compared to other risks in the project to determine the risk ranking for each risk
within the project.

Risk score for the project: To obtain the project risk score, you add up the risk
scores for each risk in the project.

Risk ranking within the project: To rank risks, you compare the risk scores for
all the risks. The risk with the highest risk score becomes the highest ranking
risk, the next highest becomes second, etc.

Risk ranking compared to other projects: The total risk score for each project
can be compared to the risk score of other projects to rank projects by risk.
Sometimes the total risk score is used, and sometimes the total risk score is
divided by the number of risks and that number is compared to other projects.

So, to put it all together, the risk ratings are used to calculate the risk score, which
is then used to determine the risk ranking of the risks and the project.

\. S/
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Steps of the Plan Risk Management Process

The following are the recommended steps to follow in completing risk management

quantify risks. |
7. Determine the stakeholder tolerances and thresholds to consider in determining j
which risks to act on.
8. Define which risk categories will be used to identify risks.
9. Define how risks will be documented, analyzed, and communicated to the project
team, other stakeholders, the sponsor, etc.
10. Determine how you will track and keep records of risks for use on future projects.

planning,
1. Review available risk management procedures, historical records, and lessons learned. :
2. Define what methodology you will use for the current project to identify risks. %
3. Determine who will be involved in risk management (roles and responsibilities). i?i
4. Determine how much the risk efforts will cost, and include those costs in the budget. P
5. Determine the timing of the risk efforts throughout the project. g
6. Establish the definitions of probability and impact you will use to qualify and fi

Output of the Plan Risk Management Process

The output of the Plan Risk Management process is a risk management plan. The
following provides a desciption of a sample project and an example of what a risk
management plan might look like for that project.

Project Description

* Riskbackground: The company has no risk management standards.

* Project size: It is a small project with a budget of $200,000 and is expected to be
completed in three months. The project has 5 team members and 15 other identified
stakeholdets.

¢ Complexity: This project is thought to have low complexity.

o Experience: The project is similar to ones done before, so there is a lot of experience
to tap into.

o Skill level: The team is not highly competent with risk management or project
management.
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¢ The perceived level of project risk at this stage of the project: After completing
project planning up to this point, the project has a moderate amount of perceived risk.

¢ The importance of the project to the organization: The project is of moderate
importance to the organization.

Based on this information, the project manager and team have decided to spend
moderate amount of time on risk management. They have created the following risk

management plan:

Responsibility [ Time
Collect risks | Three stakeholders; Eric (marketing), Jan * Danny
via e-mail (accounting), and Steve (IT), will be asked to e-mail | {team hours
the project manager with the risks they see on the member),
project. will
compose
the e-mail
requesting
the risks and
make sure
adequate
responses
are received.
Risk The rest of the stakeholders (from different areas [+ Mary 3 hours
identification ] of the company) will be broken into three groups (project
meeting using | of four people. They will be brought into a meeting |  manager)
individunl where they will furst be shown relevant information | will
¥ thought/ about the project. They will be asked to write down | coordinate
beainstorming/ | the opportunities they see, and then the threats. this effort.
affinity Each person will be required to submit at least five
diagram threats or opportunities. Once completed, each
methods group will immediately take part in a brainstorming
session followed by the creation of an affinity
diagram to look for additional risks.
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Expert [t has been determined that there are questions * The 0.5
interview and uncertainties about this project that only teamwill | hours
management can address. Therefore, there will bean [ provide the
expett interview with management. questions.
* The project
manager
will conduct
the expert
interview.
* Nicole
(team
member),
will take
notes
during the
interview.
Risk Once threats and opportunities have been identified |+ The project |2 hours
identification | by others, the team will be asked to list, in writing, manager
meeting using | the opportunities they see and then the threats, will conduct
individual followed by a brainstorming session. When no this team
thought/ further ideas ate forthcoming, the list of threats and | meeting,
brainstorming/ | opportunities from all other sources will be provided
affinity to the team for additional brainstorming. Lastly an
diagram affinity diagram will be used to look for any more
risks.
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2 hours

..‘_“_‘\ Jp—— - R .

Data quality | Each threat and opportunity will be analyzed + The team
assessment | and clarified if necessary so that the risks can be will perform
effectively assessed. the data
quality
agsessment.
Definition of | A 1 to 10 scale will be used for probability and for |+ The team | 0.5
probability | impact. ' will use the | hours

and impact

Interpretation of the scale for probability:

-

*

1 to 2 means very low
3 to 4 means Jow

5 to 6 means medium
7 to 8 means high

9 to 10 means it's a fact

For impact:

* 3 to 4 means possible defay that does not delay the

*

1 to 2 means little impact

overall project

5 to 6 means possible delay of three days or less

7 to 8 means possible delay of four to eight days
9 to 10 means possible delay of more than nine

days

agreed upon
definitions
of
probability

and impact.
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lication

whether to
continue

planning,

App Any risk receiving a probability rating of 9 or higher |+ The project
of therisk | will be considered a fact and will be addressed in the | manager will | hours
threshold project management plan, not risk management. Any | determine
threat or opportunity with an impact rating of seven |  which risks
or higher will move forward in the process. Any will move
threat or opportunity with a rating of less than seven | forward,
will be included on the list of non-top risks. based on
probability
and impact
ratings.
Calculating | The risk score for the project will be calculated. Our |+ The project 0.2
the risk score | company does not have historical records of the manager will | hours
risk scores of other projects to compare it to. This calculate and
project will be used to begin the creation of historical | document
records. the project’s
risk score.
The project as a whole must have a risk score of no
more than 50.0.
Go/no-go | A call will be placed to management to inform * The project | 0.5
meeting with | them of the risk score of the project. A decision manager hours
management | will be made as to whether project planning should will call
continue. management
to discuss

risks.

It is determined that ¢

A

his project does not require the time and effort needed to quantify the

© 2010 RMC Publications, Inc. « (357) 846-4484 » info@rmcproject com » wwaw rmepeaiact com




Plan Risk Management

Determining | Responses to top risks will be determined in order to | * The team, | 2 hours
risk responses | decrease the total threats and increase opportunities |  other
on the project. Secondary risks will be investigated, stakeholders,
and threats will be eliminated when appropriate and | and
possible. management
(if needed)
will be
involved in
this effort.
Reporting | Risk response plans and reserves will be created. The |+ The project | 0.5
risk response plans will be sent to management for manager hours
approval, and then used in the Monitor and Control |  will obtain
Risks process. management
approval
and follow
the plan
approved,
Go/no-go | A meeting with management will be held to * The project {05
meeting with | review the total impact of risk that remains on the manager will | hours
management | project. We will show management the value of the conduct the
efforts so far in decreasing threats and increasing meceting with
opportunities, and the impact on project cost and management.
time. A go/no-go decision will be made.
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threats and opportunities.

The project manager will be notified by e-mail when
a trigger has occurred and the previously agreed-
upon response has begun.

Risk will be included in the monthly project status
report and will be sent to the stakeholders. Attached
will be the most current list of top risks and
responses.

members and
risk owners
will report to
the project
manager.

* The project
manager will
maintain
project
documentation
and provide
reports to the
stakeholders.

Risk A risk review will be held once a week to review + The project
reviews | the top risks and their responses, measure the manager, team,
effectiveness of our risk activities, and update our risk |  and other
response plans. It is expected that some changes will |  stakeholders
be made to the project as a result of these risk reviews | (if needed) will
in order to meet the project objectives. be involved in
TEVIEWS.
Tracking | Risk efforts will be monitored, and risk audits * The project |3 hours
performed. The risk response plans will be kept manager will
updated for the benefit of future projects. be responsible
for managing
these efforts.
Reporting | The activity reporting formats will include reports on |+ Team 3 hours
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Plan Risk Management

Key Concepts

« The objective of this step of the risk management process is to decide how to approach
risk management on the project. The level, type, and visibility of what is done must
be commensurate with the complexity and size of the project, experience of the
project team, perceived amount of project risk, and importance of the project to the
organization.

» Companies should have risk policies, standards, and procedures so information from
all projects can be interpreted properly and the risk process can be completed more

quickly and effectively.

Key Terms

» Plan Risk Management process o Budget

» Project management office (PMO) o Timing

o Risk management department o Definitions of probability and impact
o Risk management plan o Reporting formats

o Risk team o Tracking

o Methodology » Roles and responsibilities
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Plan Risk Management

i

Instructions: Match the risk management key word to its definition.

Key Word

T

prdiis:

—  1.PlanRisk Management process — . 1. Roles and responsibilities

e 2. Project management office (PMO) e 8.Budget

e 3. Risk management department e 9, Timing

oo 4. Risk management plan e 10 Definitions of probabifity and j
impact

e 9, Risk team

e 1. Reporting formats

6. Methodology e 12, Tracking

Defz'nition

A. Those helping manage the risk management  E. Determining how risk management will be
process done on the project, who will be involved,
and procedures to be followed

B. Amount of resources allocated to be spent
on the project F. How risk will be handled on the project and
what data and tools will be used

C. How records of risks will be documented for
the benefit of the current project and future G, A department that supplies policies and
projects assistance with project risk management
efforts

D. A standardized interpretation of the
numbering system used to evaluate risks H. Who will do what on the project
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Plan Risk Management

lan Risk Management

I A department that supports project K. When/how often risk management
management within an organization activities will be performed throughout the
project

J. How the results of risk management will be
documented and communicated L. A plan for how risk management will be
done on a project; who should be involved,
when risk management activities should be
done, and how frequently they should be
done

Answer Key

1. E 7. H
2. 1 8. B
3G 9. K
4. L 10. D
5.0A 1L ]
6. F 12. C
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Plan Risk Management

1. How are projects different with a risk management plan?

2. How will you complete risk management planning for your real-world projects?
3. How will you determine risk tolerances on your real-world projects?

4. Why is it not possible to perform the Plan Risk Management process until after other
parts of project planning have been completed?

5. Why would risk management planning need to be performed a second or third time
during a project?

G I P s et et
i R e e s e e e e e R D R T e e

65

© 2010 AME Publications, nc » {952) 846-4464 « info@rmeproject cam * www rmeprolect com







Objectives of the Identify Risks Process

Now the fun begins! Risk identification is really playing detective. It takes interaction
with people to identify risks.

The objectives of the Identify Risks process are to:
* Identify and record a long list of threats and opportunities for the project and by work
package; for many projects, the word "long" means
hundreds of risks T DR UL
o Make sure all risks are in the cause-risk-effect ‘R1sk '”mcl‘u de what can go
format e
¢ Understand the risks

As risks are being identified, it is logical and efficient
to capture more information than just the risk. Some
of the other information that could be captured at this
time and used later in the risk management process
inchudes the potential risk owner for each risk, triggers (indications that a risk is about to
occur), and potential risk response strategies.

The inputs to the Identify Risks process include:
¢ Project charter
* Risk management plan
¢ Qutputs from project planning—such as the work breakdown structure, estimates,
and management plans
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entify Risks .

o List of common risk categories
¢ Historical records and project documents
s Stakeholder register

Determine What Additional Information Is Needed

Inputs are one thing, but are you really ready to start identifying risks? Have you had all
your questions about the project answered? Many questions about the project and the
scope of work or requirements will arise as you and your team identify risks. These may
include, 'Ts training included in this project?” ox, WNow that we have looked dlosely af the project,
Lam not sure we knnow enough about what is meant in the project description section of the
project charter.”

Such questions can be a major stumbling block in risk management because it can
become impossible to move forward until they are answered. A smart project manager
will spend time before risk identification to accumulate as much information as possible
about the project and to ask the signer(s) of the project charter enough questions to
minimize the need to ask additional questions later. (See project background data
discussed earlier in this book for additional items to collect.) Expect questions to arise,
however, since it is not possible to have all information complete before starting the
Identify Risks process.

Have a Complete Scope of Work and Complete Requirements Before You
Begin the Identify Risks Process

Unclear requirements and scope of work are a risk to the project and have cost and
schedule impacts. Completely defining requirements is a tough challenge and one that
many people think they are too busy to do. Those people think it is the project manager’s
job, when in fact it is only the project manager’s job to manage the requirements, not to
determine the requirements.

TRICKS Reasons Requirements Are Difficult to Determine for Many

OF THE Projects

TR ADE@ * Stakeholders grab onto the first or most obvious solution to a problem
renmeeY instead of working toward the best solution

o Changing environments

o Differences in language or culeure
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Identify Risks

o Lack of support from management

° Determining requirements seems to take too much time

o Inexperienced project manager

¢ Unclear methodology for determining requirements

o Lack of historical records

¢ Tendency to avoid arguments

* Bureaucratic problems require the team to start the work before there is a final
determination about what the organization wants

o Stakeholders are trying to fast track the project

o Stakeholders do not realize the consequences of providing unclear requirements

o Stakeholders do not want to commit in case they change their minds later, keeping
options open

How to get complete requirements is complex and cannot be fully described here. I can
provide a trick, however.

ICK Show Them the Consequences

In the case of risk, this means adding such
sJ{p] =R linc items as the following to the list of
B project risks:

o Because the customer is not sure of the functionality
of the X system, changes are expected. For every
change in this area, there will be a three- to six-
day delay of the project with a US $10,000 to US
$20,000 cost for each occurrence.

o Because there is a lack of final approval of the
feasibility of the X system design, component
changes are expected. For every change, there will be at least a two-week delay and a
$12,000 to $21,000 impact.

:-;:5'--_;.:p __]__ect an __alm_o_st always_ o
. have anegativecost
a_nd_schedule 1mpact

It may not be possible to have finalized requirements, but a serious effort must be made
to determine them; otherwise project schedule and costs will be increased. It is the project
manager’s role to make sure consequences are known to all stakeholders in order to
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encourage the finalization of requirements. (For more on determining requirements, visit
www.rmeproject.com for courses and products about this topic.)

Determine Who Has Insight into Risks

This is where the stakeholder register created earlier in the project management process
comes in handy during the risk management process. Determining who has insight into
risks is also one of the common stumbling blocks for risk management efforts. Can you
imagine how many mote risks can be identified and how much closer to identifying all
the major risks you will be if you involve the right stakeholders in the Identify Risks
process?

In informal studies conducted during risk management classes, there was an
approximately 50 percent increase in the number of risks identified on small projects
when stakeholders were involved. The difference is even greater on large projects where
the project manager may not have day-to-day contact with many of the stakeholders. All
impacted groups should be represented on the risk team. This includes individuals from
any of the stakeholder groups listed in the Inputs to Risk Management chapter.

TRlCKS Gain Support for Risk Identification Before You Begin

0], |3 Introduce the risk management process to your team and stakeholders by
"setting the stage." Tell stories of past projects and the problems that were
incurred. Then ask your team and other stakeholders if they would like to
avoid those problems on the current project. When they say "yes" (which of course they
will), you will have gained their participation in the risk management process.

Look Throughout the Organization for Risks and Risk Responses

OF THE There are many stories in business magazines and books that describe
““TRADE@ instances where those implementing the work (manufacturing, Iaborcrs,
el maintenance workers, and others in the organization) had ideas for major
business improvements—but no one thought to reach into the organization to ask them.
Do not make the same mistake. Consider including them on the risk team. The larger
the project, the better it is to include representation from all levels of the organization for
risks and risk responses.

TRICKS
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ICKS Use Published Articles
OF TH Today, many executives write magazine articles—and even books—
oJi|)] 8 about their projects. Why not look for something written about a project

comparable to yours? This will offer you a succinct averview of some of the
risks others have faced in similar situations.

NICKS Use Involvement with Associations

DA

If you are a member of a professional association, you might take advantage
R of your membership by mining the members for information and providing

e .

information in return. When you go to association meetings, ask those you
meet for ideas about potential risks. You might think others who work on projects that
are not similar to yours couldn't help you. That would be a mistake. When I teach risk
management wotkshops, the attendees often consist of people from four or five industries.
I strongly encourage the attendees to talk with each other, and when they do, they are
surprised at the benefit they get from it. Try it.

Q Utilize Your Competition

i

M= Sometimes the competition even becomes a part of the risk team. In one
i p P

b

ki case, 2 company was going to introduce a new product. If successful, the

product would create a new industry. In this case, the company’s competitots
had a vested interest in seeing the company succeed, because all could be involved in
offering products in the new industry. So a few competitors became members of the
project risk team. Consider whether this could be the case on your project.

CKS Include Your Customers

— s

What about having your customers on the risk team? On one project, a
oYy = designer of windows for fast food restaurants’ drive-through windows wanted
to create a dramatically new window. To make it better, they invited customer
representatives to participate in identifying the risks of using the new window. As a result of
involving those stakeholders, 11 additional risks were identified that the project team would
not have been able to determine on their own. Of course, there was a side benefit. All the
customers placed orders for the windows, months in advance of them becoming available.
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TR|CKS Who Else Should Be Involved?

OF T HE Ask those stakeholders involved with risk management to identify anyone
TRADE@ else who should be involved on the risk team.

TR'CKS Limit the Use of Software

OF THE Software has little use in the Identify Risks process; it is a people process, not
TRADE@ a computer process. In informal tests I have conducted in risk management
ety classes, those teams that relied on software for initial risk identification
produced 25 percent fewer risks. This is a huge difference and one that you cannot afford
on your projects!

ICK Plan for Risk ldentification Meetings
N : When meeting with the team, starting by asking others what risks there
oL\ )W might be will not only help identify more risks, but will also show that you

are interested in the thoughts of your team and other stakeholders. You may
need to suggest some risks to get the meeting started, but try to contribute most of your
suggested risks toward the end of the session.

Your major contribution of risks should be related to business and project integration
risks; you should also contribute risks related to project management or the lack of its
application on the project. These items are added for discussion to the list that the risk
team sees only toward the end of the Identify Risks process.

"N Meet Face-to-Face if Possible
0| I3 | A [ bave to say it—you will identify substantially mote risks if risk
o1} identification is done face-to-face. You know this is true. You can get a much
better understanding when you are able to read body language and see the
expressions on people’s faces. Meeting virtually or using e-mail for risk management

decreases the quantity and quality of risks identified.

This does not mean that lots of meetings are tequired. Many teams hold one project

g q y p1oJ
planning session where the charter is reviewed, the work breakdown structure is created,
activities are sequenced, and risks are identified.
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: Risk Identification With Virtual Teams

In cases where it is impossible to physically gather a team, here are some tips
R to make working with a virtual team a success:
® Provide as much information as possible, including the project charter,
WBS, project scope statement, etc.
o Clearly define your objectives, process, and "rules" for risk management
* Strive to obtain individual thought from virtual team members
° Use brainstorming on an anonymous Web site (where everyone has the same user
name and password), expert interviews, and the nominal group technique to gather
o risks
i ¢ Create and distribute the full list of risks for qualitative risk analysis
¢ Have another (virtual) meeting

-
A
oy

s
e

TR|CKS Meet Offsite

OF THE Have the risk team meet offsite to reduce interruptions and improve focus.

TRADE

1§ Properly Name Risks

N E One of the most commonly made risk-identification-related mistakes is
ofi{)| 3 to consider things as risks when they are not. One approach is to treat

anything with a probability of greater than 80 percent as a certainty. "Lack
of resources” is not a risk, nor is "not enough time to complete the project.” If it is
known that the required length of time for the project is shorter than the time allocated
to complete the project, this is not a risk, but a fact. Such facts should be addressed in
the project management plan through crashing, fast tracking, reestimating, removing
scope, using other forms of schedule compression, and addressing the situation with
management, not as part of risk management.

An opportunity should also not be a fact. The following examples describe circumstances

that are 100 percent probable if basic project management is done on a project.

¢ Due to effective project team management, high team morale might occur, which may
lead to high team satisfaction and productivity.

* Due to effective scope and change management, the project will be delivered on
time, on budget, and according to approved scope, which may lead to high client
satisfaction.
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To difterentiate risks from facts and to adequately define risks, use the "cause-risk-
effect” format for naming risks: As a result of (definitive cause), (uncertain event) may
occur, which would/could/may lead to (effect). Such definition of risks provides enough
information for the team to follow the rest of the project management process. See the
following examples of risks in the "cause-risk-effect" format:

As avesult of lack of clear direction for the scope of work for the XYZ component, there could be
rework and wasted efforts, which conld delay the project completion from two to four weeks.

As aresult of the amount of work the customer is trying to accomplish on many projects during
this project’s completion, a delay in the customer’s response fo our requests for approvals may
occur, which could result in a two-week delay in project completion.

Effects could relate to project objectives, project constraints, and risk tolerances.

What Is a Well-Defined Risk?

People often ask me what makes a well-defined risk. To answer that question, let’s look at
specific examples. Here is one submitted in our risk study.

¢ Due to the team not being co-located, communications might take a long time, which
may lead to milestones being missed.

This is not a risk. Not being co-located is not the root cause of this risk. With a little
further investigation, the real cause and risk might be uncovered. The real risk might be:

o Asaresult of the project manager’s inexperience with virtual teams, work may take
more time than allocated in the schedule, which may lead to milestones being missed.

Take a look at the following risk. Do you notice that it does not have much detail?

The market research thus missing a new trend in | resulting in scope changes
function stopped focusing requirements

on the product while doing

matketing research
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A well-worded risk is specific to the project. See the following reworded version.

The number of inches apart
the seats should be spaced will
depend on market research,
which, due to changing
consumer needs, will not

be done until late in the
project. The market research

department has many products

it will be researching

R

which may mean that seat-
spacing fequirements could
be ignored or come even later

than planned

causing the need to eliminate
one row of seats and redesign
the locking mechanism if the
research shows changes in
needs

Causes could really be threats. Let's look at the following threat submitted in one of my

risk studies.

The system backup/disaster
recovery mechanism may not
work

R

which could lead to a foss
of programming code or
data structures and test data
developed to date

None provided

Is the "cause” a cause or a threat? Let's see what it looks like after further analysis. You
should ask, "Why would the system backup not work?" Knowing the real cause will be
critical to analyzing the threat in the Perform Qualitative Risk Analysis process.

There have been three

instances in this company
where the backup/disaster
recovery mechanism has not
worked. Though that system is
being investigated, no changes

will occur before this project is

completed

which means the system
backup/disaster recovery

mechanism may not work

which could lead to a loss
of programming code or
data structures and test data
developed to date
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Causes Are Needed

Look at the following threat. Notice how much more you understand the potential
threat when the cause is detailed? Also notice how ideas for responses to the threat come

immediately to mind with such a detailed cause? This is one of the benefits of using the
cause-tisk-effect format for risks,

Because this contract is a scope could creep which could cause the project
time and materials contract, to be late and more costly
unlike previous releases that
were done under fixed price
contracts, and because the
supplier is seldom critical of a

customer-requested change

TRlCKS Look for the Root Cause Risk

OFTHE Would you like to know a secret? Many of the risks identified are not the real
TRADE@ risks, but causes. Look for the root cause (underlying risk) to make sure you
et understand the risk. For example, a threat of "customer delay in review of a
submittal” might really be a threat that "the project has a low priority for the customer."
It will do little good to create multiple ways to prevent the customer from delaying their
review if the real threat is something else.

You should be constantly thinking, "What is the root cause?" while risks are being
identified. You might explain this concept to those identifying risks to gain their
assistance. Remember to review all risks before proceeding, to ensure the root cause risks
have truly been identified.

Effects Can Be More Than Just Time and Cost

In the threat below, it would be easy to just list "delayed project,” but would that be
accurate? You do not know that this situation may cause the whole project to be delayed;
it may just delay an activity that is not on the critical path. Also, just listing time or cost
delay does not provide enough information to really understand the concern. Here, the
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specific concern is with meetings and hand-holding efforts. That wording provides more
detail and thus more information for risk analysis and response development.

it

We are not able to maintain

causing lack of trust with which may require more

a good relationship with customer

meetings and extra hand-
customer

| holding

AThreat Is Not an Excuse for Poor Project Management

I'was shocked at some of the threats submitted to me in my risk studies. It seems that
some people who submitted threats tried to blame their problems on everyone but
themselves. Let's look at this one. Does it seem like a well-defined threat to you?

* Due to upper managément not supporting the project, resources will not be available,
resulting in not being able to complete the project on time.

We could put it in the cause-risk-effect format and get the following:

Due to upper management | resources will not be available | resulting in not being able to

not supporting the project complete the project on time

This doesn't get to the root cause of the impact. Such as with proper project management,
issues like lack of support or lack of resources MUST be dealt with before the project
starts. The project management plan must be achievable and bought-into before starting
work. There is no other ethical option for a project manager.

Therefore, the project manager should not have agreed to an unrealistic timeframe or
should have proven that the set timeframe was unrealistic. This "threat” is really a lack of
the project manager doing what he or she should be doing. The project manager should
have cut scope, crashed, fast tracked, adjusted quality, or taken some other measure to
deal with the resources issues, rather than waiting until the risk identification process, and
thien sitting back and saying that the project cannot be completed on time.
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Make Separate Lists of Threats and Opportunities to Prevent
|dentifying Only Threats |

Opportunities should be identified to balance out the negative occurrences
(threats), as well as to take advantage of additional benefits of the project.

TRICKS
OFTHE

It is hard for people to think of opportunities that may occur, as most people are used to
thinking of risks as only bad things. I have found that having the team create a separate
list of opportunities before threats helps increase the number of opportunities identified
and gives people practice looking for the opportunities. Revisit opportunities after
identifying threats to try to uncover even more opportunities.

The following are examples of opportunities:

Mmoo = -
Because there is a lot of that could also be available for | which could help save time on
research and development in | our project the project

this area a competitor may

release new technology

Because we will be advertising { consumers who have not heard | which will increase interest in

our new products as part of | of us before may be introduced { our products

this project to our company

Because this project involves | new skills could be acquired | which could be sold to others
our new products as part of and thus increase company
the project revenue

Because we will be extensively | we may acquire the expertise | thus allowing our existing
working with a wide variety of | to improve our own systems | customer service staff to do

customer information systems more work in a shorter period

on this project of time

Work should be done during planning to make sute the opportunity is investigated
and specific plans undertaken to make it more likely. You can take advantage of an
opportunity in the project management plan.
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As a result of the amount of
information available from
the prior Latin American
eBusiness project (including
payloads for order create/order
response/order cancel response

transactions)

i S

we may be able to leverage the
work from that project

Dol A e

which could make the work on
this project easier and result
in decreased cost and schedule

duration

Can you leverage the work? It is part of planning to investigate further and clarify this
opportunity so that specific plans can be made to take advantage of the opportunity.

Risks Should Be Clarified

Imagine someone identifies the following threat:

¢ Customer doesn’t convey the problem clearly, either from RFP or during program

execution.

Doesn't this situation need investigation and clarification while still in planning? In this
case, there could be a further meeting with the customer, the sales department could talk
to the customer, or questions to clarify this risk could be sent via e-mail to the customer.

Let’s look at a few more examples where more detail or clarification is needed before
qualitative analysis of the threat:

Misinterpretations of EPC
contract/other reasons

may cause & delay on account
of dispute between us and the
customer regarding payment

leading to a delay in project

implementation

b a&té.i?é:wdw S

may cause payment disputes
between the supplier and his
employees/workers

E et e S R

leading to a delay in the

project schedule
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Is there something specific behind these general statements? If so, that would have to be
identified and clarified and a new threat or threats uncovered.

R

Due to sole sourcing the supplier méy not be which could impact the
equipment concerned about delivering on | project schedule and cost
time

A good project manager would ask about the threat above, "Do you have any specific
reasons for concern? Has this supplier delayed delivery before to us or anyone else? What
leads you to think this is a possibility on this project?”

the computer outputs may causing system failure

(US system vs. UK system) | give wrong validity/expiration

dates

If this is one of the top threats, the solution during planning would be to add an activity
to make sure that the correct entry format is used. The risk would be mostly eliminated in

planning.

OFTHE Integration is the project manager’s role of putting all the pieces of the
TRADE® project together into a cohesive whole that meets the customer’s needs. You
o= should include risks relating to integration in the Identify Risks process.

Include Risks Relating to Integration

Here are some examples of integration risks:
s Activity A may not provide the information that Aetivity B needs.
o Activity A may not complete in time for Activity B to start
s Activity B may become dependent on Activities A and C being completed.

1Ty Look at Assumptions

TRICKS P

OF THE Assumptions are often unidentified and if they are major ("] assume that the
TR ADE® software will be received without any bugs®), the project could be impacted.

™ Therefore, in addition to looking at the project and the activities for risks,
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a great project manager will also look at the assumptions to see if they add to the list of
risks.

Some people treat assumptions as a risk category. In any case, assumptions must be
identificd, and they need constant review during the life of the project.

Quantity Is Quality

OFTHE During the Identify Risks process, you are striving to identify as many risks
1R ADE® as you can. The more risks, the better the risk identification session. Groups
et that are prepared and are led with a plan for risk identification in mind create
the longest list and have the best results. A group of six people should be able to identify
100 to 150 risks in one-and-a-half hours, assuming that they are technically literate about
the project. Many risk identification techniques will be described later in this chapter.

TRICKS Dealing with Team Member Discouragement

OFTHE | When a project is in trouble before it even begins, the Identify Risks process
- RADE@’ could make the team members feel discouraged. Such discouragement should
Rt be a warning sign.

If you are in this situation, I suggest spending time on opportunities first (as noted
previously) and then quickly moving through the risk management process to the Plan
Risk Responses process, as this step tends to create more optimism,

Methods of Documenting Risks

One of the ways to speed up the risk management process is to have efficient methods.
Think about how you are going to collect risks. Poor project managers will have to do a
lot of recopying of risks. Great project managers will think through what they are going
to do with the risks and make a determination on how to collect them without much
rework. There are two main choices for recording risks: sticky notes or forms.

Sticky notes can be more versatile and useful throughout the Identify Risks process, but
there will be times when forms are more practical.
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Forms

Too many people think that risk management involves just sending out a form for people

to fill in risks. This is a mistake, as it will not on its own produce a complete list of risks
for the project.

In my risk management studies, many multi-million dollar projects were relying on forms
as their only risk management tool. Let me share with you some secrets about forms so
you can make an informed, intelligent decision.

Forms have the following benefits:

s They are fast.

¢ They are commonly used for other work activities, so many people feel comfortable
with them.

* They help accumulate the input of many people in a relatively short time period.

¢ They are a convenient way to gain the contribution of those who do not want to
spend much time on the project.

Forms have the following disadvantages:

¢ They do not allow for group thought or opinion.

¢ They do not encourage people to think "outside the box." People will just fill out the
form.

¢ They do not allow for in-depth analysis of risk.

¢ They do not allow discussion. Some people are more verbal and require a verbal
method to come up with the best list of risks.

e They do not allow for unlimited ideas. People will come up with a few risks and stop.

* They are not always taken seriously. People will not view risk identification as
seriously as they would if other methods are used.

» They limit responses.

During my risk management classes, people get a chance to apply what they are learning
to their real projects. In these classes, I have seen the following actions—people stop
when they run out of blank rows to enter risks, or they leave only one blank space for
risks. When people in the first group are asked if they can think of any more risks, they
respond, "Sure, but there is no more room on the form." People in the second group say
they somehow felt it was not appropriate to use the entire form. Yes, that is what they say.
Watch out if you are relying on forms. You will not identify all risks using a form!
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Filling out a form is often viewed as boring. People usually have little incentive to really
think through their ideas about risks. They frequently just provide a few and then get
back to their "real” work.

In other instances, students have told me that they are not comfortable or as productive
when they are writing. In order to really think, they need a more verbal tool. Informal
studies of this issue conducted during my risk management classes show that one-third of
those surveyed agreed that a form would not get their best contribution of risks. That s
an astounding number!

There is an endless variety of forms used to obtain risks. Consider these options, but bear
in mind the limitations of using forms for risk identification. Adapt one to your real-
world project situation, '

A basic form might look like the following:

Overall project risks

Risks per activity
Activity A
Activity B
Activity C
Activity D

© 2010 RMC Publications, Inc » {052) B46-4484 » ilo@rmcproject com  wwwy rmeprojzcl com

83




|dentify Risks

Checklists

A checklist is a form with more data. It might look like the following;

1. Technical Uniqﬁe or speciai

rESQUICeEs

Proven or unproven

technology

System or functional
complexity

Interface complexity

Design clarity/
stability

Requirements or

scope changes

Physical and/or
material properties

2. External Influences | Material availability

Regulatory changes

Schedule constraints

Funding priorities
Personnel skills
Unique

communication

problems

Objectives change

Personnel availability
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3. Internal Factors Training and training

SUPPOI'[T

Project manager
experience

Facility

Policy changes

Equipment

Note that each of these general categories could result in either threats or opportunities
on the project. But watch out—only using a checklist would be a big mistake! Yet many
companies think such a checklist is the entire risk management process.

Checklists have the following advantages:

o They are great tools to get a quick sense of the level of risk in the project during
initiating—before a charter is created and before formal risk management begins.

o They give a quick overview of the risk on a project.

¢ They help generate conversation about the risk on the project before doing detailed
risk identification.

* They are useful memory joggers.

Checklists have the following disadvantages:

* They do not identify risks by activity or work package.

o They do not provide enough details of the risks, their causes, or effects,

e They do not provide a chance for someone to add a risk that is not on the form!

e They are not project-specific. Checklists are usually used for all projects in a company
ot department.

o They provide a false sense of security that all risks have been uncovered.

¢ They lead to thinking "in the box" (i.¢., not thinking about what is not on the list). It
is extremely hard to think beyond what is on the list after one has read through the
entire list and filled out the form.

o They do not help to assess, qualify, or quantify risks specific to the project being
examined.
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Sticky Notes

Sticky notes can be used to record risks as they are identified.

Sticky notes have the following advantages:

o They are easy.

¢ They equalize participation because all attendees may be required to provide the same
number of sticky notes.

¢ They help satisfy the need for anonymity.

¢ They gain participation from people who are not comfortable speaking in front of a
group. Many people are not very verbal and will therefore not contribute ideas during
a meeting if the only opportunity to do so is to talk.

¢ They gain individual thought.

+ They can be used to record risks uncovered through a variety of risk identification
methods, described in the following sections.

¢ They help you keep track of lots of data while the data is manually sorted.

Sticky notes have the following disadvantages:

o Itis hard (but not impossible) to use them with virtual teams.

* They cannot be e-mailed.

¢ They may be too small to be seen from a distance.

e They cannot automatically total or calculate probability and impact results like a form
and software can.

¢ The information must be transferred to an electronic format.

Why use sticky notes and not just paper? You could use plain paper, but as you will see,
having sticky notes and the ability to sort and re-sort them may dramatically speed up the
subsequent risk steps.

FTTTEY RMC Risk Notes

4 M|, |F Using a sticky note specifically designed for risk management purposes will
TRADE: further enhance and speed up the Perform Qualitative and Quantitative
e Risk Analysis processes. We call these tools RMC Risk Notes. The RMC
Risk Notes format allows you to keep track of necessary risk information as you sort risks
during the risk management process.
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The following is an example:

Activity Name of source
Design the installation system Daniel from the end-user department
Probability Risk Impact

Becanse we will not see component X until
delivery from our supplier, component X
may not adggz:ate{y connect to component ¥,
resulting in a three-month delay while the
part 15 reworked,

When it might occur ~ Trigger Potential Risk Owner

During the development Whitney
phase

Recording the name of the person or source of the risk will allow you to go back to that
source if more information is needed during later steps of the risk process. Knowing
how often the risk may occur (the risk frequency) and when it may occur will enable
you to evaluate the risk during the Perform Qualitative and Quantitative Risk Analysis
processes. All in all, capturing risks on these sticky notes is a very fast way to work the
risk process.

Remember that you are just identifying risks now. The RMC Risk Notes are used
throughout the risk process, as will be described throughout this book. As you work
through the risk processes, you will add more information to these notes.

Methods to Identify Risks

Let me offer you another secret. Risks that are identified are less likely to occur simply
because they have changed from unknown unknowns to known unknowns. In other
words, simply identifying risks will decrease the overall risk for the project.

Methods to identify risks include the following (which will be explained later in this
chapter):

o Use a prompt list

* Review the list of risks provided in this book

¢ Review your own company's historical records and other documentation
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* Brainstorming

e Conduct 2 "pre-mortem"

o Affinity diagrams

* Expert interviews

* Nominal group technique

* Delphi technique

+ Cause and effect diagram

* Failure modes and effects analysis

e Stiengths, weaknesses, opportunities, and threats (SWOT) analysis

Use a Prompt List

A prompt list is a generic list of risk categories. This can be used as a starting point to
customize a list of risk categories most relevant to projects within your organization.
Using such 4 [ist has long been a trick recommended by RMC. It is now included in risk
managerent standards as a tool of the Identify Risks process.

A prompt list of risk categories can be extremely beneficial in risk identification, but only
when used properly. Watch out—identifving risks by category should not be the primary
method ("Let5 determine what technology-related risks we have on this project.”). With any
method of risk identification, risks should be identified for the project as a whole and by
activity ("What are the main concerns about completing this activity?"). When the group has
gone as far as they can, offer lists of risk categories and a risk list to uncover any risks that
may have been missed.

A common error is to forget whole categories of risks. Can you imagine the impact to the
project if a whole category of risks (like cultural risks) was forgotten in risk identification?
Just look at any of the projects that have made news lately, Was the root cause of them
being newsworthy that they forgot whole categories of risk?

Recently, a state governing body in the United States demanded that the seating
arrangement in their meeting room be returned to the original configuration. They
became unhappy with the new seating configuration after the building was renovated.
The issue made news when it was discovered that such a change would cost about US
§150,000. Why did the project manager not identify a risk that the new facility would
not meet the end users' needs? Why were the end users not involved in making such a
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decision? It appears that the category of stakeholder satisfaction (of which end users are a
part) was overlooked. End users often identify risks that the core team does not,

ICK Using a Prompt List of Risk Categories

0[] A truly great project manager will carry a list of risk categories (a prompt
»Ji{)] = List) with him or her during the Identify Risks process and make sure that
no matter how risks are identified, risks in all categories are unearthed. A

generic list of risk categories includes:

¢ Technical, quality, or performance
* Project management risks

* Organizational risks

o External risks

Some of the most commonly missed risk categories are:

* Project management (such as lack of support, inexperience with estimating,
inadequate quality of the project management plan)

¢ Culture (even for projects that occur only within your own country)

¢ Qualy

o Stakeholder satisfaction

e Company organization (or lack thereof, including lack of prioritization of projects,
inadequate funding, lack of focus on managing multiple project interactions, lack of
proper signoff of the project charter)

o Contracts

o Sellers {(vendors and suppliers)

¢ Changes in the marketplace

o Changes to the competitors’ customers

: [§ Using the Prompt List of Risk Categories with the Cause-Risk-
Effect Format

8 When identifying risks by category, you could put them in the format where
the category is listed in the cause column and expanded upon based on the
specifics of the project. Then the other columns are filled in.

e
a? =

nd
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-

S T e

The customer's competition
on this project is more
scientifically advanced than

the customer

which could cause new use of
existing technology that we
have little experience with to

be rf:questeci by the customer

which could result in depletion

of resource time to create a

change order and learn the

skills

Then try to put the category into the risk column and see if that helps you identify more

threats and opportunities.

b nine e

Customer's competition

We are being asked by our

customer 0 come up with
a unique product that will
create a totally new market.
Unfortunately, the customer

has competitors that are cash
rich

which means the customer's
competition may retaliate
with 2 new product of its own

before we finish this one

causing the loss of about 50%
of the work at the time this
occurs and extensive redesign
and additional cost

Then try to put the category into the effect column and see if that helps you identify
more threats and opportunities.

Customer's competition
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A new threat is identified:

This project is so unique that { which may cause everyone to | leading to the customer's

we might be asked to write | learn about the project competition announcing
about it in trade magazines a new product of its own,
creating a risk that we need
to add scope to the existing

project

Remember that not all the categories apply to all projects or apply in more than one
column above. The concept is to uncover more risks by forcing the risk team to look at
risks from different perspectives. ‘

Risk Breakdown Structure

If your project is large enough to have many categories and subcategories of risks, those
categories might be illustrated graphically in what is called a risk breakdown structure to
better help in the process of identifying specific risks for your project.

Review the List of Risks Identified in This Book

What if you had a list of alf the risks and risk categories your company had previously
faced on similar projects? How valuable would that be?

Most project managers and companies do not have such lists. Therefore, they miss whole
categories of risks and major individual risks. Not you! Appendix 2 of this book contains
over 80 pages of risk categories and lists of risks for many types of projects submitted by
project managers from around the world.

Be careful how you use the list of categories and the risk list. Present a list of risk
categories to the risk team only after a substantial number of risks and risk categories
have been identified, to see if the list provides them with any new ideas. Though the risk
list is extensive, it does not contain all risks. As in the other risk identification techniques,
it is better to utilize individual thought before you use groupthink. If you use the risk

list after individual thought, you will uncover risks that are not on the risk fist. In my
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informal studies, the risk list has been able to increase the number of risks identified by
over 30 percent!

Review Historical Records

As noted in the previous section, risks can come to light by looking at historical records
from past projects, including:

o Lists of risk categories

Lists of risks

Probability and impact of risks

Risk response plans

Lessons learned

Looking at records from past projects will save time in risk management and help you
avoid repeating the mistakes of others.

Review Other Documentation

Risks can also come to light by looking at documentation regarding the current project,
including:

o Inputs to risk management

* Requirements documentation

s Drawings

o Specifications

e Contracts and purchase orders

* Requests for proposal

* E-mails and other correspondence

Of course, not having a project charter, work breakdown structure, and other project
management deliverables is not only unethical (yes, unethical in terms of a project
manager’s professional responsibility, because it causes wasted time, effort, and rewotk on
the project), but also adds substantial risk to the project.
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Brainstorming

Did you look at the "Brainstorming" title and say, T know that one?" Do you really? As
you read on, highlight anything mentioned in this section that you were not aware of. You
may find you have more highlighted areas than you expected.

Brainstorming is a meeting to come up with ideas or solve problems. It can be used in the
Identify Risks process as well as for other project management issues.

TR'CKS Follow the Steps for Brainstorming to Identify Risks

% 1. Determine who to involve in the sessions(s). You may choose to have
| multiple sessions with different groups of people, such as end users, risk

team, and other stakeholders.

2. Find two scribes. A person cannot facilitate and accurately record ideas, Havmg two
people to write down ideas ensures all are captured. A scribe could be another project
manager or a coHeague.

3. Have a comfortable room set up with comfortable chairs, and a flip chart or sticky
notes to record ideas.

4. Tnstruct the scribes to record risks on sticky notes or into a computer application.

5. State the objectives. For example, "The objective of this session is to collect the longest list
of vishks in the shortest possible time. Please DO NOT EVALUATE ideas as they come up.”

0. Ask "What are the rishs related to this project as a wholg?"

7. Ask ‘What are the related risks for each activity?"

8. Ask "What are the risks by category?”

9. Either in this session or later, group risks into like categories.

10. Ask for clarification of the risks, and discuss them.
11. State risks in the cause-risk-effect format if possible.
12. Optional: Rank the risks.

13. Further analyze the risks.

The advantages of brainstorming include:

e Itis familiar,

* Most people already understand many of the rules for brainstorming sessions.
o It can generate a large number of risks quickly.

¢ One idea will bounce off another.
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The disadvantages of brainstorming include:
e It can be boring because it is familiar.
¢ Many people avidly hate these sessions.
* Not everyone will contribute because some attendees are quieter, do not like to talk in
front of others, or are overshadowed by other attendees.
¢ There will be unequal contribution because some people will talk too much.
¢ Itis not possible for brainstorming to uncover all possible risks.
* Brainstorming does not allow for the collection of thoughts that arise after the session
is over.

SRR

TSR ey

The outputs of brainstorming are the group’s thoughts (groupthink), not individuals'
thoughts. During such a session, a risk idea will arise as a result of hearing a risk someone
else identifies.

A brainstorming session can be led by an outside facilitator to keep everyone focused and
to add direction.

Brainstorming is not necessarily the best choice, nor should it be the only choice for
identifying risks. It cannot help determine all the risks on the project.

TR’CKS To Get the Most out of a Brainstorming Session

progress and discourages participation.

« Find a way to make sure everyone participates by using sticky notes, or by simply
asking, Jane, what are your ideas?”

* Make sure no one person takes up too much time.

o Facilitate the meeting with a set of rules. Stick to them!

¢ Make the list of risks as long as possible.

. Collect Risks from All Stakeholders

§
0|1/ Compile and send the risks identified from all stakeholdets to the core team
o1\ )| in advance of the brainstorming session. This will help the core team come
up with more risks they would not otherwise have thought of and produce
higher quality risks.
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Conduct a "Pre-Mortem"

Like a brainstorming session, a "pre-mortem” is a meeting to come up with ideas.
However, in this case, the assembled group is asked to imagine that the project is
completed or has been terminated. It has failed to meet one or more of its objectives. The
group is then asked to describe why the project has failed. To find the opportunities, the
group s asked to imagirie the project is a success.

The advantages of conducting a pre-mortem include:

e Jtisfun,

o [tis unusual.

e It is non-threatening,

o It involves looking at a project from a different perspective.

o Itis useful in instances when the participants are too familiar with the details of the

project to view it from another perspective.
o It encourages thinking "outside-the-box."

The disadvantages of conducting a pre-mortem include:
¢ It cannot be used by itself.
e It will not result in identifying all known risks.
e Some people have a hard time imagining failure.

Affinity Diagrams
Would it be helpful to discover a technique that can add 20 percent more risks even when

you think you have identified as many as is possible? The trick is to look for missing
categories using affinity diagrams.

I this technique, the ideas generated from any other risk gathering techniques are sorted
into groups by similarities. Each group of risks is then given a title. This sorting makes it
easier to see additional risks that have not been identified.

What is great about this method is that it is different from the others. It is fun, will make
people laugh, and it is incredibly effective.
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TRlCKS Follow the Steps for Using an Affinity Diagram

OF THE 1 "Tell the group/team that, without talking, they should put the created

TR ADEo RMC Risk Notes in columns of "like" things. All must participate. Watch

vt how they laugh as they argue with expression only and communicate

without talking. This will liven up the group and help increase

productivity if the meeting has been in progress for some time.

2. Instruct the group that they can now talk. As a group, they should create titles for
each of the columns and then add new columns and risks that may be missing. While

this is occurring, you can compare their results with the list of categories and suggest
categories that are missing.

Affinity Diagram

Affinity diagrams have the following advantages:

They ate fast.

They make people laugh.

They gain more participation from those who have never used this technique before.
The method is inspiring because it is fast and efficient.

They produce more risks even after all other risk identification tools have been used.
They change the pace of the risk identification effort, thus keeping people interested.
Twenty percent more risks can be uncovered.
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Affinity diagrams have the following disadvantages:
 People need to be in the same room.
o Other risk identification methods such as brainstorming and document reviews need
to be completed before using affinity diagrams.

Expert Interviews

Any time you ask people for their opinion or assistance, you are really holding an
interview. Expert interviews can be used during all steps of the risk management process
to gain expért opinion.

In risk management, it is often experts, the customer, and senior management that
a project manager needs to interview to obtain risks. Therefore, good use of expert
interviews is more important than you may have thought.

Expert interviews may take the form of meetings, e-mails, telephone calls, and Jetters,
They are not informal discussions. They need to be planned, organized, and controlled
during delivery in order to be most effective.

Carefully read the following. In my risk management classes, everyone seems to think
an expert interview is easy when it is explained, but then they try it and fail miserably.
Considering who you are interviewing in a project situation, you cannot afford to fail in
an expert interview.

Follow the Steps for an Expert Interview
1%} |® L Be prepared with:

el N © What you want to gain from the interview
o Specific question

This will help you look professional and give you the freedom to adjust the
conversation without losing your direction.

2. Start by explaining why you are there and why you need to talk to them. Tell the
truth, and compliment when appropriate.

Twanted to ask your advice because 1 beard you bave a lot of experience with this issue!”
This will get them more interested in helping you. Watch out, though—your
compliment must be a real one and not just fluff such as, T heard you are great.”
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3. I'have found that only 60 percent of the verbal and nonverbal information
communicated by the interviewee will be noticed if just one person from the risk
teamn attends the interview! Roles of the attendees should be determined in advance
in order to prevent distractions. Generally, one person asks the questions, another
writes down the answers, and a third looks for nonverbal communications. Introduce
those who came with you, and explain their roles. This will make the interviewee fecl
more comfortable with those taking notes.

T have brought with me Nicole from the design team and Joe from the integration feam.
They will both be helping me by taking notes so that I can concentrate on the questions. Will
that be all right with you?"

4. Ask an open-ended question to get their individual thoughts before you cloud their
thinking by asking your prepared questions. Examples of open-ended questions
include:

o What problems do you foresee if we use this method?

What problems have you had on similar projects in the past?

What are you most worried about on this project?

What might go wrong?

What might go right?

What additional opportunities do you see us being able to realize as a result of this
project?

o

5. Ask questions to clarify the interviewee’s responses.

You said you were most worried about the software delivery being late. Why does this
concern you? What impact do you see it having on the project? What would you estimate 15
the probability of it occurrin I

Notice that thete is more than one question about each of the risks identified
and that the questions are digging or mining for information. This is an excellent
procedure.

6. Ask the prepared questions. Such questions could include:

1 have talked to others and analyzed the project requirements, and we are worried about
a particular problem. Do you think this problem might occur? When? How many times?
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What specifically might happen if this problem occurs? What do you estimate the impact fo
the project to be in hours if this problem occurs? In days? How likely do you think it is that
this problem will arise, on a scale of 1 to 102"

7. Ask follow-up questions for each question you ask.

You mentioned that we should be concerned with the source of the equipment we purchase
for the project. Why would this be a major concern? What sources should we avotd? How
can we be sure to get a good source?™

People often make the mistake of asking one question after another without asking
follow-up questions to dig into each area of inquiry.

8. Clarify responses.

Some people think it is a good idea to repeat all the responses received from the
interviewee before continuing. However, interviewees may become annoyed at what
they perceive as a waste of their time. Watch the reaction of the interviewee, and skip
this step if it seems disruptive or does not add any value,

9. Ask for other ideas.
‘Have any other ideas come to mind as we have been mlking? !

Often the person asking the questions spends too much time asking and not listening
or picking up body language indicating that the interviewee has more to say. Asking
for any last ideas will give them an opening to offer additional thoughts.

10. Tell them you may need to meet with them again.

You bave given me a lot of new ideas. In the next few days, Iwill be investigating them
b and may need to ask you some follow-up questions. I may also get some ideas from others
: and want to get your opinion on those. Would it be all right if Lwere to contact you again? '

It is impossible to be able to think in advance of all the questions you will need to

_ ask the expert. Later project activities will cause you to come up with additional rigks.
b (oing back to talk to the expert can be seen as wasting his or her time and may
backfire by decreasing the expert's buy-in to the project. But, if you tell them that
you may need to talk to them again, these negative impacts rarely occur. Instead you
appear to be “on top of " the project.
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11. "Tell them how to get in touch with you.

Tt always happens that while you are going home at night or the next morning in the
shower you will think of things you forgot to mention. Here is my e-mail address (or
business card). T will be looking for other ideas from you in the next few days. Please feel free

fo contact me.”

This is the "shower effect” (a term I created). Most people do their best thinking
while they are in the shower, exercising, or driving. You should realize that not

all ideas have come out during the interview. The trick is to plant the idea in the
interviewee’s mind that they may think of things after the meeting and that you
would like them to contact you with other ideas. You will not believe how many more
risks you can determine simply by planting this idea!

12. Thank them for their time.

Your input will really help this project meet its objectives. Thank you so much for taking the
time to talk to me!"

Expert interviews have the following advantages. They can help you to:

Obtain an understanding of unfamiliar parts of the project,

Uncover new risks that could not be uncovered from other sources.

Gain information about probability, impact, contingency, and fallback plans for use in
qualitative risk analysis, quantitative risk analysis, and risk response planning.

(rain the expert’s support for the project.

Show your knowledge, skill, and competency.

Expert interviews have the following disadvantages:

L]

They take time.

They require careful preparation.

They can hurt reputations if done poorly.

They are hard to correct if done poorly—you might only have one chance to do it
right.

Experts are hard to reach and gain cooperation.

They require the assistance of others to do well.
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Make Your Interview Even More Successful

OF THE

e Show as much detail as possible.

o Use drawings or pictures whenever possible to enhance understanding.

¢ Know what you want to gain from the meeting and keep focused on that
objective.

’ Pause After Asking Your Question and After Each Answer Before
You Ask Your Next Question

o]

LT =y =
Lo

B Pausing gives you time to consider what your next question will be, and it

gives the interviewee time to completely finish answering the question.

It is hard to be silent. To give yourself more experience with silence, try conducting a
conversation, but hold your thoughts for five seconds before speaking. You will see how
difficult it can be.

NCUS Look for More Than What Is Said

Research shows that about 55 percent of communication is nonverbal. Much
j{ of what is communicated in an interview is through the way things are said

DA

and the physical mannerisms used.

Did the person give you their full attention or did they interrupt or answer the telephone?
If they did the latter, that may tell you they consider the project to be unimportant. Can
you notice if someone is hiding something or if they are telling half-truths? An expert
interview will help you discover these things in addition to acquiring a list of risks.

AICKS Watch What [s Reported Back to the Risk Team

[ When the interview is completed, the interviewers should tell the risk
1 p

oJN} | team what questions were asked, what answers were received, and their

interpretation of them, rather than making the mistake of saying, "Here is
what he said." Lastly, have the other attendees of the expert interview confirm or add to
the comments, and have the rest of the risk team confirm the interpretation. An expert
interview is too important to miss something that has been communicated.
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Nominal Group Technique

The nominal group technique is used when you need a technique to gain a group's
opinion (groupthink), rather than individual opinions. Sometimes the group could be a
department or people who want to be or are only marginally stakeholders. The result of
nominal group technique is the group’s buy-in to the total group opinion on the specific
risks of the project.

ICK Follow the Steps for Nominal Group Technique
' : 1. Determine who should be invited to suggest risks.
T} 2. Form groups of invitees.

3. Collect a list of risks from each group member. For efficiency’s sake, input
these ideas into a computer immediately or collect them before the meeting using a
form.
4. Provide the group with a list of all their risks,
5. Ask each group member to rate each risk using a rating scale of 1 to 10, with 10
indicating "very important.”
6. Tabulate all the ratings to obtain the group’s opinion of the top risks.

Nominal group technique has the following advantages:

o Itisafast way to get groupthink.

e Its use of ranking gains buy-in to the results.

o It can be used to include people on the periphery of the project.
e It can be used to explore for high-level risks.

Nominal group technique has the following disadvantage:
¢ A major risk may be identified by a member but not accepted by the group in their
final top list of risks. Therefore, selection of group members is very important,

Delphi Technique

This technique can be used to obtain a consensus of expert opinion on what work should
be performed, what risks exist in the project, or the quantitative analysis of identified
risks.
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TR|CKS Follow the Steps for the Delphi Technique
OF THE 1. Determine which experts can help you ascertain risks, but keep the list of

TR ADE® Names anonymous.
ettt 2. Send out a specific request with attached details of the pioject to each
expert and request his or her opinion.
3. Collect all expert opinions and compile them into one list, keeping the experts’ names
ANONYMOUS.

4. Resend this list to every expert so they can review all the thoughts. Ask them for
further comments based on the compiled list.
5. Try to reach consensus.

The advantages of using the Delphi technique include:

o It gets consensus of expert opinion.

¢ It can be done virtually.

¢ [t can focus on details of the project or overview risks.

The disadvantages of using the Delphi technique include:
* You may need to wait long periods of time for experts to respond.
o It requires the ability to interpret expert opinions.

Cause and Effect Diagram

“ause and effect diagrams can be used to evaluate the causes of any events, such as quali
C d effect diag be used luate th f any events, such as qual
problems or risks. Often in the risk identification process, a "risk" will be identified that
is not really a tisk. Risks should be specific, but often the risks that are identified are
general and need more analysis to determine what the real problem is. This effort can be
done in many ways, by simply discussing what the real cause is, by making lists of possible
causes, or by using a cause and effect diagram.

For example, imagine you estimate that there is likely to be late delivery of software on
your project. It might help your risk management process to determine the probable cause
of this event and then try to deal with the cause as part of risk management. A cause

and effect diagram is a visual tool to help a person or group see the potential causes and
identify new ones. Let’s say that a group is evaluating this problem and determines that
some of the causes are:

© 2019 RMC Publisations, Inc » (952) 846-4484 + info@meproject com » vy rmcpioject com

103



104

Identify Risks

The software has never been created before.
There are too many changes.

There is a loss of team members.

There is a lack of technical knowledge.

Never beea Loss of team
created before  members

of software

\ Late delivery

Toormuy  Lackof technicat
changes knowledge

SN

Abouthowto  About howto
do the work manage the work

The person or group could continue adding potential causes as necessary until they agree
on the most probable cause. If that cause is 100 percent likely to occur, then it is handled
as a fact and managed as a formal part of the scope of the project. If it is uncertain

(i.c., less than 80 percent certain), it is handled as a risk and included as part of the risk
management process.

Failure Modes and Effects Analysis
Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is

technique that'can be used to assess the potential reliability of products. Aerospace
programs in the 1940s were among the first to use this methodology. FMEA looks at
possible "failure modes"—the ways a product or part of the product or process used might
fail. It also looks at the potential impacts of failure and ways to reduce the probability or
mitigate the impacts of such failure. The goal of FMEA is to design the failure out of the
product.
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Database | Query returns | Wrong |9 Query 7 Predefined
query inaccurate data is statement is queries.
results used wrong saved
for but not
analysis required

Always require 1 month
predefined from report
query or provide
array in query
fields to add
partial level of
sensible request

statements

Just like any other list of tisks, a FMEA will rate the different risks associated with each
failure mode. The failure modes with the highest ranking—thelr risk priority number
(RPN), which is found by multiplying the severity times the occurrence rating times

the detection rating—are handled in the risk management process as risks. There are no
standards that describe which RPN numbers qualify to be added to the risk management
process and which do not.

Strengths, Weaknesses, Opportunities, and Threats (SWOT)
Analysis '

This analysis looks at the project to identify its strengths and weaknesses and thereby
identify risks (opportunities and threats).

Other Tools for Risk Identification

Risk identification should be easy. It does not require advanced tools. However, there
are many people who write about all sorts of tools that can be used for risk management
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L]

The software has never been created before.
There are too many changes.

There is a loss of team members.
There is a lack of technical knowledge.

Never been Loss of team
created before members

of software

\ Late delivery 3

Toomany  Lack of technical
changes knowledge

SN

About howto  About how to
do the work manage the work

The person or group could continue adding potential causes as necessary until they agree
on the most probable cause. If that cause is 100 percent likely to occur, then it is handled
as a fact and managed as a formal part of the scope of the project. Ifit is uncertain
(i.e.,less than 80 percent certain), it is handled as a risk and included as part of the risk
management process. '

Failure Modes and Effects Analysis

Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is a
technique that can be used to assess the potential reliability of products. Aerospace
programs in the 1940s were among the first to use this methodology. FMEA looks at
possible "failure modes"—the ways a product or part of the product or process used might
fail. Tt also looks at the potential impacts of failure and ways to reduce the probability or
mitigate the impacts of such failure, The goal of FMEA is to design the failure out of the
product.
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Database | Query returns | Wrong | 9 Query 7 Predefined
query inaccurate data is statement is queries
results used wrong saved
for but not
analysis required

4 None 95 Always require | Mary 1 month

predefined from report
query or provide
array in query
fields to add
partial level of
sensible request

statements

Just like any other list of risks, 2 FMEA will rate the different risks associated with each
failure mode. The failure modes with the highest ranking—their risk priority number
(RPN), which is found by multiplying the severity times the occurrence rating times

the detection rating—are handled in the risk management process as risks. There are no
standards that describe which RPN numbers qualify to be added to the risk management
process and which do not.

Strengths, Weaknesseé, Opportunities, and Threats (SWOT)
Analysis

This analysis looks at the project to identify its strengths and weaknesses and thereby
identify risks (opportunities and threats).

Other Tools for Risk Identification

Risk identification should be easy. It does not require advanced tools. However, there
ate many people who write about all sorts of tools that can be used for risk management
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that were created in other disciplines, like quality management or engineering. None of
these tools are any better than others, nor do they necessarily result in more risks being
identified. They are usually just other methods to do the same thing that this book has
already given you detailed help with—identify risks. These tools include:

* Force field analysis

¢ Influence diagrams including system dynamics

All these tools use visual diagrams that model a problem, cause, or part of the work,

like the cause and effect diagram shown previously. Some tools, like decision trees and
FMEA, include calculations to quantitatively analyze risks. Because they are visual, they
help those working with them "see” the risks in ways that just talking about risks might

not. If you are very familiar with any of these, then use them by all means. If you are not,

then your lack of familiarity will just get in the way of your effectiveness in identifying

risks. They will not add any value.

Tricks for Identifying More Risks

TR'CKS Equalize Participation

OFTHE Imagine that not everyone has had a chance to contribute or that one person
TRADE® is monopolizing the conversation during a brainstorming session. Simply
meee®== hand out some sticky notes or RMC Risk Notes and say: Before you leave,
Please take three (or four or five) RMC Risk Notes and write one risk on each note. You must

hand them in before you leave.” O, Before we leave, [ would like you to write down four more
risks pertaining to___ on four RMC Risk Notes!”

TR‘CKS Use Anonymity

OFTHE It is not easy for someone in a meeting to admit out loud that they or their
TRADE® department might cause a risk. They may reveal it if provided an anonymous
it method like sticky notes or RMC Risk Notes. In situations where anonymity

is obviously needed, simply add to your comments: Your contributions will be anonymous.”
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TRICKS Virtual Teams

OF THE Obviously, RMC Risk Notes can most easily be used when people are
TRADE® physically present. If you are working in a virtual environment, have virtual
et team members send you the filled-in RMC Risk Notes.

TR'CKS Use a Combination of Methods (e.g., Brainstorming and Sticky
TR ADE@ This can be critical. As you have read, brainstorming cannot provide all risks,
Pemmeete but using it in combination with other methods will provide opportunities
for those who need anonymity, individual thought, group thought, verbal tools, etc.,

to contribute more risks. I have seen people who have not contributed anything ina -
brainstorming session be given another method to contribute-—and then present a major
risk.

ICKE My Favorite Choices
N : I'send a form (by e-mail) to some of those on the periphery of the project
ofi\pF with 2 letter telling them why [ have selected them for their input. Then T ask

them for risks. Other groups closer to the project are interviewed by my risk
team members or are invited to brainstorming sessions. I then compile all the risks.

Next, I ask the risk team to complete a form and participate in a brainstorming session.
When the session is reaching its conclusion, I provide the risk team with the compiled list
and ask if it offers other ideas for risks. At the end of the session, I use RMC Risk Notes
and then do an affinity diagram with all the risks identified on the project.

ICKS How Do You Know When You Are Finished?

| i Although risk management is iterative, that should not be an excuse for
)] missing risks early and having to figure them out later. There should be a
concerted effort to identify as many risks as possible (though others will
come to light throughout the project).
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Many companies believe that coming up with five risks is enough. The best answer to this
is a phrase that may not make sense until you actually follow the processes in this book
and try this suggestion. Do it until it seems stupid,

Many people will not divulge the real risks they are aware of until later in the Identify
Risks process. It is a good idea to let the Identify Risks process get silly (“An alien comes
down from outer space and steals all the computer hard drives used on our project!’), as this will
make many people feel safe enough to state the truth. It is when the ideas become stupid
(a level worse than silly) that you can usually determine that all risks have been identified.
This may take a gut feeling rather than an analytical decision, but look for it in the
Identify Risks process. You will see it occus, and then you can decide for yourself if this is
a good way to judge.

Another way to determine if you are finished is to ask the team to rate how confident
they are that all the major threats and opportunities have been identified. If the rating
is too low, continue the Identify Risks process. It is up to you to determine what rating
is too fow. If the project is generally a low-risk project, then a 7 on a 1 to 10 scale (with
10 being the highest) will probably be sufficient. If the project is a high-risk and high-

priority project, a confidence rating of 9 would be more appropriate.

Before moving on, make sure you have spent adequate time on the Identify Risks process
and that there is no more to be done in this step. Ask yourself:

e Isrisk identification worth more effort?

o Are there people who have not been consulted?

¢ Have we forgotten to research any literature, magazines, or other documents?

¢ Ate there ways to identify risks that we did not use? Would they help?

o Are the risks identified adequately understood to move on to qualitative risk analysis?
o Have we really given the Identify Risks process the committed effort it requires?

Regardless of the method used to identify and document risks, all contributions are
reviewed by the project manager and shared with the risk team for consideration. Input
from sources outside of the risk team will stimulate ideas and give more information to
the team, which will improve their understanding of the risks of the project.
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Risk Register

The risk register is the place where most of the risk information is kept. Think of it as
one document for the whole risk management process that will be constantly updated
with information as the Identify Risks process and later risk management processes are
completed. The risk register becomes part of the project documents and is also included
in historical records that will be used for future projects, With a team experienced with
risk management, the project manager could begin to collect additional information
during the Identify Risks process along with the list of risks identified. Following is a
sample risk register. Remember that information is added to this document throughout
the project. This example includes information you could add at this point in the project.

Triggers

Triggers are early warning signs that a risk has occurred or is about to occur. List any
triggers that come to light during risk identification so that they are not forgotten, but
revisit them during the Plan Risk Responses process.

Will You Assign Risk Owners Now or Later?

A risk owner is the person whom the project manager assigns to watch for triggers, and
marnage the risk response if the risk occurs. A risk owner is a stakeholder who could also

109
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be a project team or risk team member who has particular knowledge about a risk, or
expertise in handling the risk (or the activity to which the risk relates).

Some project management standards state that risks will be assigned to risk owners in the
Plan Risk Responses process, Since most people become risk owners because of unique
expertise with the issues relating to the risk, or because they have some responsibility and
control over the risk, it may be a better idea to consider assigning risks to owners earlier
in the process. Risk owners could have valuable insight into qualitative and quantitative
risk analysis, as well as planning responses and managing risk. It is a good idea to make
note of a proposed risk owner at this time. That assignment may be confirmed in the Plan
Risk Responses process.

Steps of the Identify Risks Process

There is limited literature available about how to identify risks. Here is an efficient
process that works for small to multi-million dollar projects.

Collect historical information.

Determine who may have insight into risks.

Determine which risk identification methods to use, and with what groups.

Identify risks with others (e.g., brainstorm with the team, provide the team with a
list of risks from all sources—including the risk list from this book—and continue
brainstorming, and then do an affinity diagram with the team to look for any
remaining risks).

5. Make a list of all identified risks on a risk register.

6. Determine, with the risk team's assistance, how confident you are that the major risks
have been identified,

Sl

7. lf you are not confident that you have identified all the risks, redo the previous steps.
I you are confident, determine whether questions remain and what information is
still needed to understand and analyze the identified risks.

8. Ask the remaining questions, and collect the information.

9. Add new risks to the list and eliminate any items identified as not really risks in your
data collection.

10. Discuss remaining risks as necessary to understand them,
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11. If you used RMC Risk Notes, mark each note (if you have not already) with the
activity, source, and other appropriate information to avoid losing the information as
you move through risk management.

12. Move on to the Perform Qualitative Risk Analysis process.

Output of the Identify Risks Process

The output of the Identify Risks process is the risk register. At this point in the risk
management process, the risk register may contain the following information.

Risk Register

o List of risks

¢ Root causes of risks: The root causes of risks are documented.

o Potential risk owners

o List of potential responses: Though risk response planning occurs later, one of the
things experienced risk managers know is that it is not always logical or efficient to
separate work on each part of risk management. There will be times when a response
is identified at the same time as a risk. These responses should be added to the risk
register as they are identified, and analyzed later as part of risk response planning.

o Triggers: Triggers or trigger conditions are noted to enable timely responses to
identified risks when they occur.

o Updated risk categories: You will notice a lot of places where historical records and
company records are updated throughout the project management process. Make
sure you are aware that lessons learned and communicating information to other
projects does not just happen at the end of the project. Here, the project is providing
feedback to the rest of the company regarding new categories of risk to add to the
organization's risk checklist.

A
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Key Concepts

o The objective of the Identify Risks process is to devise the longest list of risks possible
using a combination of methods.

o To prevent rework, be prepared with historical and project information before you

begin to identify risks.

« Everyone, including all stakeholders, should be involved in the Identify Risks process.

o Risks should be identified in all relevant risk categories.

o Each risk identification method has rules to follow in order to get the most out of the

method.

o Remember to identify opportunities as well as threats.

Key Terms

o Identify Risks process

o Risk categories

¢ Cause-risk-effect format
+ Root cause

« Forms

o Checklists

e Sticky notes

o Brainstorming

+ Pre-mortem

o Affinity diagram

o Expert interview

» Nominal group technique
o Delphi technique

o Prompt list

o Risk register

o Cause and effect diagram

o Failure Modes and Effects Analysis

(FMEA)

o Strengths, weaknesses, opportunities, and

threats (SWOT) analysis
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[nstructions: Match the risk management key word to its definition.

Key Word
e 1. Identify Risks process

e L, Prompt list

e 3+ Cause-risk-effect format
e 4. Root cause

e 9. Cause and effect diagram
——— 6. Brainstorming

e 1. Pre-mortem

Definition

A. A tool to identify potential failure modes,
determine their effects, and identify actions
to mitigate the failures

B. A process of secking consensus of expert
opinion

C. Common ateas or sources of risk on similar
projects

D. Theoretical "evaluation” of a project before it
has actually been done

e 8. Affinity diagram
— 9. Expert interview
e 10, Nominal group technique
— < 1. Delphi technique
— 12, Risk categories

e 13, Risk register

14. FMEA

E. A method to identify additional risks and
risk categories on a project

F. A process for obtaining opinions or other
input on the project from experts

G. A generic list of risk categories

H. A process of collecting and ranking risks
contributed by a select group of participants

I As aresult of (X), (Y) may occur, which
would/could/may lead to (Z)

€ 2010 RMC Publications, Inc » (852) 846-4484 « info@rmcpsoject com « wway rmeproject com




R e B R s e e e e e e e e i T e B i R e s S

E |

|dentify Risks

J. A meeting to come up with ideas or solve M. List of identified risks (threats and
problems opportunities) for the project and other
information added throughout the risk
K. A tool to evaluate the causes of risks Mmanagement process
L. Determining specific risks by project and by N. Underlying risk
activity
Answer Key
1. L . E
2. G 9. F
3.1 10, H
4. N 1. B
5. K 12. C
0. J 13. M
7. D 14. A
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1. What methed or combination of methods for risk identification will you use for your
real-world projects?

2. Why is it important to include end users in risk identification efforts?
3. Why is using a form to identify risks not always the best choice?
4. What is the best reason to use the Delphi technique?

5. Why should an affinity diagram should be used after the other methods of risk

identification are compieted?

6. How would your projects be different if you identified risks until it was stupid?
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Adapt This to Your Real-World Projects

Identify Risks

Please visit the RMC Project Management Web site at www.rmeproject.com/risk to
download the full version of these forms.

Steps to follow:

1. List as many risks on your project as you can. Try to use the cause-risk-effect format
for each threat and opportunity.

2. List risks by activity. :

3. Look at the list of risks in Appendix 2 and see if that list helps you identify additional
risks for your project.

4. Use the list of risk categories in Appendix 2 to help you create a list of common risk
categories for the types of projects you work on. Keep the list with you when you are
identifying risks to stimulate discussion and to make certain all risks are identified.
You will find a form entitled, "Common Categories of Risk for My Projects” at the
end of this chapter.

119
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Objectives of the Perform Qualitative Risk Analysis Process

Does it make sense to plan responses to all the risks from the Identify Risks process? No,

because some of the risks identified are not very probable or, if they occur, will not have

a great impact. The overall objective of the Perform Qualitative and Quantitative Risk

Analysis processes is to determine which risks warrant a response. The specific objectives

of Perform Qualitative Risk Analysis are to:

*  Subjectively evaluate the probability and impact of each risk

¢ Create a shorter list of risks by determining the top or critical risks that you will
quantify further and/or address in the Plan Risk Responses process

¢ Make a go/no-go decision {Having evaluated the risks, do we still want to do this
project?)

The inputs to Perform Qualitative Risk Analysis include:

e Risk management plan

o Risk register (list of potential risks)

* Project scope statement

o Project type and an understanding of the work needed to complete the project

e Data about the risks to be used during this step to measure their precision

e Assumptions to test

o Scales for probability and impact (if they are standardized for your department or

company)
o Historical records: How were similar risks qualified in the past?
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Determine Additional Information Needed

There needs to be a real understanding of the risks in arder to measure them in the

Perform Qualitative Risk Analysis process. Otherwise it can feel as if this step involves

asking questions, rather than subjectively measuring probability and impact. Before you

start the Perform Qualitative Risk Analysis process, verify that the following work has

been performed:

e Ask the experts and the customer any questions not answered in the project charter or
earlier discussions

¢ Review data already supplied to the team in light of questions that arose during the
Identify Risks process

Determine Frequency and Timing

If you have not used RMC Risk Notes (previously described) to identify risks, you may
need to collect more information about when and how often a risk might occur before
you can effectively qualify risks. When a risk might occur in the project life cycle, and
how often, will help to determine its impact and your risk response. A risk that could
occur later in the project should be rated higher than one that could occur earlier in the
project, because the later the risk occurs, the greater the impact it will have on the project.
A risk that could impact an important past of the project should be rated higher than one
that could affect less important activities. A risk that might occur more than once may
need the same response several times or 2 unique response for each occurrence.

Assumptions Testing

Before you can use the risk information collected, assumptions made when determining
risks must be tested. Too many guesses make the data unreliable, thus adding risk to the
project if these assumptions are wrong,

Imagine one of your stakeholders had assumed incorrectly that training the end users was
part of the project, or a stakeholder assumed that the project work would not interfere
with his or her daily work. Each instance of assumption, if wrong, could add risk or cause
the related risk to have a greater probability or impact.

A project manager should look at the stability of each assumption (how realistic or valid
is it?) and the consequences if the assumption is false. First, the project manager should
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make certain that assumptions have been satisfactorily identified in the Identify Risks
process. 'What assumptions have been made?" Then, if the project manager feels more
work with assumptions is needed, a separate discussion with the risk team about the
assumptions, stability, and consequences could be the start of the Perform Qualitative
Risk Analysis process. The higher priority the project, the more certainty is needed.

In assumptions testing, the stability and consequences are rated from 1 to 10. A stablity
rating of 5 to 10 means the assumption is valid. A consequences rating of 5 to 10 means
the assumption could have a large impact on the project. You can use this version or
another scale or interpretation on your projects.

Project work willnot ~ ~ |2 8
interfere with stakeholder

Morgan's daily work.

Data Quality Assessment

Beginning in the Perform Qualitative Risk Analysis process, the project team will be
relying on the data about risks acquired in the Identify Risks process. It would therefore
be wise to make sure the data to be used in qualitative risk analysis is precise and reliable.
Before we start qualitative risk analysis, we need to ask ourselves, "How well understood
is the risk?" This should include an analysis of the following to rate the precision of each
risk:

o Extent of the understanding of the risk

e Amount of data available about the risk

¢ Reliability and integrity of the data

TR|CK5 Use a Chart

OF THE This analysis could be accomplished by the use of a chart (see the following
TR ADE® example) that uses a scale of 1 to 10 (or any other rating scale; I prefer a
et numerical scale since most people feel such a scale is easier to interpret and
score). Determine if the entire team will rank each risk and compile the answers, or if you

will do the work yourself. The choice depends on your understanding of the project and
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your professional experience. The higher priority the project, the mose precise the data
needs to be.

The XYZ system will arrive late, 9 | 7 2

causing a two-week delay in the
deliverable due date. ‘
The software will not be compatible |2 2 9

with the computer operating system,
resulting in the need to select new

software.

In this example, a decision has been made that any risks receiving a five or lower score in
any area will be further investigated. Therefore, you, the risk team, and other stakeholders
might be involved in additional expert interviews and data collection before detailed
qualitative risk analysis is begun. Take this seriously, as data quality assessment will help
make the rest of the risk management process flow more smoothly as well as decrease the
number of risks.

Probability and Impact Scales

Once you are sure you have enough information about all the risks identified in the
previous step, the probability and impact of each risk must be determined. Probability is
the likelihood that a risk will occur. Impact is the effect the risk will have on the project if
it occurs. For the purposes of the Perform Qualitative Risk Analysis process, probability
and impact will be estimated subjectively, with the word "impact” encompassing all
possible impacts.

If risk scales are not already standardized in your organization, you must decide which
scales to use to determine probability and impact qualitatively. The following chart shows
four possible choices of scales to use for probability and impact.
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1 Very Low Low Moderate High Very High
2 .05 0.1 0.2 0.4 0.8
3 0.1 0.3 05 0.7 0.9
4 1 2 3 4 5 6 7 8 9 10

Remember thata 9 or 10 for probability is considered a fact, A risk with a probability of a
9 or 10 should be considered in developing the work breakdown structure and other parts
of the project management plan.

Reducing Bias

It is important that all those who are evaluating the
risk use a standard interpretation for their assessment
of probability and impact, in order to achieve consistent
evaluation of risk across multiple projects. Sometimes
it is difficult for people who are evaluating risks to

be objective. They may attempt to bias the results

in one direction or another (motivational bias), or
their evaluation may be biased due to a difference in
perception (cognitive bias). Having a description for 1
to 10 in the matrix will help eliminate some of these
biases, but the risk team should continue to look to
expose biases throughout the life of the project.

The rating on any scale should be defined. Here is an example:

. 5 6
Medium Medium-
High

UFREREEES | EEERERRE - R (L EEEEERRRE L R ves P

Generally, the impact includes impacts to all the project objectives. A further
interpretation of the impact rating follows:
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10 Project failure
9 Over budget by 40% or project delayed by 40%
8 Over budget by 30% to 40% or project delayed by 30% to 40%
7 Over budget by 20% to 30% or project delayed by 20% to 30%
6 Over budget by 10% to 20% or project delayed by 10% to 20%
5 Slightly over budget '
4
3

2
1

Large reduction of time or cost rescrves

Medium reduction of time or cost reserves

Small reduction of time or cost reserves

No real impact

Warning: High, Medium, and Low Scales

Based on extensive experience in teaching risk management and watching problems occur
repeatedly, it's evident that many companies make a big mistake of using high, medium,
and low to sort their risks.

Why is this a mistake? For even 30 risks, a high, medium, low range does not provide
enough spread between each risk to sort the risks. Why bother? As tested with thousands
of people in my risk management classes, if you use numbers (even though qualitative
risk analysis is subjective), your scale is broader and you will have fewer ties and a clearer
picture of which risks to carry forward. A broader range will also decrease the ambiguity
that can arise from differing interpretations of the terms "high," "medium,” and "low."

How to Determine Probability and Impact

Imagine that you have identified over 500 risks. You know you have to determine the
probability and impact of each one. Many project managers pick a risk and ask the team
to determine its probability. When a consensus is reached after about 10 minutes, they
determine the impact. Now imagine the reaction of the team. They are realizing they will
be there for hours in order to determine the probability and impact of all the risks and
stop fully participating. Would you like to see a way to significantly shorten the duration
of this effort? Here are several ways to do just that.
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Choice 1: Explain the risk and impact to five people familiar with the project and/or the
risk in question. Ask them for their opinion of the level of probability using the 1 to 10

scale. Of the five probability ratings you receive, discard the highest and lowest, and then
average the remaining three ratings. Round off the answer to the nearest number ending

in zero or five,

Choice 2: Have all the risks entered into a computerized spreadsheet and create a form.
Have each person list the probability and impact of each risk using a predetermined scale.
Then total the probabilities for each risk, and find the mean. This becomes the probability
rating for the risk. Do the same for the impact, and for all the other risks. There is one
caveat, however: this method can be tedious to the contributors. Thus, you may lose buy-
in and productivity. There is another method that is also fast and yet keeps the interest of
the participants. See the next choice. |

DICKS Choice 3: Here is a method (my favorite) for sorting a huge number of
7 B4 risks—fast. Using the specially formatted RMC Risk Notes described in the
) : Identify Risks chapter makes this method even faster!

1. Create a six-foot by six-foot chart (1.83 meters by 1.83 meters) that looks
like the following example. If you have many RMC Risk Notes to sort, you could
create a separate chart to sort the opportunities.

2. Place the chart(s) on the floor. This location will make the chart{s) easier to reach and
the process fun for the participants, thus increasing their participation and changing
the pace and flow of your risk meeting—a true Trick of the Trade®.

3. Distribute the risks on the RMC Risk Notes to the team members who identified
them and divide the risks identified by others evenly among the team members.

4. Have team members place their risks in the appropriate place on the chart (i.c., rate
their probability and impact). With this method, 160 risks can be sorted in only 20
minutes.

5. You need to do more! Ratings done individually may not be accurate. Give each team
member a different colored marker and ask them to look over all the risk ratings and
mark the risks they feel need to be discussed, i.e., those ratings they disagree with.
Interestingly, only a very small portion of the risk ratings will need to be discussed.

6. Discuss the risks that are marked and make adjustments.

7. Determine if any risks need additional information or clasification (as you did in data
quality assessment), and eliminate any risks that are no longer considered valid risks.
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8. Mark each RMC Risk Note with the probability and impact determined by the team

so they can be moved and re-sorted in other ways throughout the risk process.

You have just performed qualitative risk analysis in record time, Can you see how this will
speed up the process, keep everyone involved, and improve the quality of the results?

10
9
8
7
vl 6
0
<13
2
1
112131451617 18[9/]10
Impact

Determining Risk Ranking within the Project

Not all risks move forward in the risk management process, because some of them are
improbable, and some will have very little impact. You will not have the time or money to
deal with all the risks. Don't make the mistake of randomly selecting a specified number
of risks to move forward. A better choice is to move risks forward depending on their
ranking among all the risks,

The risk ranking is determined based on the risk scores (multiplying probability times
impact) for each risk. Remember, it is not important if a risk is number two or three on
the list. Many teams get carried away, taking the task of creating a prioritized list of risks
too literally This should not happen. It is only important to know which are the top risks
that move forward and which are non-top risks that do not.

First determine the risk score for each activity, and then rank them.
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Cheice I: In this choice, any risks with a risk score of a certain number (25, for instance;
for scores of five on probability and five on impact) will move forward. If you and your
company are less risk averse, you could choose any risks that have a risk score of 49 or
higher (seven on probability and seven on impact) or some other combination.

Choice 2: Create or request a standard probability and impact matrix for all projects in
your organization. Any risks that fall within the predetermined range are automatically
moved forward. Those that fall into the middle area may be moved forward or just
documented. A standard probability and impact matrix takes the form of a shaded chart.
The probability and impact of each risk is looked up on the chart to determine if the risk
moves forward in the risk process.

The next chart shows a probability and impact matrix adapted from a scale where choices
of 1 to 10 can be selected for impact, and 1 to 8 for probability. A risk that falls into the
white area would not move forward. A risk that falls into the middle, light gray area
would be reviewed by the risk team and a determination made if the risk moves forward
based on detailed knowledge of the project. A risk that falls into the dark gray area would
definitely move forward in the risk management process.

. ) [~
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Probability and Impact Matrix

8 16
7 14
6 12
35 [
5
o 4 8
=3 6
s i
2 4 ]
i
1 2 :
Impact
Key

Risks to simply document (low risk)

Risks you might decide to move into the Perform Quantitative
Risk Analysis process and/or the Plan Risk Responses process

{medium risk)

Risks you should definitely move into the Perform Quantitative
Risk Analysis process and/or the Plan Risk Responses process

(high risk)
NCUS Remember that if a risk has a probability rating of 9 or 10, it is not a risk, but
| - : 4 .
VETHER fact. These issues should be addressed as part of product or project scope,
i b o
ADE, not as part of the risk management process.

Choice 3: Use the risk rating chart already created and eyeball which risks should move
forward. This method is fast and uses the contribution of the group. It is freeform,
meaning one does not use a standard probability and impact matrix to determine which
risks move forward in the process and which do not. Therefore, the team can be flexible
depending on the project, and its overall complexity and risk.

Look at the results on the following matrix. Almost always, you will see a definitive line
or space that separates the top risks from the others.
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Method to Determine the Highest Risks
° Top Risks

-3

OF THE

Probability ir“.““
. ®
]
’ -]
]

Non-Top Risks Impact °

Project Risk Threshold

A project risk threshold is the total amount of risk acceptable on the project and usually
takes the form of a maximum project risk score on a predetermined scale (e.g., a risk score
of no more than 50 on a scale of 1 to 80; a probability of no more than 5 times an impact
of no more than 10}. Remember that there can be different opinions on the risk threshold
for the project from the customer and the project manager's management. The project
must meet all risk thresholds.

Project Risk Score

To find a project’s risk score, add the risk score for the individual risks on the project (risk
score = probability times impact) and then divide that sum by the number of risks.

The project risk score is the standard by which the risk efforts are measured. There is

a risk score for the project before risk response planning and another, lower score after
risk response planning. The difference in scores shows the success of the risk response
planning efforts. During risk monitoring and control, the project risk score is remeasured
and maintained throughout the life of the project.
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The following examples show how the project risk score is used.

"We are working on four projects with risk scores of 50 to 62, and we do not have the resources o
manage another project at that level"

Or, "W were very interested in completing this project but now that we have discovered that
the project’ risk score is the highest of any project we have attempted, we will not go forward
because the potential benefit does not justify the risk.”

Or, “The risk score for this project is 72. Management is willing to invest §100,000 more in the
project if we can decrease the risk score fo 60."

TRlCKS [f You Do Not Have Historical Records

OF THE If you do not have historical project risk scores to compare against, consider
the following options:

TRADE@ 1. The department manager could create a checklist to calculate a high-level
risk score for all similar, previously completed projects and then compare the high-
level scores for each project to determine which are the ones with the greatest risk.

2. Determine the risk scoze for the project. Ask management if that level of risk is
acceptable. If, yes, move on. If not, try to lower that number with risk response
planning efforts. At the same time, you should start to collect risk scores for use on
future projects.

Determining Risk Ranking Between Projects

A project’s ranking as compared to other projects affects the project management plan!
The project that has the highest risk ranking as compared to other projects should
have the best project manager assigned to it. A high risk ranking might cause more
experienced resources to be committed to the project and might get more management
support.

The risk ranking of a project is based on its risk score, as compared to the risk scores of
other projects.

Let’s see an example. For this company, all risks with a risk score of 35 or higher move
forward in the risk management process.
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IT 8 7 56 3 56
2T 6 5 30 Non-top risk
3T 5 7 35 7 35
4T 3 4 12 Non-top risk
5T 5 1 5 Non-top risk i
6T 6 7 2 5 £
7T 4 8 32 Non-top risk
8T 7 7 49 4 49
- 9T g 8 64 2 64
10T 3 3 9 Non-top 1isk
1T 5 3 15 Non-top risk
12T 8 9 72 I 72
1-0P 6 6 36 6 (36)
13T 3 8 24 Non-top risk
Total Risk Score for the Project (282 divided by 7 risks) 46.3

Compare the risk score of this project to the risk scores of other projects in the company
or department to get the risk ranking for the project.

i * | Risk Ranking Compared to -
| Other Projects =+~
XYZ ;
A 64.0 ;
B 33.1 P
¢ 713 "
D 55.6 3
L 389 :
¥ 235 ”
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The result—Our project XYZ has a risk score of 40.3 and is number 4 in the ranking of
risk scores for all projects in the company,

Look for Trends

Any trends in the number of risks identified, the number of high-scoring risks, or the
interest and support of risk management by project stakeholders should be reported

to management. As time passes and management better understands their role in risk
management and the importance of risk management in general, this step will become an
important feedback loop for management.

Go/No-Go Decision

Should we do this project? How risky is it compared to other projects? Here we see
another reason so many people are starting to learn about risk management. A go/no-
go decision can be made for the project based on the risk in the project, not just if it can
meet the time and cost objectives!

Ask yourself:
» s the project too risky to continue, compared to the potential benefits?
e Have risks been uncovered that could have a major impact on the project?

If so, management should be informed, a go/no-go decision made, and an exit strategy
from the project planned if the decision is 2 "no-go." "Now that we know this, do you still
want to do the project?”

A go/no-go decision can be made at any time during the project. However, this point is
the fust of several times this assessment would be made on 2 more formal basis.

Document the Results

What do you do with non-top risks (the ones that do not move forward in the risk
management process)? Think about this: our major effort for risk identification occurs
during project planning. You will not know the project as well during planning as you
will during project executing. Some of the ratings for the risks will change when better or
more complete information becomes available. Therefore, non-top risks are documented
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and revisited later in the Monitor and Control Risks process to confirm the risk ratings
and risk scores,

The following is an example of such documentation. The source of the risk should be
listed to make it easier to revisit the risk during the Monitor and Control Risks process
with the person who identified it.

| Ranking |Source

Documentation also includes keeping records of the risks that will continue through the
risk management process. The best way to do this without a lot of rework is to add to the
risk register (as shown next).

al |Triggers Ranking

Overall

Project

Risks perActivity- .~~~ -
A

B
C
D

Use care! All projects ate different. If you think there should be other information
recorded on your projects, change the form. You should always adapt any examples in
this book to your real-world needs. Be careful not to get carried away. Ask yourself what
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information you really need to manage risks later in the project, to include in the project
management plan, and to begin the creation of historical records. |

&
L

TR‘CKS | Consider assigning each risk unique identification number to make it easier
OF THE to track tisks throughout the project management process.

NICKS Move Risky Activities Forward

Imagine that an activity contains no major risks, but all the small risks add
oJ{)] =B up to make the activity one of the riskiest to deal with. Wouldn't it be wise

to move the riskiest activities forward in the risk m’magement Process in
addition to the highest risks?

-
K

An activity can be risky based on the number of risks it

contains or its risk score. Such information will tell you:

e If you have any activities that stand out as being
riskier than others

o Which activities must be included in risk response
planning in addition to individual risks

 How to better assign resources

* Where, in addition to the critical path, you should
focus your management attention

?}?Risks:._that move forward
“include overall risks to -
5-_'_'the_pr01ect as well as the

For example, in Project A, risks with risk scoses of 50.0 or higher have been carried
forward into the Plan Risk Responses process. The average number of risks per activity
is three. Activity X in that project has only one risk carried forward into the Plan Risk

Responses process; however, the activity contains a total of eight risks with the following
SCOEES:

e e n AR o Rl parantirE ks MO R Teiray

FrorRsERR T
febeakehion o= i s
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Risk 8 35
Total Risk Score 32.5

This activity, and any like it, should be carried forward into the Plan Risk Responses
process.

ICUS Move Common Causes of Risk Forward

In addition to sorting risks by activity, an even more sophisticated effort is to
g sort them by cause, If you use the cause-
risk-effect format to write your risks, and
then sort them by cause, you may discover that one
activity, person, event, etc., is causing more than one
risk. Therefore, not only the highest ranked risks and
activities, but also the most common causes of risk,

e 1]

i . ™

st_ks that" move forward
i mcl’ude co_m_mon causes of

move forward in the risk management process.

Activities -, )

Causes »*

—_
=
Lt
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IS
The country's infrastructure ] which means the equipment | resulting in a oss of
is different than that of the | could be damaged from storms | equipment and possible delays
home country that would not be considered | to the project
normal
The country's infrastructure | which could cause resulting in possible project
is different than that of the | interruption of electrical delays
home country power or brownouts for part of
the day or year

There is no clear method to determine which causes move forward. You could select the
causes with the most occurrences, ones with more than five occurrences, or any other
such number. It is best to just see what you have and make a decision based on your
understanding of the specific project you are working on.

Risk responses developed after consideration of all these factors will have a much greater
impact on diminishing the overall risk picture.

Bﬁlgﬁg The project manager, the team, and others need to be aware of which
TRADE® activities require the most attention. Using the network diagram as a
Semeeess communication and/or management tool on your projects, show the riskiest
activities by highlighting them in another color. Most software programs will allow you to
do this in addition to coloring the critical path.

Show Risky Activities on the Network Diagram

Note Path Convergence and Path Divergence

15| F An activity may not seem risky on its own. However, when you take a look
“TRADE@ at a network diagram created during project management planning and see
ettt that many paths converge into that activity or diverge from that activity, then
the risk of the central activity is greatly increased. All activities have uncertain outcomes.
Watch for predecessor activities that affect the performance, and therefore the risk, of
successor activities. A successor activity with two or more predecessor activities might
have more risk than is apparent if you only look at that activity. For example, if you only
look at the risks of activity G, without looking at the network diagram, you would not
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see the risk caused by the number of activities leading into it; activity G has more risk
because of that convergence.

Build Historical Records

Building historical records is an important part of project risk management. You should
record the results of the Perform Qualitative Risk Analysis process for use on future
projects.

KS List the Activity Risk Score and Person Assigned on the Bar Chart
OF THE Have you thought about listing the risk score for each activity on the bar

i chart? This can be huge, because it keeps everyone focused on the riskier
= activities.

A bar chart shows the project schedule developed from the work breakdown structure,

network diagram, and estimates. One of the tricks of risk management is to realize that
simply because they have become known, many risks will not occur. Take advantage of

this phenomenon by letting as many people as appropriate know the risks identified

on your project by putting the risk score and the name of the resource assigned to each

activity on the bar chart as shown next.
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1 |Start

214D | 45 Elias

3 1A 1 33 Ben

4 |F 2,3 10 Emily
S |E 90 Rylee
6 |G 4,5 22 Sydney
7 1B 4 112 | Allison
8 |H 40 Luke

9 IC 8 45 Sara
10 | Finish 7,9

Determine If You Should Proceed to the Perform Quantitative
Risk Analysis Process or to the Plan Risk Responses Process

Assuming you have made a decision to continue with the project, you must decide
whether quantitative risk analysis is necessary for this project.

The Perform Quantitative Risk Analysis process is not as important as most people think
it is. How much good would it be to concentrate on quantitative risk analysis if you do
not have all risks identified? With that in mind, here are the guidelines. You must make
your own decision!

Proceed to the Perform Quantitative Risk Analysis process if:
¢ You believe that you have identified "all" project risks

o It is worth the time and money on your project

¢ You have a very high-priotity or visible project

o There is very little tolerance for cost or schedule overruns

Proceed to the Plan Risk Responses process if:
* You have a small budget or short length project
* You are new to risk management and have not perfected quantitative risk analysis
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Steps of the Perform Qualitative Risk Analysis Process

1. Collect additional information you may need in order to evaluate the risks.

2. Determine if you will use risk owners now to help with qualifying risk or only assign
risk owners later during the Plan Risk Responses process. This decision is made by
preference, depending on the number of risks identified and how familiar the risk
team is with the risks identified.

3. Look for and test any assumptions made in qualifying risks and look for any data that
is biased (i.e., determine what assumptions have been made and how well the risk is
understood).

4. Determine what scales of probability and impact to use and what methods of
qualitative risk analysis to use, how they will be used, and who will be involved (if not
already done in risk management planning). ,

5. DO IT. Determine probability, impact, limits, and timing for each risk (a prioritized
list of risks).

6. Determine which risks, activities, and causes you will move forward in the risk

management process (list of risks for additional analysis).

Determine the overall risk score and ranking for the project.

. Document the risks.

Look for trends.

10. Make a go/mo-go decision about the project.

11. Move on to the Perform Quantitative Risk Analysis process or directly into the Plan

Risk Responses process.

Output of the Perform Qualitative Risk Analysis Process

The output of the Perform Qualitative Risk Analysis process is updates to the risk
register. At this point in the risk management process, it is updated to add the results of
the Perform Qualitative Risk Analysis process, including the following information.

Risk Register Updates

o Risk ranking for the project compared to other projects: As noted earlier in this
chapter, qualitative risk analysis can lead to a number to be used to rank the project
in comparison to others (e.g., this project has a risk score of 8.3). One of the impacts
of the project risk score and risk ranking is that once you complete risk response
planning, you can then redo qualitative risk analysis and PROVE the value of your
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efforts. You can report, "The project now has a risk score of 4.8." Think how this will
help you prove the value of risk management!

o List of prioritized risks and their probability and impact ratings

¢ Risks grouped by categories

o List of risks requiring additional analysis in the near term

o List of risks for additional analysis and response: These are the risks that will move
forward into quantitative risk analysis and/or response planning,

¢ Watchlist (non-top risks): These risks are documented for later review during the
Monitor and Control Risks process.

o Trends: Qualitative risk analysis may be redone in planning (as previously explained)
or while the project work is being done. The project manager should know if risk is
increasing, decreasing, or staying the same, so that trends can be analyzed.

¢ Go/no-go decision

Qualitative risk analysis can also be used to:

o Compare the risk of the project to the overall risk of other projects

o Determine whether to proceed to the Perform Quantitative Risk Analysis process
or the Plan Risk Responses process (depending on the needs of the project and the
performing organization)
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Key Concepts

o The Perform Qualitative Risk Analysis process involves taking an initial look at the
identified risks to determine the top risks that you will quantify further and/or address
in the Plan Risk Responses process.

o The probability and impact of risks are subjectively determined.

o An important part of this process is to assess the quality and reliability of the
information you are working with.

o The risk ranking of the individual risks as compared to all other risks on the project is
determined.

o The risk ranking of the project as compared to other projects is determined.

Key Terms

o Perform Qualitative Risk Analysis » Non-top risks

process
o Path convergence

o Assumptions testing .y .
o Motivational bias

o Data quality assessment e 1
o Cognitive bias

» Probability and impact scales o
o Risk rating
o Common causes of risk

+ Risk ranking

o (Go/no-go decision Ridl
« Risk score

o Bar chart . ,
o Project risk ranking

o List of risks to move forward

o Project risk score
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Instructions: Match the risk management key word to its definition.

Key Word

e 1. Perform Qualitative Risk Analysis 1. Common causes of risk
process

e 8. Go/no-go decision
e 24 Risk score

e 9, Barchart
———— 3. Assumptions testing

o 10, List of risks to move foward

4. Motivational bias

— 11, Path convergence
—e—— 9, Probability and impact scales

— 12, Cognitive bias

e 6. Risk ranking

o 13, Data quality assessment

Definition

A, Instances where one activity, person, event,  F. Risks that will be addressed in the Perform
etc , is causing more than one risk Quantitative Risk Analysis or Plan Risk
Responses processes

B. Method of determining probability and

impact of identified risks G. Subjectively analyzing the risks obtained
in the Identify Risks process and deciding
which risks warrant a response; creating a

C. A chart showing activity information; in risk . o
short list" of risks

management it is modified to include the
risk score and risk owner
H. Prioritization of risks based on risk scores

D. "Is the project too risky to continue,
compared to the potential benefits?" I, A numerical value of a risk calculated by
mutiplying probability times impact.
E. Looking at the stability (validity) of each

assumption and the consequences if each J. Determining "How well understood is the
assumption is false rigk?"
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Perform Qualitative Risk Analysis

K. As illustrated on a network diagram, many M. Intentionally biasing results in one direction
activities leading into a central activity or another

L. Bias due to a difference in perception

Answer Key

1. G 8. D
2.1 9. C
3. E 10. F
4. M 1. K
5. B 12. L
6. H 13. ]
1. A
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Perform Qualitative Risk Analysis

. What method or combination of methods for qualitative risk analysis will you use for

your real-world projects?

. What could happen if enough risks are not fully understood before beginning the

Perform Qualitative Risk Analysis process?

- Why are unknown assumptions a problem in risk management?

. Why is it inappropriate to use high, medium, and low as the scale for qualitative risk

analysis?

. What should happen to non-critical risks?

. Why is an activity more risky if multiple paths converge into it?

153
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Adapt This to Your Real-World Projects

Qualitative Risk Analysis Templates

Please visit the RMC Project Management Web site at www.rmeproject.com/risk to
download the full version of the following forms.

Assumptions Testing

"What assumptions have been made?" Before the project manager can use the risk
information collected, assumptions made in determining risks must be tested. Too many
unknown guesses make the data unreliable and risky. Additional risks are added to the
project if these assumptions are wrong.

Use your own scale of interpretation, or use this one: A stability rating of 5 to 10 means
the assumption is valid. A consequence rating of 5 to 10 means the assumption could

have a large impact on the project.

Data Quality Assessment

Beginning in the Perform Qualitative Risk Analysis process, the project team will be
relying on the data about risks acquired in the Identify Risks process. It would therefore
be wise to make sure the data to be used in the Perform Qualitative Risk Analysis process
is precise and reliable. We need to ask ourselves, "How well is the risk understood?”
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Perform Qualitative Risk Analysis -

Qualitative Risk Analysis Form |
Take the list of risks from the Identify Risks process and subjectively list the probability

and impact. Then come up with the risk scortes and risk ranking as described in this

chapter.

Total Risk Score for the Project (the sum of the risk scores for each risk divided by the number of risks):
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Perform Qualitative Risk Analysis

Non-Top Risks Form

Document the non-top risks for your project for later review during the Monitor and
Control Risks process.
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Perform Qualitative Risk Analysis

Notes

RMC Risk Notes and the six-foot by six-foot Risk Chart, as described in this chapter to

sort the risks, may be purchased at www.rmeproject.com.
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Objectives of the Perform Quantitative Risk Analysis Process

Are you worried about this topic? Don't be. If you have decided to move into the Perform
Quantitative Risk Analysis process, the focus now changes to zumerically analyzing

the probability and impact of each risk and analyzing the extent of overall project risk.

In simple terms, we are now looking for probabilities like 20 percent (rather than a
probability risk rating of three) and impacts like two weeks or $30,000 (rather than an
impact risk rating of eight). We drop the subjective risk score concept from qualitative
risk analysis in favor of the more objective concept of expected monetary value. The
evaluation is expanded to look at the specific time and cost impacts of each risk.

Quantitative risk analysis is an attempt to determine how much risk the project has,
and where, 5o that you can spend your limited time and effort in the areas of greatest
risk, to decrease the risk on the project. After you have planned responses, the Perform
Quantitative Risk Analysis process can be redone to illustrate the benefits of the risk
response efforts.

The Perform Quantitative Risk Analysis process can be thought of as an attempt to

v make more informed decisions about the amount of risk on the project than is possible
' with qualitative risk analysis, The amount of time and effort spent on the Perform
Quantitative Risk Analysis process will improve the data used for decision making, but
decisions are always made with incomplete data. Doing quantitative risk analysis at
any level has a cost. The trick is to balance the amount of effort with the needs of the
project. More time should be spent on the Perform Quantitative Risk Analysis process
for complex projects and complex decisions. Less time should be spent on this process
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Perform Quantitative Risk Analysis -

for short projects, less important projects, and projects that are less complex. Use your
projects, p proj proj p €Y
judgment on how much time should be spent hete.

More detailed objectives of the Perform Quantitative Risk Analysis process include:

o Decide which risks warrant a response

s Objectively evaluate the probability and impact of each risk

o Determine the level of risk the project currently has and whether that level of risk is
acceptable for the expected gain from the product of the project

¢ Determine how much the project will cost and how long it will take if no further risk
management actions are taken to decrease project risk

¢ Determine which risks require response planning

* Determine the probability of achieving cost or schedule objectives for the project

In order to perform quantitative risk analysis well, the following inputs are needed:

¢ Risk management plan

o Risk register, which currently includes:
¢ Prioritized risks from the Perform Qualitative Risk Analysis process
+ List of risks carried forward for additional analysis

o Historical records: how were similar risks quantified in the past

¢ QOutputs from other parts of project planning, including the cost management plan,
and schedule management plan

ICKS The Perform Quantitative Risk Analysis Process Is NOT the Most
OF-TH Important Part of Risk Management
J1)] A A question [ am frequently asked before risk management classes is, "Are you

going to cover quantification?” It seems like people are looking for a magic
cure—something that will make all their troubles go away.

What good is quantifying risks if you have not identified as many specific risks as
possible? Time spent in the Identify Risks process can
yield more benefits than a quantitative assessment of
risks.

‘Quantitative risk analysis is |
not always requrred in nsk

Also keep in mind that many people hate numbers.
management

Some quantification techniques are considered too
"quantitative” for many stakeholders, thus turning them
off to risk management as a whole. There are also those
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-

who are terrified of dealing with probabilities and statistics. Be careful how much you
expect to gain from the Perform Quantitative Risk Analysis process.

Probability and Impact

Good quantitative risk analysis makes use of probabilities, but do not get turned off yet!
Let’s make it easy.

Many people in RMC risk management classes ask, "How do you come up with
probability and impact ratings?" especially when we get to the topic of the Perform
Quantitative Risk Analysis process.

To make decisions based on 100 percent objective data, you would need to have a perfect
understanding of the situation and complete information. Conversely, you could base

a decision on 100 percent subjective data, which would rely on intuition and guessing
without any evidence or support. Most decisions are made with data that falls somewhere
in between. Obviously, it would be better to have objective data. But such data would

be impossible to achieve in the real world and extremely expensive if it were possible to
collect it.

Even subjective data can lead to better analysis and decision making than you would
get from not doing risk management at all. The best you can do is to invest the most
appropriate amount of time and effort in collecting the most accurate data available to
help make better decisions.

Some of the ways to come up with quantified probabilities and impacts are similar to
those discussed in the Perform Qualitative Risk Analysis chapter, but with quantitative
analysis, you calculate a cost or time (or customer satisfaction, quality, or other) impact
and a percentage for probability.

Some of the best ways to quantitatively come up with probabilities and impacts are:

o Guess at a percentage of probability, or a dollar or time impact using subjective
judgment: This concept is described next.

o Calculate the actual cost and/or time impact: Note that there is no such thing as an
exact probability.
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probability and impact!
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o Use historical records: What were the time, cost, and probability single value
estimates or distributions on other projects?

* Use the Delphi technique: This technique was described in the Identify Risks
chapter. In this case, the probability and impact single values, distributions, or ranges
are determined for each risk and consensus is achieved.

* Conduct interviews: This technique was described in the Identify Risks chapter and
is further described below.

Yes, it is okay to guess probability and impact in the Perform Quantitative Risk Analysis

process. Though the impact can often be based on

a calculated estimate (a guess like two weeks or US

$34,000), the probability is often a more subjective

guess {e.g., | have worked on similar activities before

and I guess this risk is 20 percent probable). It would

be better to be objective, but that is not always possible.

The key to decreasing the limitations of subjective evaluations is to:

o Estimate something small (e.g., the estimate for an activity or work package instead
of a larger piece of work).

¢ Give as much detail as possible to the person(s) performing the evaluation.

To quantify risks through interviews, separate interviews with many different people ae
held for each risk. Interviewing to quantitatively determine probability and impact is

a time-consuming activity. Experienced project managers may choose to combine this
interview with the expert interview conducted during the Identify Risks process, but be
wary, You will inevitably spend time collecting probabilities and impacts for risks that
do not make it past qualitative risk analysis. If you do use interviewing, follow the rules
for expert interviews discussed in the Identify Risks chapter. Remember: to get a clearer
picture of the risk, ask for a range, not a single estimate.

As you get more familiar with statistics, you might begin to study more advanced topics
such as objectivity, bias, beliefs, and perception errors. There is always mote to learn if you
want to improve your risk interview skills.

Another very advanced topic in risk management is to begin to look at other impacts in
addition to time and cost. What about impacts to other project constraints? Are impacts
to quality or customer satisfaction less important? Though they may be hard to measute,
they are not less important to an advanced, project-management literate company.
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Expected Monetary Value of Risks

In the real world, not all negative or positive events that could happen will happen.
The concept of expected monetary value is used to determine what the overall probable
circumstance will be as a result of the events.

Expected monetary value is the probability weighted average of all possible outcomes and
is calculated as EMV = P x LIt helps determine which risks need the most attention and
should therefore be moved into the Plan Risk Responses process.

Expected monetary value, as used here, is the sum of all quantitative probabilities times
their impacts. Since opportunities are benefits or savings, they are subtracted from the
expected monetary value of the threats to come up with the total expected monetary value
of the risks. ‘

The following is a standard form for quantitative risk analysis.

14 B 30.00% 266,000 819,800
13 C 50.00% $39,000 $19,500
12 B 50.00% $22.000 §11,000
8 A 75.00% $12,000 $9,000
1 A 30.00% $20,000 $6,000
20 B 30.00% $8,000 82,400
2 B 25 00% $9,000 82,250
10 D 80.00% $1,900 $1,520
18 F 30.00% $4,300 $1,290
7 A 10.00% $11,000 $1,100
4 C 25.00% $4,000 $1,000
5 B 5.00% 815,000 $750
19 B 15.00% 85,000 $750
17 C 20.00% $3,200 $640
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16 B 1000%  [$5900  [8590 No g
9 D 25.00% §1,200 $300 No

3 D 5.00% $5,000 $250 No

11 F 60.00% ($1,800) ($1,080) No

2 B 10.00% (8220000  1(822000  |No

6 E 15.00% (835,000) (85,250) Yes

15 A 15.00% (886,000) (812,900) Yes

Total expected monetary value of the cost of threats and | 56,710

opportunities

In the preceding example, it had been decided that any risks with an expected monetary
value of $2,500 or higher would move into the Plan Risk Responses process. Notice how

| fast and easy this calculation is. Such a calculation could
Hhe " o G also be done for time.
Don t forget to move rtsky
“activities forward mto rISk Do not forget to identify and consider high-risk work
Z_response pl anmng; L -‘.‘::::‘;:i_,: packages and activities as well. In order to know which

activitics have the highest risk when planning responses,
let’s ook at the same data sorted by activity.

L Activity
t Moved. lnto.
| Plan Risk -
’Responses?"_

isk | Activity | Probability - | Cost Impact .| Ext

A 75.00% $12,000 $9 000
1 A 30.00% $20,000 $6,000
A
A

10.00% §11,000 $1,100
1500%  |(896,000) |(812,900) | Yes
A Total $3,200 No

15
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|intoPlan. . | Movedinto.

oo Responses? | Responses?
14 |B 30.00% $606,000 $19,800 Yes
12 B 50.00% $22,000 $11,000 Yes
5 (B 5.00% §15000  |$750 No
16 B 10.00% $5,900 $590 No
2 |B 10.00% {822,300 {(82,200) No
19 |B 15.00% $5,000 8750 No
20 B 30.00% $8,000 §2,400 No
21 B 25.00% $9,000 $2,250 No

B Total ‘ 835,000 . Yes
13 C 50.00%. 39,000 $19,500 Yes
4 C 25.00% $4,000 $1,000 No
17 1C 20.00% $3,200 $640 No

C Total $21,140 Yes
9 D 25.00% 1,200 $300 No
3 D 5.00% $5,000 $250 No

D Total $550 No
10 JE 80.00% §1,900 $1,520 Yes
b E 15.00% (§35,000) (85,250} Yes

E Total (83,730} No
18 |F 3000% | 84,300 §1,290 Yes
il I 60.00% ($1,080) ($1,080) Yes

I Total $210 No
Total expected monetary value of the cost | $56,710
of threats and opportunities

The previous chart shows you that activities B and C have the most cost risk on the
project. These activities should also move into the Plan Risk Responses process. Notice
that activity B has many risks that individually would not have been moved to the
Plan Risk Responses process? They may not be large risks, but they contribute to the
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activity having the most risk. The risk of the activity can be decreased by eliminating or
decreasing the probability of some of its associated risks.

Document the Non-Top Risks

One of the mistakes often made in risk management is to forget to document the risks
that do not move forward in the risk process so that these risks can be revisited later
during risk reviews. It is possible that some of the risks with low probabilities or impacts
may have been evaluated incorrectly or new information may come to light.

Risk Exposure
Determine the Level of Risk the Project Currently Has

We looked at individual risks, and then risks by work package and activity. Now we
need to look at the overall risk in the project so that we can determine whether the
expected monetary value of the project (the risk exposure) is within the threshold set by
management. Of course, the risks listed are not all definitely going to happen because
they are not 100 percent probable. If they were 100 percent probable, they would not be
risks! We need to forecast the effect of those risks on the project. Expected monetary
value of the project is one of the ways to forecast the project risk exposure.

Expected Monetary Value of the Project

Determine Project Cost and Length if No Further Risk Management Actions
Are Taken

We can try to plan responses to certain risks in the Plan Risk Responses process and then
redo this analysis to see how much we have decreased the risk of the project. This cycle is
repeated until the expected monetary value of time is within the schedule requirements of
the project and the expected monetary value of cost is within the cost requirements of the
project. If no requirements exist, the cycle stops when the risk is acceptable compared to
the benefits received for completing the project,

Using expected monetary value is fast and easy. Let me explain how to do it with a
new example. Do you want to get the most value out of this book? Try to complete the
exercises on your own before you look at the answers.
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@ © ® @ Exercise 1 You are planning the manufacture of a new product. Your

project estimate results in a project cost of US $600,000. In addition, your analysis has

come up with the following:

A. A5 percent probability of a delay in receiving parts with a cost to the project of
$75,000

B. A 55 percent probability that the parts will be $60,000 cheaper than expected

C. A75 percent probability that two pm’ts will not fit together when installed, resulting
in an extra $100,000 cost

D. A5 percent probability that the manufacture may be simpler than expected, resulting
in a §25,000 savings

E. A 15 percent probability of a design defect causing $8,000 of rework

Question 1: What is the expected monetary value of the cost of these threats and
opportunities?

@ ® 9 @& Answer

A 0.05 times $75,000 §3,750

B 0.55 times $60,000 ($33,000)
C 0.75 times $100,000 §75,000
D 0.05 times $25,000 (81,250)
E 0.15 times $8,000 $1,200
Total $45,700

What does this number $45,700 mean, and what do we do with it? Let’s look at the next
example to see the answer in action.

Question 2: Assuming that these are the only risks on the project:

1. What is the best case cost (only good things happen)?

2. With no further risk analysis, how much will management expect the project to cost?
3. What is the expected monetary value of the project?

4. What is the worst case cost (only bad things happen)?
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@ @ @ Answer

1 |Best case $600,000 - (860,000 + $515,000

$25,000)
2 | Sponsor's or customers' $600,000
expectations
3 Expected monetary value | $600,000 + 45,700 $645,700
(the best guess as to where
you will actually end up)
4 Worst case $600,000 + 75,000 + $783,000

100,000 + 8,000

This means that without analyzing risks, a person could say that the project budget
should be $600,000, But in reality, the estimates for the project are not deterministic; they
have a range of probabilities based on the uncertainties of the project. Therefore, if we
take the uncertainties into account, it is probable that the project cost could range from
$515,000 to $783,000. You might ask yourself if those uncertainties are more than can be
tolerated. Is the $783,000 beyond the cost risk tolerance for the project? If yes, the Plan
Risk Responses process should be done to deal with or eliminate some threats impacting
costs as well as to increase opportunities. This calculation should be redone and the
process repeated until the project is below the cost risk tolerance,

Notice that the expected monetary value of the project just described is not as high as
the worst-case scenario. It is common practice to use the expected monetary value of the
project to forecast potential project costs because it s
i g considered the only unbiased predictor and the best
EXP 6 Ct e d mon etary valu e single va‘lue estimate for foregstmg. Therefore, if no
- further risk management actions are taken to decrease
of the prOJect is one of the o : o

2 - the project threats, or to increase opportunities, the
;.tOOIS to forecaSt how m_UCh - project should be thought to cost $645,700.

the prOJect Wlll cost_‘o_ : how
}mmuwmmm e

Did you miss something that was hinted at but
not directly stated? Let me rephrase. Using risk
management, you can PROVE that schedule or cost
objectives set by management or the customer are .
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unrealistic! Imagine that management has said that the project must be completed for less
than $620,000. The previous chart shows that this is unlikely with the current state of risk
on the project. Something has to be done. Risks must be eliminated or reduced or some
other actions taken (see the Plan Risk Responses chapter), or budget constraints must be
changed, such as increasing the budget to at least $645,700. Management might not like
it, but this is a statement of fact. Something must give! You cannot do a $645,700 project
for §620,000. Now at least you and your management can know what you are getting into
before the project begins.

If you think that was exciting, you should see the next section of this chapter. But first,
let’s look at another example.

©® @ & ® Exercise 2 You are planning the manufacture of a new product. Your

project estimate results in a net project cost of US $400,000 and 224 days. In addition,

your analysis has come up with the following (keep in mind that the real world will

probably have many more risks than the five listed here):

A. There is a 5 percent probability of a stakeholder making a major change to the project,
costing the project $75,000 and a 14-delay.

B. There is a 15 percent probability of gaining a new, valuable resource, making the
project $30,000 cheaper than expected and saving 28 days.

C. There is a 75 percent probability that the software will be delayed in its release from
the vendor, resulting in an extra $3,000 labor expense and a 56-day delay.

D. There isa 5 percent probability that the coding may be simpler than expected,
resulting in a $2,500 savings and a savings of 14 days.

E There is a 15 percent probability of a major bug causing $8,000 of rework and a 21-
day delay

Question: What is the expected monetary value of the cost of these risks? What is the
expected monetary value of the time of these risks?
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€& © @ @ Answer

A 0.05 times $75,000 $3,750
B 10.15 times $30,000 ($4,500)
C | 0.75 times $3,000 $2,250 !
D 0.05 times §2,500 ($125) I
E 0.15 times $8,000 §1,200

82,575

i

A 0.05 times 14 day 0.7
B (.15 times 28 days (4.2)
C (.75 times 56 days 42
D 0.05 times 14 days 0.7}
E 0.15 times 21 days 315
40.95 days

Question: Assuming that these ate the only risks on the project:

1. What is the best case (only good things happen)?

2. With no further analysis, how much will management expect the project to cost
(without a risk analysis)?

3. What is the expected monetary value of the project?

4. What is the worst case (only bad things happen)?
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& @& & @ Answer

Al

1 | Best case $400,000 ~ $30,000 - 82,500 $367,500
2| Sponsor's or customer's expectations $400,000
3 | Expected monetary value (the best guess [ $400,000 + $2,575 $402,575
as to where you will actually end up)
4 | Worst case | 3400,000 + $75,000 + $3,000 + | $486,000
$8,000

1 | Bestcase 224 -28 - 14 182 days

2 | Sponsor's or customer's expectations 224 days

3 | Expected monetary value (the best guess | 224 + 40.95 264.95
as to where you will actually end up) © | days

4 | Worst case 224+14+56+ 21 315 days

Do you see how much more information you have in order to really understand the
uncertainties in the project?

Monte Carlo Simulation

Determine Project Cost and Length if No Further Risk Management Actions
Are Taken

Remember that statistics class you wish you never took? Well, it can be useful in the
Perform Quantitative Risk Analysis process. But since most projects do not need in-
depth quantitative analysis, [ will keep this section simple and easy to understand.

| If asked for the probability or impact, you could respond with a single number. That

5 estimate is said to be deterministic {based on a single value; the information is taken

: as fact or certain). Yet for most risks, the probability of occurrence is uncertain and is

£ actually a continuous range of probabilities (e.g., there is a 20 percent probability that the
; cost impact of the risk will be $30,000, 2 30 percent probability that it will be $38,000,

! and so on). Therefore, instead of a fixed, certain estimate, probabilistic methods determine
distributions, or ranges, to give a comprehensive picture of the possible uncertainties.
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Let’s use an example to help you understand. Suppose I were to ask someone to estimate
the effort of an activity. They might tell me 33 hours, thereby implying certainty. In
projects, there is little certainty and most estimates are not 100 percent accurate. Now,
let’s suppose I were to ask instead for their pessimistic, optimistic, and most likely
estimates of the duration and they were to say that the optimistic estimate is 30 houts,
pessimistic estimate is 41 hours, and most likely estimate is 33 hours. Graphically, this can

be illustrated as follows.

Most Likely

Probability

Optimistic Pessimistic

| f I ! [ I
7 10 13 36 19 42
Time (in effort hours)

This estimate is saying that there is some probability that the duration could be

anywhere from 30 to 41 hours. Therefore, the estimate is really a continuous probability
distribution, or range of possibilities, not just three estimates. Doesn't this type of estimate
tell you more about the uncertainties in the estimate? Wouldn't this be a more valuable

estimate?

The wider the range (or its standard deviation), the more uncertainty exists in the
estimate. The previous diagram shows a particular range of probabilities. It is called a
triangular distribution because, obviously, it looks like a
triangle, but also because the most likely estimate is not
in the middle of the other two.

;_"Mont "Car_lo smwlation cal
be used to determme how
;_much‘__the pro;ect wﬂl cost

Monte Carlo simulation is used when there are
continuous probability distribution iterations performed
to calculate the possible impact on project objectives.
Monte Carlo simulations can be done with just a
calculator, but the number of calculations can be
staggering. Therefore, most people use some form of computer software to do Monte
Carlo simulations. With this in mind, let me give you an overview of how they work.
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First, you will need the software, estimates (three time estimates for each activity, or

a continuous probability distribution for cach activity), and a network diagram. The
software uses a random sampling process to pick up one time estimate for each activity
and determine the project length and critical path. Tt will then redo the simulation

five hundred or more times in order to run a probability distribution like the following
diagram. It uses a random sampling process to select one of the possible estimates for
time (or cost) for each activity from the available probability distribution.

Forecast:'TotaE Project Time

5090 Trials Cumulative Chart 0 Qutliers
1000 ~ 5000
> 750 m
= - 2
L0
B 500 i
8 2
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This probability distribution shows the probability of completing the project within a
range of possible dates. The same can be done for cost. Read on.

Determine the Probability of Achieving Total Cost or Completion Date
Objectives for the Project

Let's assume that your manager has stated that the project must be completed by January
28 with a budget of $47,500. Looking at the probability distribution, you can see that
there is only about a 55 percent probability of completing the project by January 28,
Hlustrating that the project is risky. At this point, to be 100 percent certain of completing
the project on time, you would commit to 2 completion date of February 28. Most
companies choose a 90 percent probable date.

You can prove to the sponsor or the customer that the date or cost they have given you to
complete the project is unrealistic! "We only have a 55 percent probability of completing the
project by January 28, and I can prove it!” Risk management (and project management, for
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that matter) is not a chore; it is a way to focus our efforts to know in advance the probable
outcome of our projects.

If the January 28 date cannot change, the Plan Risk Responses process can help to
decrease the probability of the specific risks identified in the Identify Risks process. A

Monte Carlo simulation would then be rerun in order to determine the risk that remains.

A Monte Carlo simulation for total project cost might provide the following probability
distribution.

Forecast: Total Project Cost

5600 Trials Cumulative Chart 0 Outliers
1000 - 5000

> 750 - m
= - 8
Fal
§ 500 LT
° | G
2 s

250 -

000 L)

10.00 1875 47 50 56.25 65.00

According to the probability distribution, there is only about a 45 percent chance that the
total cost for the project meets the $47,500 project requitement.

Other outputs of Monte Carlo simulations include:
* The probability of completing the project on any specific day, or for any specific
amount of cost

* The probability of any activity actually being on the critical path

Monte Carlo is often mistakenly considered to be the entire risk management process.
Watch what you read in other publications! Notice that Monte Carlo does not help you
identify specific risks for which responses can be planned, or that can be eliminated. It
does, however, translate uncertainties into impacts to the total project.
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The Monte Carlo simulation technique has the following advantages:

o Helps to determine the overall risk of mecting required project time or cost

¢ Does not weigh estimates toward the most likely estimate as do some other
estimating methods

¢ Helps identify early in the project if time or cost changes are necessary

o Helps determine the most realistic length of time the project will take

¢ Provides an overall view of the amount of time or cost contingency needed

s Indicates what activities might have the highest probability of becoming critical
activities, allowing better management and oversight

* Provides a vehicle for improved project planning

The Monte Carlo simulation technique has the following disadvantages:

o ONLY evaluates overall (not detailed) project risk, time, and cost necessary to manage
the project

° Many people do not realize that specific risks must be identified as part of risk
management in addition to Monte Carlo simulations

¢ Requires the purchase of Monte Carlo software, Microsoft Project, or add-ins to a
spreadsheet

Remember, no matter what name this software is given, it is not risk management
software. Do not rely on software to tell you what to do for risk management! The
software available generally only provides calculations, not all the functions to be
performed for risk management. Yet, with this in mind, the time saved and the value of
the information may make investing in Monte Carlo software worthwhile.

Decision Tree

Decision trees are models of real situations and are used to see the potential impacts of
decisions by taking into account the associated risks, probabilities, and impacts.

¢ A decision tree takes into account future events in trying to make a decision today.

e It calculates the expected monetary value (probability times impact) in more complex
situations than the expected monetary value examples previously presented.

o It involves mutual exclusivity (two events are said to be mutually exclusive if they
cannot both occur in a single trial),
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Some examples of decision trees have the costs occurring only at the end of the project,
while others have costs occurring in the middle of or early in the project. Because a
decision tree models all the possible choices to resolve an issue, costs can appear anywhere
in the diagram, not just the end.

The following exercise shows a picture of a decision tree. The box represents a decision to
be made and the circles represent what can happen as a result of the decision.

® © © @ Exercise A company is trying to determine if prototyping is worthwhile
on the project. They have come up with the following impacts (see the diagram) of
whether the equipment works or fails. Based on the information provided in the diagram,
what is the expected monetary value of your decision?

Failure: 35% probability

Prototype: and $120,000 impact
Setup cost $200,000

Pass: No impact

Failure: 70% probability and
$450,000 impact

Do not prototype: Pass: No impact
Setup cost $0

@ ® @ @ Answer Ifyou just look at the setup cost of prototyping, it would seem
like an unwise decision to spend money on prototyping. However, the analysis proves
differently. Taking into account only one future event, the decision is that it would be
cheaper to do the prototyping. The answer is $242,000, which is the expected monetary
value of the decision to prototype.

35% x $120,000 = $42,000
70% x $450,000 = $315,000

If you cannot afford more software, or you have small projects, try using any existing
computer spreadsheet. Some will do Monte Carlo simulations, though doing so is
cumbersome.
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Failure Modes and Effects Analysis

Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is
described in the Identify Risks chapter. This technique can also be used in the Perform
Quantitative Risk Analysis process.

Trends in Risk as the Perform Quantitative Risk Analysis Process
Is Repeated Throughout the Life of the Project

As previously stated, the Perform Quantitative Risk Analysis process will be repeated
during project planning in order to determine the level of project risk after risk responses
have been determined. It can also be repeated throughout the life of the project in order
to reestimate the risk on the project. In addition, the Perform Quantitative Risk Analysis
process should be done whenever there is a change in the project to determine the risk
impact of the change on the project as a whole.

TRICKS Tricks for Quantifying Risks
OFTHE o Make sure you have clearly defined activities and risks so the probability

and impact can be calculated!

= o Remember to analyze opportunities separately from threats so they both
get adequate attention.

o Use a combination of methods for identifying probability and impact to get truthful
estimates.

o Build historical information about the risks and their probability and impact for use
on future projects.

o List the total expected monetary value of threats and opportunities for each activity
and the person assigned to each activity on the bar chart.

Steps of the Perform Quantitative Risk Analysis Process

1. Determine what methods of quantitative risk analysis to use, how they will be used,
and who will be involved (if not already done in the Plan Risk Management process).
2. Determine the quantified probability and impact of each risk using one of the choices

provided.

A
© 2010 RMC Publications, e « (852) 846-4484 « info@rmeprojact £om » v rmeproject com 1 8 ¢



182

Perform Quantitative Risk Analysis

3. Determine which risks warrant a response in the Plan Risk Responses process.

4. Determine which activities include risks that warrant a response in the Plan Risk
Responses process. ;

5. Determine the level of risk the project currently has.

6. Determine how much the project will cost and how long the project will take if no
further risk management actions are taken to decrease the project risk.

7. Determine the probability of achieving the cost or schedule objectives for the project,

Outputs of the Perform Quantitative Risk Analysis Process

As with the Perform Qualitative Risk Analysis process, the output of the Perform
Quantitative Risk Analysis process is updates to the risk register. It is updated to add the
results of this process, including the following information.

Risk Register Updates

o Prioritized list of quantified risks: This list identifies the risks that are most likely to
cause trouble, to affect the critical path, or that need the most contingency reserve.

o Amount of contingency time and cost reserves needed: For example, "The project
requires an additional §50,000 and two months of time to accommodate the visks on the
project.”

* Possible realistic and achievable completion dates and project costs, with
confidence levels, versus the time and cost objectives for the project: For example,
"We are 95 percent confident that we can complete this project on May 25th for §989,000."

* The quantified probability of meeting project objectives: For example, ‘We only
have an 80 percent chance of completing the project within the six months required by
the customer.” Ox, "We only have a 75 percent chance of completing the project within the
$800,000 budger.”

o Trends: As the Perform Quantitative Risk Analysis process is repeated during project
planning and when changes are proposed, changes to the overall risk of the project
can be tracked and trends can be seen.
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Key Concepts

Determine whether the Perform Quantitative Risk Analysis is worth the time and
effort for your project.

The focus of the Perform Quantitative Risk Analysis process is numerically analyzing
the probability and impact of each risk.

Use various methods to quantitatively assess probability and impact.
Monte Carlo simulation cannot replace the entire risk management process.

Expected monetary value of an individual risk is probability times impact, and
expected monetary value (the risk exposure) of a project is the sum of all those
probabilities and impacts.

You can PROVE how likely you are to complete the project by any date or cost
BEFORE you start the project.

You can predict the most probable time and cost for the project BEFORE you start
the project.

Quantitative risk analysis should be repeated after the Plan Risk Responses process
to determine if the lower amount of risk in the project is within the acceptable project
time and cost requirements.

Non-top risks should be documented for review during the Monitor and Control
Risks process.

Key Terms

Perform Quantitative Risk Analysis + Continuous probability distributions

process _
o Risk exposure

Expected monetary value N
o Decision tree

+ Monte Carlo simulation
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Instructions: Match the risk management key word to its definition.

Key Word

1, Perform Quantitative Risk Analysis 3. Monte Carlo simulation
process

e 4. Risk exposure
2, Expected monetary value

e 3, DeCISION treE

Definition

A. The probability weighted average of all C. Numerically analyzing the probability and
possible outcomes, calculated by summing impact of risks obtained inthe Identify Risks
all the quantitative probabilities times process and analyzing the extent of overall
impact for risks on the project project risk

B. Computerized method of estimating that D. The level of the risk on a project

simulates the project to determine time

or cost estimates based on probability E. A model of a situation used to see the

distibutions potential impacts of decisions by taking into
account associated risks, probabilities, and
impacts
Answer Key
1. C 4. D
2. A 5. E
3. B
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. What is the difference between the Perform Qualitative Risk Analysis and the
Perform Quantitative Risk Analysis processes?

. Under what circumstances should quantitative risk analysis be used?

. What method or combination of methods for quantitative risk analysis will you use
for your real-world projects?

. Explain when and why guessing is acceptable, as long as proper project management
techniques have been used.

. Why would a probability distribution be of value in the Perform Quantitative Risk

Analysis process?

- Explain why a detailed list of specific risks is need for risk management in addition to
a Monte Carlo simulation,

© 2010 RMC Publications, Inc » {952) 846-4484 » info@rmicproject com « vaw Tmepraject com 1 87



o TR et e T et Bt e et AT B AR A L R i 1 e BT R B e e R0 2 s L e T et e e L E R A e £ s e e e M e et S e T e e S e AL e ey e




Perform Quantitative Risk Analysis

Adapt This to Your Real-World Projects

Quantitative Risk Analysis Template

Please visit the RMC Project Management Web site at www.cmeproject.com/risk to
download the full version of the following form.

Steps to follow:
1. Take your risks from the Perform Qualitative Risk Analysis process and numerically
determine the probability and impact of the time and cost of each risk.
2. Determine the expected monetary value of the project.
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Objective of the Plan Risk Responses Process

The objective of the Plan Risk Responses process is to determine what can be done
to reduce the overall risk of the project by decreasing the probability and impact of
threats and increasing the probability and impact of opportunities. This information is
documented in the risk register. You should:
* Include in the analysis activities with the highest risk scores, the most common causes
of risk, and any individual activities with high risk scores
o Use risk owners in the process

Whereas the Identify Risks process uses experience, and the Perform Qualitative and
Quantitative Risk Analysis processes use analytical and mathematical skills, this step uses

creativity.
ICK Look for a Change in Team Dynamics

K0/, |) Something unusual often happens during the Plan Risk Responses process.
»JXy) =& Plan Risk Responses is a creative exercise and creative people will enjoy this

part of risk management. Those who have been the quietest or participated
least in the process until this point because they are not comfortable with calculations
may now propose creative ideas regarding what can be done about the risk.

Project planning (of which risk is a part) decreases project risk! Any decrease in project
risk causes a decrease in project schedule and/or cost! This is one of the key reasons that
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risk management is becoming more popular. Everyone likes to save time and money
before project executing even begins.

The inputs to the Plan Risk Responses process include:
¢ Risk management plan

e Risk register, which includes:

List of prioritized risks

>

-+

Ranking of the project risks
Risk scores and expected monetary values of top risks
Potential risk owners
+  Watchlist
» Forecast of potential schedule and costs for the project
* Monte Carlo Analysis probability of achieving the project objectives
e Historical records about risk responses from past projects and common risk causes

s Risk thresholds

L 4

<+

What Approach Will You Use?

A great project manager thinks through the Plan Risk Responses process before
beginning. Ask yourself questions such as, "How much time should be spent? Should risk
responses be developed as a group or by e-mail? Should this process be done first with the other
stakeholders and then with the risk team, as was done in the Identify Risks process? “There

are an infinite number of options, but thinking about a particular project’s needs, the
resources available, and the priority of the project to the company will help you make the
proper decisions. The approach used for the Plan Risk Responses process should be part
of the risk management plan you created in the Plan Risk Management process.

For a small project (whatever your company considers small), you might consider holding
a meeting, in person or virtually, with the project team and the stakeholders affected by
the risks. They will form the risk team. Then brainstorm prevention and ways to deal with
each risk. This meeting could take only 30 minutes to plan responses.

For medium and large projects, you might organize the risks into categoties or groups of
risks relating to separate functional groups, and then meet with or assign someone from
the risk team to meet with the stakeholders from those areas to plan responses. The risk
team will meet after the departmental meetings to compile ideas generated from the
departments and finish planning responses to all risks.
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See the sample risk management plan in the Plan Risk Management chapter for more
ideas.

Risks that do not arise from within the project (e.g., risks that are caused by other
projects, other departments, or customer requirements) may not be within the project
manager’s or the project team’s control. Such risks need to be identified and quantified,
if possible. In such cases, you will need to seek management’s active involvement in risk
response planning. For example, 1 deliverable from another project could be delayed,
causing a delay to your project. Management will need to moderate such multi-project
risks to determine the actions to be taken on each project.

Options for the Plan Risk Responses Process

You can use the following lists of options for threats and opportunities to make sure all
risk responses are considered. The lists do not need to be shown to the team, as needless
arguments about which option a strategy falls into can occur. Simply make sure all
possible options are explored.

Options for risk response planning are generally referred to, in their entirety, as risk
response strategies.

Risk response strategies for threats include:

* Avoid: Eliminate the threat of a risk by eliminating the cause

o Mitigate (Control): Reduce the expected monetary value of a risk by reducing its
impact or probability of occurrence.

o Transfer (Allocate): Assign the risk to someone else by subcontracting or buying
insurance.

* Accept: Acceptance can be passive ("If it happens, it happens") or active (create a
contingency plan). This is a response strategy for both threats and opportunities.

Note: In some parts of the world, these choices have slightly different labels—for
example: Tolerate, Terminate, Transfer, and Treat. The previous list (Avoid, Mitigate,
Transfer, Accept) is the current standard for risk.
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Risk response strategies for opportunities include: |

* Exploit (instead of avoidance): Increase the opportunity by making the cause more
probable.

o Enhance (instead of mitigation): Increase the expected time, quality, or monetary
value of a risk by increasing its probability or impact of occurrence.

* Share (instead of transfer or allocate): Retain appropriate opportunities or parts of
opportunities instead of attempting to transfer them to others.

¢ Accept: As noted in the previous list, acceptance can be passive ("If it happens, it
happens") or active (create a contingency plan). This is a response strategy for both
threats and opportunities.

When selecting risk response strategies, it is important to remember:

Strategies must be timely.

The effort selected must be appropriate to the severity of the risk—avoid spending
more money preventing the risk than the impact of the risk would cost if it occurred.
* One response can be used to address more than one risk.

Involve the team, other stakeholders, and experts in selecting a strategy.

Let’s expand on this with an example (and have a little fun while we are at it),

Example: Suppose that your project is to design a new piece of equipment that will be
used to test water temperature and current flow in the ocean. The project requirements
call for the equipment to be tested prior to its delivery. There can be many risks, but how
about this one: Sharks live in this part of the ocean and could attack the testers while
they are testing the newly designed equipment, which could cause injury to the testers,
resulting in project delay and increased costs.

How could we avoid this threat? Eliminating the threat could involve removing the
activity, resource, or other negative risk-generating cause. Can you think of a way to
eliminate the threat of a shark attack? One solution would be to kill all the sharks. Or we
could take & humane and environmentally friendly approach. How about getting approval
to change requirements by deleting the testing activity from the project?

Notice that we are looking at causes here. If risks are identified using the cause-risk-effect
format, many risks can be eliminated when one cause is removed. The first option—
killing all the sharks—may simply prevent the sharks from disturbing the testing, or it
may decrease the time it takes to perform the testing since the threat will be gone.
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How could we mitigate this threat? To mitigate is the most commonly chosen option,

as the others are often not practical. Make sure that you do not choose it simply because
it is most common, however. The options for decreasing the probability of a threat (or
increasing the probability of an opportunity) are evaluated separately from the options for
affecting the impact. Can you think of options that will mitigate the probability, but only
the probability, of a shark attack? Think before you read on.

Options to mitigate the probability:

o Feed the sharks elsewhere.

* Spray shark repellent.

o Study the habits of the sharks to sec where they go at certain times of the day, and
then perform the test when the sharks are elsewhere.

o Test in a pool of salt water instead of in the ocean.

o Find ways to perform the testing faster.

o Have fake people in the water to distract a shark if it comes.

o Hire a shark expert to perform the testing,

Can you think of an option that would mitigate the impact, but only the impact, so that
the project will not be hurt as much if the risk occurs? Think before you read on.

Options to mitigate the impact:

o Test in a shark cage.

o Have the testers wear shark suits.

o Have the testers carry weapons or spear guns.

Looking at probability and impact separately is not a requirement, but it is good exercise
to try since it will result in more ideas.

»[[NI( Encourage All Contributions

You may have noticed that some of these options seem ridiculous. As in any
»J\)1 = ideation or brainstorming session, ridiculous ideas can lead to realistic ones.

Therefore, ridiculous ideas should be encouraged during the brainstorming

SEssion.
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Solicit Expert Opinions

0]y | & Naturally, expert opinions would be required to identify options (know any

shark experts?) and to make the most realistic selection based on the needs of
the project. A shark expert (I get all kinds in my classes) told me that feeding

the sharks elsewhere means that they will have to swim through your testing area to get to
the food and may eat the testers along the way. For more real-world options, consider the
following possibilities:

Change the approach to completing an activity.
Prototype.

Use less complex processes.

Delete activities.

Add time.

Increase redundancy.

Add or change resources or suppliers.

Use more experienced people or suppliers.
Outsource.

Postpone activities until later in the schedule to decrease probability.
Schedule activities earlier to decrease impact.
Have the customer perform the activity.
Increase communication in specific ways.

How could we accept this threat? To accept this risk (as for many risks) is simply to say,

"If it happens, it happens." This may be chosen when there are no possible contingencies

for a risk, the other options create too many new risks (secondary risks), or the options

are too costly or time consuming. The risk team must thoroughly evaluate all options to
ensuze that acceptance is the best strategy. If adequate risk management is not done, the
risk team, by default, accepts all the rigks.

How could we transfer this threat? Think before you read the following options.

9

Have your manager do the testing. (I cannot help adding some humor. Do you really
mind?)

Hire a shark expert to perform the testing. (Some ideas can qualify in more than one
option.)

Qutsource the testing to a company mote experienced with sharks.
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o Purchase shark attack insurance (assuming there is such a thing).
° Purchase liability insurance .

Now let’s focus on opportunities. Here is the scenario again:

Suppose that your project is to design a new piece of equipment that will be used to

test water temperature and current flow in the ocean. The project requirements call for
the equipment to be tested prior to its delivery. There can be many risks, but how about
this one: Sharks live in this part of the ocean and could attack the testers while they are
testing the newly designed equipment, which could cause injury to the testers, resulting in
project delay and increased costs.

What is the opportunity?

Because there are so many sharks in the ocean and this equipment will need to be
installed and maintained by people when it is in the ocean, we could design it to also test
for sharks in the vicinity of the equipment and thus make the equipment more valuable to
those who purchase it

How could we exploit this opportunity?

° Since we are designing the equipment from scratch, we could design the equipment
to also test for tsunamis and thus have a greater market for the equipment.

How could we enhance this opportunity?

* Research how far away from the equipment the sharks need to be to be detected.
* Determine what the equipment will do when a shark is detected.
o Ask the customer about other ways the equipment could be more valuable to them.

How could we share this opportunity?

¢ Allocate ownership of the opportunity to a third party that is best able to achieve the
opportunity.

¢ Outsource the design of the shark detecting feature to a more experienced company
familiar with and experienced working with sharks.
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How could we accept this opportunity?

¢ If people want to buy the equipment, we might add the shark-testing capability later.
o Ifwe add the capability and the customer finds it more valuable, then they'll find it
more valuable.

T S Plan Risk Responses Forms for Threats and Opportunities

§|]; |8 You may wish to use forms similar to the examples shown next when

o JX) = planning risk responses. The forms are useful to facilitate planning and help
the risk team make sure they have identified all the options before selecting
the option that best helps to decrease the threat or increase the opportunity. One or more
choices may be selected for each risk.

ccept | Transfer | Selected

The results:
* Risks are eliminated.
* Risks drop out of the list of top risks.
o The project management plan is tweaked (changed) to implement the options
selected.
* Residual threats ate determined.
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The results:
o Opportunities are utilized.
o The project management plan is tweaked (changed) to implement the options
selected.
e Residual opportunities are determined.

Let me put it in real-world project terms. Some threats can be eliminated, and some
opportunities can be increased by changing the project management plan! As shown
below, if threats are eliminated and opportunities are increased, the time and cost for the
project can be decreased in planning!

e

L Cost Estimate - |Cost Estimate
$300,000 $100,000
$900,000 $700,000
$2,400,000 $2,000,000

Update the Project Management Plan

As you may have already determined, the Plan Risk Responses process will result in work
packages being changed, added to, or removed from the work breakdown structure, and
personnel may be reassigned. Project planning is iterative! Remember, risk can affect any
of the following components of a project management plan:

o Project definition/scope statement

*  Work breakdown structure

o Network diagram
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o Schedule
* Risk analysis
* Budget

* Assumptions

o Management plans (quality, procurement, cost, time, human resousce,
communications, etc.)

Once the draft project management plan is updated, see if you have met the project
objectives. If not, continue risk response planning until the project meets these objectives
by using one or more of the following options, or
terminate the project.

Some of the following choices relate to risk and some
to other parts of project management. Decreasing risk
affects cost (and other areas of the project), but cutting
cost {or other areas of the project) could also add risk.

If the cost is too high, you could:
o Use less expensive people with the same skill set.
o Cut scope of work,

o Use less expensive equipment with the same capability.

¢ Decrease quality.

* Change the schedule.

¢ Decrease profit (where applicable).

e QOutsource part of the work to a less expensive source.

* Move some of the work back to the customer (where applicable).
¢ Eliminate risks in estimates and reestimate,

11 the schedule is too long, you could:

* (Change the desired schedule end date.

* Prove the end date is not realistic based on the details (and risk) of the project.

» Cut activities on the critical path.

o Past track: Have more activities done in parallel. (Note: This will add risk to the
project even as it decreases the project length.)

¢ (rash: Make better use of resources, add resources, or move resources to different
activities.

o Eliminate risks and reestimate,
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Did you notice that the options of planning to work overtime, cutting 10 percent off the
time or cost estimate for activities, or just living with it are not listed? These actions are
unethical because they do not deal with the problem; they just waste company resources
that would not be needed if effective project management was done.

It can be a real juggling act to achieve a final project management plan that is bought-
into, approved, realistic, and formal, but such a plan is necessary to effectively manage a
project.

Go/No-Go Decision

If all the options still don’t work to meet the project objectives, management may choose
to cancel the project. |

Residual Risks

You can spend a great deal of effort eliminating as much risk on the project as possible.
A decision needs to be made when risk response planning should stop. Risks that remain
after the Plan Risk Responses process are called residual risks. These are the risks for
which contingency plans and fallback plans are created.

Residual risks also include those risks that are passively accepted—risks that you cannot
do anything about or that you decide not to do anything about. Residual risks must be
clearly communicated to management.

Risk Owner: Who Will Be Involved?

Think back to the helicopter story at the beginning of this book. Who called the
helicopter? If you remember the details, you (the project manager) were talking to your
boss and the buyer’s project manager when the helicopter artived. You did not call the
helicopter. Someone was assigned to watch over the risk. It was this person—the risk
owner—who called the helicopter.

Most people become risk owners because of unique expertise with the issues relating to
the risk, or because they have some responsibility or control over the risk. Risk owners
could have valuable insight into qualitative and quantitative risk analysis, as well as
response planning and risk management.
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The project manager assigns a risk owner to watch for triggers and manage the risk
response if the risk occurs. A risk owner is a stakeholder who could also be a project team
or risk team member with particular knowledge about a risk or expertise in handling the
risk (or the work to which the risk relates). The risk owner will be involved in helping

to create the contingency or fallback plans for his or her assigned risk and then be
responsible for carrying out the plans.

Identification of potential risk owners was recommended in the Identify Risks process. In
the Plan Risk Responses process, these assignments must be finalized. A clear assignment
of risks to risk owners is important to ensure that the most appropriate risk responses are
planned and that such plans are promptly and completely carried out.

Risk Action Owners

Think for a moment about a large project where many of the risks can have serious
consequences. In such cases, the risk owner may have other people working with him or
her to manage the risk. Such an individual is called the risk action owner. This person will
implement preapproved risk responses, leaving the risk owner with the responsibility of
ensuring that the risk response is effective.

Imagine your projects now. What happens when a major problem arises? Do you
frantically contact people to arrange a meeting to determine the best way to deal with the
problem and create a workaround? Most project managers do. But think about this—for
every second the meeting is being planned, project time and costs are being impacted
because of the problem. Is this what a great project manager should be doing? Read on.

Let me show you one of the reasons risk management has such an impact on projects and
is in such demand by the best project managers. Let’s revisit the scenario above, but in a
new way. When a problem arises, chances are that the problem has been identified as a
risk and there is a plan for it. The risk owner takes action, no meetings are necessary, and
the impact to the project is minimized. WOW! Can you imagine how much time this
would save? Can you imagine how many meetings would no longer be necessary? This

is why the best project managers in the world are on vacation during the beginning of
project executing. There is nothing for them to do! Everything is organized, all problems
that need to be planned for are planned for, and work to deal with the problems is
assigned to risk owners. Now you are seeing the power of risk management,
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An activity may have many risks and many risk owners. The activity owner may be the
risk owner, but not always. An assignment as a risk owner is different than an activity
assignment. A risk owner is not held at fault if the risk occurs. Instead, he or she is
accountable for managing the risk if it does occur. The risk owner's effectiveness is
monitored and reported through risk audits during the Monitor and Control Risks
process.

Contingency Planning

Planned actions to be taken if it the threat or opportunity happens are called contingency
plans.

In our helicopter story, there was a plan for what to do if rain fell within a certain
specification (mote than three inches of rain in a two-day period during installation of
the structural steel). The plan called for a helicopter to use its blades to blow the rain

off the construction site. Not only did they have a plan, but the contract to hire the
helicopter was already signed and the helicopter pilot knew what to do and why. This is a
contingency plan.

I this story, the risk owner knew what to do and could take action without a meeting
and without needing to ask for permission. The project manager could state, almost
ofthandedly, to the sponsor and the buyer's project manager that "the helicopter will be
here in 2 moment" because the project manager knew there was a contingency plan and a
risk owner. The risk owner knew why the effort needed to be made and the relevance of
the effort to the project.

To continue our other example, let’s say that the shark attack occurs. What would be
an appropriate contingency plan? Can you think of one or many actions that should be
planned in advance? Think before you read on.
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How about the following?

¢ Call for emergency medical help. The contact number for emergency medical
assistance has been found in advance, and is posted at the testing site, and the medical
team has been advised that you are working in a shark-infested area and may require
assistance (mitigate the impact).

* Wait three days for the sharks to leave the area (the length of time recommended by
the shatk expert), and then continue testing (mitigate the probability).

¢ Have time allocated in the project manager’s schedule to visit the injured person(s) in
the hospital {mitigate the impact).

[deas from many response options can be chosen to work together.

Fallback Planning

What happens if the contingency plan does not work? Remember we are tatking about
risks with large impacts on the project. Risk management involves creating plans in case

the contingency plans fail. These are called fallback plans.

Let’s take the helicopter story, What happens if the helicopter does not succeed in
blowing enough water off the construction site? Well, there was a plan for that also; they
had a fallback plan in case the contingency plan did not succeed.

In this case, the risk owner was also assigned to see if the required amount of rain was
removed by the helicopter, If it was not, the risk owner was to direct two individuals
waiting nearby to roll out a sponge-like carpet to absorb the remaining water. The carpet
could not be used for all of the water (in place of the helicopter), but it could remove

the small amount of remaining water that was hindering construction. Again, no more
problem!

In our shatk story, depending on the contingency plan selected, the fallback plans could
include:

¢ Contact the insurance company to inform them of the accident.

* Eliminate further testing.

¢ Tell another person to immediately get in the water and continue testing.

Ideas from many response options can be chosen to work together.
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Triggers

A trigger is an early warning sign that tells risk owners and project managers that

an accepted risk has occurred or is about to occur and, therefore, when to implement
contingency or fallback plans. You may have begun identifying triggers in the Identify
Risks process, but they must be documented as part of the Plan Risk Responses process.

How did the risk owner know when to call the helicopter? Was it when the rain began?
Well, it can always rain, but rain was not the risk; a previously determined amount of rain
was. The risk owner was assigned to measure the rain and when the specific measure of
rain was reached, he knew who to call and had the telephone number to call them.

ICK Determining Triggers
N : To determine triggers, the team, you, and your risk owners should consider
sJI{p] oy the answers to the following questions for each residual risk:

o What will happen just before this risk occurs?
o What can we measure to discover that the risk is about to occur?
o How will we know right away when the risk occurs?

Triggers should be listed in the risk response plans.

Check for Other Impacts before Making a Selection—Secondary
Risks

A secondary risk is a risk that is generated by a response strategy to another risk. In other
words, the response to a risk can create another risk. Risk response plans should include
addressing secondary risks. Secondary risks should be qualified and/or quantified, and
responses should be planned. A secondary risk should not have a greater impact than the
initial risk from which it was derived.

In our helicopter story, the hiring of the helicopter mitigated the risk of a certain amount
of rain in a certain time period, but couldn't hiring a helicopter and using it in such a

way cause more risk? They were ready for that also. The helicopter could crash into the
building, or the wind caused by the helicopter’s rotors could damage something else in the
construction area. These are secondary risks, which the risk owner was also watching for.
Everything that might be expected to be impacted by the wind from the helicopter was
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tied down or protected. The risk owner was watching the helicopter’s proximity to the
building and using predetermined signals to the helicopter pilot in case he got too close.

Secondary risks can be found by comparing the responses for each risk against every other
strategy, as tlustrated in the following diagram.

Secondary Risk Chart

Risk 1 Risk 2 Risk 3

Strategy for Risk 1
Strategy for Risk 2
Strategy for Risk 3

Not applicable

No effect 0
Negative effect -
Positive effect +

The secondary risks should be included in risk response planning. For those secondary
risks that remain, contingency plans, fallback plans, and triggers should also be identified.
In our shark example, a decision to pecform the test faster may lead to secondary risks as
follows:

¢ Because we could be testing too quickly, one of the tests could be skipped, resulting in
the need for an additional test and incurring the additional cost of the test.

* The fake people we use to sidetrack the sharks while the testers get out of the water
could blow up when the sharks bite them, which could result in the flying pieces
injuring others nearby.

¢ The testers could accidentally shoot each other instead of the shark with their spear
guns, resulting in unanticipated injuries and costs.

Contingency planning for these secondary risks might include:

* Have testers practice completing the test in a swimming pool to prove that they can
meet the time required (mitigate the probability).

o Ifashark attacks the fake people, have the risk owner immediately remind everyone
to get undercover (mitigate the probability).

¢ Test the fake people for how they will explode when bitten (mitigate the impact).
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o Eliminate the testing (avoid).

* 'Train the testers in the use of spear guns and warn them of the dariger of shooting the
wrong thing (mitigate the probability).

o Hire a spear gun trainer that carries insurance for injuries (transfer).

o Accept the risk (accept).

If the contingency plans do not wotk, the following are possible fallback plans:

¢ (o back and do the test.

¢ Have medical staff on board to treat people injured by flying parts.

* Have medical staff on board trained in dealing with spear gun injuries.

o Eliminate testing (avoid).

* Accept the fact that an additional test will be needed (accept).

o Test in a pool even though it will not provide the close simulation preferred (mitigate
the impact).

* Call for emergency medical help. Find the contact number for emergency medical
assistance in advance, post it at the testing site, and advise the medical team that you
are working in a shark-infested area and may require assistance (mitigate the impact),

Notice how one fallback or contingency plan can be used to deal with more than one risk.

Do Your Contingency Plans and Fallback Plans Have a Greater
Impact than the Risks?

This might be sifly to even mention, but some project managers and risk teams create too
many time-consuming or expensive plans that actually have a worse effect on the project
than the risks. Be sure your risk team does not make this error.

Create Reserves

If what we have described is not exciting enough and has not provided you with major
insights, this will. I have already said that risk management can decrease project cost and
time. Let’s finish the topic by discussing how to derive a finalized schedule and budget
(part of schedule development and cost budgeting).

Nothing in life is 100 percent probable. Why then total the estimates for each activity and
commit to finishing the project for that total time or cost? How accurate do you think
that estimate will be? As discussed in the inputs section of this book, it is only 5 percent
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to 15 percent likely to be accurate. Yet a project manager should be held to the project
schedule and budget. What is missing? Reserves.

A reserve is an amount of time and/or cost added to the project to account for—you
guessed it—risks. There are two types of reserves: contingency reserves (to deal with

the known unknowns, i.¢., the identified residual risks that remain after risk response
planning) and management reserves (to deal with unknown unknowns, i.e., risks that have
not been identified).

Note: Definitions for types of reserves vary widely, and
there is no clear standard. These are the most common.

A teserve is not a "pad." A pad is hidden; a reserve is
not. Adding a reserve is required in project management
and is part of a certified project manager’s professional
responsibility to include in projects. Many people

say the first thing management will do is to cut the reserves from the budget, on the
legitimate grounds that if they are there, they will be spent. They should be! Reserves are
like activities; they are required in order to describe the full time or cost of the project.

Imagine that one of the following problems occurs on your project.

¢ Due to loss of personnel, critical components of the project were delayed and not
completed to meet quality assurance tests.

* Due to bad source data, additional work had to be done to clean up the data, which
delayed the project and caused additional unplanned work.

¢ Due to new technology with new resource skill set requirements to support the new
systern, additional support staff was requited, causing an increase in project cost.

These are all bad situations, but thete is something that was missed. These situations
should have been identified as potential risks, and responses should have been planned for
these risks or reserves should have been established to accommodate these risks.

The management reserve is usually a percentage of the total project cost and usually falls
between 2 and 15 percent, depending on the contingency reserve method used, how much
effort has gone into risk management, and preference.
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The following are methods to calculate reserves and primarily focus on contingency
reserves.

Reserve Method 1: 10 Percent

Add a percent of the project time and cost as a reserve (e.g;, a total of 10 percent) for both
contingency reserve and management reserve. This is not a favored method because it is
not based on the risks of the project.

Reserve Method 2: Guess

(Gruess the appropriate amount of time and cost contingency reserve based on the number
and severity of the risks, and add it to the time and costs to create the final project
schedule and budget. Add a separate management reserve based on percentage of project
costs (e.g., 3 percent).

Reserves created in this manner are better than no reserves at all. As we have seen, a
project has almost no probability of being completed within the time and cost estimates
for all the activities. Uncertainties always exist. lowever, these reserves are not defensible
if questioned by management,

Reserve Method 3: Expected Monetary Value

If risks are analyzed quantitatively (as in the following charts), take the total cost of all
activities (total direct cost plus overhead costs and profit
margin). Then find the expected monetary value of the
risks to create a contingency reserve. Add 5 percent for

._:-_;i';_';ﬁPrOJect budget'"_ o
~ Costof the act|v1t1es +

- contingency reserve (based
on the expected monetary
;?.'ié_:._jivalue f the cost of nsks)
-_'if?_'fmanagement-:réserve o

a management reserve (or some other number). The
total is the project budget.

This is the preferred method. As it is a realistic,
objective measure, it has the greatest impact on
decreasing project risk (and thus cost and schedule).
It also provides the project manager with the greatest

understanding of the project details so he or she knows
where to focus efforts during project completion.
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Do you recall the exercises from the last chapter? Let’s take another look at Exercise #1:

You are planning the manufacture of a new product. Your project estimate results in a

project cost of US $600,000. In addition, your analysis has come up with the following:

A. A'S percent probability of a delay in receiving parts with a cost to the project of
§75,000

B. A 55 percent probability that the parts will be $60,000 cheaper than expected

C. A 75 percent probability that two parts will not fit together when installed, resulting
in an extra $100,000 cost

D. A5 percent probability that the manufacture may be simpler than expected, resulting
in 2 $25,000 savings

E. A 15 percent probability of a design defect causing $8,000 of rework

Using the data from the exercise, we ended up with the following information regarding
cost.

A 0.05 times §75,000 £3,750

B 0.55 times §60,000 (833,000)
C 0.75 times $100,000 $75,000
D 0.05 times $25,000 (81,250)
E 0.15 times $8,000 §1,200
Total $45,700
Best case $515,000
Sponsor's of customer’s expectations $600,000
Expected monetary value $645,700
Worst case $783,000

Management is expecting the project to cost US $600,000 based on the costs of the
activities. You should present the estimate as a range, acknowledging the uncertainties of
the project. It could cost as much as $783,000 or as Little as $515,000. The expected cost
is $645,700, requiring a contingency reserve for known unknowns of $45,700.

Let’s try it apain with Exercise #2.
yiag
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You are planning the manufacture of a new product. Your project estimate results in a net

project cost of US $400,000 and 224 days. In addition, your analysis has come up with the

following:

A. Thereis a 5 percent probability of a stakeholder making a major change to the project,
costing the project $75,000 and a 14-day delay.

B. There is a 15 percent probability of gaining 2 new, valuable resource, making the
project $30,000 cheaper than expected and saving 28 days.

C. There is a 75 percent probability that the software will be delayed in its release from
the vendor, resulting in an extra $3,000 labor expense and a 56-day delay.

D. Thereis a 5 percent probability that the coding may be simpler than expected,
resulting in a $2,500 savings and a savings of 14 days.

E. There is a 15 percent probability of a major bug causing 88,000 of rework and 2 21- -
day delay.

Using the data from the exercise, we ended up with the following information regarding
time (see the following chart). Management is expecting the project to take 224 days
based on the time estimates for the activities. This estimate has very little probability

of actually occurring, The project could take as few as 182 days and as many as 315
days. The expected duration is 264.95 days, requiring a contingency reserve for known
unknowns of 40.95 days.

A 0.05 times 14 days 0.7

B 0.15 times 28 days (4.2)

C 0.75 times 56 days 42 -
D 0.05 times 14 days 0.7)

E 0.15 times 21 days 3.15

Total 40.95 days

Best case 182 days

Sponsor's or customer's expectations 224 days

Expected monetary value 264.95 days

Worst case 315 days

Note: The previous examples are simple ones designed to show how to calculate reserves,
but in reality, you should have many more risks included in your analysis. If your project
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really ends up with only a few risks after the Perform Qualitative and Quantitative Risk
Analysis processes, you should not rely on expected monetary value to determine the
contingency reserve. One common choice s to create a contingency reserve based on
having all the threats occur in their entirety, In the case of Example 1, this would mean

a contingency cost reserve of $183,000 (8783,000 minus $600,000). The management
Teserve s up to you.

Reserve Method 4: Monte Carlo Simulation

Based on the results of the Monte Carlo simulation described in chapter 6, the total
reserves for time could be the difference between the project schedule estimate after risk
response planning and the 100 percent likely (or 80 or 90 percent likely) schedule found
by redoing the Monte Catlo schedule simulation of the project. Some people pick the 80
or 90 percent probable schedule depending on how safe management wants or needs the
estimate to be. The total reserves for cost would be the difference between the project cost
estimate after risk response planning and the 100 percent (or 80 or 90 percent) likely cost
found by redoing the Monte Carlo cost simulation of the project.

Follow these steps to create a contingency reserve using Monte Carlo:
+ Determine the acceptable probability (e.g., 80 percent, 90 percent).
o Refer to the Monte Carlo simulations to see the time and cost associated with that
probability.
* That amount will be the project budget or schedule length.
* Deduct the schedule or cost length from the total activity-based schedule or cost
estimate created during project planning.
o The difference is the contingency reserve.

Be watned! This is NOT a preferred method to determine reserves! Monte Carlo
simulation is only as good as the work breakdown structure, the network diagram, and
estimates it is based on. Using Monte Carlo simulation alone does not provide the project
manager with a detailed understanding of the specific risks on the project that will be
needed for day-to-day project management. Team involvement is required to ensure that
all the work is identified and sequenced properly, risks are identified and understood by
activity, and realistic schedule and cost estimates created.

If you like to be more analytical, or if you think that such a probabilistic analysis might
sway your management to accept how long or how much the project will take to
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complete, I suggest that you first do detailed calculations using Reserve Method 3 and
then use the Monte Carlo method as a sanity check.

Redo the Perform Qualitative and/or Quantitative Risk Analysis

Processes

The following charts show you how the Plan Risk Responses process can change the
project cost and time. The first example is for projects where quantitative risk analysis has
not been done. The second is for projects where quantitative risk analysis has been done.

Probability

Impact

Risk Score

Pxl
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value |

Now here is a completed example of an activity estimating form.

Original estimate 13 days $275,000
Risk deniuton o gualiatoe ol g e
Original risks Probability Impact Expected monetary value

Time in days { Costin § | Time in days | Cost in $
Shark attack 60% 12 §140,000 7.2 $34,000
Boat breaks 55% 2 $90,000 |11 $49,500
Expected monetary value of risks 83 $133,500
Estimate for the activity to be performed 4.7 $141,500
Total expected monetary value of the activity before planning risk | 13 $275,000
responses
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Responses to the risks | Shark expert hired; team instructed in -~ | Time in days | Cost in §

shark behavior 5 $21,000
New activities added Newer boat rented; common spare parts | .5 $11,000

available .
Total added for risk responses 1 $32,000
New ratings for risks | Probability Impact EMV

Time Costin$ | Time in days | Costin $

Shark attack 25% 12 $140,000 |3 $35,000
Boat breaks 10% 5 $90,000 .05 $9,000
Expected monetary value of risks after planning risk responses 3.05 $44,000
Estimate for the activity to be performed 47 $141,500
Final activity estimate ($44,000 + §141,500 = $185,500); (3.05 + 4.7 | 7.75 $185,500
= 7.75) |
Savings due to risk management: 13 - (7.75 + 1) = 4.25 days; 4.25 $57,500
$275,000 - ($185,500 + $32,000) = $57,500)

As shown in the preceding chart, the original time estimate for the activity was 13 days
and the original cost estimate was $275,000. Top risks were identified and were included
in the original estimates. Risk responses decreased the risk, saving 4.25 days and $57,500.

How far should you decrease the risk on the project? How much is it worth to the project
to decrease risk further?

B@l?ﬁg When the project is first assigned to you, inform management and the

TRADE® customer that you will analyze the risks of the project and let them know
b=t the results. This will begin to prepare them for when you meet with them
to describe the risk of the project and the scope, cost, schedule, quality, resources, and

Prepare Management and the Customer

customer satisfaction options for decteasing the risk.
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Document Risk Responses in the Risk Register

Recall that in the Identify Risks process, a risk register for the project was created. In the
Perform Qualitative and Quantitative Risk Analysis processes, additional information
was added to the register. By the time the Plan Risk Responses process begins, the risk
register includes the following information:

e Description of risks

The activities they relate to

-

Potential risk owners, risk responses, and triggers
The final probability and impact rating of each risk

The risk’s ranking among the remaining risks on the project

The Plan Risk Responses process uses that information collected throughout the project -
and adds the following information to the risk register:
o Finalized triggers for each risk
o Response plans for each risk
o Contingency and fallback plans for each risk
» Thiggers for contingency plans and fallback plans
¢ Finalized risk owners {persons assigned to each risk)
o List of non-top risks for future reference that will be monitored throughout the
project
¢ If quantitative risk analysis has been done, quantitative probabilities, impacts, and
expected monetary values of time and cost can be included
* You may also choose to add other information specific to your project
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The risk register will be used for meetings with management, to get reserves accepted,
and to make a go/no-go decision. You will also use it to manage the project during the
Monitor and Control Risks process. It will be updated based on risks that occur or do not

oceur and the success of the planned responses, New risks can still be added and tracked
in this document.
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Note that non-top risks do not have risk owners. The project manager is responsible to
monitor these. The following format can be used to document non-top risks.

Proving the Value of Risk Management and Getting Reserves
Accepted

If management will not accept reserves, many people resort to just disguising them by
adding an activity to the network diagram such as "clean up” or "final documentation.” I
strongly encourage you to consider other options.

One of the questions I am frequently asked during my speaking engagements is, "How do
I get support for risk management (or project management) within my company?" This

is an important question, but not one that can be fully addressed here. In short, however,
those attending my senior management classes tell me the secret is to "Prove it wotks!"

Haven't we already shown that risk management can decrease the cost and schedule of
projects dramatically while still in planning? Why not inform management of these facts?

For most people, numbers more clearly show proof. So provide numbers! The following
chart proves, without a doubt, the benefit of risk management.
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Activity Cost Estimgtt.a.;' ~ | Activity Cost Estimate
1 $300,000° » . |1 $100,000
2 §900,000 e |2 §700,000
3 _ £2,400,000°° "+ |3 $2,000,000
A Reserve $300,000
Total Cost Estimate  [$3,600000 | Revised Cost $3,100,000
Estimate

There is a cost to risk responses. Someone had to pay for the helicopter and the time
to sign the contract for using it. But that should not be a deterrent to gaining support
for risk management. Fow can you not get support for risk management (or project
management) when you are able to say, "We originally esiimated the project ar §300,000
Because of our risk efforts, we were able to reduce the total cost of the project t0 §263,000."

If none of the options presented help gain approval for the contingency reserve, there is
another idea. Point out the Monte Carlo simulation results to management and show
how those results support the need for some reserve. So you think the reserve of 12 days is
to0 high because it results in a project completion date of December 102 At only an 80 percent
confidence level, the Monte Carlo simulation suggests that a date of December 7 is realistic.”

The point of these exercises is to work with management, not against them. The more
detailed information management has about risks, the more they can effectively support
the project and fulfill their management role.

Go/No-Go Decision

Check with management and the other project stakeholders to make sure the risk
response plans are viable and to make another go/no-go decision on the project.
Canceling a project makes sense if the risk is too high or the cost too great. The concept
of canceling a project based on its level of risk has not yet filtered into common project
management practice.
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Ask yourself and others:

s Are we able to meet the project objectives?

o Is the cost of responding to the risk worth the value received from the project?
o Now that we know this, do we still want to do the project?

Contracts

The term "contract,” as used here, refers to any legal agreement for the purchase or sale of
goods and services. It may include purchase orders, service agreements, or contracts.

Risk management may help the risk team determine that it would be less risky to transfer
one or many risks to another company through contracting. Perhaps another company
can do the work faster, has more efficient equipment, or has more experience, resulting in
a less risky activity and Jower cost or time.

Risk management will also help determine what terms and conditions to put into
contracts to decrease project threats, to increase opportunities, and to adequately
distribute risk between the buyer and seller. A contract should not be created without a
risk analysis.

Proposals and Bids: Seller’s Point of View

In many organizations, a proposal or bid is prepared by salespeople, without project
management input. What is wrong with this picture? The sales and sales management
bear no responsibility for doing the work, only for getting the contract. They do not

have the skill set to create a proposal that reflects the project management process.
Therefore, what is sent to the buyer is a proposal not estimated using project management
techniques. That proposal cannot be used to help management or to control the project.
A better method would involve the project manager and create estimates using historical
records, a charter, wotk breakdown structure, estimating techniques, and an analysis of
tisk to estimate the project. The estimates should then be formatted by activity so that the
total cost by activity can be managed and the project controlled to those estimates during
project’s executing.

Here is a revelation for some people: the same process for creating a project management
plan described in the Inputs to Risk Management chapter of this book (project charter,
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scope, team, work breakdown structure, work breakdown structure dictionary, network
diagram, estimating, and risk) should be followed by sellers to respond to requests for
proposals or bids, but on a high-level basis! Proposal costs must include risk. Therefore,
project management input is critical in order to create a valid proposal that is truly
reflective of time, cost, risk, etc., and that can help management control the project.

Proposals and Bids: Buyer’s Point of View

If you are a buyer of services, why would you ever consider hiring a company that did not
know about risk management? This would mean their proposal or bid is probably based
on old-fashioned guessing or some high-level metrics, not the kind of planning that will
make you confident they have the project management ability to control the project and
certainly not enough planning to ensure that their cost is realistic for the work needed on
the project.

Buyers should ask the seller for a high-level work breakdown structure and risks on the
project. Consider finding another company to work with if the seller does not know about
work breakdown structures, risk management, and project management.

What do you do when the proposed contract price is too high, or the schedule is too
long? Many inexperienced negotiators and project managers would negotiate overhead
rates and profit margins. Why not address risks? Many of the risks on the project can be
eliminated if the buyer and seller work together. Some risks caused by the buyer, seller,
or activities on the project may be eliminated, thus decreasing project time and cost in a
practical manner without having to resort to reducing overhead rates and profit margins.

Iinsurance Purchased

When risks of fire, theft, or other areas for which insurance is available are identified,
the risk response may be to purchase insurance. This is transference, as someone else will
be responsible if the risk happens. This is also a mitigation choice because the complete
impact is not removed. If a fire occurs, the damage cost would be covered by insurance,
but such things as project delays would not.

© 2010 RMC Publications, Inc * (952) 845-4484 « info@rmcaraject com » wwwy meproject com
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Tricks for the Plan Risk Responses Process
TRlCKS Are You Ready to Plan Responses?

OF THE If you find you need to collect or clarify project information during this step
TRADE® (e.g., 'Ts it true that we cannot change the layout of the floor plan?”or Tn our

previous meeting, you mentioned a problem with the customer’s telecommunication
network. It seems that I need more information on what you see."), it means the earlier steps

of risk management were not completed well. The large percentage of the information
needed to handle risk response planning should be available by the time you reach this
step.

TRICKS Do Not Just Pick the First Choice Presented
OF THE Remember, the objective of the Plan Risk Responses process is to decrease

TRADE

the overall project risk. Because many people do not realize this, they rush
this process by choosing the first sound idea generated instead of looking at

all the options before making a decision. The result is a poor decision and the selection of

an option that may not positively impact risk as much as other options.

TR'CKS Do Risk Response Planning in a Group

OF THE Risk response planning is an exercise in creativity. Many risk teams forget
TR ADE@ that creativity can be enhanced by doing risk response planning in a group,

————== using brainstorming techniques to increase the number of ideas generated.
Some teams ignore other stakeholders in risk response planning and thus do not make
use of the ideas from those who might have the most to contribute about a risk that may
affect them.

T Let the Risk Team Know the Process

OFTHE Because many risk teams have not performed risk management before,

TRADE® it is helpful to let them know what the risk management (and project
management) process is in advance of performing it. In this way, they will

be prepared for each step of the risk process and mote ready to contribute. For the Plan

Risk Responses process, it is important for the risk team to undesstand that risk response

plans may result in changes to the project management plan currently under development
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(in other words, such plans may impact the work breakdown structure, network diagram,
human resource plan, etc.).

Outputs of the Plan Risk Responses Process
The following are outputs of the Plan Risk Responses process.

Risk Register Updates

The risk register is updated to add the results of risk response planning, including;

Residual risks: These are the risks that remain after risk response planning, including
those that have been accepted and for which contingency plans and fallback plans can
be created. Residual risks should be propetly documented and reviewed throughout
the project to see if their ranking has changed.

Contingency plans: Contingency plans are plans describing the specific actions that
will be taken if the opportunity or threat occurs.

Risk owners: Each risk must be assigned to someone who may help develop the risk
response and who will be assigned to carry out the risk response ot "own" the risk.
The risk owner can be a stakeholder other than a team member.

Secondary risks: Frequently, what is done to respond to one risk will cause other risks
to occur. For example, if a portion of the project work is outsourced to a seller because
the project team does not have the expertise to complete the work efficiently, there
will be a secondary risk of the seller going out of business. This was not a risk to the
project prior to outsourcing.

Risk triggers: The carly warning signs (indirect manifestations of actual risk events)
for each risk on a project should be identified to know when to take action.
Contracts: A project manager must be involved before a contract is signed. Before the
contract is finalized, the project manager should complete a risk analysis and include
contract terms and conditions required to mitigate or allocate threats and to enhance
opportunities.

Fallback plans: These are specific actions that will be taken if the contingency plan is
not effective.

Reserves (contingency): Having reserves for schedule and cost is a required part of
project management. You cannot come up with a schedule or budget for the project
without them.
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Project Management Plan Updates

The efforts spent in risk management will result in changes to the project management
plan. Work packages or activities could be added, removed, or assigned to different
resources. Thus, planning is an iterative process. Spend a minute now thinking about
how risk response planning could change the schedule, cost, quality, and procurement
management plans, as well as the human resource plan, the work breakdown structure,
and the time and cost baselines for the project. This is critical for understanding the
impact of risk management in the real world, especially if you don’t currently do risk
management.

Project Document Updates

The other documents and plans a project manager has created to help manage the project -
may also change. Can you imagine how risk response planning might affect the roles

and responsibilities on a project, your stakeholder management strategy, and your quality
metrics?
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Key Concepts

o The objective of the Plan Risk Responses process is to determine what you can do
to reduce the overall risk of the project by decreasing the probability and impact of
negative risks (threats) and increasing the probability and impact of positive risks
(opportunities).

o Strategies are agreed upon in advance by all parties,
o Risk responses, contingency plans, and fallback plans are selected.

o Risks are assigned to individuals or groups to watch for the risks and take
responsibility for implementing the planned risk responses.

o Strategies are reviewed over the life of the project for appropriateness as more
information about the project becomes known,

Key Terms
o Plan Risk Responses o Transfer o Fallback plan
process - ’
« Mitigate the probability ~ « Reserve
o Exploit . _
o Mitigate the impact o Management reserve
« Enhance . , _
o Residual risks » Contingency reserve
+ Share .
o Secondary rigks o Insurance
o Accept .
o Trigger » Contract
« Avoid . '
o Risk response plans + Risk owner
» Mitigate _ o
+ Contingency plan e Risk action owner
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[nstructions: Match the risk management key word to its definition.

Key Word
w1, Plan Risk Responses process 12, Risk owner
e 2. Exploit e 13, Reserve
—— 3. Contingency plan e 14. Management reserve
e 4 Thiggrer e 15, Contingency reserve
e 9. Avoid e 16, Contract
— 6. Risk action owner w17, Insurance
e T4 Accept e 18. Secondary risks
e 8, Transfer e 19, Faliback plan
9. Enhance e 20, Mitigate
e 10, Share e 21, Risk action owner

o 11, Residual risks

Definition
A. Risks that are generated by a response to €. Do nothing—"If it happens, it happens,” or
another risk create a contingency plan

B. Fliminate the threat of a risk by eliminating  D. Retain appropriate opportunities or parts of
the cause opportunities instead of attempts to transfet
them to others
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E. Increase the expected time, quality, or
monetary value of a risk by increasing its
probability or impact of occurrence

F. Increase the opportunity by making the
cause more probable

G. Assigns the liability for a risk to someone
else

H. An amount of time and/or cost added to the
project to account for risks

. A legal agreement for the purchase or sale of
goods and services

J. An amount of time and/or cost added to the
project to deal with known unknowns, Le,,

identified risks

K. Determining what can be done to reduce
the overall risk of the project by decreasing
the probability and impact of threats and
increasing the probability and impact of
opportunities

L. Planned actions to be taken if the risk
happens and contingency plans are not
effective

Plan Risk Responses |

M. Risks that remain after risk response
planning

N. Assign the risk to someone else by
subcontracting or buying insurance

0. Planned actions to be taken if the risk
happens

P. Reduce the expected monetary value of a
risk by reducing its impact or probability of
OCCUTIENCE

Q. An amount of time and/or cost added to the
project to deal with unknown unknowns,
i.e., risks that have not been identified

R. The person assigned by the project manager
to watch for triggers and manage the risk
response if the risk occurs

5. Easly warning sign that a tisk has occurred
or 1s hout to occur

T. The person assigned by the risk owner to
irplement approved risk responses

U. The person assigned by the risk owner to
implement preapproved risk responses
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Answer Key
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S

us

 Questions for Disc

1. What method or combination of methods for risk response planning will you use for
your real-world projects?

2. Why do you need to know the forecast of the potential schedule and costs for the
project before you can properly complete risk response planning?

3. What should be done if the probability of meeting the desired schedule or desired
cost is unacceptable?

4. How are contingency plans different than fallback plans?
5. Why is it important to prove the value of risk management?
6. What is the preferred method of calculating a contingency reserve?

7. How is a management reserve different than a contingency reserve?
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........................................................................

Plan Risk Responses

Please visit the RMC Project Management Web site at www.rmeproject.com/risk to
download the full version of the following forms.

Steps to follow:
1. For each top opportunity on your project, determine what you are going to do to
increase the opportunity or its probability or impact.
| 2. For each top threat on your project, determine what you are going to do to eliminate
B the risk or reduce the probability or impact.

3. Identify triggers, and create contingency plans and fallback plans for the residual risks
on your real-world project.

H:
&4

Pl
28
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Notes
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Objectives of the Monitor and Control Risks Process

How about getting some rewards for your efforts? During the Monitor and Control Risks
process, the benefits of the previous processes are realized by the project manager and the
team. If you have spent the appropriate amount of time with the appropriate stakeholders
and have performed good project management (particularly in creating a work breakdown
structure and getting good estimates), this step will be substantially easier. If not, you will
spend plenty of time dealing with problems that could have been avoided. There will be
rework and overtime, as well as damage to your reputation, as too many things will go
wrong that you did not prepare for.

There are many objectives of the Monitor and Control Risks process. On a high-level
basis, the objectives of this process are to:
* Implement the risk response plans, ensure compliance, and manage progress
» Manage the contingency and management reserves
* Create workarounds
o Contro} the project risk
o Refine and update the risk register
e Perform additional risk identification, qualitative and quantitative risk analysis, and
risk response planning
¢ Reestimate the project
* Keep stakeholders informed about the status of risks on the project—communicate
about risks

D
i
[y ]
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o Create lessons learned
* Evaluate the risk impact of scope, schedule, cost, and other change requests

Many project managers neither understand nor perform control. This step is important in
order to make sure the benefits of earlier steps are realized. Let me rephrase the objectives
as simple phrases you can remember for the Monitor and Control Risks process but also
for project control in general.

¢ Implement

* Manage progress

* Communicate

* Ensure compliance

o Reassess

*» Refine

e Add new risks

¢ Reestimate the project
o Measure

o Take corrective action
¢ Fvaluate the effectiveness of corrective action

To achieve the benefits of risk management, it is important to have the following inputs
before beginning the Monitor and Control Risks process:
* Risk register, which now includes:
+ Risks
+ Risk response plans
+ Risk owners
o Triggers
+ Contracts
+  Watchlist
¢ Time and cost reserves
¢ Risk management plan
o Work results
s Project communications
¢ Risk events
*  Project changes
Additional risks that have been identified as the project progresses
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Implement the Risk Response Plans, Ensure Compliance, and
Manage Progress

During the Monitor and Control Risks process, risk owners will respond to risk triggers
by implementing contingency plans and fallback plans, if needed. The project manager
should make sure the contingency plans and fallback plans are understood and complied
with. Unauthorized changes to these plans have the same impact to the project as other
unauthorized project changes and should therefore be avoided.

Management during these activities requires the same monitoring, motivating, assisting,
coaching, and other management activities that are required for managing the project as a
whole.

T Manage the Highest Risk Path, Not Just the Critical Path

Most project managers know that they need to keep an eye on the critical
B path and that a problem with an activity on the critical path requites
immediate attention. Why not also determine the path through the network
diagram that has the highest risk score? The activities on this path may not occur
immediately after one another as do those in the critical path, but the path with the
highest tisk score should be managed as closely as the critical path.

DA

s B —

During the Monitor and Control Risks process (or the executing and monitoring and
controlling processes of the project), the huge impact of risk management activities will
be dramatically felt.

Imagine a 90 percent decrease in problems!
Imagine the time impacts of fewer prob[ems!

With risk management, up to 90 percent of all project problems are prevented, thus
saving a phenomenal amount of time while the project is being completed. This creates a
major improvement in project performance and project success.

Imagine also what happens on real projects when there is a major problem. Most people
cringe. If the project made good use of risk management, they would not worry as much.
Chances are the problem would have been identified and a plan would already be in place.
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This may be the most important thing you read in this book. If you do risk management,
people will fight to work on your projects because your projects will be in control!

Manage the Contingency and Management Reserves

You worked hard to set up the reserves and get approval. During project executing and
monitoring and controlling, you will manage, use, and protect these reserves.

Remember that the contingency reserve is to accommodate the known unknowns for the
project. This means that it should ONLY be used for identified risks that actually take
place.

The management reserve is for unknown unknowns—risks that have not been identified. -

There are no standards for how contingency or management reserves are used. Some
people believe that management reserves should only be used by management, and may
be used for any changes. I cannot support this view. The entire reserve (and the project)
must be controlled by the project manager. The management reserve should be used for
unknown unknown risks that occur related to the baseline scope of work. Any change to
the baseline scope of work requires a change to the project and thus a change order with
additional reserves.

Let’s look at a few examples. Don't worry if you do not agree. We could argue this forever.
This is my opinion; there are no standards.

Reserve Management

The project has
identified a risk that a

deliverable will be late, J
causing US 820,000
in costs. The risk

OCCurs,
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he middl.e

of the project,

During ¢

management

If this occurrence had | If this occurrence had

determines that the
. been identified asa | not been identified as
project must be

risk a risk
completed three weeks

earlier than planned.

Management wants to
add additional scope \

of work.

A risk was identified

but its probability and
impact could not be y
determined. The risk

occurs.

Everyone will want to make use of the "free” time o1 cost available on the project. This can
become a problem, as the project manager is held accountable for completing the project
in accordance with the approved project management plan (plus approved change orders),
If the reserve runs out, you must adjust somewhere else in the project to meet the project
requirements, including completion date and project cost. Careful management of the
reserves, as well as the project, is key to completing the project within the requirements.

IBRITHE When the project work is underway is no time to be describing to the project
TRADE® stakeholders the concept of reserves, how they are calculated, and what they
Tt are to be used for. This important activity should have occurred before the
Monitor and Control Risks process. Such an explanation helps the stakeholders realize
that reserves are not a pad (an unsupportable addition to the project cost or budget)

CKS Be Sure the Stakeholders Understand Reserves

and they cannot easily make use of the cost or time in the reserves. Having made this
clear, you should have fewer attempts to access the reserves for inappropriate uses during
project executing.
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Create Workarounds

Though the title "workarounds" might be new to you, the subject matter should not be. A
workaround is an unplanned response to an unidentified risk that occurs,

Workarounds are reactive; project managemént is supposed to be proactive. Project
managers should be spending much more time executing contingency and fallback plans
then creating workarounds.

The need for a high number of workarounds on a project indicates a lack of adequate
project planning and a project that is in trouble! Risk management greatly decreases the
need for workarounds.

Many studies say that it is between 75 to 100 times more expensive to fix a problem than
to prevent it. Think about how much more time and money you would have available if
you identified and planned for most of the things that go wrong on a project!

In our helicopter story, a workaround would have been needed if the risk of more than
three inches of rain in a two-day period during installation of the structural steel had
not been identified and the rain occurred. It would also have been needed if there was no
contingency plan to hire the helicopter or no fallback plan to use the sponge carpet. A
workaround would also have been needed if the carpet did not work or if the helicopter’s
efforts resulted in an unexpected event.

TRICKS What Is the Difference Between a Risk and an Issue?

OFTHE An issue is an unforeseen, minor problem that has occurred. It may be
TRADE® handled by listing it on a project action item list and managing it, or by
el creating a wotkaround. Each time an issue occurs, the best project managers
will ask themselves questions such as:

¢ If we missed this problem during planning, what clse did we miss?

o Is this problem an indication of a deeper root cause that might affect the project later?
o Is this problem an indication of a risk?

© 2010 RMC Pubications, Inc « (352} B46-4484 « info@rmeproject com « wwiw tmeproject com
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Control the Project Risk

During project monitoring and controlling, you must have a plan to measure against,
make measurements of performance, and then take corrective action to bring performance
back in line with the plan.

This sounds good, but believe it or not, too many project managers do not have a proper
project management plan to measure against, or do not know that they have to measure
performance.

One way to measure the status of the project is to include the evaluation of risks. You
might check:

e The number of identified risks that were not in the original risk evaluation

¢ The number of workarounds needed

Let’s look at two more scientific ways to measure performance.

Risk Review

A risk review is a way to control risks and manage changes. It can also be the vehicle

for identifying new risks and making sure everyone understands the contingency and
fallback plans. Risk reviews take place during regularly scheduled meetings with the risk
owners and project team and may also include the other stakeholders. Risk reviews look
forward in time to what should happen for risk. These meetings can be the primary way
to manage risk on the project.

In our helicopter story, the risk of more than three inches of rain in a two-day period
during installation of the structural steel was reviewed before the installation of the
structural steel to determine if the risk was still valid and the planned responses were still
appropriate.

ICKS The following are the types of questions that can be asked during a risk

¥

I =g rcview:
|

o What additional risks have you uncovered since the last meeting?

¥« Which of the triggers that we have identified no longer seem appropriate?

e Which of the risk response plans that we have created seem to need more
development?

* Tfyou could change one thing about the risks of this project, what would it be?

i
lj"
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-

¢ Have we discovered anyone who has additional insight into our major risks?

o Activity X is our riskiest activity. John, that activity is assigned to you. From 1 to 10
(10 being the most comfortable), how comfortable are you that we can complete
the activity as planned? Is there extra assistance or information that would make the
activity easier for you?

o We were not satisfied with our contingency plan for risk Y. Has anyone come up with
new ideas since our last meeting?

e Now that we are three months into this project, let's look at the order of our top risks
and see if we are still in agreement on which are top and which are not, and the order
of the top risks. Which of our residual risks do you think needs a different risk impact
or probability rating?

¢ Risk Z has been triggered and our plans put into place. However, turnaround time by .
the engineering department was much faster than expected. Let’s look at the other
risks we have identified that involve the engineering department and make sute we
incorporate this new information into the contingency and fallback plans.

TRlCKS Be Alert for Indications of Unidentified Risks

¥ No matter how well risk management is done, there will always be risks that
338 are not uncovered until project execution. Imagine a situation where one of

" the project team members keeps showing up late for team meetings. Two
others are constantly arguing. These are not insignificant situations, but indications of
unidentified risks (if not already planned for in the risk register). These situations should
be included in risk reviews.

TR|CKS Use a Risk Review Board to Perform a Risk Review
OFTHE To be most effective, a risk review board should include people who have

not been part of the risk management process for the project to date.
* Representatives of management, program or portfolio managers, and other
project managers may be involved to gain additional perspectives on the project and its
risks. This board does not generally include the project manager of the project being
reviewed.
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[f well managed, risk reviews will result in:

e Additional risk response planning ideas

e Changing the order of the top risks

* Revisiting non-top risks to see if the ranking of non-top (or even top) risks needs to
change

o Adjusting to the severity of actual risks

o Determining if assumptions are still valid

¢ Looking for any unexpected effects or consequences of risks

e Monitoring residual risks

* Reviewing all workaround situations to see if they provide insight into the existence
of additional risks

o Making changes to the project management plan when new risk responses are-

developed

Measuring Performance through Risk Audits

A risk audit takes another look at what the project team has done for risk management
and whether it has worked.

Many people ask about what is the difference between a risk review and a

risk audit. The best way to understand this difference is to remember that

risk audits look backward in time to what has occurred, while risk reviews
B look forward in time to what should happen.

.l‘

AT
i

A risk audit includes:

o Reviewing if the right risk owners have been assigned to each risk

* Determining if the risk owners are effective

o Examining and documenting the effectiveness of contingency plans and fallback plans

On critical projects, a risk audit could be done before the project management plan is
approved. However, risk audits are more commonly done during the execution of the
project. As a result of a risk audit, corrective action may be taken. Risk owners might be
changed, or contingency and fallback plans for risks might be adjusted.
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A risk audit may be done by the project manager alone, by the project manager and the
team, by an outside "risk audit" group (to help eliminate biases), or as part of a full-scale
project management audit. It might include conversations with risk owners or simply
measuring the results of risk actions taken and then reporting on the resolution of the
risk. Once the analysis is completed, conective action is taken and the effectiveness of
the corrective action is measured. Results of the risk audit are used in the project and also
become a patt of historical records. They can then be used as lessons learned for future

projects.

Earned Value Analysis

Earned value analysis is used to quantitatively measure and monitor overall project
performance against the project baseline. It entails an analysis of the value to the company
of the cost and time put into a project and makes use of actual project information to
measure cost and schedule performance. Some of the key indicators are listed on the
following chart.

0.89 Lam only g A CPI of Tess than
cents out of every one means a bad
dollar invested into | situation.

Cost Performance this project. .
Index (CPD) 13 L am getting 1.3 A CPlofoncor
dollars out of every | greater means a good
dollar I put into this | situation.
project.

0.85 Lam only A CPI of less than

progressing at 85% | one means a bad
Schedule of the rate originally | situation.
Performance Index planned.
(SPI) 125 I am progressing A CPI of one or

at 125% of the rate | greater means a good

originally planned. | situation.
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This forecast can be

As of now, how much
do we think the used to compare to
. project will cost? carlier cost estimates
Istimate at ' e actual cost
, to the actual cos
Completion (EAC)

when the project

is over to assess

perfOrmance,

CPI and SPI are measures of project performance. An SPI of 0.85 implies that

the project is only progressing at 85 percent of the rate originally planned. Project
management would include a detailed evaluation of what specific activities took longer
than planned and what can be done to correct the situation. Plans would be implemented,
and the project manager would determine the SPT again to see if the situation had been
corrected.

To correct such a situation, the project schedule is reestimated during project executing,
In this case, it is determined that the project is currently three weeks late. Corrective
action is needed, and that action can have only minimal impact to project cost.

In the following charts, the left-hand column represents the activities that are on the
critical path. The project team has determined options for shortening the length of each
critical path activity in order to meet the new deadline. Options selected for the previous
situation could include changing resources to someone who can complete the activity
faster or cutting part of the scope of an activity and thus saving time. However, saving
time does not happen in a vacuum. The effect on the other project constraints must also
be considered.
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Looking at the chart, which activity would you choose to save three weeks?

$10,000 $14,000 $4,000

D 6 4 2

E 7 5 2 $17,000 $27,000 | 810,000
G 5 4 1 $15,000 $16,000 §1,000
H 7 6 1 $8,000 $16,000 $2,000
C 8 5 3 $12,000 $21,000 $9,000

The answer would be to choose the options for activities D and G because they have the
least impact on cost.

Now let’s add a column for risk impact. A 10 is a high impact and a 1 is a low impact.
Now which activity or activities would you choose to save three weeks?

§10,000 814,000 |8$4,000

D 6 4 2 9
E 7 5 2 §17,000 |$27,000 |$10,000 |2
G 5 4 1 $15,000 |$16,000 |81,000 |3
H 7 6 1 88,000 |8$10,000 |$2,000 |9

8 5 3 $12,000 821,000 |$9,000 [0

See how your answer is different when the risk column is added! Choosing activities D
and G is shown to have an extremely high impact on the risk of the project. Looking at
other options, you cannot choose activity H because of its high risk impact. Though the
answer depends on the specifics of your project, with the information provided here, you
are most likely to select activity C, the choice with the lowest overall impact to risk.

Imagine the same chart completed with a column for the other project constraints. Now
you ate seeing what a true analysis of options for adjusting a project should include.
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Refine and Update Risk Responses

The project management plan and risk response plans should be refined and updated
throughout the life of the project. As the project progresses, the project team will
become more familiar with the project and thus be
able to determine that the risk score or the number of
unidentified risks may be a warning sign. Additional
risks identified and a large number of project changes
are also warning signs. (Sec also the reasons for
reestimating the project listed later in this chapter.)
Such situations require reassessing or changing the project management plan and the risk
register.

Risk ratings, prioritization of risks, contingency plans, and fallback plans may change
during the life of the project, requiring updates and refinements to the risk register.

Technical Performance Measurement

Every project has technical requirements that must be met. Examples include strength of
concrete, measurable wind resistance of a building, meeting functionality requirements,
strength of the plastic used in a product, or shelf life.

When actual results of technical performance deviate S ' -
from the project baseline, the Identify Risks, Perform gkt OUId 'e-*evaluatEd o
Qualitative Risk Analysis, Perform Quantitative Risk fO!’ the ‘ paCt to all Of the =
Analysis, and Plan Risk Responses processes should pr 0] ECt constramts -

be updated while fixing the problem. Such deviations SRR

imply a isk to achieving the project’s scope. Keep in

mind the project constraints. A change in the cost performance could potentially impact
the quality, customer satisfaction, or schedule of the project.

TRICKS Look for Risks During the Verify Scope Process
OF THE The Verify Scope process is when the project manager reviews the

TRADE-

deliverables for compliance with the requirements, meets with the customer,
and tries to get formal approval in the form of a sign-off on the deliverable.
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Additional risks and more accurate risk ratings for risks can also be obtained while
meeting with the customer during the Verify Scope process. As the scope of various
deliverables is verified throughout the project, you can ask questions about the customer,
how the project fits into the customer’s department (or company) priorities, anything new
in the department (or company), and any other technical and managerial topics that you
can reasonably think of. The following are examples of questions to ask:

* How has the response been within your department (or company) to our last
deliverable?

* What problems did you have with using/implementing our last deliverable?

¢ What should be done differently with future deliverables?

¢ Ifwe could do the last deliverable over again, what would you suggest we do
differently?

¢ How many changes to the scope of work on this project are currently under
discussion? (Asking "how many" instead of "what changes” provides a better
response. )

o You helped us identify a risk to the Z component. Do you have any more information
about that component now that some weeks have gone by?

o Here is a current list of the major risks for the project. What is missing? Do you still
think they are in the proper order from highest tisk score to lowest? (This list may
only be the risks the customer has identified, rather than all the project risks. The full
list may contain some risks that remain confidential, and are accessible only to the
project team.)

Be prepared with questions appropriate to the project before a scope verification meeting,

Risk Reassessment

Additional Risk Identification, Qualitative Risk Analysis, Quantitative Risk
Analysis, and Risk Response Planning

An interesting aspect of risk monitoring and control is that it also involves risk
identification, qualitative risk analysis, quantitative risk analysis (if needed), and risk
response planning. Can you think of a reason why this might be?

There are two major times when a risk reassessment might occur: when new risks are
identified and when changes occur on the project. New risks can be identified during
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risk reviews, by holding additional brainstorming or risk identification sessions, in project
meetings, by watching what is going on, and through any project activity. It is the project
manager’s role to Jook for new risks and to schedule additional risk identification sessions
as required, based on the specific needs of the project.

No matter how well risk management is completed, unidentified risks and project
changes will still occur. This does not mean that changes occur in isolation from sisk
management, Integrated change control is a term that implies that any change to scope,
time, cost, resources, quality, or risk (any part of the project) should be evaluated for

any impact on other parts of the project. A change to the quality level desired for the
project will most likely have an impact on the risk of the project by adding new risks and
changing the ratings and rankings of existing ones. A change to the scope will change the
risks. A change to the cost...you get the picture. |

Therefore, keep looking for risks when any changes are made on the project. Then
qualitatively (and possibly quantitatively) assess the risk in conjunction with already
identified risks. Plan responses if necessary, and update the risk register. If you lose control
of risks or ignore risks during execution and control of the project, you will sacrifice the
benefits gained by previous risk activities. That is an asset you don't want to Jose.

Reestimating the Project

Activity estimates and project estimates are just that—estimates. Estimates can change
based on more complete knowledge of the work needed to be done on activities, other
project changes, and changes in risk to the project. Take this seriously! Activity and
project estimates should be updated and revised over the life of the project to make
sure the project requitements can be met. A project manager does not take a "wait and
see" attitude, but more of a "prove we can make it" attitude toward meeting the project
requirements. Not meeting the requirements means the project manager has failed and
that company or client resources have been unethically wasted. It is that serious.

What might necessitate reestimating? Instances relating to risk management include, but
are not limited to:

e When new risks are identified

» When new risk ratings for probability or impact are determined for existing risks

* When the prioritization of risks changes

¢ 'To accommodate the time and cost for workarounds
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* When any refinement or reassessing of the risk response plans is done
¢ When reserves are used faster than expected

* When the project has had many changes

* When the project has never been done before

* When there is little confidence in the project management plan
 When a new project manager takes over a project

When many unidentified risks occur

To reestimate the project, you could start from scratch, create a completely new work
breakdown structure, ask each person completing a project activity to reestimate the
activity, and continue with the full planning process. You could also just reestimate the
activities that have been affected and determine the effect on the whole project. In any
case, do not forget to adjust the project (e.g,, crashing, fast tracking, cutting scope) to
meet the project requirernents.

Communicating About Risk

Imagine you arc a stakeholder. You have a lot of your own work to do when, suddenly, a
project manager shows up to tell you that the network computer system you were going
to work with will be down that day because of project work. This is not a good situation,
yet it happens all the time. A great project manager will keep the stakeholdess up to date
on the status of the project.

Even better yet, the project manager should have previously identified the stakeholders
and determined their needs, including what each stakeholder needs to know about the
project to better integrate the project into their everyday wotk. The project manager
could then regularly provide required information to the stakeholders. Can you see the
improved cooperation, improved performance, and more successtul project that are the
result of this practice?

Risks should be treated like activities; they ate part of the project and can impact the
project if they happen. Risks can be communicated to stakeholders using the following
methods:

° Project management plan

¢ Project monthly reports

o Activity status reports

* Bar charts
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o Communication with other projects
o Risk register
o Activity estimating form

The project management plan could include a statement such as the following when it
addresses risk. With such a statement, how can you not get support for risk management?

"The original expected monetary value of the risk of this project was §45,700. Actions we have
taken to respond to the risks have cost §1,700 and resulted in an expected monetary value of
$21,600. The savings due to risk management have so far been $22,400 for this project.”

ICH Decrease Risks by Communicating Them
03 f5| & Simply naming the top risks in a report substantially decreases the
sYitp| A probability of their occurrence! Including risk information in the monthly

project report keeps focus on the risks. Everyone will know about the risks
and everyone will be watching out for them. If you were to add the sources of the risks,
then more focus would be placed in the appropriate place. This trick is enhanced if you
include a discussion of risks, how they were derived, and their impact in the kickoff
meeting that takes place at the end of project planning.
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Project #:

Project: PM:
Sponsor: Completion Date: As of Date:
Status
Cost . )
Schedule S
Scope + _—
Quality //
Risk S
Resources ; } } %
Customer Satisfaction Plan vs Actual
Accomplishments Milestone chart
Work for Next Month Activity 1 &
Exceptions to Plans Activity 2 —A——a-
Issues/Problems Activity 3 Ac——ah
SIGNED:

Above is a sample monthly status report form to adapt to your projects.

Notice two things: First, this report is not an output of "project management" software.
Second, it includes a listing of the current top risks on the project. The status of risk, as
well as cost, schedule, etc., can be indicated with the following code:

Red Problem
Yellow Danger
Green Good

1f we are going to include risk in the monthly report, we will also need to accumulate
information about risks to put into that report. Do not just think about holding
meeting. Rather, basic status should be collected by e-mail or a form using the following
as a termplate. So what is the result of this practice? Better information is collected, and
there is more time in team meetings for real work to be done, such as working to decrease

project risk.
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Project: Activity Number; Person Assigned:
Date:

Exceptions to plan (if any):

Status: How much has been done (in hours)?

How much is left to do (in hours)?

Problems/Issues

Risks:

List any new risks

List changes to existing risks

Signed:
1K Use the Bar Chart

o1, | What about using a Bar chart for communicating risks? Include the risk
»J\j] = score and the risk owner as text columns in the bar chart. This will maintain

focus on risk and on the activities that need more assistance. Therefore, 2
functional manager may be less likely to arbitrarily move resources or change the scope of
a risky activity.

A discussion of bar charts should also come with a warning. Years of dealing with
management and other stakeholders in training sessions have led me to discover
something important. Bar charts scare people. Yes, it is true. People do not know how
they are developed and do not believe that they are realistic representations of the
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schedule. Bar charts also seem too much like micromanagement for those people not
trained in project management. Bar charts should only be used by management and other
stakeholders trained in using them.

B D R

RlCKS Communicate with Other Project Managers

OFT HE Few projects exist in isolation. In many cases, concurrent projects make use
TRADE® of the same resources and thus are in competition with each other. There is
PR 2 positive side to this. Experiences on one project can make another project

better. A great project manager will notice what is going on with other projects and

have a formal or informal communication plan with other project managers to share
lessons learned. So, for example, a project manager might be told, "T understand you are
concerned about delay caused by a slow turnaround from the accounting department on
one of your deliverables. We are also working with that department on a project and have
had excellent cooperation.”

Get to know other projects and project managers. Review their list of risks and
contingency and fallback plans and share information with them. Such shating of

lessons learned could be facilitated by a project management office, if one exists, or by
informal coordination meetings between project managers. The more cooperation you can
encourage, the better your reputation will be and the more effective you can be on your
own projects.

A Risk Reserve Report

A 1isk reserve report keeps a running balance of the remaining reserve and helps the
project manager control the reserve. It is used like a checkbook or a savings account
would be. Money is added when activities are completed cheaper or faster, and money
is deducted when it is used for risks. A risk reserve report may look something like the
following:
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A $2,000 $19,600 $5,000

B $8,000 $11,600 $5,000

C $600 11,600 184,400

The same type of report can be done for time,

Lessons Learned

Lessons learned should include an evaluation of risk.

A lessons learned evaluation looks at what went right and wrong with the project and
what should be done differently next time. At a minimum, the project manager creates
lessons learned as a personal record, including productivity rates and other data for use on
future projects. Better yet, this documentation is created by the whole project team. Best
yet, it is created by the team and put into a corporate historical database that is available
to all project teams.

The purpose of lessons learned documentation is to:

o Prevent the same problems from occurring on project after project
¢ Continuously improve the project management process

e Save money and time on future projects

Unfortunately, many people who complete lessons learned miss something; they only

focus on technical lessons learned {for instance, we should have used this brand of

equipment rather than that one). A real lessons learned evaluation looks at three areas:

s Project management: Relating to the process of project management (including the
work breakdown structure, communication planning, the network diagram, risk, etc.)

¢ Management: Relating to communication, facilitation, leadership, and other
management topics

¢ Technical: Relating to the process of completing the technical work
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For risk management, lessons learned also include an evaluation of how the risk effort was
handled and how it can be improved next time. Here's an example:

Project Management—Including Risk Management

Management

Technical

Promote Lessons Learned

TRICKS

OF THE One way to acquire lessons learned is to promote them. Imagine at some
TRADE@ organizational meeting one of the top managers mentioning, "You would not
wiesssiiel believe what we have discovered!" Do this once and everyone will want to be

the person who provided the great new idea for the next meeting.

TR'CKS Risk management is essentia.ﬂy an o.ptimistic a(ftivity, even when i.t is |
OFTHE addressing threats to the Pro;ec.t. It is about taking control and being in

¥ command. When this attitude is held by the project manager, more lessons
Jearned will be created. Some project managers even include prizes for the

TRADE:

best lessons learned submitted by their teams in the reward system for their projects.

Summary of the Tricks of the Trade® for the Monitor and Control Risks
Process

¢ Risks should be the number one topic (meaning first and most important) for project
meetings. Ask: "Are there any changes to the risks we have? Are there any new risks?
Are any changes needed to our contingency plans?”

o Instruct stakeholders in the function and use of reserves before they try to use them.
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¢ Get in the habit of asking yourself, "If we missed this problem, what else did we
miss?”

* Realize that all the risks will not have been identified and keep looking for risks.

o Look for risks during the Verify Scope process and any other interactions with the
customer.

o Watch actions during project execution to uncover more risks.

o Periodically reassess the entire risk plan.

e Watch for low-ranking risks that become more important.

o Continually communicate with stakeholders.

o Remember, the more you keep risks visible, the less likely they are to occur.

* Include top risks, responsibility, and the risks' status in every monthly status report.

o During project monitoring and controlling, bar charts ate often used to show project
status. Include the risk score and responsibility as text columns in this chart.

o Discover what is happening with other projects to help identify or clarify risks on
your project.

e Include an evaluation of risk management on the project in the lessons learned.

Activities in the Monitor and Control Risks Process

The following activities are part of the Monitor and Control Risks process:

¢ Managing the risk management plan and risk response plans

o Watching for triggers (events that show that a risk is about to occur or has occurred)
e Keeping track of the identified risks

o Managing the reserves

o Ensuring the execution of the risk management plan and risk response plans

o Dealing with risks that were not identified

¢ Performing workarounds (in other words, dealing with problems)

o Performing risk audits

¢ Performing risk reviews

s Coming up with additional risk response planning ideas

o Taking cotrective action to adjust to the severity of actual risks

s Revisiting non-top risks to see if the rankings of non-top (or even top) risks need to
change, or if risk responses need to be determined

¢ Collecting and communicating risk status

o Communicating with stakeholders about risks
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¢ Determining if assumptions are still valid

e Looking for any unexpected effects or consequences of risk events :

¢ Monitoring residual risks 5

o Identifying new risks ;

* Reviewing all workaround situations to sée if they provide insight into the existence
of additional risks

o Updating the risk register | i

o Making changes to the project management plan when new risk responses are
developed

* Creating a database of risk data that may be used throughout the organization on
other projects

* Recording results of team meetings and other meetings

e Reviewing results from other projects not yet formalized into lessons learned

o Reevaluating risk identification and qualitative and quantitative risk analysis when the
project deviates from the baseline

Outputs of the Monitor and Control Risks Process
The following are the outputs of the Monitor and Control Risks process.

Risk Register Updates

The risk register is updated with the following information as a result of this process:
¢ Outcomes of the risk reassessments and risk audits
o Updates to previous parts of risk management, including the identification of new
risks |
¢ Closing of risks that are no longer applicable
¢ Details of what happened when risks occurred
o Lessons learned

Change Requests, Including Recommended Corrective and Preventive Actions

The Monitor and Control Risks process will uncover changes needed to the project.

Project Management Plan Updates

The Monitor and Control Risks process can result in updates to the schedule, cost,
quality, and procurement management plans, as well as the human resource plan, the
WBS, and the time and cost baselines for the project.
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Project Document Updates

The Monitor and Control Risks process might also affect the roles and responsibilities on
a project, the stakeholder management strategy, and the quality metrics.

Organizational Process Assets Updates

The Monitor and Control Risks process will lead to the creation of risk templates, such
as a risk register including project risks and risk responses, checklists, and other data to be
used as historical records for future projects.
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Key Concepts

The objective of the Monitor and Control Risks process is to manage the project

according to the risk management plan and the risk response plans recorded in the risk
register.

s

The Monitor and Contro] Risks process involves the following activities:
+ Monitor

¢ Ensure compliance

¢ Measure

+ Take corrective action

¢ Evaluate effectiveness

+ Reassess

¢ Refine

Contingency and management reserves must be controlled, not just used for any need
that arises.

Do not assume all the risks have been identified in the Identify Risks process.
Risk management should be one of the most important topics at each team meeting.
Workarounds should be less frequent than implementing risk response plans.

Taking corrective action involves taking measures of performance, taking action, and
evaluating the effectiveness of the corrective action.

The more you communicate about risks, the less likely they are to occur.
Remember to communicate with stakeholders.
Prove the effectiveness of risk management by showing and reporting results.

Risk response audits help you to determine lessons learned.
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Key Terms

» Monitor and Control Risks process o Evaluate the effectiveness

+ Monitor s Reestimate

o Ensure compliance s Refine

« Respond to triggers s Risk review

» Manage reserves » Technical performance measurement
« Workarounds o Risk reassessment

« Measure o Risk audit

o Earned value analysis o Risk reserve report

o Corrective action
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Instructions: Match the risk management key word to its definition.

Key Word

e 1, Monitor and Control Risks
pracess

e 2. Monitor

e 3+ Ensure compliance
— 4. Manage reserves
o 5. Workarounds

e 6. Risk audit

Definition

A. Analysis of what the project team has
planned for risk management to determine
whether it is still appropriate

B. Control the appropriate use of reserves

C. Analysis of what the project team has done
for risk management to determine whether it

has worked

D. Changes implemented in order to bring
performance back in line with the project
management plan

e 1. Earned value analysis
— 8. Corrective action
9. Evaluate the effectiveness

— 10, Risk reassessment

11. Risk review

—— 12, Technical performance
measurement

E. A method to quantitatively measure and

monitor overall project performance against
the project baseline

F. Making sure policies, procedures, and plans

are being followed

. Implementing the risk response plans

as risks occur, looking for risk triggers,
identifying new risks, and evaluating the
effectiveness of risk responses

. Looking for new risks when changes are

made on the project

© 2010 RMC Pabfications, Inc # {052) 846-4484 « info@rmeproject com « wyay rmicproject com

B
P
i
F

i
v
B
;z-,

SIDRENGE




_ Monitor and Control Risks
. Oversee project performance and activities K. Measure to determine the results of actions
taken
J. Measurement of factors such as strength
of concrete, measurable wind resistance L. Unplanned responses to unidentified risks
of a building, meeting functionality that occur
requirements, strength of the plastic used in
a product, etc., to identify deviations from
the plan
Answer Key
I. G 7. E
2.1 8. D
3. F 9. K
4 B 10. H
5. L 1. A
6. C 12. ]
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1. What method or combination of methods will you use in the Monitor and Control
Risks process on your real-world projects?

2. What ways can you use risk management results to gain support for risk management
efforts in the company?

3. What is the first step to be taken when a risk trigger occurs?
4. What should happen if fallback plans are not effective?

5. What should be done when the frequency of workarounds is greater than the
frequency of implementing contingency and fallback plans?

6. Why does publishing identified risks in monthly reports often decrease the
probability of a risk occurring?
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Monitor and Control Risks

Please visit the RMC Project Management Web site at www.cmeproject.com/risk to
download the full version of the following forms.

R S R
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The work of risk governance extends throughout the project. Risk governance involves
oversight of the entire risk management process, making sure the risk management
activities are consistent, and that they are continuously improved throughout the
organization. Governance is a matter of not starting from scratch on each project, but
rather from benefiting from the successes and failures of projects that have gone before
yours.

Roles and Responsibilities for Risk Governance

The responsibility for risk governance may fall to the project manager, the project
management office (PMO), the risk management department, or management of the
organization. There may even be a risk management governance body set up within the
organization, as described later in this chapter.

The project manager should understand and be trained in risk management, and
manage the project’s risk management process. This might involve determining how risk
management will be handled for the project and how that effort will meet any company
policies and procedures for risk management.

A program manager (if one exists) in the organization would be involved in overseeing
the risk management function for all the projects in the program. This includes

making sure all parties are trained in risk management as well as project management,
coordinating risk management efforts throughout the program, and making sure that the
risk management effort is appropriate for the size and importance of the projects.
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Risk Governance

The PMO might create some policies and procedures for risk management and serve as a
g P P g
governance body overseeing all projects, including how the projects manage risks.

Since risk management is such an important topic, company management may also be
involved in the project, helping to identify risks and making decisions on the amount of
acceptable tisk in the project.

Standards, Policies, Procedures, and Practices

Some of the standards, policies, and procedures that might be set up for all projects

include:

o QOrganizational risk tolerances and thresholds

» Methods to use to identify risks

* Definitions of impact ratings to be used in the Perform Qualitative Risk Analysis
process

o Standard probability and impact matrix

Policies and procedures could also cover such topics as how sponsors should participate
in tisk management activities, who should be trained in risk management {e.g, all project
managers and risk owners), how often risks should be reviewed on projects, and any other
policies relating to risk that are deemed valuable.

These organizational standards and policies are updated based on lessons learned from
applying these standards and policies on other projects. This is critical information for the
project manager to uncover at the beginning of the Plan Risk Management process, as it
will influence how he or she approaches any project within the organization.

Risk governance involves not only creating such policies relating to risk management,
but also making sure that projects are planned using relevant risk policies and standards.
Then while the project is underway, risk governance involves making sure the project
actually follows the policies. Such policies and best practices are designed to improve risk
management effectiveness. They may be enforced by the project manager, PMO, or the
management of the organization if a risk governance body does not exist.
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Risk Governance

Lessons Learned Management

Another function of governance is to ensure that lessons learned related to risk
management are captured on all projects and then made available for use on other
projects. Lessons learned support the practice of continuous improvement within an
organization. Imagine being able to see all the risks that similar projects within the
organization have had! Wouldn't this help to eliminate issues like the same problem
occurring over and over again within an organization? Organizations would grow and
evolve much more quickly and have fewer growing pains. People would be able to focus
their knowledge and expertise toward pushing the boundaries of what is possible while
completing the project instead of dealing with the same problems that other projects

faced.

As we discussed in the Monitor and Control Risks chapter of this book, lessons learned
should include:

o What went right?

o What went wrong?

o What would be done differently if the project could be done again?

Lessons learned are created by the project manager and involve the input of the team and
stakeholders. They are created throughout the life of the project and are finalized at project
end. Lessons learned may be sent to other project managers or departments that might
benefit from them as they are created, instead of waiting until the project is closed out.

Creation of Meftrics

Metrics are standards of performance that, once evaluated, tell how work is performing
against the plan. Risk governance involves the creation of metrics for risk management
activities in the organization.

Project managers will have a performance measurement baseline for the project that
includes broad requirements for scope, time, and cost. On most projects, this baseline is
measured infrequently, leaving the project manager unsure of the real status of the project
between performance measurements. This is why metrics are valuable—to provide an
additional measure of progress and to warn of potential problems.

Project managers may individually be able to determine some metrics for their projects,
but they usually end up basing these metrics on their own beliefs and attitudes. For
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Risk Governance

example, a project manager might think that nine unidentified risks are acceptable, or that
having the team arguing constantly is acceptable.

The role of governance in risk management is to identify acceptable measurements of risk
management success to be used on projects. Some examples of risk related metrics are:

s Risk management activities should take up 1/8 of the project planning time.

o Projects that have more than five major unidentified risks occur must be replanned.

These metrics can then become the baseline for risk management performance on
projects throughout the organization. So instead of just hoping things ate going well, or
having to deal with big problems when measurement time comes, project managers can
determine project performance using established standard metrics and know how things
are progressing against the plan. Instead of having to guess which metrics have meaning
on the project, they can use ones provided by risk governance.

There is another advantage of having standard metrics. Metrics make it possible to
measure the performance of one project (and dare I say, one project manager) against
others. Projects are hugely important to organizations, and the day will come when

a project manager’s performance will be able to be quantitatively measured against
another. The rewards for great project management will then be given to the best project
managers.

Helping to Monitor Risk Response Plans

Risk governance also involves using metrics in developing risk response plans and then
monitoring performance of the project against the risk management plan and the risk
response plans recorded in the risk register.

The Value of Risk Governance

Let me tell you a short story to help you see the value of risk governance. Recently I was
presenting a workshop on risk management to about 900 people when someone asked

me about politics. It seems that the political atmosphere in his company was adding a lot
of risk to his projects. This is clearly an organization that would benefit from having a
governing body that oversees risk management. The governing body would be able to see
the overall impact to the organization of politics-related risks, and therefore take action to
make organizational changes.
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The project manager could then bring concerns about company culture or company
systems to the attention of the risk governance body to explore the overall effect on the
organization, rather than the project manager trying to make an organizational change
based on the effect on just one project.

As you read this, you might think a risk governance body is far from what you will

ever see in your organization. Think again. Since the first edition of this book was
published, more and more organizations around the world have used it as their basic
risk management reference. Therefore, more and more organizations are using the tricks
of the trade and general advice this book provides from projects around the world, So
pethaps it won't be such a long time before your organization realizes the benefits of 4
risk governing body.

If a project can make or break a department or even a company’s future, and if a project
can cause 4 negative impact of hundreds of times its planned cost to companies, then it
will not be long before organizations take a more proactive role in managing the risk in
projects.

Since projects have such a huge potential for negative or positive impact, many companies
even have teams of auditors who will conduct the risk audit on a project to make sure that
the project manager and the project team have identified all the risks, that adequate plans
are in place, and that risk owners understand their roles in preventing and dealing with
threats and maximizing potential opportunities,

As project managers progress in their careers, they can move up into the roles of program
or portfolio managers, but with this chapter, I am also suggesting a new role. A project
manager can move up into a risk governance position within the company, thus securing
the assets of the organization against unnecessary expenditure.

The Future of Risk Governance

Risk governance practices bring to the table a more comprehensive picture of what other
projects have faced and what risk response plans have worked the best on other projects.
Risk governance may be a new idea, but it is one that holds promise for the future of
project managers and projects worldwide,
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Risk Governance

Key Concepts

« Risk governance involves making sure risk management activities are cffective,

consistent, and continuously improved

o The project manager, PMO, or company management may be responsible for risk
governance

+ Risk governance includes:
¢ Standards, policies, procedures, and practices
¢ Lessons learned management
+ Creation of metrics

+ Monitoring and controlling risks

Key Terms
» Risk governance o Lessons learned management
« Governance body o Metrics

s Standards, policies, procedures, and
practices
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Risk Governance

Instructions: Match the risk management key word to its definition.

Key Word

w1, Risk governance 3. Metrics

P —tp

——— 2. Lessons learned management

Definition

A. Standards of performance that, once C. Oversight of the entire risk management
evaluated, tell how work is performing process
against the plan

B. Ensuring that lessons learned are captured
on all projects and made available for use on

other projects

Answer Key
1. C 3. A
2. B
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Risk Governance |

discussion

1. What is the role of a risk governance body?
2. Who is responsible for risk governance in your organization?

3. What is the value of risk governance?
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Risk Governance.

Notes

When you aze ready, please turn to page 321 to take the Final Exam. See how much
knowledge you have gained. |
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Why Take the PMI-RMP Exam?

First, think about what is risk management. Professional project risk management
includes finding and addressing things that can hurt the project and therefore cause delay
and added cost. It also includes finding and utilizing ways to increase the value of the
project.

Now, think about being able to tell your manager that you have received an international
certification in preventing things that can cause delay and added cost on projects, and
actually increasing the value of projects while saving time and cost. Wouldn't this make
you more valuable to your organization? Wouldn't this make you a candidate to gain a
new position, a raise or promotion, or even keep your position when others do not?

The PMI-RMP certification is about setting yourself apart. Obtaining the PMI-RMP
certification puts you ahead of the certified and non-certified project managers without
this new credential. The question is, why wouldn't you take the PMI-RMP certification
exam?

Let me make this an even a better opportunity for you. The PMI-RMP exam is not
exceptionally difficult. I know of many people who already follow proper project
management practices, and who understand the material in this book, that took some
practice exams and then passed the exam. Passing the PMI-RMP exam should not take
you 2 huge amount of effort if you already know project management.
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Taking the Risk Management Professional
(PMI-RMP®) Certification Exam

Qualifying to Take the Exam

To take this exam, you must meet requirements as outlined by PMI (the Project
Management Institute). The current requirements ase described in the following chart.

High Schoo! diploma, | At least 4,500 hours in the 40 contact hours of formal

associate’s degree, or global specialized area of professional | education in the specialized
equivalent project risk management in | area of project risk

the P&St five consecutive years management

or

Bachelor’s degree or global [ At least 3,000 hours spent 30 contact houss of formal
equivalent in the specialized area of education in the specialized
professional project risk area of project risk

management in the past five | management

consecutive years

Applying to Take the Exam

You must submit an application to PMI to take this exam. Applications may be submitted
by mail or online. Submit online if at all possible, since PMI's response time s faster for
electronic submissions. You will receive a notice authorizing you to schedule your exam.
You may be subject to an audit of your application, however. Be aware that an audit will
delay your approval to take the exam.

The exam is usually offered on a computer at designated testing sites, but it might be
different depending on the country you are in. Your authorization notice will give you
specific instructions. PMI is quickly moving to offer computerized testing around the
world in many languages.

ONCE YOU RECEIVE YOUR AUTHORIZATION NOTICE, YOU MUST PASS
THE EXAM WITHIN ONE YEAR!

In some instances, testing centers may not have openings for several weeks. It is
recommended that you schedule your exam at least six weeks in advance of your
preferred test date and at least three months before the end of your eligibility period. The
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examination eligibility period (the petiod of time during which you are able to test) is one
year. The eligibility period starts on the day your application was approved. You may take
the examination up to three times within this one-year eligibility period should you not
pass on the first attempt.

What Is the PMI-RMP Exam Like?

The PMI-RMP exam includes 170 multiple-choice questions with four answer choices
per question. The exam must be completed in three-and-a-half hours. Twenty of the 170
exam questions are "prerelease questions,” meaning they are not included in your score

for the exam. These questions will be randomly placed throughout the exam. You will not
know which ones are which. They will be used by PMI to validate the questions for future
inclusion in the master database. Your score will be calculated based on your response to
the remaining 150 questions. PMI does not disclose the passing score for this exam, but
states that the passing score for all PMI credential examinations is determined by sound
psychometric analysis.

The questions are randomly generated from a database containing hundreds of questions.
The questions may jump from topic to topic and cover multiple topics in a single
question. You get one point for each correct answer. There is no penalty for wrong
answers.

The score sheet that you will receive when you pass the examination breaks risk
management down into the following domains: Risk Communication, Risk Analysis,
Risk Response Planning, and Risk Governance. Your score sheet will rank you as
Proficient, Moderately Proficient, or Below Proficient in each of the four domains of risk
management. The following chart indicates the percentage of scored questions currently
on the exam in each domain:

Risk Communication 27%
Risk Analysis 30%
Risk Response Planning 26%
Risk Governance 17%
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| (PMI-RMP®) Certification Exam m

PMI occasionally makes changes to many aspects of its exams, including
qualification requirements, the application process, the passing score, and the
breakdown of questions in each domain. For the latest information, please visit
www.pmi.org and read your authorization notice carefully. Any differences
between what is listed here and what is communicated by PMI should be
resolved in favor of PMI’s information.

Although the exam is scored by domains, that is not an effective way to organize a

book designed to help you learn risk management or to pass the PMI-RMP exam. We
have therefore chosen to organize this book according to the detailed process of risk
management. | believe that organizing the book this way will help you better understand
each part of the process and help you answer more questions correctly on the exam. The
following shows how the chapters of this book map to the score sheet you will receive.

Risk Analysis Plan Risk Management

Identify Risks

Perform Qualitative Risk Analysis
Perform Quantitative Risk Analysis

Monitor and Control Risks
Risk Response Planning Plan Risk Responses
Risk Governance Throughout
Monitor and Control Risks
Risk Governance

Risk Communication

Project managers spend approximately 90 percent of their time communicating. The
topic of risk communication extends throughout the entize risk management process,

and therefore, throughout this book. Communication of risk management efforts

is included in the communications management plan, and impacted by the type of
organization in which the project is being performed. Major risk areas requiring attention
to communication include: when the charter is created and authorized, during the
Identify Risks process, when unexpected risks arise, and as risk responses are planned and
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Taking the Risk Management Professional
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implemented. Keep the concept of communication in the front of your mind as you read
each chapter of this book.

Risk Analysis
Risks are analyzed at a high level at the onset of the project. As discussed in the Identify

Risks chapter, further analysis may be documented as risks are identified and added to the

risk register. A majority of the risk analysis effort on a project occurs during the Perform
Qualitative Risk Analysis and Perform Quantitative Risk Analysis processes. The

effectiveness of risk responses is analyzed in the Monitor and Control Risks process.

Risk Response Planning

Potential risk responses may be documented as risks are identified. However, the majority
of this work occurs in the Plan Risk Responses process on a project. This process
addresses both threats and opportunities, as well as secondary risks, residual risks, and
contingency and fallback plans. In this process, reserves are created.

Risk Governance

Risk governance is another topic that extends throughout the entire risk management
process. Although it is subtly referenced in other chapters of this book, an entire chapter
is devoted to this topic. Much of what occurs in risk management, including creating
and enforcing risk standards, policies and procedures, and using historical lessons learned
in improving risk efforts on projects, is influenced by the organization’s approach to risk
governance.

For many people, the most difficult risk management processes on the exam are Plan Risk
Management and Monitor and Control Risks.

Be aware of the following for the exam:

o The PMI-RMP exam tests knowledge, application, and analysis. This makes the
exam more than a test of memory. You must know how to apply the information in
this book and be able to analyze situations involving this information. Do not expect
the exam to have all straightforward, definition-type questions.

o It isimportant to realize that the PMI-RMP exam deals with real-world use of
project risk management, and includes "What would you do in this situation?"
questions (situational questions). These questions are extremely difficult if you have
not used project risk management tools in the real world or if your project risk
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management efforts include common errors. You have to have been there to pass the
exam.

* Most acronyms will be spelled out (¢.g., the exam will use the full term "work
breakdown structure” rather than "WBS").

Some of the questions are situational, ambiguous, and wordy. Some questions may even
seem like they have two right answers. Be prepared for the following types of questions so
you will not waste time or be caught off guard when you are taking the exam.

1. Situational questions: These questions require you to have experience applying risk
management in situations in the real world.

Question: You receive notification that a major item you are purchasing for a project

will be delayed. What is the BEST thing to do?

A Ignore it; it will go away.

B. Notify your boss.

C. Let the customer know about it, and talk over options.
D. Meet with the team and identify alternatives.

Answer: D

2. Questions with two or more right answers: Questions that appear to have two,
three, or even four right answers are a major complaint from many test takers. Many
questions will list choices that all could reasonably be done, or that less experienced
ot less qualified project managers are likely to choose. Experienced project managers
have less trouble with this than people with limited experience and knowledge of
project managermment.

As you go through questions and review the answets in this book and in Rita
Muleahy's PM FASTrack® Exam Simulation Software for the PMI-RMP Exam, look
for instances where you think there are more than one right answer and try to figure
out why you think so.] have intentionally put questions like these into my products

for PMI-RMP exam preparation.

Let’s look again at the previous question. Couldn't we really do all of the choices?
The right answer is certainly D, but isn't it also correct to tell the customer? Yes, but
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that is not the first thing to do. Essentially this question is really saying, "What is the
BEST thing to do next?"

3. Questions with extraneous information: It is very important to realize that not all
information included in a question will be relevant. In the following question, the
numbers are extraneous,

Question: Experience shows that each time you double the production of doors, unit

costs decrease by 10 percent. Based on this, the company determines that production
of 3,000 doors should cost $21,000. This case illustrates:

A. Learning cycle.
B. Law of diminishing returps.

C. 80/20 rule.

D. Parametric cost estimating.
Answer: D

Some questions on the PMI-RMP exam will be longer than this one. But not all the
information presented will be required to answer the question. For example, imagine
I changed the previous question to be wordier. It might read as follows:

Your company is a major manufactuer of doors, and has received numerous awards
for quality. As the head of the manufacturing department, you have 230 people
reporting to you on 23 different projects. Experience shows that each time you
double the production of doors, unit costs decrease by 10 percent. Based on this, the
company determines that production of 3,000 doors should cost $21,000. This case
illustrates. ..

Can you see how the additional data does not add any value to the question? The
data is a distracter. On the exam, you may sce whole paragraphs of data that are not
needed to answer the question. The trick is to look at each question to determine
"What is this question asking about?" rather than getting lost in all the information
provided. Do not get upset if you have difficulty with these long, wordy questions.
Just mark them and come back to them later. If you know what to expect, you will
not be upset or lose confidence when you see these questions.
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4. Questions using made-up terms: Many people taking the exam expect that all the
terms used as choices should mean something. They do not! There are often made-
up terms used on the exam. Perhaps the question writer needed another choice, or
perhaps the made-up terms are added to trick those who do not know the answer.
If you consider yourself well trained and see a term you do not know on the exam,
chances are it is not the right answer. For example:

Question: A form of project organization where power is evenly shared between the
functional manager and the project manager is called:

A A tight matrix.
B. A weak matrix.

C. A balanced matrix.
D. A strong matrix.

Answer: C
In this question, choice A, tight matix, is not a real project management term.
5. Questions where understanding is important: First look at the following question.

Question: The process of decomposing deliverables into smaller, more manageable
components is complete when:

A Project justification has been established.

B. Change requests have occurzed,

C. Cost and duration estimates can be developed for each work element at this detail.
D. Each work element is found in the WBS dictionary.

Answer: C

In order to answer this question, you must understand all the terms. Memorization is 7
not enough! /

6. Questions with a new approach to a known topic: There will be many instances
where you understand the topic, but have never thought about it in the way the
question describes. Some people say that most of the questions on the exam t