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" " " "About the Author 
Rita Mulcahy, PMP, is an internationally recognized expert in project management and 
a highly sought-after project management author, trainer, and speaker. She has over 30 
best-selling project management resources to her credit. Rita has taught and spoken to 
tens of thousands of managers and executives, and her products, classes, and e-Learning 
courses have helped over 250,000 people become more effective at managing projects.111e 
first edition of this book, Rirk Management, Trick, of the Trade® for Project Mallagen, won 
the Professional Development Product of the Year Award from the Project Management 
Institute (PM!). 

Rita is also the founder of RMC Project Management, an international project 
management speaking, training, and consulting firm, a Global Registered Education 
Provider with PMI, and one of the fastest-growing training companies in the country. 
RMC specializes in real-world project management training-interpreting the PMBOJ(F! 
Guide for real-world use and helping companies use the latest project management tools 
and techniques to complete projects faster, with less expense, better results, and fewer 
resources. RMC provides training in basic and advanced project management for team 
members, project managers, project management offices, and senior management. RMC 
offers classroom and online training on topics including: 
• Project Management Fundamentals 
• Project Risk Management 
• Determining and Managing Requirements 
• Common Project Problems 
• Troubled Project Recovery 
• Negotiation 
• Contracts and Procurement 
• Best Practices 

Please visit RMC's Web site, www.rmcprojectcom, for more information about these and 
additional course topics. 
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• • • • Introduction 

Imagineyou are the project manager anigned to build a !1Ipennarket in South America. The 
project is scheduled to begin during the dl] seawn and will be built near a rain forest. Now 
imagine the risks you might encolmte!: Even if you are not a construction expert, YOIi might 
have thought that rain could be a problem, In the comtruction industry, there is Jomething called 
liquidated damages, money the seller pays the buyerfor delay in meeting the completion date, 
Therefore, the .;eller would be u!OlTied about anythillg that might delay the project. 

During the project, it starts to raill and rain. Your boss, vel] upset, comeJ down to the 
comtruction Jite raying, 'It's raining. It's rainillgf"The buyer's project manage!; al50 upset, comes 
down to the constructioll site saying, 'It's raining! It's raining/Tou say, "Don't won]; the 
helicopter will be here ill a moment, "fmt asyou fmiJhspeaking, a helicopter arriveJ and proceeds 
to lise the Jpeed of its roton to blow the water off the comtruction site. No more problems I How 
mn the boss not give you and your team some credit/or wch activity? How mn he not aJlign you 
to the next project everyone else want.s to be assigned to? The boss and buyer will probably tell 
eVe!]one they know about this one/oryean! To them, it looked like magic. To you andyour team, 
it wasjllJt project management. 

While developing a new handheld compute!; the CZlstomer leamed that the keypad they requested 
would not work under the conditi01lJ necessmy Worried that the required end date could 110 

longer be met and huge expense would be inClirred, the customer held a meeting with the project 
manager to disCl/sS the problem, The cmtomer was shocked when the project manager .said, "Wi; 

expected this could happen and have all alternative keypad almost ready The delay for this iJSue 
has been already planned into the project rmrve and we will Jtill be able to complete the project 
on time." 

111ese stories are examples of successful risk management However, in the real world, 
many project managers are unaware of the process of risk management, or they think 
risk management is too hard or is only for large projects. As a result, they are unable to 
achieve the level of success reflected in the previous stories. 
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RMC Project Management, founded by Rita Mulcahy, PMP, has conducted several 
international studies of the methods used in project risk management. Our conclusion 
is that the situation is dire! We found managers of US $700,000,000 projects in South 
Africa who were using checklists and believing that was risk management. A team on 
a US $300,000 project in France used only an interview technique to manage risk for a 
project that could have resulted in the death of many of its workers. Project managers in 
more than one country never looked at the causes oftheir risks to realize that a single 
cause could result in the occurrence of many low-ranking risks, thereby leading to project 
£fIUure. Consultants speaking at "risk managemene' conferences were telling people that 
risk management is only the use of a stoplight evaluation of red, yellow, or green for a 
plOject, rather than detailed identification of individual risks. Project managers in the 
United States were using only Monte Carlo simulation, believing they were doing adequate 
risk management. Professional risk management associations were only accepting papers on 
quantitative risk analysis, excluding as unimportant all the othcr topics in risk management. 

We have since found that industries are now taking risk management more seriously, and 
embracing and reaping the rewards offollowing more comprchensive risk management 
processes. 

In 1999, the Committee on Banking Supervision of the Bank ofInternational 
Settlements (Basel Committee) established minimum requirements to improve the 
measurement of risks in that industry. Banks are incentivized to invest in, develop, and 
implement plOject risk management. Ultimately, the institutions with more sophisticated 
risk management disciplines will be able to set their own capital requirements based on 
their own risk plOfiles. What does this mean? 'TIle better a bank's risk management, the 
more funds they are allowed to lend, thus, the more revenue they can earn. 

In the construction industry, studies show that ignoring risk and simply trying to shift all 
risks to the seller results in 8 percent to 20 percent additional costs to the buyer. 

In the software industry, the Capability Maturity Model (CMM) levels espoused by many 
different organizations require a documented and assessed risk management process. 

In country after country, standard project management practices now focus on risk 
management. Yet, in reality, too many project managers and those who work on projects 
still ignore risks, doing nothing about them. 

Can you imagine preventing 90 percent of your project problems? How helpful would it 
be to eliminate 35 percent of those problems on the first try? Can you imagine how much 
the quality, cost, and schedule of your projects could be improved? 

After years of working with thousands of project managers flOm around the world, 
this book has been written to fill a substantial gap in international risk management 
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knowledge. It also attempts to correct common errors flagrantly noted and taken as fact in 
poorly documented articles and project management literature. 

Since this book covers the basics of risk management-plus advanced topics and Tricks of 
the Trade ® from around the world-it is a must for project managers, management, team 
members, and those preparing for project management or risk management certification, 
whether through self study or in university or corporate risk management courses. 

Using This Book to Prepare for Certification Exams 
This book is designed to teach real-world risk management and to provide real examples 
of managing risk. Since most certification exams that test on risk management test your 
ability to apply risk management to real-world situations, rather than just testing your 
knowledge, this book is also the primary text for becoming risk management certified. 
It was designed as the primary resource for preparing for the Project Management 
Institute's Risk Management Professional (PMI-RMp®) exam.1his book is also a key 
text to use in preparing for the risk management questions on the Project Management 
Institute's PMp® and CAPM® exams and the risk management questions on the 
PRINCE2 certification. 

Note: If you are using this book to prepare for PMI's Risk Management Professional (PMI
RMp®) exam, please start by reading Chapter 10 of this book. If you are using this book as part 
of your preparation for the PMp® or CAPM® exam, please start by reading Chapter 11 of this 
book. 

111is book may also be used to obtain up to 15 PDUs in the self study category for Project 
Management Professional (PMP) recertification or 7.5 PDUs in the self study category 
for PMI-RMp® recertification with the Project Management Institute. 

111is book has the following features: 
• Tricks of the Trade® from 141 worldwide contributors and international risk 

management research 
• Subjects and innovative tricks that no one else has written about 
• Exercises to make all the concepts real 
• C2.\restions for discussion and other features needed for university courses that use this 

book 
• Templates you can adapt to your real-world projects 
• Exams, games, and exercises utilizing adult and accelerated learning to increase your 

knowledge in fast and fun ways 
• Over a thousand sample risks and risk categories that will help you identify risks you 

have not previously thought about 
• Access to free templates and additional risk information 
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This boole 
• Shows how risk management fits into the project management process, especially in 

the areas of cost, schedule, quality, team building, and procurement. 
• Emphasizes the areas that should get the most attention in the real worH 
• Provides a methodology that prevents many of the problems faced on projects and 

shows how to do it, not just what to do. 

How to Use This Book 
Throughout this book, you will see many exercises. These have been developed based on 
accelerated learning theory and an understanding of difficult topics in risk management. 
It is important to make sure you do these exercises, rather than jumping right to the 
answers. Do not skip them, even if their value is not evident to you. The exercises and 
activities are key benefits of this book, whether your goal is to pass an exam or simply to 
improve your project management abilities. 

Each chapter is concluded by a chapter review. This review includes key concepts, key 
terms, a matching game, and questions for discussion. Make sure you can honestly say 
that you understand each of the key concepts and know each of the key terms. If not, 
go back and reread the chapter. Then play the matching game to make sure you are 
comfortable with these concepts, Lastly try to complete the questions for discussion. 
1hese questions will help you think about what you read in the chapter in new ways and 
thus make sure you really understand the concepts. 

Each chapter review also includes an opportunity for you to adapt what you have learned to 
your real-world projects. Again, this will help you because you have to apply what you have 
learned to a real-world situation-in this case, YOUR real world situation. In doing so, you 
can uncover gaps in your knowledge. Many of the templates included in the book are also 
available online for you to print and to adapt as the circumstances of your project dictate, 

• Also included throughout the book are Tricks of the Trade®, a registered 
• trademark of RMC. They are designated by this image and will give you 

• 1"1 some extra insight on what you need to know about project risk management. 
I: 1!' t I 010 Many of the Tricks of the Trade® first described or promoted in previous 

editions of this and other RMC publications have since become industry 
standards! 

Concepts such as risk tolerance and risk owners are similar acIOSS the different risk 
management approaches, In the PRINCE2 project management standard, qualitative 
and quantitative risk analysis are called risk evaluation. Risk response planning is refened 
to as identifYing suitable responses to risk and selecting and planning resources. The risk 
register is called a risk log. Otherwise the concepts are similar. 
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No matter how much experience a person may have in managing projects, everyone has 
a few tricks for managing risk. Before you continue reading, take some time to list yours 
now, and then see how many more you have after reading this book. I-lave fun adding to 
your list! 

, 
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Test your current knowledge of risk management Using this score sheet, take the Pretest, 
and put a checlcmark next to the ones you answered correctly. Then read this book and 
complete the exercises. A final exam is provided after Chapter 11 to test your knowledge 
in more detail. 

Question Answer Check (I) Question Answer Check (I) 
if Correct if Correct 

1 14 

2 15 

3 16 

4 17 

5 18 

6 19 

7 20 

8 21 

9 22 

10 23 

11 24 

12 25 

13 Total Correct 
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1. Which of the following best describes why a work breakdown structure is needed 
bef<:lIe you can complete the risk management process? 
A. It describes resources to be used on the project 
B. It shows the interdependencies on the project. 
C. It shows the work to be done on the project 
D. It shows the lack ofolganization on the project. 

2. Of the risk management processes, which one might it be appropriate to omit on 
certain piojects? 
A Plan Risk Management 
B. Perfolm Qyalitative Risk Analysis 
C. Perform Qyantitative Risk Analysis 
D. Plan Risk Responses 

3. What is the purpose of risk management? 
A To plan how to deal with problems 
B. To uncover scope of work that needs to be accomplished 
C. To assign risks to risk owners 
D. To systematically manage things that can go right and wrong on a project 

4. Which of thc following plOcesses uses a subjective evaluation of risks? 
A. Identify Risks 
B. Perform Qyalitative Risk Analysis 
C. Perform Qyantitative Risk Analysis 
D. Plan Risk Responses 

5. A ShOlt list of risks is created during which risk managemcnt process? 
A Identify Risks 
B. Perform Qyalitative Risk Analysis 
C. Perform Qyantitative Risk Analysis 
D. Plan Risk Responses 

'''''' _ H 
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6. Which of the following is most likely to occur if risk management is not done on a 
project? 
A. Testing activities will fail. 
R The project will cost more and take longer. 

C. The customer will appreciate how much less time it will take to complete the 
project 

D. Team members will be unhappy. 

7. Who is involved in identifying risks? 
A. The team 
B. The sponsor 
C. The project manager 
D. Everyone 

8. What is the definition of a risk? 

A. An opportunity or threat that might affect the project 
B. A project constraint 
C. A problem that has occurred 
D. An issue that needs the sponsor's attention to resolve 

9. Which of the following are needed before you can effectively perform the Plan Risk 
Management process? 
A. A work breakdown structure and a project charter 
R Measurements 
C. The sponsor and some work completed 

D. An understanding of the calculations to be made to measure progress 

10. Opinions or beliefs about the project that mayor may not be accurate are called: 
A. Constraints. 
B. Assumptions. 
C. Dependencies. 
D. Risks. 

=='"' ~- -
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11 Historical records are important to review in planning a project because: 
A You can duplicate all the templates from another pIOject, rather than creating 

your own. 
R They document company policies and procedures for project management. 
C. You can save the time ofidentifying risks by using the risk register hom a 

previous project. 
D. They include lessons learned from past, similar projects, which may help you plan 

your own project and benefit from previous successes and failures. 

12. The role of the project management offlCe (PMO) may include all of the following 
EXCEPT: 
A Advising the project manager on processes and procedures. 
R Authorizing the project charter. 
C. Providing standard reporting forms for use on the pIOject. 
D. Measuring the effectiveness of corrective action on the project. 

13. Someone who is risk averse: 
A Is a risk taker. 
R Is a risk management expert. 
C. Prefers to avoid risks. 
D. Will accept a particular category of risks on a project. 

14. Affinity diagrams, nominal group technique, and brainstorming are all tools for: 
A. Developing the pIOject charter. 
R Qyantifying risks. 
C. Responding to risks. 
D. Identifying risks. 

15. Which of the following is NOT an example ofa project risk? 
A The temperature could drop below fieezing earlier in the season than usual. 
B. An important delivery could be delayed, 
C. We do not have enough qualified technicians to complete the installation as 

required. 
D. Our competition could beat us to market with a similar product. 
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I 



16. Which of the following risk identification techniques continues until a consensus of 
expert opinion is reached? 
A. Delphi technique 
B. Brainstorming 
C Mfinity diagramming 
D. Nominal group technique 

17. The process of determining how well a risk is understood is called: 
A. O.1lalitative risk analysis. 
B. Data quality analysis. 
C Earned value analysis. 
D. Assumptions testing. 

18. Monte Cado simulation is: 
A. A method of identifYing risks. 
B. A response to risks not identified in the planning process. 
C A way to calculate expected monetary value of risks. 
D. A method of analyzing the probability of completing the project within a range 

of time or cost. 

19. Probability and impact of risks can be determined by all of the following EXCEPT: 
A. Referring to historical records of past, similar projects. 
B. Utilizing the Delphi technique. 
C Network diagram analysis. 
D. Interviewing experts. 

20. Which of the following is a risk response strategy for both threats and opportunities? 
A. Transfer 
B. Accept 
C Mitigate 
D. Exploit 

.u.=="'=_ = 
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21. A secondary risk is a risk that: 
A. Has occurred twice during the project. 
B. Is generated by a response to another risk. 
C. Is not identified before it occurs. 
D. Is addressed by a fallback plan. 

22. Contingency reserves can be used: 
A. To deal with unplanned risks that occur. 
B. Only with management's approval. 
C. To deal with specific risks as planned. 
D. By the project team as needed. 

21 A risk trigger is: 
A. An individual assigned to manage a specific risk 
B. An indication that a specific risk has occurred or is about to OCCllI. 

C. An impact of a risk that is greater than expected. 
D. A risk that is planned for, but does not occur, during the project 

24. A risk review: 
A. Looks forward in time to ensure existing risk response plans ale adequate. 
B. Evaluates the effectiveness of the team's risk management efforts. 
C. Indicates that an identified risk is about to occur. 
D. Is an evaluation by the project manager of the work done by risk owners. 

25. Inputs to the Perform Qyalitative Risk Analysis process include all of the following 
EXCEPT: 
A. Project scope statement 
B. Watchlist 
C. Risk management plan. 
D. List of potential risks. 

© 2010 RMC Publications, Inc • (952) 846-4484 • inlo@rmcprojeclcom • '111'1'1/ rmcprojecl com 



L Answer:C 

Explanation: A work breakdown structure is used to help identifY the work to be 
done and therefore allows risks to be identified by work package, a more detailed level 
than only identifYing risks by project 

2. Answer:C 

Explanation: The Perform Qyantitative Risk Analysis process is a more detailed, 
numerical method of analyzing risks. Depending on the size and priority of the 
project, the time and effort required to complete this process may not be worthwhile 
or necessary. 

3. Answer:D 

Explanation: Notice that choice D includes addressing threats AND opportunities. 
It is more inclusive than choice A, and therefore more accurate. 

4. Answer:B 

Explanation: Subjective evaluations of risk are done during the Perform Qyalitative 
Risk Analysis process. 

5. Answer:B 

Explanation: The purpose of the Perform Qyalitative Risk Analysis process is to take 
the long list of risks created in the IdentifY Risks process and determine which ones 
warrant further analysis. These risks comprise the short list. 

6. Answer:B 

Explanation: The process of risk management removes many of the things that can 
go wrong on a project and finds ways to save time and cost. Therefore, the project can 
generally be completed faster and cheaper. 

7. Answer:D 

Explanation: All stakeholders should be involved in the risk management 
process, including the identification of risks. It is important to have input on risk 
identification from a variety of sources, to ensure that all possible risks are identified. 

© 2010 RMC Publicalions.lnc '1952) 846·4484 ' inlo@rmcprojecl com' IWNI rmcprojecl com 7 
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8. Answer:A 

Explanation: Constraints (choice B) are facts, not risks. Risks are opportunities or 
threats that might affect the project for better or worse (choice A) and not problems 
that have abeady occurred (choice C). Risk resolution generally does not require the 
involvement of the sponsor (choice D). 

9. Answer: A 

Explanation: Choice A is the only choice that describes items needed before you can 
do risk management. Measurements (choice B) and completed scope (choice C) come 
after the Plan Risk Management process. Calculations (choice D) are not required. 

10. Answer: B 

Explanation: This is the definition of assumptions (choice B). Assumptions must be 
investigated and their validity determined, as incorrect assumptions can negatively 
impact the entire risk management process. 

11. Answer: D 

Explanation: Choices A, B, and C are incorrect statements regarding historical 
records. Although you may find some templates and/or the risk register from previous 
projects to be useful (choices A and C), your plan should be specific the needs of your 
particular project. Historical records are best used as a starting point, and adapted by 
the project manager. Policies and procedures (choice B) are parts of organizational 
process assets, and not specifically historical records. Choice D is the correct answer 
and describes the value of reviewing historical records fiom past projects. 

12. Answer: B 

Explanation: All of the choices except choice B are possible ways the PMO may be 
involved in a project. The project charter is authorized by the project sponsor. 

13. Answer: C 

Explanation: The definition of risk averse is "unwilling to accept risle" 

= 
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14. Answer: D 

Explanation: These are all tools the project manager can use with the team and 
stakeholders in the Identify Risks process. 

15. Answer: C 

Explanation: A "risk" that is at least 80 percent likely is not a risk, but a fact. Facts 
are addressed in other parts of project planning. 

16. Answer: A 

Explanation: The Delphi technique involves getting opinions from multiple experts, 
compiling the results and then sending the feedback back to the experts until 
consensus is reached. 

17. Answer: B 

Explanation: Data quality assessment analyzes the current understanding of the 
risk and the reliability of the data. This technique identifies risks that require further 
investigation. 

18. Answer: D 

Explanation: Monte Carlo simulation is a tool used in the Perform Qyantitative Risk 
Analysis process. It creates a probability distribution of completing the project within 
a range of possible dates or costs. 

19. Answer: C 

Explanation: Although the network diagram (choice C) is used to identify risks on 
the project, it is not of value in analyzing the probabilities or impacts. All of the other 
choices may be used for that purpose. 

20. Answer: B 

Explanation: Transfer (choice A) and mitigate (choice C) are response strategies for 
threats. Exploit (choice D) is a response strategy for opportunities. 

© 2010 RMC Publicalions, Inc '1952) 846·4484' inlo@rmcprojeclcom ' IWA"rncprojecl com 9 
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21. Answer:B 

Explanation: Secondary risks must be identified in the Plan Risk Responses process, 
and response strategies must be created for them, as well as for the other risks. 

22. Answer: C 

Explanation: Additional funds allocated for unplanned risks (choice A) are 
management reserves, Contingency reserves are included in the budget to be used for 
specific potential risks. 

23. Answer: B 

Explanation: A risk trigger is an indication that a risk has occurred or is about 
to OCCUI, The individual assigned to each risk is the risk owner. This person is 
responsible for watching for triggers and carrying out the risk response if the risk 
occurs. 

24. Answer: A 

Explanation: Choice A is the correct definition of a risk review. A risk audit evaluates 
the effectiveness of the team's risk management efforts (choice B). Choice C is the 
definition ofa risk trigger. 

25. Answer: B 

Explanation: A watchlist includes non-top risks documented for later review during 
the Monitor and Control Risks process. It is an output of the Perform Qyalitative 
Risk Analysis process, not an input. 
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Risk 
Management 

Overview 

The risk management process is a systematic and proactive approach to taking control 
of projects by understanding or decreasing uncertainties (unknowns). Tailored risk 
management can apply to projects with a range of durations from weeks to years and 
budgets ranging from a few thousand to millions of dollars. 

Risk management involves minimizing the consequences of adverse events a; we!! OJ 

maximizing the results of positive events. Therefore, risks can be good or bad events, 
referred to in this book as opportunities or threats. 

It is essential that potential good events (opportunities) 
are included in risk management. Such identification 
allows the team to take advantage of opportunities 
presented by the project. The things that go right 
(cheaper parts, an activity completed £1ster than 
scheduled) are what give you an edge over the things 

that go wrong. 

I 

Look for the good AND bad 
things that can happen! 

Risk management is a part of the project management process, and consistently following 
that process is important for getting results. It allows you to take control of the project, 
rather than letting the project control you. If the early steps of the project management 
process are not followed, the benefits of the later steps will not be realized. 

The six individual risk management processes are outlined next. They will be described in 
detail in the following chapters. 
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Risk Management Overview 

Plan Risk Management 
This process focuses on determining how risk management will be done on the project, 
who will be involved, and the procedures to be used. 

Identify Risks 
In this process, the stakeholders are involved in making a long, comprehensive list of 
specific risks (threats and opportunities). This does not mean five items, but hundreds 
of items. Risks to the entire project are identified, but risks are also identified at a lower 
level-by work package or by activity. 

Perform Qualitative Risk Analysis 
This process includes subjectively analyzing the risks obtained in the Identify Risks 
process and deciding which risks waIIant a response-creating a "short list." Probability 
and impact are determined qualitatively, a choice is made about whether a quantitative 
evaluation is necessary, and the project risk score and the probability of meeting project 
objectives are determined. 

Perform Quantitative Risk Analysis 
If it is necessary for the project, this process is performed to numerically analyze the 
probability and impact of specific risks and the overall risk of the project. 

Plan Risk Responses 
This process involves determining what can be done to reduce the overall risk of the 
project by decreasing the probability andlor impact of the short-listed threats and 
increasing the probability andlor impact of opportunities. 

Monitor and Control Risks 
In this process, the risk response plans are implemented as risks occur throughout the 
course of the project. It includes looking for risk triggers, identifying new risks, and 
evaluating the effectiveness of risk responses. 

Risk Management Is an Iterative Process 
Risk management is not a one-time-only process. It is repeated throughout the life of 
the project Therefore, risk identification starts in initiating. It is heavily addressed during 
project planning and continues during project executing and monitoring and controlling, 

= 
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Risk Management Overview 

as changes are made or issues are discovered. Each of the individual risk management 
processes should be done as completely as possible and then fine-tuned through 
iterations. 

There are two types of risk: 
• Business risk: A risk of a gain or loss (e.g., a product that can lose money or make 

money when sold) 
• Pure {insurable} risk: Only a risk ofloss (e.g., such as a risk of fire) 

In any case, a risk is something that is less than 100 percent certain-if it is a fact, it is not 
a risk! Risk management involves determining the following risk factors: 
• Probability: The likelihood that a risk (threat or opportunity) will occur 
• Impact (consequence): The effect on the project if the risk (threat or opportunity) 

occurs 
• Expected timing: When during the life of the project the risk (threat or opportunity) 

might occur 
• Frequency of the event: How many times the risk (threat or opportunity) might 

occur during the life of the project 

Risks are identified early in the project, but most do not impact the project until later 
(see the following diagram). Therefore, the risk management process helps prevent nlture 
problems fi'om occurring. 

The following chart shows the entire risk management process that is described in this 
boole Use this chart to help make sure you understand how each part of the process fits 
together. 
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Risk Management Overview 

Chapter Summary 

Key Concepts 
• Risk management is a systematic approach with a process that must be followed in 

order to gain results. 

• Risk management should be used on all projects. 

• Risk management is an iterative process that recurs throughout the life of the project 

• A risk can be a threat or an opportunity 

• A fact is not a risk. 

Key Terms 

• Risk management process 

• Uncertainties 

• Risks 

• Threats 

• Opportunities 

• Plan Risk Management process 

• Identify Risks process 

• Perform Qyalitative Risk Analysis 
process 

• Perform Qyantitative Risk Analysis 
process 

• Plan Risk Responses process 

• Monitor and Control Risks process 

• Iterative 

• Business risk 

• Pure (insurable) risk 

• Risk factors 

• Probability 

• Impact 
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Risk Management Overview 

Matching Game: Overview 

Instructions: Match the risk management key word to its definition. 

Key nord 

1. Risk management process 

2. Uncertainties 

3. Risks 

4. Threats ---

___ 5. Opportunities 

___ 6. Plan Risk Management process 

___ 7. Identify Risks process 

___ 8, Perform Qyalitative Risk Analysis 

process 

___ 9, Perfor m Qyantitative Risk 
Analysis process 

Definition 

A. Repeated throughout the life of the project 

B. A systematic and proactive approach to 
taking control of projects by understanding 
or decreasing the uncertainties 

C. Determining specific risks by project and by 
activity 

D. Unknowns 

___ 10. Plan Risk Responses process 

___ 11. Monitor and Control Risks 
process 

___ 12. Iterative 

___ 13. Business risk 

___ 14. Pure (insurable) risk 

___ 15. Risk factors 

16. Probability 

17. Impact 

E. Numerically analyzing the risks obtained in 
the Identify Risks process and analyzing the 
extent of overall project risk 

F. Determining how risk management will be 
done on the project, who will be involved, 
and procedures to be used 

G. A risk ofa gain or loss 
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Risk Management Overview 

Matching Game: Overview 

H. Implementing the risk response plans 
as risks occur, looking for risk triggers, 
identifying new risks, and evaluating the 
effectiveness of risk responses 

I. Possible events that may positively impact a 

project 

J. Determining what can be done to reduce 
the overall risk of the project by decreasing 
the probability and impact of the threats 
and increasing the probability and impact of 
opportunities 

K. Subjectively analyzing the risks obtained 
in the Identify Risks process and deciding 
which risks warrant a response; creating a 
"short list" of risks 

Answer Key 

L B 10, J 
2- D 11. H 

3. L 12, A 
4. Q 13. G 
S, I 14. N 

6. F IS. 0 
7. C 16. M 
8. K 17. P 
9. E 

L. Possible events that may positively or 
negatively impact a project 

M. The likelihood that a risk (threat or 
opportunity) will occur 

N. A risk onoss 

o. Probability, impact, expected timing, 
frequency of the event 

P. The effect on the activity or the project if the 
risk (threat or opportunity) occurs 

Q. Possible events that may negatively impact a 
project 
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Risk Management Overview 

Questions for Discussion 

1, How do you currently manage risks on your real-world projects? 

2. Why is following a process so important for achieving successfulrcsults? 

3. Why should risk management include an analysis of things that could go right in 
addition to things that can go wrong? 

4. Why should a company require that any risk that is 80 percent or more probable be 
considered a fact and included as a constraint in the project management plan? 
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hat You Need 
Before You Can 

Effectively Begin 
Risk Management 

An input is something that must be done or information that must already have been 
collected before you can adequately complete the next process. This is important! If risk 
management is going to be fast and effective, certain other items must be available before 
you begin. 

Inputs are listed here because they are used throughout the risk management process. 
If you do not understand these after reviewing the following introduction and exercise, 
I suggest you spend a little more time understanding project management before you 
delve into risk management. Risk management should be addressed throughout an 
organization, and is a part of the project management process, Project management tools, 
documents, processes, and tricks will be referred to throughout this text 

• • • • Exercise Test yourself! Explain why each of the following inputs to 
risk management are needed before you can adequately complete the risk management 
process. 

Project management process 

Project background information 

" - ==. 
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What You Need Before You Can 
Effectively Begin Risk Management 

Project charter 

Outputs from 

project planning 

for your project 

Stakeholder register 

• Stakeholders 
from within 

your performing 

organization 

• Stakeholders 
from outside of 

the performing 

Project scope statement 

Project constraints 

Assumptions 

Work breakdown 

structure 

Network diagram 

'" ='" 
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Outputs from 

project planning 

for your project 

Organizational 

process assets 

What You Need Before You Can 
Effectively Begin Risk Management 

Estimates for time and 

cost 

Human resource plan 

Communications 

management plan 

Procurement 

management plan 

Risk management 

policies, procedures, 

templates 

Historical records from 

previous projects 

Lessons learned from 

previous projects 

Risk tolerance areas 

Risk thresholds 
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What You Need Before You Can 
Effectively Begin Risk Management 

., ., ., ., Answer The following is a detailed summalY of these inputs. Spend more 
time on this if you have not had recent training in project management Read carefully, 
and look for tricks to add to your list in the next few pages! 

The Project Management Process 
In order to complete projects fastel, cheaper and with the highest quality, effective risk 
management must occur within a properly executed project management process. 

The project management process begins with initiating, where the project charter is 
created and the stakeholders are identified. Project planning then involves creating a 
project management plan that is bought-into, approved, realistic, and formal. Executing 
involves completing the project to the plan and coordinating and facilitating the project 
team in completing the project work. Monitoring and controlling involves measuring 
progress against the project management plan. Executing and monitoring and contwliing 
often overlap in time during the project management process. In closing, final acceptance 
is achieved and lessons leal11ed and other historical records ale created. 

Risk management fits into the plOject management process as shown in the following 
chart 
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What You Need Before You Can 
Effectively Begin Risk Management 

,. Collect processes, 
procedures, and 
historical information 

.. Divide large projects 
into phases 

" Finalize rcgllircmcnts 

,. Create project scope 
statement 

.. Determine what to 
Jlnrchase 

to Implement only 
~rrf\)vcd changes 

.. Ensure common 
understanding 

.. Measure performance 
against the performance 
measurement baseline 

.. Mc,lSurc pc.rfommncc 
against other memes 
detcnninciI by the 
project manager 

requirements 

,. Complete procurement 
closure 

.. Gain formal acceptance 
of the product 

.. Complete final 
performance reporting 

.. Index and archive 
records .. Understand the business I • Usc 111e Il'olk .. Determine variances 

case" Determine team 
~~~~~~~~l~=a~lI~lh~ol~iz~a~tio~n~s~ys~IC~III~J andifthcywarrnnta .. Update lessons learned 

.. Uncovcdnitia1 I .. Create WBS and wns change felluest knowledge base 
requircmcllt~ and risks dictionary ,. Continuously improve .. 1nllucnce the factors 

,. Hand off completcd 
.. Creatc measurable I ,. Crcale activity list 11 ,. Follow processes t1latcal1se changcs product 

~~Ob~jC~c~tii~'C~S~~~~~~~~~~~~~~'~~~~~~::::J1 R I I~============~ ,. Create network diagram ,. Perform quality ~.==cq"U=cs=t=Cl=a=nge=s ==~ 1 ,. Releasc resources 
,. De~'elop project charter assurance 

.. Estimate resource .. Perform integrated 
.. Identify stakeholders requirements .. Pcrfimn {Iu:!jil), audits change control 

.. Develop stakeholder .. Estimate time :md cost I .. Acquire final tcam .. Approvc or reject 
changes 

11l.1nagcment str;lIegy I 
.. Dctenninc critical path .. Managc people 

,. Inform stakeholders of 

"-

I .. Develop schedule .. Evaluatc team and approved changes 
project perrormance 

I .. Dcvelop budge! .. Manage configuratioll 
.. I-Iold team-building 

.. Determine quality activitic5 I .. Creatc forecasts 
standards, proccsse5, and 1;:========== ~======== 
metries ,. Givc recognition and .. Golin acceptance of 

.. Create proccss 
impro"C11lCllt plan 

rewards interim ddiverablcs rrom 
the customer 

I .. Use issue logs 

.. Determine all roles and 
responsibilities 

.. Facililate conllict 
resolution 

,. Perform quality control 

.. Report on project 
performance 

.. Plan communications .. Send and rccch'c 

~O;;:~=~======l~~in~fo~n~na~'I~io~n======~ I .. Perform risk audits 
I .. IJerfonn risk I II ;1 

11=.=I=lo~I{~1 {~ne='e=tit~{g~; ====:=; ~ n anage reserves identification, I; . 
qualitativc and I .. Select scUers .. Administer 
quantitative risk procurements 
analysiS, and risk 
response planning 

I .. Go back-iterations 

.. Prepare procurement 
documents 

.. Finalizc the nhow to 
execute and control" 
parts of aU management 
plans 

• Develop final PM 
plan and perfonnancc 
measuremcntbascline 
that are realistic 

,. Gain formal approval of 
the plan 

.. Hold kickon· meeting 
.. -.- c"" • 
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What You Need Before You Can 
Effectively Begin Risk Management 

Project Background Information 
Information such as correspondence from before the project was approved, articles 
written about similar projects, and other such information will help identifY more risks. 

Though there are many steps in risk management, it does not need to be a lengthy 
process. To shorten the time, it is important to locate all relevant information before 
beginning the planning component; otherwise mistaken assumptions and miscalculations 
will affect yoUI' risk management efforts. Depending on the size of yoUI' project, you 
might consider collecting such information as: 
• Corporate objectives 
• Corporate risk management policies or procedures 
• Priority of this project compared to all others 
• Answers hom management and the customer to as many of your questions about 

the project as possible so that you are clear about the project charter, constraints, and 
issues related to the project 

• Supporting data for management's time or cost objectives (if available) 

• Experts 
• Who are they? 
+ How can they assist the project team with the customer, the project scope of work, 

and project management? 

• Articles or publications on risk 
• Cultural issues and suggested protocol, language baniers, and social customs 
• Review of documentation relevant to the project: 

+ All e-mails and meeting minutes from before the project was approved, including 
those from the customer 

• Technical and project management literature or articles 
+ Copies of contracts, standards, or regulations related to the project 
+ Technical drawings and specifications 
+ Organizational charts 

• Resumes of potential team members 
+ Marketing or sales reports 

The following are questions about project background information to consider when 
identifYing risks: 

• What would e-mails tell you? 
• Have you ever read the contracts related to yoU! projects? 
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What You Need Before You Can 
Effectively Begin Risk Management 

• How does your project relate to the strategic plan of your organization? 
• What is the level of management support for your project? 
• How do you know you have a clear understanding of the requirements and 

expectations of management and the customer? 

Project Charter 
A project charter is not a project management plan, but rather a high-level directive from 
management outlining the overall objectives of the project It authorizes the existence 
of a project (the completion of work), gives the project 
manager the authority needed to complete the project, 
and provides some extremely important direction A charter should. be in 
for the project A project charter should be issued by writing for every project. 
management for every project It should be no more 
than two sides of a page long, and contain the following 
information: 
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What You Need Before You Can 
Effectively Begin Risk Management 

The following are questions about the project charter to consider when identifYing risks: 
• What is included in the project charter? 
• What is not included? 
• How clear are the information and directions? 
• Ale the project objectives achievable? 
• What is the degree of difficulty in completing the work described in the project 

charter? 
• What is the level of the project manager's authority? 

Outputs from Project Planning for Your Project 
Stakeholder Register 

Stakeholders are individuals and organizations who are actively involved in the project or 
may affect or be affected by the project. 

The names, skills, abilities, and needs of the individual stakeholders are determined 
early in the project and documented in a stakeholder regis tee This document is updated 
throughout the project, as more information about the stakeholders and their preferences 
becomes known. 
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Stakeholders may include: 

What You Need Before You Can 
Effectively Begin Risk Management 

• People within the performing organization 
• Project sponsor 
• Management 
• Project manager 
• Project team 
• Project manager's boss 
• Team members' bosses 
• Procurement department 
• Marketing department 
• Salespeople 
• QIality assurance/quality control departments 

• Manu£1cturing 
• Legal counsel 
• Other departments 
• Project managers of previous, similar projects 
• Project managers who have worked with the customer before 

• And people from outside the performing organization 

• Customer 
• Customer's competition 

• End users 
• Suppliers and vendors 

• Experts 
• Public 
• Funding sources 

Since stakeholders will be affected by the project, they have an important role in risk 
management Stakeholders outside of the team will be able to see risks that the team 
cannot. They can assist in each step of risk management and may even be assigned as the 
owners of some risks. Thus, they have specific roles and responsibilities. Documented 
information about stakeholders, their communication styles, and preferences will be an 
asset during the Identify Risks process and throughout the project. 

It is impoI tant to understand the roles of all stakeholders, who is assigned to each risk, 
and what level of authority the project manager and others have on the project 
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What You Need Before You Can 
Effectively Begin Risk Management. 

The following are questions about stakeholders to consider when identifying risks: 
• Who are all the stakeholders for the project? 
• What are their stated objectives? 
• What are their expectations (intents that are not stated but are their motivators or 

non-motivators for working on the project)? 
• What are their areas ofinfluence/weakness? 
• Do stakeholders understand their roles? 
• What is the time wmmitment and availability required of them? 

Project Scope Statement 

Think of the term "project scope statement" as the approved project and product scope 
for the project. To perform risk management, it is important to have a finalized project 
scope statement that describes the complexity of the project. 

The following are questions about the project scope statement to consider when 
identifying risks: 
• What areas of the scope of work are incomplete? 
• What did any of the stakeholders want that was ultimately not included in the project 

scope statement? 
• What work has never been done before? 
• What work are you, as the project manager, experienced with? 
• What work are you inexperienced with? 
• What parts of the project scope statemellt are unclear? 

Project Constraints 

The project scope statement includes information about project constraints, which are 
also important inputs to the risk management process. A project constraint is anything 
that limits the team's options. 

Examples include: 
• Time: Complete the project byJune 15. 
• Cost: Complete the project for less than US $125,000. 
• Scope/performance: Complete all the work listed. 
• Qyality: There should be no more than three bugs per module. 
• Risk: The risk score for the project should be no more than 60 on a 0 to 80 scale. 
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What You Need Before You Can 
Effectively Begin Risk Management 

• Resources: Only three resources from the marketing department may be used, 
• Customer/Stakeholder satisfaction: The customer satisfaction rating throughout the 

project should be at least 8,0 on a 1 to 10 scale, 

The following are questions about project constraints to consider when identirying risks: 
• After a high-level review, do any constraints on this project appear to be unrealistic? 
• How does a constraint in one area affect other areas of the project? 

Assumptions 

The project scope statement also includes information about assumptions, Assumptions 
are things that are accepted as true, but that may not be true. Project assumptions may 
increase or decrease risks and help in determining risk impacts, Such beliefs or opinions 
about the project must be identified. The validity of the assumptions will be tested later in 
risk management, during the Perform Qyalitative Risk Analysis process. 

The following are questions about assumptions to consider when identirying risks: 
• What assumptions might prove to be incorrect later in the project? 
• How can you prevent problems by clarirying assumptions early? 

Work Breakdown Structure 

A work breakdown structure (WBS) is one of the key outputs of project management 
planning. It is an input to other processes and is essential for all projects. The work 
breakdown structure decomposes the project into smaller, more manageable pieces, called 
work packages. Those work packages then are managed by the project manager. A work 
breakdown structure can be created using many tools, but is often created using sticky 
notes with the project team. 

A simple work breakdown structure may look like this: 
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What You Need Before You Can 
Effectively Begin Risk Management 

Many project teams mistakenly believe that risk management is only a high-level 
evaluation of the risks of the project Instead, risk management concentrates on 
identifYing the risks of the wOlk packages and associated activities, as well as the overall 
risks of the project! 

The following are questions about the work breakdown structure to consider when 
identifYing risks: 

• Are there any particularly risky work packages? 
• How difficult was it to complete the WBS and to gain agreement or buy-in? 
• Based on the WBS, are the time and cost requirements achievable? 
• Is any part of the scope incomplete or not achievable? 

Network Diagram 
A network diagram is a dependency-sequenced organization of the project's activities. 
These activities are derived from the decomposition of work packages in the wOlk 
breakdown structure. The network diagram shows the flow of activities to be completed 
from project beginning to end, based on the dependencies between the activities. This 
tool can be used to decrease project duration by organizing the activities into parallel 
activities (activities that can be done concurrently). 

A simple network diagram may look like the following: 

Start .. ' End 

Once dates are assigned to each activity, it becomes a time-scaled schedule network 
diagram. The time-scaled schedule network diagram helps determine the critical path 
and the probability of completing the project within the required time objectives for the 
project; thus, it is a tool to help determine risks. 
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Effectively Begin Risk Management 

To evaluate risks, look at the network diagram for: 
• Estimates: Estimates that contain padding or other hidden uncertainties add risk to 

the project. 
• Path convergence: Places on the network diagram where many paths lead into one 

activity. Such convergence makes the activity riskier. 
• The allocation of resources and their skills: An inexperienced person assigned to 

an activity on the critical path adds risk to the project. You may be able to move the 
resource to another activity that is not on the critical path to decrease that risk. 

• Parallel activities: Parallel activities must be able to be completed at the same time in 
order to decrease risk. 

• The critical path: The length of the critical path must be within the allocated time 
for the project. 

• The number of near-critical paths: A near-critical path is close to the critical path in 
duration. Near-critical paths add risk to the project. 

• Dependencies: Dependencies should be appropriate and logical to minimize risk 

Estimates for Time and Cost 
In order to minimize risk to the project and to improve accuracy, estimates are created 
by the people doing the work, whenever feasible, and are based on the work packages 
identified in the work breakdown structure or the activities within those work packages. 

Many project managers make the mistake of determining with the team one time 
estimate for each activity. Studies have shown that a schedule based on one time estimate 
per activity is only 5 to 15 percent likely to succeed! Time and cost estimates should 
be based on three estimates-optimistic, most likely, and pessimistic. The result is an 
indication of the risk involved in the estimate. If the range between the optimistic and 
pessimistic estimates is wide, the estimate includes more uncertainties. This tells you that 
there are more risks to be identified, and then eliminated or decreased. 

To take this process a step further, let's say you need to shorten the activity or project time 
estimate. Why make the mistake of encouraging padding in future estimates and angering 
team members by telling them that they will have to complete the activity in a shorter 
period of time? Instead, identifYing, eliminating, or decreasing the risks in the estimate 
will decrease the time estimate{s) and provide the project and the team members with a 
win-win situation. 
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Effectively Begin Risk Management 

The most professionally responsible way to shorten or decrease estimates is through 
identifying and eliminating risks by following the risk management process. The process 
of risk management can actually shorten the project schedule and decrease project cost! 

The following are questions about time and cost estimates to consider when identifying 
risks: 
• Who created the estimate? 
• What is the estimator's knowledge of what they estimated? 
• What is the estimator's confidence level regarding the estimate? 
• Is the estimate based on detailed activities or work packages? 
• Is the estimator generally overly-optimistic? 
• What method was used for estimating? 
• Does the estimate include padding? 

Human Resource Plan 
The human resource plan is a formal plan identifying when and how the team and other 
stakeholders will be involved in the project, and what roles they will perform 

The following are questions about the human resource plan to consider when identifying 
risks: 
• Does such a plan exist? 
• Ale there any troublesome stakeholders involved? 
• Are there any high-in-demand stakeholders involved? Remember that in a matrix 

environment team members may not be exclusively assigned to one project. The 
project manager will have to negotiate and communicate with functional managers to 
get, and keep, the people they need for the project. 

I What is the knowledge level and skill set of the stakeholders? Will they need 
additional training? 

Communications Management Plan 
Communications planning is part of the project management planning process. 
Communication is a critical part of successful risk management. The communications 
management plan is created by the project manager and becomes part of the project 
management plan. It informs stakeholders how and in what form communications will be 
handled on the project. The creation of a communications management plan involves an 
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analysis of the needs of each individual stakeholder. The plan may include the following 
information: 
• What information needs to be collected and when 
• Who will receive the information 
• The method that will be used to gather and store information 
• Limits, if any, on who may give direction to whom 
• Reporting relationships 
• Stakeholders' contact information 
• The schedule for distribution of each type of communication 
• Preferred methods of communication 

The information in the communications management plan should include the 
communication of risks and risk management activities, and results of formal 
communication should be documented and reported throughout the risk management 
process. 

Specific communication checkpoints include: 
• When the charter is finalized 
• When the work breakdown structure is created 
• When risks are qualified and a risk score is determined 
• When risk response plans are created 
• Throughout completion of the project 
• When creating the monthly report 
• When creating team meeting agendas and meeting minutes 

More formal checkpoints include go/no-go decisions made during the Perform 
Qyalitative Risk Analysis and Plan Risk Responses processes. 

The following are questions about the communications management plan to consider 
when identifying risks: 
• Do you have people on your team who are poor communicators? 
• What areas need specific and careful management of communications? 
• Where are you most likely to have communications problems? 
• How do you know your methods of communication are most effective for the 

stakeholder and the situation? 

= "'~ 4 = 
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Procurement Management Plan 
A procurement management plan is a formal or informal plan for a project that describes 
what part(s} of the project will be purchased under contract or purchase order. It also 
includes a plan for managing the sellers on aproject. Procurements can be used to transfer 
risk, but they can add risk if the contracts were not created based on the needs of the 
project and with input from the project manager. 

The following are questions about the procurement management plan to consider when 
identifying risks: 
• Were you involved in creating the contract before it was signed? 
• Was risk management done before the contract was signed? 
• What is your level of expertise in managing contracts? 
• Have you worked with the sellers before? 
• What are the particular terms and conditions of the contract? 
• What are the deliverables and performance periods? 

Organizational Process Assets 
Risk Management Policies, Procedures, and Templates 
A company should already have in place company policies, procedures, and templates 
for risk management. These guidelines address such topics as procedures for risk 
management, forms to be used, processes to be followed, and a definition of standard 
roles and responsibilities, Such procedures and templates should be high-level in nature 
and should be adapted by the project manager to the needs and nature of each particular 
project. Common templates and procedures include: 
• Reporting forms for risk 
• Standard probability and impact scales 
• Procedures for the involvement of stakeholders in risk management 
• Policies identifying who needs to approve risk response plans 
• Risk ranking standards for go/no-go decisions 
• Procedures for risk audits 

People are constantly looking for templates, as if the right template will make a great 
project manager. Doing risk management well takes cognitive skills. Though some 
templates are provided in this book and can be helpful tools, remember that templates can 

au 
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severely limit risk efforts if people don't adapt the templates to their projects and work 
only within the limits of the templates. 

Historical Records from Previous Projects 

Only a small percentage of project mahagers have historical records. It follows, then, that 
most projects start from scratch. What a waste of time! Can you imagine if you could 
have access to the brains and experience of everyone in your company? How helpful 
would it be to have a list of risks from all the recent projects your company or department 
has completed or is in the midst of? This is the value of historical records. 

Historical records may include the following information from previous, similar projects: 
• Historical context of past projects and project phases (e.g., economic conditions, 

organizational issues such as reorganizations, mergers, and company goals) 
• Outputs from project planning 
• Outputs from risk management 

• Lists of risks 
• Lists of risk categories 
• Probability and impact of risks 
• Risk response plans 
• Methods used to measure effectiveness of risk management efforts 

• Metrics created 
• Benchmarks found 

Lessons Learned from Previous Projects 

Historical records also include lessons learned, which document what went right, what 
went wrong, or what would have been done differently by past project teams if they could 
execute their projects again. Lessons learned can help identify and manage risks on your 
project 

Such information helps prevent rework on projects and helps ensure that the same 
mistakes are not made by other project teams. It can also provide a sanity check on the 
project's risk efforts and shorten the time it takes to perform risk management on the 
project Like other historical records, lessons learned will also help make risk efforts on 
future projects easier, more complete, and more effective. 
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The following are questions about organizational process assets to consider when 
identifying risks: 
• Has a project similar to yours been successfully completed in your organization? 
• What risks did past, similar projects experience? 
• What policies and procedures are to be used that no one follows, or that could be 

misunderstood? 
• How can existing policies and procedures help prevent problems on your project? 
• What opportunities might your project have to improve organizational policies and 

procedures? 

Risk Tolerance Areas 

It is important to determine in what areas the company and key stakeholders are willing 
to accept risk Risk tolerances are usually expressed in terms of the project constraints: 
scope, time, cost, quality, risk, resources, and customer satisfaction. 

Other risk tolerances, such as the number of injuries, downtime, complaints, and more 
should also be determined in advance. Risk tolerances are reviewed after risks are 
identified to assist the team in prioritizing the risks to be addressed. 

Individuals or organizations that are unwilling to accept risk are said to be risk averse. 
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Risk thresholds are a companion to the concept of tolerance areas. The word "threshold" 
means "how much is too much" and can be used to refer to the whole project (e.g., risk 
threshold for the project) or to a risk tolerance (e.g., more than a two-day delay in the 
installation of X is unacceptable). 

• Collect Risk Tolerance and Threshold Information During the 
I Identify Risks Process 

o Stakeholders, project constraints, and project requirements are identified 
.......... 011 earlier in the project management process. This information will be used to 

help determine the impact of risks and the risk responses. The project manager may save 
time by collecting details on risk tolerance areas and thresholds at the same time that 
stakeholders and their project requirements are identified. See the following chart. The 
risk tolerance and thresholds are prioritized on each project, and the project is managed 
accordingly. 

More than None None None None None 

a two day 

delay in the 

installation 

of X 
Manager oflT 

Department-I-----Ir----+--I---+--+----+----l 
More than 

Richard Kolb 
a five day 

delay in the 

completion 

of activity 

B 
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·.gh~pterSumrnary 

Key Concepts 
• Inputs are things that must be done or information that must already have been 

collected before you can adequately complete risk management. 

• Without the necessary inputs, some risks will remain unidentified. 

• Effective risk management must occur within a properly executed project management 
process. 

Key Terms 

• Inputs to risk management 

• Project management process 

• Project background information 

• Project charter 

• Outputs from project planning for your 
project 

• Stakeholder register 

• Project scope statement 

• Project constraints 

• Assumptions 

• Work breakdown structure 

• Network diagram 

• Procurement management plan 

• Organizational process assets 

• Risk management policies, 
procedures, templates 

• Historical records from previous 
projects 

• Lessons learned from previous 
projects 

• Risk tolerance areas 

• Risk thresholds 

• Sponsor 

• Project team 

• Customer 

• Estimates for time and cost • Stakeholders 

• Human resource plan • Expectations 

• Communications management plan • Risk averse 
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·.·Matchin~Gall1erWh.at.YouNeedBefQre· You 
Can EffectixelyBegin Risk Management . 

Instructions: Match the risk management key word to its definition. 

KeyWOrd 

1. Inputs to risk management 

2. Project management process 

3. Project background infor mation 

4. Historical records 

__ ~ 5. Lessons learned 

___ 6. Project charter 

7. Project scope statement 

___ 8. Work breakdown structure 

__ 9. Network diagram 

___ 10. Estimates for time and cost 

____ 11. Human resource plan 

___ 12. Communications management plan 

Defillitioll 

A. A document that describes the approved 
product and project requirements 

B. Those who will be executing the project 
management plan 

13. Procurement management plan 

14. Stakeholder register 

15. Sponsor 

16. Project team 

17. Customer 

18. Expectations 

19. Organizational process assets 

20. Project constraints 

21. Assumptions 

22. Risk tolerance areas 

23. Risk averse 

24. Risk thresholds 

C. A diagram that shows the decomposition of 
the project into smaller, more manageable 
preces 

e: = 
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MatchingGam~:W~iltilf9U~~~clJ3~fere.You 
···Can.Effecti\fely~~gihRisg)M~I1Clgen1ent· . 

D. A formal plan for when and how resources 
will be involved in the project, and what 
roles they will perform 

E. A dependency-sequenced organization of the 
project's activities 

F. Anything that limits the team's options, e,g" 
scope, time, cost, quality, risk, resources, and 
customer satisfaction 

G. Things that must be done or information 
that must be collected before you can 
adequately complete risk management 

H. A formal or informal plan that describes 
what part(s) of the project will be purchased 
under contract or purchase order; it includes 
a plan for managing the sellers 

1. The individual or organization who will use 
the product of the project 

J. Information from before the project was 
approved, articles written about similar 
projects, and other such information 

K. Initiating, planning, executing, monitoring 
and controlling, closing 

L. What went right, wrong, or would have been 
done differently by past project teams if they 
could execute their projects again 

M. Unwilling to accept risk 

N. Anticipated time or cost of project activities 

O. Company policies, procedures, templates, 
and historical information 

P. Things that are accepted as true, but may not 

be true 

Q. Information from past, similar projects 

R. High-level directive from the sponsor 
outlining the overall objectives of the 
project; it authorizes the existence of a 
project 

S. Information about individuals and 
organizations who are actively involved in 
the project Of who may affect or be affected 
by the project 

T. The individual or group who author izes the 

project and provides the financial resources 

U. Amounts of risk the company and key 
stakeholders are willing to accept 

V. Stakeholders' needs or intents that may 
be unstated, but are motivators or non
motivators for working on the project 

W. Areas in which the company and key 
stakeholders are willing to accept risk 

X. A formal plan documenting how and in what 
form communications will be handled on the 
project 
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Answer Key 

1. G 

2. K 

3. J 
4. Q 

5. L 

6. R 

7. A 

8. C 

9. E 

10. N 

11. D 

12. X 

M~tchjn~Garn~: ... WhatYou ·N.~ed .• Before •• YoU 
Can;ffE:!qtjvelyBeginRi~KManagelTlellt ! 

<,~.,-::.;<.~;.2;:i_-;.-:·; '" -, " " ; .',', , ','> " ,', '.', :":.;',:-~,_' :',:.,_>'; 

13. H 
14. S 
15. T 
16. B 
17. I 
18. V 
19. 0 
20. F 

21. P 
22. W 

23. M 

24. U 
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Qu~stipllsforDisclission 

L Which of the inputs to risk management do you not have for your real-world 
projects? How will you go about getting or creating them? 

2. What inputs do you not understand? How will you refresh your project management 
knowledge before reading more about risk management? 

3. Why do you need iterations in project planning? 

4. Why do you need a project scope statement, communications management plan, and 
procurement management plan before you can identifY risks? 

5. How does knowing the critical path help with determining risks? 
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Objectives of the Plan Risk Management Process 
The Plan Risk Management process sets the tone for the rest of the risk management 
efforts. It involves deciding how to proceed, who should be involved, when risk 
management activities should be done during the project life cycle, and how frequently 
they should be done. 

The objectives of the Plan Risk Management process are to: 
• Create a plan for handling risk management for the project 
• Adapt any policies and procedures for risk to the needs of the project 
• Tailor risk management activities to the needs of the project to make sure the level, 

type, and visibility of the activities arc commensurate with: 
• The type and size of the project 
+ The experience of the project team 
+ The perceived level of project risk 
• The importance of the project to the organization 

The risk management planning process could also include deter mining how you will 
measure the success of your risk efforts. You can create metrics such as: 
• The number of unidentified risks that occurred in a reporting period 
• The number of times risk owners were not prepared to handle an identified risk 
• The amount of extra reserve requested 
• The impact to the project of unidentified risks 
• The number of fallback plans that needed to be implemented 
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Inputs to the Plan Risk Management process include the project scope statement; the 
schedule, cost, and communications management plans; and company historical records, 
policies, and templates for risk management. 

The Importance of This Process 
In my research, I have found that many project managers have difficulty convincing 
management and the team of the value of this planning process. People involved in the 
project may be more interested in beginning what they consider to be the "real" work 
of the project. However, in order for the risk management process to flow smoothly and 
produce a clear picture of the project risks, it is important to think about how the process 
will be completed BEFORE getting started. Therefore, the Plan Risk Management 
process allows the work, when it is done, to be completed faster, easier, and more 
effectively With proper planning, you are less likely to miss something important! 

So do not skip risk management planning. If you do, the project-and particularly 
quality-will be negatively affected. The quality process is often defined as plan, do, 
check, and act. Without planning, anything you do may be onower quality. 

Who Is Involved 
To effectively perform risk management, the project team as well as the stakeholders 
should be involved. 

The project manager directs the risk management planning process and may seek input 
from the sponsor, management, the project team, other stakeholders, and the project 
management office or a governance body, if one exists in the organization. 

Project Management Office 

The project management office, also referred to as the PMO, is a department that 
supports project management within an organization. For risk management, the project 
management office may provide the following: 
• Activity estimating forms 
• Procedures regarding who needs to approve risk response plans 
• Procedures regarding the involvement of stakeholders in risk management 
• Standard probability and impact scales 
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• Data quality standards 
• Acceptable ranges of risk scores for activities and projects 
• Standard decision points for go/no-go decisions 
• Standard methods of determining and using reserves 
• Standards for the probability or confidence level to use for estimating (e.g., 80 

percent, 90 percent, etc.) 
• Rules for contracting and including risk management in the procurement process 
• Direction on when risk audits should be done and who should be involved 
• Structure for the collection and dissemination oflessons learned 
• Processes to incorporate the results of risk audits and lessons learned into the 

company 
• Oversight assistance for measuring the effectiveness of corrective action 
• Metrics to measure the effectiveness of the risk process 

Risk Management Department 
In some organizations, there is a separate risk management department (to address 
project risk, not other kinds of risk management), It may supply policies and provide 
assistance with project risk management efforts. This department generally performs 
functions similar to those of the project management office in the management of 
large projects. It mentors and coaches project managers on the use of risk management 
and ensures that risk management is done properly and given the appropr iate level of 
attention throughout all projects in the organization. 

Governance Body 
Organizations that are more evolved in terms of risk management may even have some 
form of governance body that would be responsible for any or all of the items attributed 
to the PMO and risk management department in the previous sections. 

Risk Team 
On a large project, the project manager may require the help of others in managing 
risk This group is called the risk team. It may include project team members, but not 
exclusively. For example, some stakeholders, the sponsor, and others could be on the 
risk team, depending on the needs of the project The risk team solicits and considers 
everyone's ideas. 

© 201 0 RMC Publications, Inc '1952) 846·4484 ' inio@rmcproiecLcom ' VIIIII rmcproiecl com 49 



50 

Plan Risk Management 

Carefully Forming a Risk Team Is Time Well Spent 
l¥.JMf+1I You may want to draw £i-om your project team and any other stakeholders to 
~~~I form a team that will manage the potential range of risks on your project. A 

............ well-chosen risk team is one of the keys to identifYing and addressing risks 
throughout the project. Don't forget to consider the sponsor and the customer. 

mm'3 Create a Chart of Responsibilities 
Create a chart of responsibilities for individuals and groups working with 
the project manager on project risk activities_ Such a chart with common 

ol:!IWaiillll responsibilities might look like the following: 

Plan Risk X X 
Management 

Risks X X X X X X 

Perform X X X As needed X 
Qualitative 
Risk Analysis 

Perform X X As needed X 
Quantitative 
Risk 

Plan X X X As needed X X 

Monitor and X X X X 
Control Risks 

' • .- •• "0" , ... " •• 

A Risk Management Plan 
Here is a creative way to understand risk management plans. Imagine your project at its 
end. List the risk management activities that will help get you there. Next to each one, 

© 2010 RMC Publicalions.lnc • (9521846·4484 • inlo@rmcprojectcom • YN~V rmcprojectcom 

1 ; 



Plan Risk Management 

describe how you will do the activity. Now you have the beginning of a risk management 
plan. 

The risk management plan may include: 
• Methodology: This section defines how you will perform risk management for the 

particular project Remember to adapt to the needs of each project. Low-priority 
projects will likely warrant less risk management effort than high-priority projects. 

• Roles and responsibilities: Who will do what? Did you realize that non-team 
members may have roles and responsibilities regarding risk management? 

• Budget: This section includes the cost for the risk management process. Yes, you 
must realize the cost of doing risk management, but know that risk management 
saves the project time and money overall by avoiding or reducing threats and taking 
advantage of opportunities. 

• Timing: This section talks about when to do risk management for the project. Risk 
management should start as soon as you have the appropriate inputs and should be 
repeated throughout the life of the project, since new risks can be identified as the 
project progresses and the degree of risk may change. 

• Risk categories: Look at historical records and other resources to find lists of areas 
or sources of risks experienced on similar projects. The value of risk categories will be 
further discussed in the IdentifY Risks chapter. 

• Definitions of probability and impact: Would everyone who rates the probability 
a "seven" in the Perform Qyalitative Risk Analysis process mean the same thing? A 
person who is risk averse might think of7 as very high, while someone who is risk 
prone might think of 7 as a low figure. The definitions and the probability and impact 
matrix help standardize these interpretations and also help compare risks between 
projects. 

• Stakeholder tolerances: What if the stakeholders have a low risk tolerance for cost 
overruns? That information would be taken into account to rank cost impacts higher 
than they would if the low tolerance was in another area. Tolerances should not be 
implied, but uncovered in project initiating and clarified or refined continually. 

• Reporting formats: This describes any reports related to risk management that will 
be used and what they will include. 

• Tracking: Take this to mean how the risk process will be audited, and the 
documentation of what happens with risk management activities. 
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A risk management plan contains budgets and schedules for risk management, but it is 
created after the initial budget and schedule for the project and before the final schedule 
and budget are created in schedule development and cost budgeting. See the sample risk 
management plan at the end of this chapter. 

Adapt and Tailor Risk Management Activities to the Needs of the 
Project 
One of the top 10 reasons projects fail is that project managers do not adjust their project 
management process to the needs of each project. They use the same forms, processes, 
frequency of meetings, and management style on all projects. 

';Projectfailure can often 
All projects are different and need to be managed 
differently. If the project is a top priority for the 
company, then the risk management effort will be more 
extensive than if the project is lower priority. If the 
project has never been done before, more time will need 
to be spent on risk management than if the project had 

be attributed to a lackbf 
adaptatiollof organizational ' 

'policies. ' 

52 

been done many times by the company. 

Specific items to tailor include: 
• When risk activities are done 
• How much time is spent on the activities 
• Who is involved 
• What standard rating schemes are used 
• What forms and processes are used 

Adaptation also relates to company risk management policies. Do not laugh! Yes, it is true 
that companies should have these to help provide risk management direction, save time, 
and decrease the need for meetings. The project should make use of these procedures 
when planning risk management activities. 

Risk Management Software 
Risk management is a people-related process, not a software calculation. The best assets 
for risk management are the ideas and information possessed by people. Do not allow 
project and risk management software to be your main guide to managing projects. 
"Project management" software is most useful for scheduling and reporting. Understand 
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what needs to be done for project management and risk management and use software 
accordingly! 

1I""I"f'I"WI1IIII Use Outside Risk Experts 

If the company is inexperienced with risk, or is working on a type of project 
o that they have never before completed, resources from outside the company 

MlalWoii6iill might help ensure that risks are not missed, These people could be technical 
experts, project management experts, or risk experts, There are even consultants who 
specialize in risk identification, 

Confusing Terms 
Riskrating: A risk rating is a number between 1 and 10 chosen to evaluate the 
probability or impact of a risk 

Risk score for each risk: To calculate the risk score, you multiply probability 
times impact This gives you a numerical value for each risle That value is then 
compared to other risks in the project to determine the risk ranking for each risk 
within the project. 

Risk score for the project: To obtain the project risk score, you add up the risk 
scores for each risk in the project 

Risk ranking widlin the project: To rank risks, you compare the risk scores for 
all the risks. The risk with the highest risk score becomes the highest ranking 
risk, the next highest becomes second, etc. 

Risk ranking compared to other projects: The total risk score for each project 
can be compared to the risk score of other projects to rank projects by risk 
Sometimes the total risk score is used, and sometimes the total risk score is 
divided by the number of risks and that number is compared to other projects. 

So, to put it all together, the risk ratings are used to calculate the risk score, which 
is then used to determine the risk ranking of the risks and the project. 
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Steps of the Plan Risk Management Process 
The following are the recommended steps to follow in completing risk management 
planning. 

1. Review available risk management procedures, historical records, and lessons learned. 
2. Define what methodology you will use for the current project to identify risks. 
3. Determine who will be involved in risk management (roles and responsibilities). 
4. Determine how much the risk efforts will cost, and include those costs in the budget 
5. Determine the timing of the risk efforts throughout the project. 
6. Establish the definitions of probability and impact you will use to qualify and 

quantify lisks. 
7. Determine the stakeholder tolerances and thresholds to consider in determining 

which risks to act on. 
8. Define which risk categories will be used to identify risks. 
9. Define how risks will be documented, analyzed, and communicated to the project 

team, other stakeholders, the sponsor, etc. 
10. Detelmine how you will track and keep records of risks for use on future projects. 

Output of the Plan Risk Management Process 
The output of the Plan Risk Management process is a risk management plan. The 
following provides a description of a sample project and an example of what a risk 
management plan might look like for that project. 

Project Description 
• Risk background: The company has no risk management standards. 
• Project size: It is a small project with a budget of $200,000 and is expected to be 

completed in three months. The project has 5 team members and 15 other identified 
stakeholdels. 

• Complexity: This project is thought to have low complexity. 
• Experience: The project is similar to ones done before, so there is a lot of experience 

to tap into. 
• Skill level: The team is not highly competent with risk management or project 

management. 
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• The perceived level of project risk at this stage of the project: After completing 
project planning up to this point, the project has a moderate amount of perceived risle. 

• The importance of the project to the organization: The project is of moderate 
importance to the organization. 

Based on this information, the project manager and team have decided to spend a 
moderate amount of time on risk management. They have created the following risk 
management plan: 

Collect risks Three stakeholders; Eric (marketing),Jan Danny 0.5 
via e-mail (accounting), and Steve (IT), will be asked to e-mail (team hours 

the project manager with the risks they see on the member), 

project. will 

compose 

the e-mail 

requesting 

the risks and 

make sure 

adequate 

responses 

are received. 

Risk The rest of the stakeholders (from different areas Mary 3 hours 

identification of the company) will be broken into three groups (project 

meeting using of four people. They will be brought into a meeting manager) 

individual where they will first be shown relevant information will 

thought! about the project. They will be asked to write down coordinate 

brainstorming/ the opportunities they see, and then the threats. this effor t. 

amnity Each person will be required to submit at least five 

diagram threats or opportunities. Once completed, each 

methods group will immediately take part in a brainstorming 

session followed by the creation of an amnity 

to look for additional risks. 
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Expert It has been determined that there are questions • The 0.5 
interview and uncertainties about this project that only team will hours 

management can address. Therefore, there will be an provide the 

expert interview with management questions. 

• The project 

manager 

will conduct 

the expert 

interview 

Nicole 

(team 

member), 

will take 

notes 

during the 

interview 

Risk Once threats and opportunities have been identified The project 2 hours 
identification by others, the team will be asked to list, in writing, manager 
meeting using the opportunities they see and then the threats, will conduct 

individual followed by a brainstorming session. When no this team 

thought! further ideas are forthcoming, the list of threats and meeting. 
brainstorming/ opportunities from all other sources will be provided 

affinity to the team for additional brainstorming. Lastly an 

diagram affinity diagram will be used to look for any more 

risks. 
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Data quality Each threat and opportunity will be analyzed 

assessment and clarified if necessary so that the risks can be 

effectively assessed. 

Definition of 

probability 

and impact 

A 1 to 10 scale wUl be used for probability and for 

impact 

Interpretation of the scale for probability: 

1 to 2 means very low 

3 to 4 means low 

5 to 6 means medium 

7 to 8 means high 

9 to 10 means it's a fact 

For impact: 

1 to 2 means little impact 

3 to 4 means possible delay that does not delay the 

overall project 

5 to 6 means possible delay of three days or less 

7 to 8 means possible delay of four to eight days 

9 to 10 means possible delay of more than nine 

The team 

will perform 

the data 

quality 

assessment. 

, The team 

wUl use the 

agreed upon 

definitions 

of 

probability 

and impact. 
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Application Any risk receiving a probability rating of 9 or higher • The project 0,5 

of the risk will be considered a fact and will be addressed in the manager will hours 

threshold project management plan, not risk management Any determine 

threat or opportunity with an impact rating of seven which risks 

or higher will move forward in the process. Any will move 

threat or opportunity with a rating ofless than seven forward, 

will be included on the list of non-top risks, based on 

probability 

and impact 

Calculating The risk score for the project will be calculated, Our The project 0.2 
the risk score company does not have historical records of the manager will hours 

risk scores of other projects to compare it to, This calculate and 

project will be used to begin the creation of historical document 

records. the project's 

risk score. 
The project as a whole must have a risk score of no 

more than 50,0. 

Go/no-go A call will be placed to management to inform The project 0,5 

meeting with them of the risk score of the project A decision manager hours 

management will be made as to whether project planning should will call 
continue, management 

to discuss 

whether to 

continue 

It is determined that this project does not require the time and effort needed to quantify the 
risks, 
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Determining Responses to top risks will be determined in order to • The team, 2 hours 

risk responses decrease the total threats and increase opportunities other 

on the project. Secondary risks will be investigated, stakeholders, 

and threats will be eliminated when appIOpriate and and 

possible. management 

(if needed) 

will be 

involved in 
. effort. 

Reporting Risk response plans and reserves will be created. The The project 0.5 
risk response plans will be sent to management for manager hours 

approval, and then used in the Monitor and Control will obtain 

Risks process. management 

approval 

and follow 

the plan 

Go/no-go A meeting with management will be held to The project 0.5 
meeting with review the total impact of risk that remains on the manager will hours 

management project. We will show management the value of the conduct the 

efforts so far in decreasing threats and increasing meeting with 

opportunities, and the impact on project cost and management. 

time. A decision will be made. 

. = 
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Risk A risk review will be held once a week to review • The project 3 hours 

reviews the top risks and their responses, measure the manager, team, 

effectiveness of our risk activities, and update our risk and other 

response plans. It is expected that some changes will stakeholders 

be made to the project as a result of these risk reviews (if needed) will 

in order to meet the project objectives. be involved in 

reviews. 

Tracking Risk efforts will be monitored, and risk audits The project 3 hours 

performed. The risk response plans will be kept manager will 

updated for the benefit of future projects. be responsible 

for managing 

these effolts. 

Reporting The activity reporting formats will include reports on • Team 3 hours 

threats and opportunities. members and 

risk owners 
The project manager will be notified bye-mail when will report to 
a trigger has occurred and the previously agreed- the project 
upon response has begun. manager. 

Risk will be included in the monthly project status The project 

report and will be sent to the stakeholders. Attached manager will 

will be the most current list of top risks and maintain 

responses. project 

documentation 

and provide 

reports to the 

stakeholders .. 
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Key Concepts 
• The objective of this step of the risk management process is to decide how to approach 

risk management on the project. The level, type, and visibility of what is done must 
be commensurate with the complexity and size of the project, experience of the 
project team, perceived amount of project risk, and importance of the project to the 
organization. 

• Companies should have risk policies, standards, and procedures so information from 
all projects can be interpreted properly and the risk process can be completed more 
quickly and effectively. 

Key Terms 

• Plan Risk Management process • Budget 

• Project management office (PM 0) • Timing 

• Risk management department • Definitions of probability and impact 

• Risk management plan • Reporting formats 

• Risk team • Tracking 

• Methodology • Roles and responsibilities 
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Instructions: Match the risk management key word to its definition, 

A. 

B. 

C. 

D. 

KeyWord 

1. Plan Risk Management process 

2. Project management office (PMO) 

3. Risk management department 

4. Risk management plan 

5. Risk team 

6. Methodology 

Defi1liti01l 

Those helping manage the risk management 
process 

Amount of resources allocated to be spent 
on the project 

How records of risks will be documented for 
the benefit of the current project and future 
projects 

A standardized interpretation of the 
numbering system used to evaluate risks 

E. 

F. 

G. 

H. 

7. Roles and responsibilities 

8. Budget 

-- 9. Timing 

, __ 10. Definitions of probability and 
impact 

___ 11. Reporting formats 

__ 12. Tracking 

Determining how risk management will be 
done on the project, who will be involved, 
and procedures to be followed 

How risk will be handled on the project and 
what data and tools will be used 

A department that supplies policies and 
assistance with project risk management 
efforts 

Who will do what on the project 
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··M~ttfl1ing.G~nl~:.PI~nRiskManagemeht 

I. A department that supports project 
management within an organization 

J. How the results of risk management will be 
documented and communicated 

Answer Key 

L E 7. H 

2. I 8. B 
3. G 9. K 

4. L 10. D 
5. A 11. J 
6. F 12. C 

K. When/how often risk management 
activities will be performed throughout the 
project 

L. A plan for how risk management will be 
done on a project; who should be involved, 
when risk management activities should be 
done, and how frequently they should be 
done 
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··.··QuestioflsJorDiscusslbn . 

L How are projects different with a risk management plan? 

2. How will you complete risk management planning for your real-world projects? 

3. How will you determine risk tolerances on your real-world projects? 

4. Why is it not possible to perform the Plan Risk Management process until after other 
parts of project planning have been completed? 

5. Why would risk management planning need to be performed a second or third time 
during a project? 
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Risks 

Objectives of the Identify Risks Process 
Now the fun begins! Risk identification is really playing detective. It takes interaction 
with people to identify risks-

The objectives of the Identify Risks process are to: 
• Identify and record a long list of threats and opportunities for the project and by work 

package; for many projects, the word "long" means 
hundreds of risks 

• Make sure all risks are in the cause-risk-effect 
format 

• Understand the risks 

As risks are being identified, it is logical and efficient 
to capture more information than just the risk. Some 
of the other information that could be captured at this 

Risks include what can go 
RIGI-IT(dpportunities) as 
well as What can go WRONG 
(threats)! 

time and used later in the risk management process 
includes the potential risk owner for each risk, triggers (indications that a risk is about to 
occur), and potential risk response strategies. 

The inputs to the Identify Risks process include: 

• Project charter 
• Risk management plan 
• Outputs from project planning-such as the work breakdown structure, estimates, 

and management plans 
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• List of common risk categories 
• Historical records and plOject documents 
• Stakeholder register 

Determine What Additiona[ Information [s Needed 
Inputs are one thing, but are you really ready to start identifying risks? Have you had all 
yoUI' questions about the project answered? Many questions about the plOject and the 
scope of work or requirements will arise as you and yoUI' team identify risks. These may 
include, 'Is training included in this project?" or, "Now that we have looked clolely at the project, 
I am not lure we know enough about what is meant in the project delcription section of the 
project chartel: " 

Such questions can be a major stumbling block in risk management because it can 
become impossible to move forward until they are answered. A smart project manager 
will spend time before risk identification to accumulate as much information as possible 
about the project and to ask the signer(s) of the project charter enough questions to 
minimize the need to ask additional questions later. (See project background data 
discussed earlier in this book for additional items to collect.) Expect questions to arise, 
however, since it is not possible to have all information complete before starting the 
IdentifY Risks process. 

Have a Complete Scope of Work and Complete Requirements Before You 
Begin the Identify Risks Process 
U ndear requirements and scope of work are a risk to the project and have cost and 
schedule impacts. Completely defining requirements is a tough challenge and one that 
many people think they are too busy to do. Those people think it is the project manager's 
job, when in fact it is only the project manager's job to manage the requirements, not to 
determine the requirements. 

1I""I'"'f",,~ Reasons Requirements Are Difficult to Determine for Many 
~Ifft Projects 

o' Stakeholders grab onto the fust or most obvious solution to a plOblem 
........... instead of working toward the best solution 

• Changing environments 
• Differences in language or culture 

a= 
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• Lack of support from management 
• Determining requirements seems to take too much time 
• Inexperienced project manager 
• Unclear methodology for determining requirements 
• Lack of historical records 
• Tendency to avoid arguments 
• Bureaucratic problems require the team to start the work before there is a final 

determination about what the organization wants 
• Stakeholders are trying to fast track the project 
• Stakeholders do not realize the consequences of providing unclear requirements 
• Stakeholders do not want to commit in case they change their minds later, keeping 

options open 

How to get complete requirements is complex and cannot be fully described here, I can 
provide a trick, however. 

• Show Them the Consequences 

t In the case of risk, this means adding such 

'Unclear 1111: I t~o line items as the following to the list of 
project risks: 

. requirements or scope 
• Because the customer is not sure of the functionality 

of the X system, changes are expected. For every 
change in this area, there will be a three- to six-
day delay of the project with a US $10,000 to US 
$20,000 cost for each occurrence. 

of work areafisKto the 
project and almost always 
have a negative cost 

• Because there is a lack of final approval of the 
feasibility of the X system design, component 

and schedule impact. 

changes are expected. For every change, there will be at least a two-week delay and a 
$12,000 to $21,000 impact. 

It may not be possible to have finalized requirements, but a serious effort must be made 
to determine them; otherwise project schedule and costs will be increased. It is the project 
manager's role to make sure consequences are known to all stakeholders in order to 

= - =-= -$; 
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encourage the fmalization of requirements. (For more on determining requirements, visit 
www.rmcprojectcom for courses and products about this topic.) 

Determine Who Has Insight into Risks 
This is where the stakeholder register created earlier in the project management process 
comes in handy during the risk management process. Deter mining who has insight into 
risks is also one of the common stumbling blocks for risk management efforts. Can you 
imagine how many more risks can be identified and how much closer to identirying all 
the major risks you will be if you involve the right stakeholders in the Identiry Risks 
process? 

In informal studies conducted during risk management classes, there was an 
approximately 50 percent increase in the number of risks identified on small projects 
when stakeholders were involved. The difference is even greater on large projects where 
the project manager may not have day-to-day contact with many of the stakeholders. All 
impacted groups should be represented on the risk team. This includes individuals from 
any of the stakeholder groups listed in the Inputs to Risk Management chapter. 

mm'!'l Gain Support for Risk Identification Before You Begin 

Introduce the risk management process to your team and stakeholders by 
"setting the stage." Tell stories of past projects and the problems that were 
incurred. Then ask your team and other stakeholders if they would like to 

avoid those problems on the current project When they say "yes" (which of course they 
will), you will have gained their participation in the risk management process. 

~""~ Look Throughout the Organization for Risks and Risk Responses 

There are many stories in business magazines and books that describe 
o instances where those implementing the work (manufacturing, laborers, 

,y,;jlis60111 maintenance workers, and others in the organization) had ideas for major 
business improvements-but no one thought to reach into the organization to ask them. 
Do not make the same mistake. Consider including them on the risk team. The larger 
the project, the better it is to include representation from all levels of the organization for 
risks and risk responses. 

© 2010 RMC Publications, Inc '(952) 846·4484 ' inlo@rmcprojeclcom ' VNiW rmcprojecl com 

I 



! 
I 

I 
I 

I 

I 

I 
I 

I 

Identify Risks 

-_l1'li Use Published Articles 

Today, many executives write magazine articles-and even books-
o about their projects. Why not look for something written about a project 

bU.I"'~ comparable to yours? This will offer you a succinct overview of some of the 
risks others have faced in similar situations. 

Use Involvement with Associations 
If you are a member of a professional association, you might take advantage 

o of your membership by mining the members for information and providing 
bU.I ... hI information in return. When you go to association meetings, ask those you 

meet for ideas about potential risks. You might think others who work on projects that 
are not similar to yours couldn't help you. That would be a mistake. When I teach risk 
management workshops, the attendees often consist of people from four or five industries. 
I strongly encourage the attendees to talk with each other, and when they do, they are 
surprised at the benefit they get from it Try it. 

Ii · 
• I:l! tl~" 

Utilize Your Competition 
Sometimes the competition even becomes a part of the risk team. In one 
case, a company was going to introduce a new product. If successful, the 
product would create a new industry. In this case, the company's competitors 

had a vested interest in seeing the company succeed, because all could be involved in 
offering products in the new industry. So a few competitors became members of the 
project risk team. Consider whether this could be the case on your project 

lit 

• I:H I~o 

Include Your Customers 
What about having your customers on the risk team? On one project, a 
designer of windows for [1st food restaurants' drive-through windows wanted 
to create a dramatically new window. To make it better, they invited customer 

representatives to participate in identifying the risks of using the new window. As a result of 
involving those stakeholders, 11 additional risks were identified that the project team would 
not have been able to determine on their own. Of course, there was a side benefit All the 
customers placed orders for the windows, months in advance of them becoming available. 
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I"'I""I~~ Who Else Should Be Involved? 
Ask those stakeholders involved with risk management to identifY anyone 
else who should be involved on the risk team. 

mllm~ Limit the Use of Software 
Software has little use in the IdentifY Risks process; it is a people process, not 

~I"" ~~I~" a computer process. In informal tests I have conducted in risk management 
classes, those teams that relied on software for initial risk identification 

produced 25 percent fewer risks. This is a huge difference and one that you cannot afford 
on yoU! projects! 

Ii' 
I 

1~1.' tl:" 

Plan for Risk Identification Meetings 
When meeting with the team, starting by asking others what risks there 
might be will not only help identifY more risks, but will also show that you 
are interested in the thoughts of your team and other stakeholders. You may 

need to suggest some risks to get the meeting started, but try to contribute most of yoU! 
suggested risks toward the end of the session. 

Your major contribution of risks should be related to business and project integration 
risks; you should also contribute risks related to project management or the lack of its 
application on the project. These items are added for discussion to the list that the risk 
team sees only toward the end of the IdentifY Risks process. 

iii 
I 
lil:1!' t~o 

Meet Face-to-Face if Possible 
I have to say it-you will identifY substantially more risks if risk 
identification is done face-to-face. You know this is true. You can get a much 
better understanding when you are able to read body language and see the 

expressions on people's faces. Meeting virtually or using e-mail for risk management 
decreases the quantity and quality of risks identified. 

This does not mean that lots of meetings are required. Many teams hold one project 
planning session where the charter is reviewed, the work breakdown structure is created, 
activities are sequenced, and risks are identified. 
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iI"'!"'I. """''''' Risk Identification With Virtual Teams 
• In cases where it is impossible to physically gather a team, here are some tips 

I ~1! • i ~o to make working with a virtual team a success: 
• Provide as much information as possible, including the project charter, 

WBS, project scope statement, etc. 
• Clearly define your objectives, process, and "rules" for risk management 
• Strive to obtain individual thought from virtual team members 
• Use brainstorming on an anonymous Web site (where everyone has the same user 

name and password), expert interviews, and the nominal group technique to gather 
risks 

• Create and distribute the full list of risks for qualitative risk analysis 
• Have another (virtual) meeting 

--"" Meet Offsite 
Have the risk team meet offsite to reduce interruptions and improve focus. 

, .. ' ...... Properly Name Risks 
One of the most commonly made risk-identification-related mistakes is 

o to consider things as risks when they are not. One approach is to treat 
1.I.I.I1d.6i111 anything with a probability of greater than 80 percent as a certainty. "Lack 

of resources" is not a risk, nor is "not enough time to complete the project." If it is 
known that the required length of time for the project is shorter than the time allocated 
to complete the project, this is not a risk, but a fact. Such facts should be addressed in 
the project management plan through crashing, fast tracking, reestimating, removing 
scope, using other forms of schedule compression, and addressing the situation with 
management, not as part of risk management. 

An opportunity should also not be a fact. The following examples describe circumstances 
that are 100 percent probable ifbasic project management is done on a project 
• Due to effective project team management, high team morale might occur, which may 

lead to high team satisfaction and productivity. 
• Due to effective scope and change management, the project will be delivered on 

time, on budget, and according to approved scope, which may lead to high client 
satisfaction, 
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To differentiate risks from facts and to adequately define risks, use the "cause-risk
effect" format for naming risks: As a result of (definitive cause), (uncertain event) may 
occur, which would/could/may lead to (effect). Such definition of risks provides enough 
information for the team to follow the rest of the project management process. See the 
following examples of risks in the "cause-risk-effect" format: 

Ai a telult of lack ofclear direction for the scope of work for the XYZ component, there could be 
rework and wasted efforts, which could delay the project completionfrom two to four weeks. 

As a remIt of the amount of work the customer is trying to accomplish on many projects during 
this project's completion, a delay in the customer's response to 0111 requestsfol approvals may 
own; which could result in a two-week delay in project completion 

Effects could relate to project objectives, project constraints, and risk tolerances. 

What Is a Well-Defined Risk? 
People often ask me what makes a well-defined risk. To answer that question, let's look at 
specific examples. Here is one submitted in our risk study. 

• Due to the team not being co-located, communications might take a long time, which 
may lead to milestones being missed. 

This is not a risk. Not being co-located is not the root cause of this risk. With a little 
further investigation, the real cause and risk might be uncovered. The real risk might be: 

• As a result of the project manager's inexperience with virtual teams, work may take 
more time than allocated in the schedule, which may lead to milestones being missed. 

Take a look at the following risk Do you notice that it does not have much detail? 

The market research 

function stopped focusing 

on the product while doing 

research 

thus missing a new trend in 

requirements 

resulting in scope changes 
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A well-worded risk is specific to the project See the following reworded version. 

The number of inches apart 

the seats should be spaced will 

depend on market research, 

which, due to changing 

consumer needs, will not 

be done until late in the 

project The market research 

department has many products 

it will be 

which may mean that seat

spacing requirements could 

be ignored or come even later 

than planned 

causing the need to eliminate 

one row of seats and redesign 

the locking mechanism if the 

research shows changes in 

needs 

Causes could really be threats. Let's look at the following threat submitted in one of my 
risk studies. 

The system backup/disaster which could lead to a loss 

recovery mechanism may not of programming code or 

work data structures and test data 

devel01Ded to date 

None provided 

Is the "cause" a cause or a threat? Let's see what it looks like after further analysis. You 
should ask, "Why would the system backup not work?" Knowing the real cause will be 
critical to analyzing the threat in the Perform Qyalitative Risk Analysis process. 

There have been three which means the system 

instances in this company backup/disaster recovery 

where the backup/disaster mechanism may not work 

recovery mechanism has not 

worked. Though that system is 

being investigated, no changes 

will occur before this project is 

which could lead to a loss 

of programming code or 

data structures and test data 

developed to date 
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Causes Are Needed 

Look at the following threat. Notice how much more you understand the potential 
threat when the cause is detailed? Also notice how ideas for responses to the threat come 
immediately to mind with such a detailed cause? This is one of the benefits of using the 
cause-fisk-effect format for risks. 

Because this contract is a scope could creep 

time and materials contract, 

unlike previous releases that 

were done under fixed price 

contracts, and because the 

supplier is seldom critical of a 

• 

which could cause the project 

to be late and more costly 

Look for the Root Cause Risk 
1IlU~ 
• Would you like to know a secret? Many of the risks identified are not the real 
l~t~o risks, but causes. Look for the root cause (underlying risk) to make sure you 

understand the risk. For example, a threat of" customer delay in review of a 
submittal" might really be a threat that "the project has a low priority for the customer." 
It will do little good to create multiple ways to prevent the customer fiom delaying their 
review if the real threat is something else. 

You should be constantly thinking, 'What is the root cause?" while risks are being 
identified, You might explain this concept to those identifYing risks to gain their 
assistance. Remember to review all risks before proceeding, to ensure the root cause risks 
have truly been identified, 

Effects Can Be More Than Just Time and Cost 
In the threat below, it would be easy to just list "delayed project," but would that be 
accurate? You do not know that this situation may cause the whole project to be delayed; 
it may just delay an activity that is not on the critical path. Also, just listing time or cost 
delay does not provide enough information to really understand the concern. Here, the 
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specific concern is with meetings and hand-holding efforts. That wording provides more 
detail and thus more information for risk analysis and response development. 

We are not able to maintain 
a good relationship with customer 
customer 

which may require more 
meetings and extra hand-

A Threat Is Not an Excuse for Poor Project Management 
I was shocked at some of the threats submitted to me in my risk studies. It seems that 
some people who submitted threats tried to blame their problems on everyone but 
themselves. Let's look at this one. Does it seem like a well-defined threat to you? 

• Due to upper manag~ment not supporting the project, resources will not be available, 
resulting in not being able to complete the project on time. 

We could put it in the cause-risk-effect format and get the following: 

Due to upper management resources will not be available resulting in not being able to 
not the the on time 

This doesn't get to the root cause of the impact. Such as with proper project management, 
issues like lack of support or lack of resources MUST be dealt with before the project 
starts. The project management plan must be achievable and bought-into before starting 
work. There is no other ethical option for a project manager. 

Therefore, the project manager should not have agreed to an unrealistic timeframe or 
should have proven that the set timeframe was unrealistic This "threat" is really a lack of 
the project manager doing what he or she should be doing. The project manager should 
have cut scope, crashed, fast tracked, adjusted quality, or taken some other measure to 
deal with the resources issues, rather than waiting until the risk identification process, and 
then sitting back and saying that the project cannot be completed on time. 
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Make Separate Lists of Threats and Opportunities to Prevent 
l'.'IiHH;;t Identifying Only Threats 

, Opportunities should be identified to balance out the negative occurrences 
MlrliIWao. (threats), as well as to take advantage of additional benefits of the project 

It is hard for people to think of opportunities that may occur, as most people are used to 
thinking of risks as only bad things, I have found that having the team create a separate 
list of opportunities before threats helps increase the number of opportunities identified 
and gives people practice looking for the opportunities, Revisit opportunities after 
identifying threats to try to uncover even more opportunities, 

The following are examples of opportunities: 

Because there is a lot of that could also be available for which could help save time on 

research and development in our project the project 

this area a competitor may 

release new 

Because we will be advertising 

our new products as part of 
this Tlfn;pct 

Because this project involves 

our new products as part of 

the 

consumers who have not heard which will increase interest in 

of us before may be introduced our products 

to our 

new skills could be acquired which could be sold to others 

and thus increase company 

revenue 

Because we will be extensively we may acquire the expertise 

working with a wide variety of to improve our own systems 

customer information systems 

thus allowing OUI existing 

cllstomer service staff to do 

more work in a shorter period 

oftime on this 

Work should be done during planning to make sure the opportunity is investigated 
and specific plans undertaken to make it more likely, You can take advantage of an 
opportunity in the project management plan, 
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As a result of the amount of we may be able to leverage the which could make the work on 

information available from work from that project this project easier and result 

in decreased cost and schedule 

duration 

the prior Latin American 

eBusiness project (including 

payloads for order create/order 

response/order cancel response 

transactions) 

Can you leverage the work? It is part of planning to investigate further and clarify this 
opportunity so that specific plans can be made to take advantage of the opportunity. 

Risks Should Be Clarified 
Imagine someone identifies the following threat: 
• Customer doesn't convey the problem clearly, either from RFP or during program 

execution. 

Doesn't this situation need investigation and clarification while still in planning? In this 
case, there could be a further meeting with the customer, the sales department could talle 
to the customer, or questions to clarify this risk could be sent via e-mail to the customer. 

Let's look at a few more examples where more detail or clarification is needed before 
qualitative analysis of the threat: 

Misinterpretations ofEPe 

contract/other reasons 

may cause a delay on account leading to a delay in project 

of dispute between us and the implementation 

customer 

What part of the contract? When is this most likely to occur? 

Inefficiency of the supplier may cause payment disputes leading to a delay in the 

between the supplier and his project schedule 
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Is there something specific behind these general statements? If so, that would have to be 
identified and clarified and a new threat or threats uncovered" 

the supplier may not be which could impact the Due to sole sourcing 
equipment concerned about delivering on project schedule and cost 

time 

A good project manager would ask about the threat above, liDo you have any specific 
reasons for concern? Has this supplier delayed delivery before to us or anyone else? What 
leads you to think this is a possibility on this project?" 

Due to wrong date mis-entry 
(US system vs. UK system) 

the computer outputs may causing system failure 
give wrong validity/expiration 
dates 

If this is one of the top threats, the solution during planning would be to add an activity 
to make sure that the correct entry format is used" The risk would be mostly eliminated in 
planning. 

Include Risks Relating to Integration 
~~ 

Integration is the project manager's role of putting all the pieces of the 
o project together into a cohesive whole that meets the customer's needs" You 

.......... should include risks relating to integration in the IdentifY Risks process" 

Here are some examples of integration risks: 

• Activity A may not provide the information that Activity B need! 
• Activity A may not complete ill time for Activity B to .ltart 
• Activity B may become dependent on Activities A and C being completed. 
• The person doing Activity B may determine that the input oJActivity A is incomplete. 

Look at Assumptions 
l¥~tH 

Assumptions are often unidentified and if they are major ("I assume that the 
o software will be received without any bugs"), the project could be impacted. 

,II,I1j,ij1oiil Therefore, in addition to looking at the project and the activities for risks, 
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a great project manager will also look at the assumptions to see if they add to the list of 
risks. 

Some people treat assumptions as a risk category. In any case, assumptions must be 
identified, and they need constant review during the life of the project. 

• Quantity Is Quality 
• During the Identify Risks process, you are striving to identify as many risks 

I:'~ II ~o as you can. The more risks, the better the risk identification session. Groups 
that are prepared and are led with a plan for risk identification in mind create 

the longest list and have the best results. A group of six people should be able to identify 
100 to 150 risks in one-and-a-halfhours, assuming that they are technically literate about 
the project. Many risk identification techniques will be described later in this chapter. 

• Dealing with Team Member Discouragement 
, When a project is in trouble before it even begins, the Identify Risks process 

i:l!'II~o could make the team members feel discouraged. Such discouragement should 
be a warning sign. 

If you are in this situation, I suggest spending time on opportunities first (as noted 
previously) and then quicldy moving through the risk management process to the Plan 
Risk Responses process, as this step tends to create more optimism. 

Methods of Documenting Risks 
One of the ways to speed up the risk management process is to have efficient methods. 
Think about how you are going to collect risks. Poor project managers will have to do a 
lot of recopying of risks. Great project managers will think through what they are going 
to do with the risks and make a determination on how to collect them without much 
rework There are two main choices for recording risks: sticky notes or forms. 

Sticky notes can be more versatile and useful throughout the Identify Risks process, but 
there will be times when forms are more practical. 

=- = = --="" .=== .W 
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Forms 
Too many people think that risk management involves just sending out a form for people 
to fill in risks. This is a mistake, as it will not on its own produce a complete list of risks 
for the project. 

In my risk management studies, many multi-million dollar projects were relying on forms 
as their only risk management tool. Let me share with you some secrets about forms so 
you can make an informed, intelligent decision. 

Forms have the following benefits: 
• They are fast. 
• They are commonly used for other work activities, so many people feel comfortable 

with them. 

• They help accumulate the input of many people in a relatively short time period. 
• They are a convenient way to gain the contribution of those who do not want to 

spend much time on the project. 

Forms have the following disadvantages: 
• They do not allow for group thought or opinion. 
• They do not encourage people to think" outside the box." People will just fill out the 

form. 
• They do not allow for in-depth analysis of risk. 
• They do not allow discussion. Some people are more verbal and require a verbal 

method to tome up with the best list of risks. 
• They do not allow for unlimited ideas. People will tome up with a few risks and stop. 
e They are not always taken seriously. People will not view risk identification as 

seriously as they would if other methods are used. 
• They limit responses. 

During my risk management classes, people get a chance to apply what they are learning 
to their real projects. In these classes, I have seen the following actions-people stop 
when they run out of blank rows to enter risks, or they leave only one blank space for 
risks. When people in the first group are asked if they can think of any more risks, they 
respond, "Sure, but there is no more room on the form." People in the second group say 
they somehow felt it was not appropriate to use the entire form. Yes, that is what they say. 
Watch out if you are relying on forms. You will not identify all risks using a form! 

== =."'-- ,= -= .• ," 
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Filling out a form is often viewed as boring. People usually have little incentive to really 
think through their ideas about risks, They frequently just provide a few and then get 
back to their "real" work 

In other instances, students have told me that they are not comfortable or as productive 
when they are writing. In order to really think, they need a more verbal tooL Informal 
studies of this issue conducted during my risk management classes show that one-third of 
those surveyed agreed that a form would not get their best contribution of risks. That is 
an astounding number! 

There is an endless variety of forms used to obtain risks, Consider these options, but bear 
in mind the limitations of using forms for risk identification. Adapt one to YOUlreal
world project situation. 

A basic form might look like the following: 

Overall project risks 

Risks per activity 

Activity A 1---------.--------1 
Activity B 1-____ . ________ ._-1 

Activity C I-_________ ,~ __ --' 
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Checklists 
A checklist is a form with more data. It might look like the following: 

1. Technical Unique or special 

resources 

Proven or unproven 

System or functional 

Interface 

Design clarity/ 

Physical anellor 
material mAner'ie, 

2. External Influences ~M~at~eI~ial~~~~ ___ l-______ +_. _____ ~ 

Personnel skills 

Unique 

communication 
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1 Internal Factors Training and training 

Project manager 

Note that each of these general categories could result in either threats or opportunities 
on the project. But watch out-only using a checklist would be a big mistake! Yet many 
companies think such a checklist is the entire risk management process, 

Checklists have the following advantages: 
• They are great tools to get a quick sense of the level of risk in the project during 

initiating-before a charter is created and before formal risk management begins, 
• They give a quick overview of the risk on a project 
• They help generate conversation about the risk on the project before doing detailed 

risk identification, 

• They are useful memory joggers, 

Checldists have the following disadvantages: 
• They do not identify risks by activity or work package, 
• They do not provide enough details of the risks, their causes, or effects. 
• They do not provide a chance for someone to add a risk that is not on the form! 
• They are not project-specific Checklists are usually used for all projects in a company 

or department. 
• They provide a false sense of security that all risks have been uncovered. 
• They lead to thinking "in the box" (Le" not thinking about what is not on the list). It 

is extremely hard to think beyond what is on the list after one has read through the 
entire list and filled out the form, 

• They do not help to assess, qualify, or quantify risks specific to the project being 
examined, 
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Sticky Notes 
Sticky notes can be used to record risks as they are identified. 

Sticky notes have the following advantages: 
• They are easy. 
• They equalize participation because all attendees may be required to provide the same 

number of sticky notes. 

• They help satisfY the need for anonymity. 
• They gain participation from people who are not comfortable speaking in front of a 

group. Many people are not very verbal and will therefore not contribute ideas during 
a meeting if the only opportunity to do so is to talk. 

• They gain individual thought. 
• They can be used to record risks uncovered through a variety of risk identification 

methods, described in the following sections. 
• They help you keep track oflots of data while the data is manually sorted. 

Sticky notes have the following disadvantages: 
• It is hard (but not impossible) to use them with virtual teams. 
• They cannot be e-mailed. 
• They may be too small to be seen from a distance. 
• They cannot automatically total or calculate probability and impact results like a form 

and software can. 
• The information must be transferred to an electronic format. 

Why use sticky notes and not just paper? You could use plain paper, but as you will see, 
having sticky notes and the ability to sort and re-sort them may dramatically speed up the 
subsequent risk steps. 

RMe Risk Notes 

Using a sticky note specifically designed for risk management purposes will 
o further enhance and speed up the Perform Qyalitative and Qyantitative 

W"';;)iI Risk Analysis processes. We call these tools RMC Risk Notes. The RMC 
Risk Notes format allows you to keep track of necessary risk information as you sort risks 
during the risk management process. 
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The following is an example: 

Activity Name of source 
De!ign the installation sYltem Danielfroll1 the end-mer department 

Probability Risk Impact 
Because we will not see component X unti! 
deliveryfiwll our mpplie,; component X 

may not adequately collnect to component Y, 
rewlting in a three-month delay while the 

- part is rework~d 
-

When it might occur Trigger Potential Risk Owner 
During the development Whitney 

I phase 
-

Recording the name of the person or source of the risk will allow you to go back to that 
source if more information is needed during later steps of the risk process, Knowing 
how often the risk may occur (the risk frequency) and when it may occur will enable 
you to evaluate the risk during the Perform (htalitative and Quantitative Risk Analysis 
processes. All in all, capturing risks on these sticky notes is a very fast way to work the 
risk process. 

Remember that you are just identifying risks now. The RMC Risk Notes are used 
throughout the risk process, as will be described throughout this book. As you work 
through the risk processes, you will add more information to these notes. 

Methods to Identify Risks 
Let me offer you another secret Risks that are identified are less likely to occur simply 
because they have changed from unknown unlcnowns to known unknowns. In other 
words, simply identifYing risks will decrease the overall risk for the project. 

Methods to identify risks include the following (which will be explained later in this 
chapter): 

• Use a prompt list 
• Review the list of risks provided in this book 
• Review your own company's historical records and other documentation 
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• Brainstorming 
• Conduct a IIpre-mortemll 

• Affinity diagrams 
• Expert interviews 
• Nominal group technique 
• Delphi technique 
• Cause and effect diagram 
• Failure modes and effects analysis 
• Strengths, weaknesses, opportunities, and threats (SWOT) analysis 

Use a Prompt List 
A prompt list is a generic list of risk categories, This can be used as a starting point to 
customize a list of risk categories most relevant to projects within your organization. 
Using such a list has long been a trick recommended by RMC It is now included in risk 
management standards as a tool of the Identify Risks process. 

A prompt list of risk categories can be extremely beneficial in risk identification, but only 
when used properly Watch out-identifYing risks by category should not be the primary 
method ("Let', determine what technology-related riJk, we have on thi, project. '). With any 
method of risk identification, risks should be identified for the project as a whole and by 
activity ("What are the main concerns about completing this activity?'), When the group has 
gone as far as they can, offer lists of risk categories and a risk list to uncover any risks that 
may have been missed. 

A common error is to forget whole categories of risks. Can you imagine the impact to the 
project if a whole category of risks (like cultural risks) was forgotten in risk identification? 
Just look at any of the projects that have made news lately Was the root cause of them 
being newsworthy that they forgot whole categories of risk? 

Recently, a state governing body in the United States demanded that the seating 
arrangement in their meeting room be returned to the original configuration. They 
became unhappy with the new seating configuration after the building was renovated. 
The issue made news when it was discovered that such a change would cost about US 
$150,000. Why did the project manager not identify a risk that the new facility would 
not meet the end users' needs? Why were the end users not involved in making such a 

= =q--= 
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decision? It appears that the category of stakeholder satisfaction (of which end users are a 
part) was overlooked. End users often identify risks that the core team does not. 

Using a Prompt List of Risk Categories 
1WJ,t.:4~ 

A truly great project manager will carry a list of risk categories (a prompt 
list) with him or her during the Identify Risks process and make sure that 

iIoIIldiil no matter how risks are identified, risks in all categories are unearthed. A 
generic list of risk categories includes: 
• Technical, quality, or performance 
• Project management risks 
• Organizational risks 
• External risks 

Some of the most commonly missed risk categories are: 
• Project management (such as lack of support, inexperience with estimating, 

inadequate quality of the project management plan) 
• Culture (even for projects that occur only within your own country) 

• C21tality 
• Stakeholder satisfaction 
• Company organization (or lack thereof, including lack of prioritization of projects, 

inadequate funding, lack of focus on managing multiple project interactions, lack of 
proper signoff of the project charter) 

• Contracts 
• Sellers (vendors and suppliers) 
• Changes in the marketplace 
• Changes to the competitors' customers 

• Using the Prompt List of Risk Categories with the Cause-Risk
".l,Lij:of.I.+=t E ffee t Format 

l:Htr: 0 When identifying risks by category, you could put them in the format where 
the category is listed in the cause column and expanded upon based on the 

specifics of the project Then the other columns are filled in. 
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A new threat is identified: 

The customer's competition 

on this project is more 

scientifically advanced than 

the customer 

which could cause new use of which could result in depletion 

existing technology that we 

have little experience with to 

be . the customer 

of resource time to create a 

change order and learn the 

skills 

Then try to put the category into the risk column and see if that helps you identify more 
threats and opportunities. 

A new threat is identified: 

We are being asked by our 

customer to come up with 

a unique product that will 

create a totally new market. 

Unfortunately, the customer 

has competitors that are cash 

rich 

which means the customer's 

competition may retaliate 

with a new product of its own 

before we flllish this one 

causing the loss of about 50% 

of the work at the time this 

occurs and extensive redesign 

and additional cost 

Then try to put the category into the eHect column and see if that helps you identify 
more threats and opportunities, 
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leading to the customer's 

competition announcing 

a new product ofits own, 

creating a risk that we need 

to add scope to the existing 

Remember that not all the categories apply to all projects or apply in more than one 
column above. The concept is to uncover more risks by forcing the risk team to look at 
risks from different perspectives. 

Risk Breakdown Structure 
If your project is large enough to have many categories and subcategories of risks, those 
categories might be illustrated graphically in what is called a risk breakdown structure to 
better help in the process of identifying specific risks for your project. 

Review the List of Risks Identified in This Book 
What if you had a list of all the risks and risk categories your company had previously 
faced on similar projects? How valuable would that be? 

Most project managers and companies do not have such lists. Therefore, they miss whole 
categories of risks and major individual risks. Not you! Appendix 2 of this book contains 
over 80 pages of risk categories and lists of risks for many types of projects submitted by 
project managers from around the world. 

Be careful how you use the list of categories and the risk list. Present a list of risk 
categories to the risk team only after a substantial number of risks and risk categories 
have been identified, to see if the list provides them with any new ideas. Though the risk 
list is extensive, it does not contain all risks. As in the other risk identification techniques, 
it is better to utilize individual thought before you use groupthinlc If you use the risk 
list after individual thought, you will uncover risks that are not on the risk list. In my 
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informal studies, the risk list has been able to increase the number of risks identified by 
over 30 percent! 

Review Historical Records 
As noted in the previous section, risks can come to light by looking at historical records 
from past projects, including: 
• Lists of risk categories 
• Lists of risks 
• Probability and impact of risks 
• Risk response plans 
• Lessons learned 

Looking at records from past projects will save time in risk management and help you 
avoid repeating the mistakes of others. 

Review Other Documentation 
Risks can also come to light by looking at documentation regarding the current project, 
including: 
• Inputs to risk management 
• Requirements documentation 
• Drawings 
• Specifications 
• Contracts and purchase orders 
• Requests for proposal 
• E-mails and other correspondence 

Of COUIse, not having a project charter, work breakdown structure, and other project 
management deliverables is not only unethical (yes, unethical in terms of a project 
manager's professional responsibility, because it causes wasted time, effort, and rework on 
the project), but also adds substantial risk to the project. 
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Brainstorming 
Did you look at the "Brainstorming" title and say, '1 kno'w that one?"Do you really? As 
you read on, highlight anything mentioned in this section that you were not aware of. You 
may find you have more highlighted aJ;eas than you expected. 

Brainstorming is a meeting to come up with ideas or solve problems. It can be used in the 
Identify Risks process as well as for other project management issues. 

• Follow the Steps for Brainstorming to Identify Risks 
• 1. Determine who to involve in the sessions{s). You may choose to have 

multiple sessions with different groups of people, such as end users, risk 
team, and other stakeholders. 

2. Find two scribes. A person cannot facilitate and accurately record ideas. Having two 
people to write down ideas ensures all are captured. A scribe could be another project 
manager or a colleague. 

3. Have a comfortable room set up with comfortable chairs, and a flip chart or sticky 
notes to record ideas. 

4. Instruct the scribes to record risks on sticky notes or into a computer application. 
5. State the objectives. For example, 'The objective ofthil Jmion iJ to collect the longelt liJt 

ofrirk; in the ;horteJt pOiiible time. Please DO NOT EVALUATE idea; a; they come up." 
6. Ask "What ate the ri;kr related to thiJ project iii a whole?" 
7. Ask "What are the related ri;k;for each activity?" 
8. Ask "What are the riskJ by category?" 
9. Either in this session or later, group risks into like categories. 

10. Ask for clarification of the risks, and discuss them. 
11 State risks in the cause-risk-effect format if possible. 
12. Optional: Ral1k the risks. 
13. Further analyze the risks. 

The advantages of brainstorming include: 

• It is familiar. 
• Most people already understand many of the rules for brainstorming sessions. 
• It can generate a large number of risks quickly. 
• One idea will bounce off another. 
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The disadvantages of brainstorming include: 
• It can be boring because it is familiar. 
• Many people avidly hate these sessions. 
• Not everyone will contribute because some attendees are quieter, do not like to talk in 

front of others, or are overshadowed by other attendees. 
• There will be unequal contribution because some people will talk too much. 
• It is not possible for brainstorming to uncover all possible risks. 
• Brainstorming does not allow for the collection of thoughts that arise after the session 

is over. 

The outputs of brainstorming are the group's thoughts (groupthink), not individuals' 
thoughts. During such a session, a risk idea will arise as a result of hearing a risk someone 
else identifies. 

A brainstorming session can be led by an outside facilitator to keep everyone focused and 
to add direction. 

Brainstorming is not necessarily the best choice, nor should it be the only choice for 
identifYing risks. It cannot help determine all the risks on the project. 

To Get the Most out of a Brainstorming Session 
"Llf-+l+4 Follow these rules: 

• Do not evaluate responses. Evaluation while identifYing risks slows 
progress and discourages participation. 

• Find a way to make sure everyone participates by using sticky notes, or by simply 
asking, jane, what are your idem?" 

• Make sure no one person takes up too much time. 
• Facilitate the meeting with a set of rules. Stick to them! 
• Make the list of risks as long as possible. 

Collect Risks from All Stakeholders 
Compile and send the risks identified from all stakeholders to the core team 

$ in advance of the brainstorming session. This will help the core team come 
.I.l.II1.Wi .. up with more risks they would not otherwise have thought of and produce 

higher quality risks. 

"" "'C = 
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Conduct a "Pre-Mortem" 
Like a brainstorming session, a "pre-mortem" is a meeting to come up with ideas. 
However, in this case, the assembled group is asked to imagine that the project is 
completed or has been terminated. It has failed to meet one or more of its objectives, The 
group is then asked to describe why the project has failed. To find the opportunities, the 
group is asked to imagine the project is a success. 

The advantages of conducting a pre-mortem include: 
o It is fun. 
o It is unusual. 

• It is non-threatening. 
• It involves looking at a project from a different perspective. 
• It is useful in instances when the participants are too familiar with the details of the 

project to view it from another perspective, 
• It encourages thinking "outside-the-box," 

The disadvantages of conducting a pre-mortem include: 
o It cannot be used by itself, 
• It will not result in identifYing all known risks, 
• Some people have a hard time imagining failure, 

Affinity Diagrams 
Would it be helpful to discover a technique that can add 20 percent more risks even when 
you think you have identified as many as is possible? The trick is to look for missing 
categories using affinity diagrams, 

In this technique, the ideas generated from any other risk gathering techniques are sorted 
into groups by similarities, Each group of risks is then given a title, This sorting makes it 
easier to see additional risks that have not been identified, 

What is great about this method is that it is different from the others, It is fun, will make 
people laugh, and it is incredibly effective. 

= 
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~~ 
Follow the Steps for Using an Affinity Diagram 

L Tell the group/team that, without talking, they should put the created 
RMC Risk Notes in columns of "like" things. All must participate. Watch 
how they laugh as they argue with expression only and communicate 
without talking. This wiIlliven up the group and help increase 
productivity if the meeting has been in progress for some time. 

2. Instruct the group that they can now talk. As a group, they should create titles for 
each of the columns and then add new columns and risks that may be missing. While 
this is occurring, you can compare their results with the list of categories and suggest 
categories that are missing. 

Affinity Diagram 

•• 

Affinity diagrams have the following advantages: 

• They are fast. 
• They make people laugh. 
• They gain more pal ticipation from those who have never used this technique before. 

The method is inspiring because it is fast and efficient. 
• They produce more risks even after all other risk identification tools have been used. 
• They change the pace of the risk identification effort, thus keeping people interested. 
• Twenty percent more risks can be uncovered. 
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Mfinity diagrams have the following disadvantages: 
• People need to be in the same room. 
• Other risk identification methods such as brainstorming and document reviews need 

to be completed before using affinity diagrams. 

Expert Interviews 
Any time you ask people for their opinion or assistance, you are really holding an 
interview. Expert interviews can be used during all steps of the risk management process 
to gain expert opinion. 

In risk management, it is often experts, the customer, and senior management that 
a project manager needs to interview to obtain risks. Therefore, good use of expert 
interviews is more important than you may have thought. 

Expert interviews may take the form of meetings, e-mails, telephone calls, and letters. 
They are not informal discussions. They need to be planned, organized, and controlled 
during delivery in order to be most effective. 

Carefully read the following. In my risk management classes, everyone seems to think 
an expert interview is easy when it is explained, but then they try it and fail miserably. 
Considering who you are interviewing in a project situation, you cannot afford to fail in 
an expert interview. 

Follow the Steps for an Expert Interview 
IYJH+I~ 1. Be prepared with: 
t"1 .... ~1 • What you want to gain from the interview 

• Specific question 

This will help you look professional and give you the freedom to adjust the 
conversation without losing your direction. 

2. Start by explaining why you are there and why you need to talk to them. Tell the 
truth, and compliment when appropriate. 

'T wanted to askyollr advice became I beardyoll have a lot of experience with this inuei" 
This will get them more interested in helping you. Watch out, though-your 
compliment must be a real one and not just fluff such as, '1 heardyoll are great." 
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3. I have found that only 60 percent of the verbal and nonverbal information 
communicated by the interviewee will be noticed if just one person from the risk 
team attends the interview! Roles of the attendees should be determined in advance 
in order to prevent distractions. Generally, one person asks the questions, another 
writes down the answers, and a third looks for nonverbal communications. Introduce 
those who came with you, and explain their roles. This will make the interviewee feel 
more comfortable with those taking notes. 

'T have brollght with me Niwle from the design team andJoe from the integration team. 
They will both be helping me by taking notel 10 that I can concentrate on the questions. Will 
that be all right with you?" 

4. Ask an open-ended question to get their individual thoughts before you cloud their 
thinking by asking your prepared questions. Examples of open-ended questions 
include: 

• What probleml do YOII forelee if we lIIe this method? 
• What problem I haveyoll had on limilarprojectl in the pmt? 
• What me YOII mOil worried abollt on this project? 
• What might go wrong? 
• What might go right? 
• What additional opportllnitiel doyollsee liS being able to realize as a result of this 

project? 

5. Ask questions to clarifY the interviewee's responses. 

'You said YOII were /I10lt wor tied about the software delivery being late. Why doel this 
concern YOII? What impact doyollsee it having on the project? What would you estimate is 
the probability ofit oamring?" 

Notice that there is more than one question about each of the risks identified 
and that the questions are digging or mining for information. This is an excellent 
procedure. 

6. Ask the prepared questions. Such questions could include: 

'T have talked to others and analyzed the project requirements, and we are worried abollt 
a pmticularproblem. Doyou think this problem might occur? When? How many times? 
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What specifically might happen if this problem occurs? What do you estimate the impact to 
the project to be in hour; if this problem occurs? In days? How likely doyoll think it if that 
thifproblem will arise, on a .Ieale of 1 to 10?" 

7. Ask follow-up questions for each question you ask 

'You mentioned that we should be concerned with the source of the equipment we purehaJe 
for the project. Why would this be a major concem? What source; ;hould we avoid? How 

b d •• wn we e fIIre to get a goo JOl/1'eer 

People often make the mistake of asking one question after another without asking 
follow-up questions to dig into each area of inquiry. 

8. Clarify responses. 

Some people think it is a good idea to repeat all the responses received from the 
interviewee before continuing. However, interviewees may become annoyed at what 
they perceive as a waste of their time. Watch the reaction of the interviewee, and skip 
this step if it seems disruptive or does not add any value. 

9. Ask for other ideas. 

"Have any other ideas come to mind a; we have been talking?" 

Often the person asking the questions spends too much time asking and not listening 
or picking up body language indicating that the interviewee has more to say. Asking 
for any last ideas will give them an opening to offer additional thoughts. 

10. Tell them you may need to meet with them again. 

'You have given me a lot of new idea.L In the next few day;, I will be investigating them 
and may need to a;kyou50mefollow-up questions. I may abo get rome idea;from other; 
and want to get your opinion on thou Would it be all right if I were to contact yo II again?" 

It is impossible to be able to think in advance of all the questions you will need to 
ask the expert. Later project activities will cause you to come up with additional risks. 
Going back to talk to the expert can be seen as wasting his or her time and may 
backfire by decreasing the expert's buy-in to the project. But, if you tell them that 
you may need to talk to them again, these negative impacts rarely occur. Instead you 
appear to be "on top of" the project. 
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11. Tell them how to get in touch with you. 

'It alwaYl happem that while you are going home at night or the next morning in the 
lhoweryou will think of things youforgot to mention. Here ilmy e-mail address (or 
bUfine.H card) I will be lookingfor other ideas flam you in the next few dayl. Pleme feel free 
to contact me. " 

This is the "shower effect" (a term I created). Most people do their best thinking 
while they are in the shower, exercising, or driving. You should realize that not 
all ideas have come out during the interview. The trick is to plant the idea in the 
interviewee's mind that they may think of things after the meeting and that you 
would like them to contact you with other ideas. You will not believe how many more 
risks you can determine simply by planting this idea! 

12. Thank them for their time. 

'Yollr input will really help thif project meet itf objectiver. Thank you 10 much for taking the 
time to talk to mel" 

Expert interviews have the following advantages. They can help you to: 
• Obtain an understanding of unfamiliar parts of the plOject. 
• Uncover new risks that could not be uncovered flOm other sources. 
• Gain information about probability, impact, contingency, and fillback plans for use in 

qualitative risk analysis, quantitative risk analysis, and risk response planning. 
• Gain the expert's support for the project. 
• Show your knowledge, skill, and competency. 

Expert interviews have the following disadvantages: 
• They take time. 
• They require careful preparation. 
• They can hurt reputations if done poorly. 
I They are hard to correct if done poorly-you might only have one chance to do it 

right. 
• Experts are hard to reach and gain cooperation. 
• They require the assistance of others to do well. 
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........ """'1"11 Make Your Interview Even More Successful 

, • Show as much detail as possible. 
1:(!"I~o • Use drawings or pictures whenever possible to enhance understanding. 

• Know what you want t() gain from the meeting and keep focused on that 
objective. 

Ii' Pause After Asking Your Question and After Each Answer Before 
You Ask Your Next Question I 

I:(! ti~o Pausing gives you time to consider what your next question will be, and it 
gives the interviewee time to completely finish answering the question. 

It is hard to be silent. To give yourself more experience with silence, try conducting a 
conversation, but hold your thoughts for five seconds before spealdng. You will see how 
difficult it can be. 

11'"1 i""'. 'F'fI"I""II Look for More Than What Is Said 
, Research shows that about 55 percent of communication is nonverbaL Much 

I:(!,t I~', of what is communicated in an interview is through the way things are said 
and the physical mannerisms used. 

Did the person give you their full attention or did they interrupt or answer the telephone? 
If they did the latter, that may tell you they consider the project to be unimportant. Can 
you notice if someone is hiding something or if they are telling half-truths? An expert 
interview will help you discover these things in addition to acquiring a list of risks. 

m'f!'m~ Watch What Is Reported Back to the Risk Team 

When the interview is completed, the interviewers should tell the risk 
1M..wp..y.", team what questions were asked, what answers were received, and their 

........... interpretation of them, rather than maldng the mistake of saying, "Here is 
what he said." Lastly, have the other attendees of the expert interview confirm or add to 
the comments, and have the rest of the risk team confirm the interpretation. An expert 
interview is too important to miss something that has been communicated. 
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Nominal Group Technique 
The nominal group technique is used when you need a technique to gain a group's 
opinion (groupthink), rather than individual opinions. Sometimes the group could be a 
department or people who want to be or are only marginally stakeholders. The result of 
nominal group technique is the group's buy-in to the total group opinion on the specific 
risks of the project 

1I,lJ~~ Follow the Steps for Nominal Group Technique 
L Determine who should be invited to suggest risks. 

~-~ 2. Form groups ofinvitees. 
WIoloi6iii111 3. Collect a list of risks from each group member. For efficiency's sake, input 

these ideas into a computer immediately or collect them before the meeting using a 
form. 

4. Provide the group with a list of all their risks. 
5. Ask each group member to rate each risk using a rating scale of 1 to 10, with 10 

indicating "very important." 
6. Tabulate all the ratings to obtain the group's opinion of the top risks. 

Nominal group technique has the following advantages: 
• It is a fast way to get groupthink 
• Its use of ranking gains buy-in to the results. 
• It can be used to include people on the periphery of the project 
• It can be used to explore for high-level risks. 

Nominal group technique has the following disadvantage: 
• A major risk may be identified by a member but not accepted by the group in their 

final top list of risks. Therefore, selection of group members is very important 

Delphi Technique 
This technique can be used to obtain a consensus of expert opinion on what work should 
be performed, what risks exist in the project, or the quantitative analysis ofidentified 
risks. 
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• Follow the Steps for the Delphi Technique 
, 1. Determine which experts can help you ascertain risks, but keep the list of 

names anonymous. 
MId ...... 2. Send out a specific requ.est with attached details of the project to each 

expert and request his or her opinion. 
3. Collect all expert opinions and compile them into one list, keeping the experts' names 

anonymous. 
4. Resend this list to every expert so they can review all the thoughts. Ask them for 

further comments based on the compiled list. 
S. Try to reach consensus. 

The advantages of using the Delphi technique include: 
• It gets consensus of expert opinion. 
• It can be done virtually. 
• It can focus on details of the project or overview risks. 

The disadvantages of using the Delphi technique include: 
• You may need to wait long periods of time for experts to respond. 
e It requires the ability to interpret expert opinions. 

Cause and Effect Diagram 
Cause and effect diagrams can be used to evaluate the causes of any events, such as quality 
problems or risks. Often in the risk identification process, a "risk" will be identified that 
is not really a risk Risks should be specific, but often the risks that are identified are 
general and need more analysis to determine what the real problem is. This effort can be 
done in many ways, by simply discussing what the real cause is, by making lists of possible 
causes, or by using a cause and effect diagram. 

For example, imagine you estimate that there is likely to be late delivery of software on 
your project It might help your risk management process to determine the probable cause 
of this event and then try to deal with the cause as part of risk management. A cause 
and effect diagram is a visual tool to help a person or group see the potential causes and 
identify new ones. Let's say that a group is evaluating this problem and determines that 
some of the causes are: 
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• The software has never been created before. 
• There are too many changes. 
• There is a loss of team members. 
• There is a lack of technical knowledge. 

Never been Loss of team 
created before members 

---4-----l---- Late deUvcry 
of software 

Too many Lack of technical 
changes knowledge 

~ 
About how to About how to 
do the work manage the work 

The person or group could continue adding potential causes as necessary until they agree 
on the most probable cause. If that cause is 100 percent likely to occur, then it is handled 
as a fact and managed as a formal part of the scope of the project. If it is uncertain 
(Le., less than 80 percent certain), it is handled as a risk and included as palt of the risk 
management process. 

Failure Modes and Effects Analysis 
Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is a 
technique thatcari be used to assess the potential reliability of products. Aerospace 
programs in the 1940s were among the first to use this methodology. FMEA looks at 
possible "failure modes"-the ways a product or part of the product or process used might 
fail. It also looks at the potential impacts of failure and ways to reduce the probability or 
mitigate the impacts of such failure. The goal of FMEA is to design the failure out of the 
product. 

- " 
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Database Qyery returns Wrong 9 Qyery 7 Predefined 

query inaccurate data is statement is queries" 

4 

results used wrong saved 

for but not 

analysis required 

None 95 Always require Mary 1 month 

predefined from report 

query or provide 

array in query 

fields to add 

partial level of 

sensible request 

statements 

Just like any other list of risks, a FMEA will rate the different risks associated with each 
failure mode. The failure modes with the highest ranking-their risk priority number 
(RPN), which is found by multiplying the severity times the occurrence rating times 
the detection rating-' are handled in the risk management process as risks. There are no 
standards that describe which RPN numbers qualify to be added to the risk management 
pIOcess and which do not. 

Strengths, Weaknesses, Opportunities, and Threats (SWOT) 
Analysis ' 
This analysis looks at the pIOject to identify its strengths and weaknesses and thereby 
identifY risks (opportunities and threats), 

Other Tools for Risk Identification 
Risk identification should be easy. It does not require advanced tools. However, there 
are many people who write about all sorts of tools that can be used for risk management 

.= 
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• The software has never been created before. 
e There are too many changes. 
• There is a loss of team members. 
• There is a lack of technical knowledge. 

Never been Loss of team 
created before members 

---t-----i--- Latc dclivery 
of software 

Too many Lack of technical 
changes knowledge 

~ 
About how to About how to 
do the work manage the work 

The person or group could continue adding potential causes as necessary until they agree 
on the most probable cause. If that cause is 100 percent likely to occur, then it is handled 
as a fact and managed as a formal part of the scope of the project. If it is uncertain 
(i.e, less than 80 percent certain), it is handled as a risk and included as palt of the risk 
management process. 

Failure Modes and Effects Analysis 
Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is a 
technique that can be used to assess the potential reliability of products. Aerospace 
programs in the 1940s were among the first to use this methodology. FMEA looks at 
possible "failure modes"-the ways a product or part of the product or process used might 
fail. It also looks at the potential impacts of failure and ways to reduce the probability or 
mitigate the impacts of such failure. The goal ofFMEA is to design the failure out of the 
product. 

~=-W'~ om''" 
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Database Q\tery returns Wrong 9 Q\tery 7 Predefined 

query inaccurate data is statement is queries 

4 

results used wrong saved 

for but not 

analysis required 

None 95 Always require Mary 1 month 
predefined from report 

query or provide 

array In query 

fields to add 

partial level of 

sensible request 

statements 

Just like any other list of risks, a FMEA will rate the different risks associated with each 
failure mode. The failure modes with the highest ranking-their risk priority number 
(RPN), which is found by multiplying the severity times the occurrence rating times 
the detection rating-are handled in the risk management process as risks. There are no 
standards that describe which RPN numbers qualify to be added to the risk management 
process and which do not. 

Strengths, Weaknesses, Opportunities, and Threats (SWOT) 
Analysis 
This analysis looks at the project to identify its strengths and weaknesses and thereby 
identify risks (opportunities and threats). 

Other Tools for Risk Identification 
Risk identification should be easy. It does not require advanced tools. However, there 
are many people who write about all sorts of tools that can be used for risk management 
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that were created in other disciplines, like quality management or engineering. None of 
these tools are any better than others, nor do they necessarily result in more risks being 
identified. They are usually just other methods to do the same thing that this book has 
already given you detailed help with-identifY risks. These tools include: 
• Force field analysis 
• Influence diagrams including system dynamics 

All these tools use visual diagrams that model a problem, cause, or part of the work, 
like the cause and effect diagram shown previously. Some tools, like decision trees and 
FMEA, include calculations to quantitatively analyze risks. Because they are visual, they 
help those working with them "see" the risks in ways that just talldng about risks might 
not. If you are very familiar with any of these, then use them by all means. If you are not, 
then your lack of familiarity will just get in the way of your effectiveness in identifYing 
risks. They will not add any value. 

Tricks for Identifying More Risks 
• Equalize Participation 

• Imagine that not everyone has had a chance to contribute or that one person 
Q is monopolizing the conversation during a brainstorming session. Simply 

oMIoIWoidBiIIII hand out some sticky notes or RMC Risk Notes and say: ''Before you leave, 
please take three (orfour orfive) RMC Risk Notes and write one riJk on each note. You mUll 
hand them in before you leave." Or, ''Before we leave, I would like you to write down four more 
risks pertaining to_ on f01l1 RM C Risk Notes!" 

I"'!"'II~"" Use Anonymity 
It is not easy for someone in a meeting to admit out loud that they 01 their 

..., .... ~IQ department might cause a risk. They may reveal it if provided an anonymous 
BY~" method like sticky notes or RMC Risk Notes. In situations where anonymity 

is obviously needed, simply add to your comments: 'Your contributionl will be anonymollf." 
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Virtual Teams 
Obviously, RMC Risk Notes can most easily be used when people are 
physically present If you are working in a virtual environment, have virtual 

............ team members send you tl~e filled-in RMC Risk Notes . 

...,...""'. Use a Combination of Methods (e.g., Brainstorming and Sticky 
JItLIIfo+H.:t Notes) 

This can be critical. As you have read, brainstorming cannot provide all risks, 
............ but using it in combination with other methods will provide opportunities 

for those who need anonymity, individual thought, group thought, verbal tools, etc, 
to contribute more risks. I have seen people who have not contributed anything in a . 
brainstorming session be given another method to contribute-and then present a major 
risk 

~""'. My Favorite Choices 
I send a form (bye-mail) to some of those on the periphery of the project 

Q with a letter telling them why I have selected them for their input Then I ask 
............ them for risks. Other groups closer to the project are interviewed by my risk 

team members or are invited to brainstorming sessions. I then compile all the risks. 

Next, I ask the risk team to complete a form and participate in a brainstorming session. 
~ When the session is reaching its conclusion, I provide the risk team with the compiled list 
p I and ask ifit offers other ideas for risks. At the end of the session, I use RMC Risk Notes 
I and then do an affinity diagram with all the risks identified on the project 

I 
m. m"3l How Do You Know When You Are Finished? 

, Although risk management is iterative, that should not be an excuse for 
o missing risks early and having to figure them out later. There should be a 

........... concerted effort to identifY as many risks as possible (though others will 
come to light throughout the project), 

44#2 .,. 
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Many companies believe that coming up with five risks is enough. The best answer to this 
is a phrase that may not make sense until you actually follow the processes in this book 
and try this suggestion. Do it until it seems stupid. 

Many people will not divulge the real risks they are aware of until later in the IdentifY 
Risks process. It is a good idea to let the IdentifY Risks process get silly ("An alien comes 
down from outer space and steals all the computer hard drives used on ourproject l ), as this will 
make many people feel safe enough to state the truth. It is when the ideas become stupid 
(a level worse than silly) that you can usually determine that all risks have been identified. 
This may take a gut feeling rather than an analytical decision, but look for it in the 
IdentifY Risks process. You will see it occur; and then you can decide for yourself if this is 
a good way to judge. 

Another way to determine if you are finished is to ask the team to rate how confident 
they are that all the major threats and opportunities have been identified. If the rating 
is too low, continue the IdentifY Risks process. It is up to you to determine what rating 
is too low. If the project is generally a low-risk project, then a 7 on a 1 to 10 scale (with 
10 being the highest) will probably be sufficient. If the project is a high-risk and high
priority project, a confidence rating of 9 would be more appropriate. 

Before moving on, make sure you have spent adequate time on the IdentifY Risks process 
and that there is no more to be done in this step. Ask yourself: 
• Is risk identification worth more effort? 
• Are there people who have not been consulted? 
• Have we forgotten to research any literature, magazines, or other documents? 
• Ale there ways to identifY risks that we did not use? Would they help? 
• Are the risks identified adequately understood to move on to qualitative risk analysis? 
• Have we really given the IdentifY Risks process the committed effort it requires? 

Regardless of the method used to identifY and document risks, all contributions are 
reviewed by the project manager and shared with the risk team for consideration. Input 
from sources outside of the risk team will stimulate ideas and give more information to 
the team, which will improve their understanding of the risks of the project 
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Risk Register 
The risk register is the place where most of the risk information is kept. Think of it as 
one document for the whole risk management process that will be constantly updated 
with information as the Identify Risks process and later risk management processes are 
completed. The risk register becomes part of the project documents and is also included 
in historical records that will be used for future projects. With a team experienced with 
risk management, the project manager could begin to collect additional information 
during the Identify Risks process along with the list of risks identified. Following is a 
sample risk register. Remember that information is added to this document throughout 
the project This example includes information you could add at this point in the project 

OveraUI--+---t---+--+---+---+---t-----j 
Pr()jec:t i---t---t---t---t----t----t---j----j 
Risks 

A 

B 

c 
D 

Triggers 
Triggers are early warning signs that a risk has occurred or is about to occur. List any 
triggers that come to light during risk identification so that they are not forgotten, but 
revisit them during the Plan Risk Responses process. 

Will You Assign Risk Owners Now or Later? 
A risk owner is the person whom the project manager assigns to watch for triggers, and 
manage the risk response if the risk occurs. A risk owner is a stakeholder who could also 
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be a project team or risk team member who has par ticular knowledge about a risk, or 
expertise in handling the risk (or the activity to which the risk relates). 

Some project management standards state that risks will be assigned to risk owners in the 
Plan Risk Responses process. Since most people become risk owners because of unique 
expertise with the issues relating to the risk, or because they have some responsibility and 
control over the risk, it may be a better idea to consider assigning risks to owners earlier 
in the process. Risk owners could have valuable insight into qualitative and quantitative 
risk analysis, as well as planning responses and managing risk. It is a good idea to make 
note of a proposed risk owner at this time. That assignment may be confirmed in the Plan 
Risk Responses process. 

Steps of the Identify Risks Process 
There is limited literature available about how to identify risks. Here is an efficient 
process that works for small to multi-million dollar projects. 

t Collect historical information. 
2. Determine who may have insight into risks. 
3. Determine which risk identification methods to use, and with what groups. 
4. Identify risks with others (e.g., brainstorm with the team, provide the team with a 

list of risks from all sources-including the risk list hom this book-and continue 
brainstorming, and then do an affinity diagram with the team to look for any 
remaining risks). 

5. Make a list of all identified risks on a risk register. 
6. Determine, with the risk team's assistance, how confident you are that the major risks 

have been identified. 
7. If you are not confident that you have identified all the risks, redo the previous steps. 

!fyou are confident, determine whether questions remain and what information is 
still needed to understand and analyze the identified risks. 

8. Ask the remaining questions, and collect the information. 
9. Add new risks to the list and eliminate any items identified as not really risks in your 

data collection. 
10. Discuss remaining risks as necessary to understand them. 
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11. If you used RMC Risk Notes, mark each note (if you have not already) with the 
activity, source, and other appropriate information to avoid losing the information as 
you move through risk management 

12. Move on to the Perform Qyalitative Risk Analysis process. 

Output of the Identify Risks Process 
The output of the Identify Risks process is the risk register. At this point in the risk 
management process, the risk register may contain the following information. 

Risk Register 

• List of risks 
• Root causes of risks: The root causes of risks are documented. 
• Potential risk owners 
• List of potential responses: Though risk response planning occurs later, one of the 

things experienced risk managers know is that it is not always logical or efficient to 
separate work on each part of risk management. There will be times when a response 
is identified at the same time as a risk. These responses should be added to the risk 
register as they are identified, and analyzed later as part of risk response planning. 

• Triggers: Triggers or trigger conditions are noted to enable timely responses to 
identified risks when they occur. 

• Updated risk categories: You will notice a lot of places where historical records and 
company records are updated throughout the project management process. Make 
sure you are aware that lessons learned and communicating information to other 
projects does not just happen at the end of the project. Here, the project is providing 
feedback to the rest of the company regarding new categories of risk to add to the 
organization's risk checklist. 
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Key Concepts 
• The objective of the Identify Risks process is to devise the longest list of risks possible 

using a combination of methods. 

• To prevent rework, be prepared with historical and project information before you 
begin to identify risks. 

• Everyone, including all stakeholders, should be involved in the Identify Risks process. 

• Risks should be identified in all relevant risk categories. 

• Each risk identification method has rules to follow in order to get the most out of the 
method. 

• Remember to identify opportunities as well as threats. 

Key Terms 

• Identify Risks process 

• Risk categories 

• Cause-risk-effect format 

• Root cause 

• Forms 

• Checklists 

• Sticky notes 

• Brainstorming 

• Pre-mortem 

• Mfinity diagram 

• Expert interview 

• Nominal group technique 

• Delphi technique 

• Prompt list 

• Risk register 

• Cause and effect diagram 

• Failure Modes and Effects Analysis 
(FMEA) 

• Strengths, weaknesses, opportunities, and 
threats (SWOT) analysis 

© 2010 RMC Publications, Inc '1952) 846·4484 , inio@rmcprojeclcom ' WW// rmcprojecl com 113 



114 

Identify Risks 

.. ,,;; 

""<; •• {i2< i\·~~t~ffJ~~g·;g~m~::viij~.@if¥i~'!;~s 

Instructions: Match the risk management key word to its definition. 

KeyWord 

___ 1. Identify Risks process 

2. Prompt list 

___ 3. Cause-risk-effect format 

___ 4. Root cause 

___ 5. Cause and effect diagram 

___ 6. Brainstorming 

7. Pre-mortem 

Definition 

A. A tool to identify potential failure modes, 
determine their effects, and identify actions 
to mitigate the failures 

B. A process of seeking consensus of expert 
opinion 

C. Common areas or sources of risk on similar 
projects 

D. Theoretical "evaluation" of a project before it 
has actually been done 

== == 

8. Affinity diagram 

9. Exper t interview 

___ 10. Nominal group technique 

___ 11. Delphi technique 

___ 12. Riskcategories 

___ 13. Risk register 

__ 14. FMEA 

E. A method to identify additional risks and 
risk categories on a project 

F. A process for obtaining opinions or other 
input on the project hom experts 

G. A generic list of risk categories 

H. A process of collecting and ranking risks 
contributed by a select group of participants 

I. As a result of (X), (Y) may occur, which 
wouldlcould/may lead to (Z) 
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J. A meeting to come up with ideas or solve 
problems 

K. A tool to evaluate the causes of risks 

L. Determining specific risks by project and by 
activity 

Answer Key 

1. L 8, E 

2. G 9, F 

3. I 1O, H 

4, N II, B 

5, K 12, C 

6, J 13, M 

7. D 14, A 

Identify Risks 

M. List ofidentified risks (threats and 
opportunities) for the project and other 
information added throughout the risk 
management process 

N. Underlying risk 
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L What method or combination of methods for risk identification will you use for your 

real-world projects? 

2, Why is it important to include end users in risk identification efforts? 

3. Why is using a form to identify risks not always the best choice? 

4, What is the best reason to use the Delphi technique? 

5, Why should an affinity diagram should be used after the other methods of risk 
identification are completed? 

6, How would your projects be different if you identified risks until it was stupid? 
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Adapt This to Your Real-World Projects 

Identify Risks 
Please visit the RMC Project Management Web site at www.rmcprojectcomlrisk to 
download the full version of these forms. 

Steps to follow: 
L List as many risks on your project as you can. Try to use the cause-risk-effect format 

for each threat and opportunity. 
2. List risks by activity. 
3. Look at the list of risks in Appendix 2 and see if that list helps you identifY additional 

risks for your project 
4. Use the list of risk categories in Appendix 2 to help you create a list of common risk 

categories for the types of projects you work on. Keep the list with you when you are 
identifYing risks to stimulate discussion and to make certain all risles are identified. 
You will find a form entitled, "Common Categories of Risk for My Projects" at the 
end of this chapter. 

© 2010 RMC Publications. Inc • (9521846-4484 • Inlo©rmcprojecl com' WIINlfmcprojecl.com 119 



Identify Risks 

120 © 2010 RMC Publications, Inc • (952) 846-4484 • in!o@rmcprojectcom • '11.'1.'1 rmcproject com 



Identify Risks 

© 201 0 RMG Publications, Inc • (952) 846·4484 • inio@rmcprojeclcom • VNfW rmcprojecl com 121 



Identify Risks 

122 © 2010 RMC Publications, Inc .• (9521846-4484 • into@rmcprojeclcom • YNIW nncprojecl com 



Identify Risks 

© 2010 RMC Publicalions, Inc • (9521846·4484 • inio@rmcprojectcom • I'llm rmcprojectcom 123 



Identify Risks 

124 © 2010 RMC Publications, Inc. '(9521846-4484 ' inlo@rmcprojeclcom ''1/1'/1'1 rmcprojecl com 



Identify Risks 

... 
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Objectives of the Perform Qualitative Risk Analysis Process 
Does it make sense to plan responses to all the risks from the IdentifY Risks process? No, 
because some of the risks identified are not very probable or, if they occur, will not have 
a great impact. The overall objective of the Perform Qyalitative and Qyantitative Risk 
Analysis processes is to determine which risks warrant a response, The specific objectives 
of Perform Qyalitative Risk Analysis are to: 
• Subjectively evaluate the probability and impact of each risk 
• Create a shorter list of risks by determining the top or critical risks that you will 

quantifY further and/or address in the Plan Risk Responses process 
• Make a go/no-go decision (Having evaluated the risks, do we still want to do this 

project?) 

The inputs to Perform Qyalitative Risk Analysis include: 

• Risk management plan 
• Risk register (list of potential risks) 
• Project scope statement 
• Project type and an understanding of the work needed to complete the project 
• Data about the risks to be used during this step to measure their precision 

• Assumptions to test 
• Scales for probability and impact (if they are standardized for your department or 

company) 
• Historical records: How were similar risks qualified in the past? 
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Determine Additional Information Needed 
There needs to be a real understanding of the risks in order to measure them in the 
Perform Qyalitative Risk Analysis process. Otherwise it can feel as if this step involves 
asking questions, rather than subjectively measuring probability and impact. Before you 
start the Perform Qyalitative Risk Analysis process, verify that the following work has 
been performed: 
• Ask the experts and the customer any questions not answered in the project charter or 

earlier discussions 
• Review data already supplied to the team in light of questions that arose during the 

Identify Risks process 

Determine Frequency and Timing 
If you have not used RMC Risk Notes (previously described) to identify risks, you may 
need to collect more information about when and how often a risk might occur before 
you can effectively qualify risks. When a risk might occur in the project life cycle, and 
how often, will help to determine its impact and your risk response, A risk that could 
occur later in the project should be rated higher than one that could occur earlier in the 
project, because the later the risk occurs, the greater the impact it will have on the project. 
A risk that could impact an important part of the project should be rated higher than one 
that could affect less important activities. A risk that might occur more than once may 
need the same response several times or a unique response for each occurrence, 

Assumptions Testing 
Before you can use the risk information collected, assumptions made when determining 
risks must be tested, Too many guesses make the data unreliable, thus adding risk to the 
project if these assumptions are wrong. 

Imagine one of your stakeholders had assumed incorrectly that training the end users was 
part of the project, or a stakeholder assumed that the project work would not interfere 
with his or her daily work. Each instance of assumption, if wrong, could add risk or cause 
the related risk to have a greater probability or impact. 

A project manager should look at the stability of each assumption (how realistic or valid 
is it?) and the consequences if the assumption is false. First, the project manager should 
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make certain that assumptions have been satisfactorily identified in the Identify Risks 
process. "What anumptions have been made?"Then, if the project manager feels more 
work with assumptions is needed, a separate discussion with the risk team about the 
assumptions, stability, and consequences couId be the start of the Perform Qyalitative 
Risk Analysis process. The higher priority the project, the more certainty is needed. 

In assumptions testing, the stability and consequences are rated from 1 to 10. A stability 
rating of 5 to 10 means the assumption is valid. A consequences rating of 5 to 10 means 
the assumption could have a large impact on the project. You can use this version or 
another scale or interpretation on your projects. 

Project work will not 

interfere with stakeholder 

work. 

2 

Data Quality Assessment 

8 

Beginning in the Perform Qyalitative Risk Analysis process, the project team will be 
relying on the data about risks acquired in the Identify Risks process. It would therefore 
be wise to make sure the data to be used in qualitative risk analysis is precise and reliable. 
Before we start qualitative risk analysis, we need to ask ourselves, "How well understood 
is the risk?" This should include an analysis of the following to rate the precision of each 
risk: 
• Extent of the understanding of the risk 
• Amount of data available about the risk 
• Reliability and integrity of the data 

l1"'l"'i. '"""'II Use a C hart 
• This analysis could be accomplished by the use of a chart (see the following 

o example) that uses a scale of 1 to 10 (or any other rating scale; I prefer a 
MOl ........ numerical scale since most people feel such a scale is easier to interpret and 

score). Determine if the entire team will rank each risk and compile the answers, or if you 
will do the work yourself. The choice depends on your understanding of the project and 
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your professional experience. The higher priority the project, the more precise the data 
needs to be. 

The XYZ system will arrive late, 9 7 2 
causing a two-week delay in the 

deliverable due date. 

The software will not be compatible 2 2 9 

with the computer operating system, 

resulting in the need to select new 

software. 

In this example, a decision has been made that any risks receiving a five or lower score in 
any area will be further investigated. Therefore, you, the risk team, and other stakeholders 
might be involved in additional expert interviews and data collection before detailed 
qualitative risk analysis is begun. Take this seriously, as data quality assessment will help 
make the rest of the risk management process flow more smoothly as well as decrease the 
number of risks. 

Probability and Impact Scales 
Once you are sure you have enough information about all the risks identified in the 
previous step, the probability and impact of each risk must be determined. Probability is 
the likelihood that a risk will occur: Impact is the effect the risk will have on the project if 
it occurs. For the purposes of the Perform Qyalitative Risk Analysis process, probability 
and impact will be estimated subjectively, with the word "impact" encompassing all 
possible impacts. 

If risk scales are not already standardized in your organization, you must decide which 
scales to usc to determine probability and impact qualitatively. The following chart shows 
four possible choices of scales to use for probability and impact 
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2 .05 0.1 0.2 

3 OJ OJ 0.5 0.9 

4 1 2 3 4 5 6 7 8 9 10 

Remember that a 9 or 10 for probability is considered a fact A risk with a probability of a 
9 or 10 should be considered in developing the work breakdown structure and other parts 
of the project management plan. 

Reducing Bias 
It is important that all those who are evaluating the 
risk use a standard interpretation for their assessment 
of probability and impact, in order to achieve consistent 
evaluation of risk across multiple projects. Sometimes 
it is difficult for people who are evaluating risks to 
be objective. They may attempt to bias the results 
in one direction or another (motivational bias), or 
their evaluation may be biased due to a difference in 
perception (cognitive bias). Having a description for 1 
to 10 in the matrix will help eliminate some of these 
biases, but the risk team should continue to look to 

expose biases throughout the life of the project. 

Rememberthatprobability 
rating cannot bel1lore than 
8 ona scale of1to10,asa 
higher rating indiCates that 
you are dealing with afact, 
not a risk! 

The rating on any scale should be defined. Here is an example: 

6 7 

Medium Medium- High Fact 

High . . . . , ... ••••••• I 

Generally, the impact includes impacts to all the project objectives. A further 
interpretation of the impact rating follows: 
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10 

9 

5 

4 

3 Medium reduction of time or cost reserves 

2 Small reduction of time 01 cost reserves 

1 No real' 

Warning: High, Medium, and Low Scales 
Based on extensive experience in teaching risk management and watching problems occur 
repeatedly, it's evident that many companies make a big mistake of using high, medium, 
and low to sort their risks. 

Why is this a mistake? For even 30 risks, a high, medium, low range does not provide 
enough spread between each risk to sort the risks. Why bother? fu tested with thousands 
of people in my risk management classes, if you use numbers (even though qualitative 
risk analysis is subjective), your scale is broader and you will have fewer ties and a clearer 
picture of which risks to carry forward. A broader range will also decrease the ambiguity 
that can arise hom differing interpretations of the terms "high," "medium," and "low." 

How to Determine Probability and Impact 
Imagine that you have identified over 500 risks. You know you have to determine the 
probability and impact of each one. Many project managers pick a risk and ask the team 
to determine its probability. When a consensus is reached after about 10 minutes, they 
determine the impact. Now imagine the reaction of the team. They are realizing they will 
be there for hours in order to determine the probability and impact of all the risks and 
stop fully participating. Would you like to see a way to significandy shorten the duration 
of this effort? Here are several ways to do just that. 

© 2010 RMC PubHcaHons.lnc • (952) B46-44B4 • inlo@rmcr,rojeclcom • VNIW rmcprojecl com 



Perform Qualitative Risk Analysis 

Choice 1: Explain the risk and impact to five people familiar with the project andlor the 
risk in question. Ask them for their opinion of the level of probability using the 1 to 10 
scale. Of the five probability ratings you receive, discard the highest and lowest, and then 
average the remaining three ratings. Round off the answer to the nearest number ending 
in zero or five. 

Choice 2: Have all the risks entered into a computerized spreadsheet and create a form. 
Have each person list the probability and impact of each risk using a predetermined scale. 
Then total the probabilities for each risk, and find the mean. This becomes the probability 
rating for the risk. Do the same for the impact, and for all the other risks. There is one 
caveat, however: this method can be tedious to the contributors. Thus, you may lose buy-

I" in and productivity. There is another method that is also fast and yet keeps the interest of 
the participants. See the next choice. 

I"'!'''''''''''. Choice 3: Here is a method (my favorite) for sorting a huge number of 
tyHIf'I risks-fast. Using the specially formatted RMC Risk Notes described in the 

Identify Risks chapter makes this method even faster! 

1. Create a six-foot by six-foot chart (1.83 meters by 1.83 meters) that looks 
like the following example. If you have many RMC Risk Notes to sort, you could 
create a separate chart to sort the opportunities. 

2. Place the chart(s) on the floor. This location will make the chart(s) easier to reach and 
the process fun for the participants, thus increasing their participation and changing 
the pace and flow of your risk meeting-a true Trick of the Trade@ 

3. Distribute the risks on the RMC Risk Notes to the team members who identified 
them and divide the risks identified by others evenly among the team members. 

4. Have team members place their risks in the appropriate place on the chart (i.e., rate 
their probability and impact). With this method, 160 risks can be sorted in only 20 
minutes. 

5. You need to do more! Ratings done individually may not be accurate. Give each team 
member a different colored marker and ask them to look over all the risk ratings and 
mark the risks they feel need to be discussed, i.e., those ratings they disagree with. 
Interestingly, only a very small portion of the risk ratings will need to be discussed. 

6. Discuss the risks that are marked and make adjustments. 
7. Determine if any risks need additional information or clarification (as you did in data 

quality assessment), and eliminate any risks that are no longer considered valid risks. 
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8. Mark each RMC Risk Note with the probability and impact determined by the team 
so they can be moved and re-sorted in other ways throughout the risk process. 

You have just performed qualitative risk analysis in record time. Can you see how this will 
speed up the process, keep everyone involved, and improve the quality of the results? 

--
10 

9 
-

8 

7 

" 6 ., 
0 

5 CT 
!lJ 
g: 4 ~ ;:;: 
'< 3 

'-~ 1--
1 

1 2 3 4 5 6 7 8 9 10 

Impact -

Determining Risk Ranking within the Project 
Not all risks move forward in the risk management process, because some of them are 
improbable, and some will have very little impact. You will not have the time or money to 
deal with all the risks. Don't make the mistake of randomly selecting a specified number 
of risks to move forward. A better choice is to move risks forward depending on their 
ranldng among all the risks. 

The risk ranking is determined based on the risk scores (multiplying probability times 
impact) for each risk. Remember, it is not important if a risk is number two or three on 
the list. Many teams get carried away, taking the task of creating a prioritized list of risks 
too literally This should not happen. It is only important to know which are the top risks 
that move forward and which are non-top risks that do not. 

First determine the risk score for each activity, and then rank them. 
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A 56 1 

B 30 5 

c 35 3 

D 12 6 

E 5 7 

F 42 2 

G 32 4 

Choice 1: In this choice, any risks with a risk score of a certain number (25, for instance; 
for scores of five on probability and five on impact) will move forward. If you and your 
company are less risk averse, you could choose any risks that have a risk score of 49 or 
higher (seven on probability and seven on impact) or some other combination. 

Choice 2: Create or request a standard probability and impact matrix for all projects in 
your organization. Any risks that fall within the predetermined range are automatically 
moved forward. Those that fall into the middle area may be moved forward or just 
documented. A standard probability and impact matrix takes the form of a shaded chart 
The probability and impact of each risk is looked up on the chart to determine if the risk 
moves forward in the risk process, 

The next chart shows a probability and impact matrix adapted from a scale where choices 
of 1 to 10 can be selected for impact, and 1 to 8 for probability. A risk that falls into the 
white area would not move fOlward, A risk that falls into the middle, light gray area 
would be reviewed by the risk team and a determination made if the risk moves forward 
based on detailed knowledge of the project A risk that falls into the dark gray area would 
definitely move forward in the risk management process. 
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Probability and Impact Matrix 

8 16 

7 14 

6 12 
"ll .., 5 10 0 
CT 
ill 4 8 g: 
~ 

;:t 3 6 
'< 

2 4 

1 2 

15 

12 

9 12 15 
6 8 10 12 14 16 

3 4 5 6 7 8 

Risks to simply document (low risk) 

Risks you might decide to move into the Perform QJIantitative 

Risk Analysis process and/or the Plan Risk Responses process 

{medium 

Risks you should definitely move into the Perform QJIantitative 

Risk Analysis process and/or the Plan Risk Responses process 

18 20 

9 10 

1""!'.!'I'r.'fPr.'I Remember that if a risk has a probability rating of 9 or 10, it is not a risk, but 
_.¥IIMfH a fact. These issues should be addressed as part of product or project scope, 

not as part of the risk management process. 

Choice 3: Use the risk rating chart already created and eyeball which risks should move 
forward, This method is fast and uses the contribution of the group. It is freeform, 
meaning one does not use a standard probability and impact matrix to determine which 
risks move forward in the process and which do not. Therefore, the team can be flexible 
depending on the project, and its overall complexity and risk. 

Look at the results on the following matrix. Almost always, you will see a definitive line 
or space that separates the top risks from the others. 
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...... """".... Method to Determine the Highest Risks 
• Top Risks 

Probability 1---+_ 

Non-Top Risks Impact • 

Project Risk Threshold 
A project risk threshold is the total amount of risk acceptable on the project and usually 
takes the form of a maximum project risk score on a predetermined scale (e.g., a risk score 
of no more than 50 on a scale of 1 to 80; a probability of no more than 5 times an impact 
of no more than 10). Remember that there can be different opinions on the risk threshold 
for the project from the customer and the project manager's management The project 
must meet all risk thresholds. 

Project Risk Score 
To find a project's risk score, add the risk score for the individual risles on the project (risk 
score = probability times impact) and then divide that sum by the number of risles. 

The project risk score is the standard by which the risk efforts are measured. There is 
a risk score for the project before risk response planning and another, lower score after 
risk response planning. The difference in scores shows the success of the risk response 
planning efforts. During risk monitoring and control, the project risk score is remeasured 
and maintained throughout the life of the project. 
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The following examples show how the project risk score is used. 

"Wi: are working on four projects with risk scores of so to 62, and we do not have the mources to 
manage anotherproject at that level" 

Or, 'TrlC were very interested in completing this project but now that we have discovered that 
the project's risk score is the highest of any project we have attempted, we will not goforward 
because the potential benefit does not justify the risk" 

0r; 'The riJk score for this project i.s 72. Management iJ willing to invest $100,000 more in the 
project if we can decrease the risk score to 60." 

w If You Do Not Have Historical Records , 
I:(! • i~Q 

If you do not have historical project risk scores to compare against, consider 
the following options: 
L The department manager could create a checklist to calculate a high-level 

risk score for all similar, previously completed projects and then compare the high
level scores for each project to determine which are the ones with the greatest risle 

2. Determine the risk score for the project Ask management if that level of risk is 
acceptable. If, yes, move on. If not, try to lower that number with risk response 
planning efforts. At the same time, you should start to collect risk scores for use on 
future projects. 

Determining Risk Ranking Between Projects 
A project's ranking as compared to other projects affects the project management plan! 
The project that has the highest risk ranking as compared to other projects should 
have the best project manager assigned to it A high risk ranking might cause more 
experienced resources to be committed to the project and might get more management 
support 

The risk ranking of a project is based on its risk score, as compared to the risk scores of 
other piojects. 

Let's see an example. For this company, all risks with a risk score of 35 or higher move 
forward in the risk management process. 

== 
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7 56 56 

5 30 risk 

3T 7 35 35 

4T 3 4 12 risk 

5T 5 1 5 risk 

6T 6 7 42 5 42 

7T 4 8 32 risk 

8T 7 7 49 4 49 

9T 8 8 64 2 64 

lOT 3 3 9 risk 

11T 5 3 15 risk 

12T 8 9 72 I 72 

I-OP 6 6 36 6 (36) 

13T 3 8 24 risk 

Total Risk Score for the (282 divided 7 risks) 40.3 

Compare the risk score of this project to the risk scores of other projects in the company 

or department to get the risk ranking for the project. 

XYZ 403 

A 64.0 2 

B J3J 6 

C 713 1 

D 556 3 

E 38.9 5 

F 23.5 7 

© 2010 RMC Publications, Inc '19521846·4484' inlo@rmcprojeclcom ' \'NNI rmcprujecl com 139 



140 

Perform Qualitative Risk Analysis 

The result-Our project XYZ has a risk score of 40.3 and is number 4 in the ranking of 
risk scores for all projects in the company, 

\ 

Look for Trends 
Any trends in the number of risks identified, the number of high-scoring risks, or the 
interest and support of risk management by project stakeholders should be reported 
to management. As time passes and management better understands their role in risk 
management and the importance of risk management in general, this step will become an 
important feedback loop for management 

GolNo-Go Decision 
Should we do this project? How risky is it compared to other projects? Here we see 
another reason so many people are starting to learn about risk management. A go/no
go decision can be made for the project based on the risk in the project, not just if it can 
meet the time and cost objectives! 

Ask yourself: 
• Is the project too risl'}' to continue, compared to the potential benefits? 
• Have risks been uncovered that could have a major impact on the project? 

If so, management should be informed, a go/no-go decision made, and an exit strategy 
hom the project planned if the decision is a "no-go," "Now that we know thil, do YOllstill 
wallt to do the project?" 

A go/no-go decision can be made at any time during the project. However, this point is 
the first of several times this assessment would be made on a more formal basis. 

Document the Results 
What do you do with non-top risks (the ones that do not move forward in the risk 
management process)? Think about this: our major effort for risk identification occurs 
during project planning. You will not know the project as well during planning as you 
will during project executing. Some of the ratings for the risks will change when better or 
more complete information becomes available. Therefore, non-top risks are documented 

= 
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and revisited later in the Monitor and Control Risks process to confirm the risk ratings 
and risk scores. 

The following is an example of such documentation. The source of the risk should be 
listed to make it easier to revisit the risk during the Monitor and Control Risks process 
with the person who identified it. 

Ranking 

Documentation also includes keeping records of the risks that will continue through the 
risk management process. The best way to do this without a lot of rework is to add to the 
risk register (as shown next). 

Responses 

Overall 
Project 1---1---1---+--4---1--4----4-1-+--+-----, 
Risks 

A 

B 

c 
D 

Use care! All projects are different If you think there should be other information 
recorded on your projects, change the form. You should always adapt any examples in 
this book to your real-world needs. Be careful not to get carried away. Ask yourself what 

= 
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information you really need to manage risks later in the project, to include in the project 
management plan, and to begin the creation of historical records. 

Consider assigning each risk a unique identification number to make it easier 
1tIY~!f1-" to track risks throughout the project management process. 

I"'!'!'I,",,~ Move Risky Activities Forward 
Imagine that an activity contains no major risks, but all the small risks add 

o up to make the activity one of the riskiest to deal with. Wouldn't it be wise 
&I.IIt.IiioI&iII to move the riskiest activities forward in the risk management process in 

addition to the highest risks? \ 

An activity can be rislcy based on the number of risks it 
contains or its risk score. Such information will tell you: 

Risks that move forward 
include overall risks to 
the project as well as the 

• If you have any activities that stand out as being 
riskier than others 

• Which activities must be included in risk response 
planning in addition to individual risks .... riskiest activities. 

• How to better assign resources 

142 

• Where, in addition to the critical path, you should 
focus your management attention 

For example, in Project A, risks with risk scores of 50.0 or higher have been carried 
forward into the Plan Risk Responses process. The average number of risks per activity 
is three. Activity X in that project has only one risk carried forward into the Plan Risk 
Responses process; however, the activity contains a total of eight risks with the following 
scores: 
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Risk 1 50 

Risk2 22 

Risk 3 13 

Risk 4 18 

RiskS 45 
Risk 6 33 

Risk 7 44 
Risk 8 35 

Total Risk Score 32.5 

This activity, and any like it, should be carried forward into the Plan Risk Responses 
process. 

1"'1""1"""""" Move Common Causes of Risk Forward 
In addition to sorting risks by activity, an even more sophisticated effort is to 
sort them by cause. If you use the cause-

WAl:L:1 risk-effect format to write your risks, and 

then sort them by cause, you may discover that one Risks that move forward 
activity, person, event, etc., is causing more than one include common causes of 
risle Therefore, not only the highest ranked risks and risk, 
activities, but also the most common causes of risk, 
move forward in the risk management process. 

Activities 

Risks ..... 
• • 

Causes 

==. $ 
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The country's infrastructure 

is different than that of the 

home country 

The country's infrastructure 

is different than that of the 

hqme country 

which means the equipment 

could be damaged from storms 

that would not be considered 

normal 

which could cause 

interruption of electrical 

power or brownouts for part of 

the 

resulting in a loss of 

equipment and possible delays 

to the project 

resulting in possible project 

delays 

There is no clear method to determine which causes move fOlward, You could select the 
causes with the most occunences, ones with more than five occurrences, or any other 
such number. It is best to just see what you have and make a decision based on your 
understanding of the specific project you arc working on, 

Risk responses developed after consideration of all these factors will have a much greater 
impact on diminishing the overall risk picture, 

• Show Risky Activities on the Network Diagram 

I The project manager, the team, and others need to be aware of which 
Q activities require the most attention. Using the network diagram as a 

l,U,lAl,;,g communication and/or management tool on your projects, show the riskiest 

activities by highlighting them in another colo!' Most software programs will allow you to 
do this in addition to coloring the critical path. 

Note Path Convergence and Path Divergence 
..... 1J,t.:.4~ 

An activity may not seem risky on its own, However, when you take a look 
t:4.,.~ 

'. at a network diagram created during project management planning and see 
l,I,II .. iiIiI that many paths converge into that activity or diverge from that activity, then 

the risk of the central activity is greatly increased, All activities have uncertain outcomes. 
Watch for predecessor activities that affect the performance, and therefore the risk, of 
successor activities. A successor activity with two or more predecessor activities might 
have more risk than is apparent if you only look at that activity. For example, if you only 
look at the risks of activity G, without looking at the network diagram, you would not 
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r , see the risk caused by the number of activities leading into it; activity G has more risk 
because of that convergence. 

'. 

. . . . 

Build Historical Records 

. " " 
", .... ., , ... 

, ,., 
" ", 

Building historical records is an important part of project risk management You should 
record the results of the Perform Qyalitative Risk Analysis process for use on future 
projects. 

~,"""1 List the Activity Risk Score and Person Assigned on the Bar Chart 

Have you thought about listing the risk score for each activity on the bar 
o chart? This can be huge, because it keeps everyone focused on the riskier 

..... w..t. ... activities. 

A bar chart shows the project schedule developed from the work breakdown structure, 
network diagram, and estimates. One of the tricks of risk management is to realize that 
simply because they have become known, many risks will not occur. Take advantage of 
this phenomenon by letting as many people as appropriate know the risks identified 
on your project by putting the risk score and the name of the resource assigned to each 
activity on the bar chart as shown next. 
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Determine If You Should Proceed to the Perform Quantitative 
Risk Analysis Process or to the Plan Risk Responses Process 
Assuming you have made a decision to continue with the project, you must decide 
whether quantitative risk analysis is necessary for this project 

The Perform Q\lantitative Risk Analysis process is not as important as most people think 
it is. How much good would it be to concentrate on quantitative risk analysis if you do 
not have all risks identified? With that in mind, here are the guidelines. You must make 
your own decision! 

Proceed to the Perform Q\lantitative Risk Analysis process if: 
• You believe that you have identified "all" project risks 
• It is worth the time and money on your project 
• You have a very high-priority or visible project 
• There is very little tolerance for cost or schedule overruns 

Proceed to the Plan Risk Responses process if: 
• You have a small budget or short length project 
• You are new to risk management and have not perfected quantitative risk analysis 
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Steps of the Perform Qualitative Risk Analysis Process 
L Collect additional information you may need in order to evaluate the risks. 
2. Determine if you will use risk owners now to help with qualifYing risk or only assign 

risk owners later during the Plan Risk Responses process. This decision is made by 
preference, depending on the number of risks identified and how familiar the risk 
team is with the risks identified. 

3. Look for and test any assumptions made in qualifYing risks and look for any data that 
is biased (Le., determine what assumptions have been made and how well the risk is 
understood). 

4. Determine what scales of probability and impact to use and what methods of 
qualitative risk analysis to use, how they will be used, and who will be involved (if not 
already done in risk management planning). 

5. DO IT Determine probability, impact, limits, and timing for each risk (a prioritized 
list of risks). 

6. Determine which risks, activities, and causes you will move forward in the risk 
management process (list of risks for additional analysis). 

7. Determine the overall risk score and ranking for the project. 
8. Documentthe risks. 
9. Loolcfor trends. 

10. Make a go/no-go decision about the project. 
11. Move on to the Perform GIantitative Risk Analysis process or directly into the Plan 

Risk Responses process. 

Output of the Perform Qualitative Risk Analysis Process 
The output of the Perform Qyalitative Risk Analysis process is updates to the risk 
register. At this point in the risk management process, it is updated to add the results of 
the Perform Qyalitative Risk Analysis process, including the following information. 

Risk Register Updates 

• Risk ranking for the project compared to other projects: As noted earlier in this 
chapter, qualitative risk analysis can lead to a number to be used to rank the project 
in comparison to others (e.g., this project has a risk score of 8..3). One of the impacts 
of the project risk score and risk ranking is that once you complete risk response 
planning, you can then redo qualitative risk analysis and PROVE the value of your 
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efforts. You can report, "The project now has a risk score of 4.8." Think how this will 
help you prove the value of risk management! 

• List of prioritized risks and their probability and impact ratings 
• Risks grouped by categories 
• List of risks requiring additional analysis in the near term 
• List of risks for additional analysis and response: These are the risks that will move 

forward into quantitative risk analysis andl 01 response planning. 
• Watchlist (non-top risks): These risks are documented for later review during the 

Monitor and Control Risks process. 
• Trends: Qualitative risk analysis may be redone in planning (as previously explained) 

or while the project work is being done. The project manager should know if risk is 
increasing, decreasing, or staying the same, so that trends can be analyzed. 

• Go/no-go decision 

Qyalitative risk analysis can also be used to: 
• Compare the risk of the project to the overall risk of other projects 
• Determine whether to proceed to the Perform Qyantitative Risk Analysis process 

or the Plan Risk Responses process (depending on the needs of the project and the 
performing organization) 
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. ·i·Ch~pterS.Ull1l1lary··"···,,,,"" 

Key Concepts 
• The Perform Qyalitative Risk Analysis process involves taking an initial look at the 

identified risks to determine the top risks that you will quantify further and/or address 
in the Plan Risk Responses process. 

• The probability and impact of risks are subjectively determined. 

• An important part of this process is to assess the quality and reliability of the 
information you are working with. 

• The risk ranking of the individual risks as compared to all other risks on the project is 
determined. 

• The risk ranking of the project as compared to other projects is determined. 

Key Terms 

• Perform Qyalitative Risk Analysis • Non-top risks 
process 

• Path convergence 
• Assumptions testing 

• Motivational bias 
• Data quality assessment 

• Cognitive bias 
• Probability and impact scales 

• Risk rating 
• Common causes of risk 

• Risk ranldng 
• Go/no-go decision 

• Risk score 
• Bar chart 

• Project risk ranking 
~ List of risks to move forward 

• Project risk score 
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<i;>.~iY ;'M~~~tijp~;,9~1'l')~;;,~y~ltt~ti'l~~i§KAI)~I¥sisJ •... !> .... ; ............ . 
" • ,- ,; . .;-:..c' ,::-:-.:. ;'':.:".<:': ,-;;, :;:;c, ,:-~ ,~',_.;.-;_o ,:~' ,<",' ."" .. "','.'_".",:: '" '" .-": (.'.: 

Instructions: Match the risk management key word to its definition. 

KeyWord 

1. Perform Qyalitative Risk Analysis 
process 

2. Risk score 

3. Assumptions testing 

4. Motivational bias 

5. Probability and impact scales 

6. Risk ranking 

Definition 

A. Instances where one activity, person, event, 
etc, is causing more than one risk 

B. Method of determining probability and 
impact ofidentified risks 

C. A chart showing activity information; in risk 
management it is modified to include the 
risk score and risk owner 

D. "Is the project too risky to continue, 
compared to the potential benefits?" 

E. Looking at the stability (validity) of each 
assumption and the consequences if each 
assumption is false 

7. Common causes of risk 

8. Go/no-go decision 

9. Bar chart 

___ 10. List of risks to move foward 

___ 11. Path convergence 

___ 12. Cognitive bias 

___ 13. Data quality assessment 

F. Risks that will be addressed in the Perfor m 
Qyantitative Risk Analysis or Plan Risk 
Responses processes 

G. Subjectively analyzing the risks obtained 
in the Identify Risks process and deciding 
which risks warr ant a response; creating a 
"short list" of risks 

H. Pr ioritization of risks based on risk scores 

I. A numerical value of a risk calculated by 
mutiplying probability times impact 

J. Determining "How well understood is the 
risk?" 
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. . ' , 

"")M~t<:Hil)g,G~m~:,.~QualitaHveRisk.,Analysis" " 
;:<.,-,<,,' >.",,' ",'" '," """,' ,-',- ", \.", --. -.',," :,-,-,-,",":-<.;-' 

K. As illustrated on a network diagram, many 
activities leading into a central activity 

L. Bias due to a difference in perception 

Answer Key 

I. G 8. D 

2. I 9. C 

3. E 10. F 

4. M 11. K 

5. B 12. L 

6. H 13. J 

7. A 

M. Intentionally biasing results in one direction 
or another 
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/Questlons.·for.Oiscllssion . 

1. What method or combination of methods for qualitative risk analysis will you use for 
your real-world projects? 

2, What could happen if enough risks are not fully understood before beginning the 
Perform Qyalitative Risk Analysis process? 

1 Why are unknown assumptions a problem in risk management? 

4, Why is it inappropriate to use high, medium, and low as the scale for qualitative risk 
analysis? 

5. What should happen to non-critical risks? 

6, Why is an activity more risky if multiple paths converge into it? 
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Adapt This to Your Real-World Projects 

Qualitative Risk Analysis Templates 
Please visit the RMC Project Management Web site at www.rmcproject.com/risk to 
download the full version of the following forms. 

Assumptions Testing 
"What assumptions have been made?" Before the project manager can use the risk 
information collected, assumptions made in determining risks must be tested. Too many 
unknown guesses make the data unreliable and risley. Additional risks are added to the 
project if these assumptions are wrong. 

Use your own scale of interpretation, or use this one: A stability rating of 5 to 10 means 
the assumption is valid. A consequence rating of 5 to 10 means the assumption could 
have a large impact on the project. 

Data Quality Assessment 
Beginning in the Perform Qyalitative Risk Analysis process, the project team will be 
relying on the data about risks acquired in the Identify Risks process. It would therefore 
be wise to make sure the data to be used in the Perform Qtalitative Risk Analysis process 
is precise and reliable. We need to ask ourselves, "How well is the risk understood?" 
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Qualitative Risk Analysis Form 
Take the list of risks from the IdentifY Risks process and subjectively list the probability 
and impact Then come up with the risk scores and risk ranking as described in this 
chapter. 

Total Risk Score for the Project (the sum of the risk scores for each risk divided by the number of risks): 

© 2010 RMC Publications, Inc • (9521846-4484 • inio@rmcproieclcom • I'AWI rmcproiecl com 



Perform Qualitative Risk Analysis 

(5): 
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Non-Top Risks Form 

Document the non-top risks for your project for later review during the Monitor and 
Control Risks process, 
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Notes 

RMC Risk Notes and the six-foot by six-foot Risk Chart, as described in this chapter to 
sort the risks, may be purchased at www.rmcproject.com. 
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Objectives of the Perform Quantitative Risk Analysis Process 
Are you worried about this topic? Don't be. If you have decided to move into the Perform 
C21tantitative Risk Analysis process, the focus now changes to numerically analyzing 
the probability and impact of each risk and analyzing the extent of overall project risk 
In simple terms, we are now looking for probabilities like 20 percent (rather than a 
probability risk rating of three) and impacts like two weeks or $30,000 (rather than an 
impact risk rating of eight). We drop the subjective risk score concept from qualitative 
risk analysis in favor of the more objective concept of expected monetary value. The 
evaluation is expanded to look at the specific time and cost impacts of each risk 

C21tantitative risk analysis is an attempt to determine how much risk the project has, 
and where, so that you can spend your limited time and effort in the areas of greatest 
risk, to decrease the risk on the project Mter you have planned responses, the Perform 
C21tantitative Risk Analysis process can be redone to illustrate the benefits of the risk 
response efforts. 

The Perform C21tantitative Risk Analysis process can be thought of as an attempt to 
make more informed decisions about the amount of risk on the project than is possible 
with qualitative risk analysis. The amount of time and effort spent on the Perform 
C21tantitative Risk Analysis process will improve the data used for decision making, but 
decisions are always made with incomplete data. Doing quantitative risk analysis at 
any level has a cost The trick is to balance the amount of effort with the needs of the 
project More time should be spent on the Perform C21tantitative Risk Analysis process 
for complex projects and complex decisions. Less time should be spent on this process 

- =- == 
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for short projects, less important projects, and projects that are less complex. Use your 
judgment on how much time should be spent here. 

More detailed objectives of the Perform Qyantitative Risk Analysis process include: 
• Decide which risks warrant a response 
• Objectively evaluate the probability and impact of each risk 
• Determine the level of risk the project currently has and whether that level of risk is 

acceptable for the expected gain from the product of the project 
• Determine how much the project will cost and how long it will take if no nlrther risk 

management actions are taken to decrease project risk 
• Determine which risks require response planning 
• Determine the probability of achieving cost or schedule objectives for the project 

In order to perform quantitative risk analysis well, the following inputs are needed: 

• Risk management plan 
• Risk register, which currently includes: 

• Prioritized risks from the Perform Qyalitative Risk Analysis process 
• List of risks carried forward for additional analysis 

• Historical records: how were similar risks quantified in the past 
• Outputs from other parts of project planning, including the cost management plan, 

and schedule management plan 

• The Perform Quantitative Risk Analysis Process Is NOT the Most 
".~If+-I Important Part of Risk Management 

o A question I am frequently asked before risk management classes is, "Are you 
MIoIt.WIiiII going to cover quantification?" It seems like people are looking for a magic 

cure-something that will make all their troubles go away. 

What good is quantifYing risks if you have not identified as many specific risks as 
possible? Time spent in the IdentifY Risks process can 

Quantitative risk analysiS is 
not always required in risk 
management. 

yield more benefits than a quantitative assessment of 
risks. 

Also keep in mind that many people hate numbers. 
Some quantification techniques are considered too 
"quantitative" for many stakeholders, thus turning them 
off to risk management as a whole. There are also those 
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who are terrified of dealing with probabilities and statistics, Be careful how much you 
expect to gain from the Perform Qyantitative Risk Analysis process, 

Probability and Impact 
Good quantitative risk analysis makes use of probabilities, but do not get turned off yet! 
Let's make it easy 

Many people in RMC risk management classes ask, "How do you come up with 
probability and impact ratings?" especially when we get to the topic of the Perform 
Qyantitative Risk Analysis process. 

To make decisions based on 100 percent objective data, you would need to have a perfect 
understanding of the situation and complete information. Conversely, you could base 
a decision on 100 percent subjective data, which would rely on intuition and guessing 
without any evidence or support. Most decisions are made with data that falls somewhere 
in between. Obviously, it would be better to have objective data. But such data would 
be impossible to achieve in the real world and extremely expensive if it were possible to 
collect it. 

Even subjective data can lead to better analysis and decision making than you would 
get from not doing risk management at all. The best you can do is to invest the most 
appropriate amount of time and effort in collecting the most accurate data available to 
help make better decisions, 

Some of the ways to come up with quantified probabilities and impacts are similar to 
those discussed in the Perform Qyalitative Risk Analysis chapter, but with quantitative 
analysis, you calculate a cost or time (or customer satisfaction, quality, or other) impact 
and a percentage for probability. 

Some of the best ways to quantitatively come up with probabilities and impacts are: 
• Guess at a percentage of probability, or a dollar or time impact using subjective 

judgment: This concept is described next 
• Calculate the actual cost andlor time impact: Note that there is no such thing as an 

exact probability. 
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• Use historical records: What were the time, cost, and probability single value 
estimates or distributions on other projects? 

• Use the Delphi technique: This technique was described in the IdentifY Risks 
chapter. In this case, the probability and impact single values, distributions, or ranges 
are determined for each risk and consensus is achieved. 

• Conduct interviews: This technique was described in the IdentifY Risks chapter and 
is further described below. 

Yes, it is okay to guess probability and impact in the Perform Qyantitative Risk Analysis 

. ,'. 

It is okay toguessaUhe 
probability and impact I 

process. Though the impact can often be based on 
a calculated estimate (a guess like two weeks or US 
$34,000), the probability is often a more subjective 
guess (e.g., I have worked on similar activities before 
and I guess this risk is 20 pen::ent probable). It would 
be better to be objective, but that is not always possible. 

The key to decreasing the limitations of subjective evaluations is to: 
• Estimate something small (e.g., the estimate for an activity or work package instead 

of a larger piece of work). 
• Give as much detail as possible to the person(s) performing the evaluation. 

To quantifY risks through interviews, separate interviews with many different people are 
held for each risle Interviewing to quantitatively determine probability and impact is 
a time-consuming activity. Experienced project managers may choose to combine this 
interview with the expert interview conducted during the IdentifY Risks process, but be 
wary. You will inevitably spend time collecting probabilities and impacts for risks that 
do not make it past qualitative risk analysis. If you do use interviewing, follow the rules 
for expert interviews discussed in the IdentifY Risks chapter. Remember: to get a dearer 
picture of the ride, ask for a range, not a single estimate. 

As you get more familiar with statistics, you might begin to study more advanced topics 
such as objectivity, bias, beliefs, and perception errors. There is always more to learn if you 
want to improve your risk interview skills. 

Another very advanced topic in risk management is to begin to look at other impacts in 
addition to time and cost. What about impacts to other project constraints? Are impacts 
to quality or customer satisiactionless important? Though they may be hard to measure, 
they are not less important to an advanced, project-management literate company. 
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Expected Monetary Value of Risks 
In the real world, not all negative or positive events that could happen will happen. 
The concept of expected monetary value is used to determine what the overall probable 
circumstance will be as a result of the events. 

Expected monetary value is the probability weighted average of all possible outcomes and 
is calculated as EMV = P x I. It helps determine which risks need the most attention and 
should therefore be moved into the Plan Risk Responses process. 

Expected monetary value, as used here, is the sum of all quantitative probabilities times 
their impacts. Since opportunities are benefits or savings, they are subtracted from the 
expected monetary value of the threats to come up with the total expected monetary value 
of the risks. 

The following is a standard form for quantitative risk analysis. 

Monetary into Plan 
Value of the Risk 
Cost 

14 B 3000% $66,000 $19,800 Yes 

13 C 50.00% $.39,000 $19,500 Yes 

12 B 50.00% 522.000 811,000 Yes 

8 A 75.00% $12,000 $9,000 Yes 

1 A .30.00% $20,000 $6,000 Yes 

20 B 30.00% $8,000 $2,400 No 
21 B 25.00% $9,000 $2,250 No 
10 E 80.00% $1,900 $1,520 No 
18 F 30.00% $4,.300 No 
7 A 1000% No 
4 C 25.00% No 
5 B 5.00% No 
19 B 15.00% No 
17 C 20.00% No 
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16 B lO,OO% No 
9 D 2500% No 

3 D 5.00% No 

11 F 60.00% No 

2 B 10.00% ($22,000) No 

6 E 15.00% ($35,000) Yes 

15 A 15.00% ($86,000) Yes 

Total expected monetary value ofthe cost of threats and $56,710 

In the pleceding example, it had been decided that any risks with an expected monetary 
value of $2,500 or highel would move into the Plan Risk Responses process. Notice how 

fast and easy this calculation is. Such a calculation could 
also be done for time. 

Don't forget to move risky 
activities forward into risk 
response planning! 

Do not forget to identify and consider high-risk work 
packages and activities as welL In order to know which 
activities have the highest risk when planning responses, 
let's look at the same data sorted by activity. 

Risk Activity Probability Cost Impact . Activity 
Monetary • into Plait Moved into 
Value.ofth~ ' .• Risk Plan Risk 
Cost Responses?' . Responses? 

8 A 7500% Yes 

1 A 30.00% Yes 

7 A 10.00% $11,000 $1,100 No 

15 A 15.00% ($86,000) ($12,900) Yes 

A Total $3,200 No 
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~ 1>< .........> iii ....... I····· .·· .. ··.1 ~~lti~L~~Y ,.'. intoPlan .'. Moved,into 
, ......,.,. . .... . .".,' of the Risk.,' Plan RIsk 

• ,'. . ..... . / . .' , Ct. .' I n C'_C C, ". . .... .. ' . . . os ",<:>: .. 
14 B 30,00% $66,000 $19,800 Yes 

12 B 50,00% ~nooo $11,000 Yes 

5 B 5,00% $15,000 $750 No 
16 B 10,00% $5,900 $590 No 
2 B 10,00% ($22,300) (~voO) No 
19 B 15,00% $5,000 5750 No 
20 B 30.00% $8,000 52,400 No 
21 B 25,00% $9,000 $2,250 No 

B Tota! $35,000 Yes 

13 C 50,00% $32,000 1$19,500 Yes 

4 C 25,00% $4,000 $1,000 No 
17 C 20,00% $3,200 5640 No 

CTota! $21,140 Yes 

9 D 25,00% $1,200 $300 No 

3 D 5,00% $5,000 $250 No 

DTota! $550 No 

10 E 80,00% $1,900 $1,520 Yes 

6 E 15,00% ($35,000) (55,250) Yes 

E Total ($3,730) No 

18 F 30.00% $4,300 $1,290 Yes 

11 F 60.00% 1($1,080) ($1,080) Yes 

FTota! 5210 No 

Total expected monetary value of the cost $56,710 
of threats and vppv> , 

. , 

The previous chart shows you that activities Band C have the most cost risk on the 
project These activities should also move into the Plan Risk Responses process. Notice 
that activity B has many risks that individually would not have been moved to the 
Plan Risk Responses process? They may not be large risks, but they contribute to the 
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activity having the most risk. The risk of the activity can be decreased by eliminating or 
decreasing the probability of some ofits associated risks. 

Document the Non-Top Risks 
One of the mistakes often made in risk management is to forget to document the risks 
that do not move forward in the risk process so that these risks can be revisited later 
during risk reviews. It is possible that some of the risks with low probabilities or impacts 
may have been evaluated incoITectly or new information may come to light. 

Risk Exposure 
Determine the Level of Risk the Project Currently Has 

We looked at individual risks, and then risks by work package and activity. Now we 
need to look at the overall risk in the project so that we can determine whether the 
expected monetary value of the project (the risk exposure) is within the threshold set by 
management. Of course, the risks listed are not all definitely going to happen because 
they are not 100 percent probable. If they were 100 percent probable, they would not be 
risks! We need to forecast the effect of those risks on the project. Expected monetary 
value of the project is one of the ways to forecast the project risk exposure. 

Expected Monetary Value of the Project 
Determine Project Cost and Length if No Further Risk Management Actions 
Are Taken 

We can try to plan responses to certain risks in the Plan Risk Responses process and then 
redo this analysis to see how much we have decreased the risk of the project. This cycle is 
repeated until the expected monetary value of time is within the schedule requirements of 
the project and the expected monetary value of cost is within the cost requirements of the 
project. If no requirements exist, the cycle stops when the risk is acceptable compared to 
the benefits received for completing the project. 

Using expected monetary value is fast and easy Let me explain how to do it with a 
new example. Do you want to get the most value out of this book? Try to complete the 
exercises on your own before you look at the answers. 
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e e ., ., Exercise 1 You are planning the manufacture of a new product Your 
project estimate results in a project cost of US $600,000, In addition, your analysis has 
come up with the following: 
A, A 5 percent probability of a delay in receiving parts with a cost to the project of 

$75,000 
B, A 55 percent probability that the parts will be $60,000 cheaper than expected 
C. A 75 percent probability that two parts will not fit together when installed, resulting 

in an extra $100,000 cost 
D, A 5 percent probability that the manufacture may be simpler than expected, resulting 

in a $25,000 savings 
E. A 15 percent probability of a design defect causing $8,000 of rework 

Qyestion 1: What is the expected monetary value of the cost of these threats and 
opportunities? 

•• , .. Answer 

A 0,05 times $75,000 83,750 

B 055 times 860,000 ($33,000) 

C 0.75 times $100,000 $75,000 

D 0,05 times $25,000 ($1,250) 

E 0.15 times $8,000 $1,200 

Total $45,700 

What does this number $45,700 mean, and what do we do with it? Let's look at the next 
example to see the answer in action, 

Qyestion 2: Assuming that these are the only risks on the project: 

L What is the best case cost (only good things happen)? 
2, With no further risk analysis, how much will management expect the project to cost? 
3. What is the expected monetary value of the project? 
4, What is the worst case cost (only bad things happen)? 
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, ••• Answer 

1 Best case 

2 Sponsor's or customers' 

3 

4 Worst case 

$600,000 - ($60,000 + 

$25,000) 

$600,000 + 45,700 

$600,000 + 75,000 + 

100,000 + 8,000 

$515,000 

$600,000 

$645,700 

$783,000 

This means that without analyzing risks, a person could say that the project budget 
should be $600,000, But in reality, the estimates for the project are not deterministic; they 
have a range of probabilities based on the uncertainties of the project Therefore, if we 
take the uncertainties into account, it is probable that the project cost could range from 
$515,000 to $783,000, You might ask yourselfif those uncertainties are more than can be 
tolerated. Is the $783,000 beyond the cost risk tolerance for the project? If yes, the Plan 
Risk Responses process should be done to deal with or eliminate some threats impacting 
costs as well as to increase opporhlllities. This calculation should be redone and the 
process repeated until the project is below the cost risk tolerance. 

Notice that the expected monetary value of the project just described is not as high as 
the worst-case scenario, It is common practice to use the expected monetary value of the 

project to forecast potential project costs because it is 
considered the only unbiased predictor and the best 

Expected monetary value single value estimate for forecasting. Therefore, if no 
further risk management actions are taken to decrease 
the project threats, or to increase opportunities, the 
project should be thought to cost $645,700. 

of the project is oneof the ' 
tools to forecast how much 
the projectwill cost or how 

"long it will take. 
- ' 

Did you miss something that was hinted at but 
not directly stated? Let me rephrase, Using risk 
management, you can PROVE that schedule or cost 
objectives set by management or the customer are 
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unrealistic! Imagine that management has said that the project must be completed for less 
than $620,000. The previous chart shows that this is unlikely with the current state of risk 
on the project. Something has to be done. Risks must be eliminated or reduced or some 
other actions taken (see the Plan Risk Responses chapter), or budget constraints must be 
changed, such as increasing the budget to at least $645,700. Management might not like 
it, but this is a statement offact. Something must give! You cannot do a $645,700 project 
for $620,000. Now at least you and your management can know what you are getting into 
before the project begins. 

If you think that was exciting, you should see the next section of this chapter. But first, 
let's look at another example, 

• • • • Exercise 2 You are planning the manufacture of a new product. Your 
project estimate results in a net project cost of US $400,000 and 224 days. In addition, 
your analysis has come up with the following (keep in mind that the real world will 
probably have many more risks than the five listed here); 
A. There is a 5 percent probability of a stakeholder making a major change to the project, 

costing the project $75,000 and a 14-delay. 
B, There is a 15 percent probability of gaining a new, valuable resource, making the 

project $30,000 cheaper than expected and saving 28 days. 
C. There is a 75 percent probability that the software will be delayed in its release from 

the vendor, resulting in an extra $3,000 labor expense and a 56-day delay. 
D. There is a 5 percent probability that the coding may be simpler than expected, 

resulting in a $2,500 savings and a savings of 14 days. 
E. There is a 15 percent probability ofa major bug causing $8,000 of rework and a 21-

day delay 

Qyestion: What is the expected monetary value of the cost of these risks? What is the 
expected monetary value of the time of these risks? 
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., •• • Answer 

B 0.15 times $30,000 

c 0.75 times $3,000 

D 

E 0.15 times 

B 

C 0.75 times 56 42 

D 0,05 times 14 

E 0.15 times 21 315 

40.95 

Qyestion: Assuming that these are the only risks on the project: 

1. What is the best case (only good things happen)? 
2. With no further analysis, how much will management expect the project to cost 

(without a risk analysis)? 
3. What is the expected monetary value of the project? 
4. What is the worst case (only bad things happen)? 

::: 44 t_ 
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•••• Answer 

2 

3 
as to where 

4 Worst case 

2 or customer's 

$400,000 + $2,575 

$400,000 + $75,000 + $3,000 + 

$8,000 

3 Expected monetary value (the best guess 224 + 40.95 
as to where 

4 Worst case 224 + 14 + 56 + 21 

$402,575 

$486,000 

Do you see how much more information you have in order to really understand the 
uncertainties in the project? 

Monte Carlo Simulation 
Determine Project Cost and Length if No Further Risk Management Actions 
Are Taken 

Remember that statistics class you wish you never took? Well, it can be usehll in the 
Perform Qyantitative Risk Analysis process. But since most projects do not need in
depth quantitative analysis, I will keep this section simple and easy to understand. 

If asked for the probability or impact, you could respond with a single number. That 
estimate is said to be deterministic (based on a single value; the information is taken 
as Dlct or certain). Yet for most risks, the probability of OCCUlrence is uncertain and is 
actually a continuous range of probabilities (e.g., there is a 20 percent probability that the 
cost impact of the risk will be $30,000, a 30 percent probability that it will be $38,000, 
and so on). Therefore, instead of a fIXed, certain estimate, probabilistic methods determine 
distributions, or ranges, to give a comprehensive picture of the possible uncertainties. 
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Let's use an example to help you understand, Suppose I were to ask someone to estimate 
the effort of an activity, They might tell me 33 hours, thereby implying certainty, In 
projects, there is little certainty and most estimates are not 100 percent accurate, Now, 
let's suppose I were to ask instead for their pessimistic, optimistic, and most likely 
estimates of the duration and they were to say that the optimistic estimate is 30 hours, 
pessimistic estimate is 41 hours, and most likely estimate is 33 hours, Graphically, this can 
be illustrated as follows. 

°lltimistic 

27 )0 

1\1051 likely 

J3 36 

Time (in effort hOUfS) 

Pessimistic 

39 

This estimate is saying that there is some probability that the duration could be 

42 

anywhere from 30 to 41 hours. Therefore, the estimate is really a continuous probability 
distribution, or range of possibilities, not just three estimates. Doesn't this type of estimate 
tell you more about the uncertainties in the estimate? Wouldn't this be a more valuable 
estimate? 

The wider the range (or its standard deviation), the more uncertainty exists in the 
estimate. The previous diagram shows a particular range of probabilities. It is called a 

triangular distribution because, obviously, it looks like a 

Monte Carlo simulation can 
be used to determine how 
much the projeCt will cost. 
or how long it will take. 

triangle, but also because the most likely estimate is not 
in the middle of the other two, 

Monte Carlo simulation is used when there are 
continuous probability distribution iterations performed 
to calculate the possible impact on project objectives. 
Monte Carlo simulations can be done with just a 

176 

calculator, but the number of calculations can be 
staggering. Therefore, most people use some form of computer software to do Monte 
Carlo simulations. With this in mind, let me give you an overview of how they work. 
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First, you will need the software, estimates (three time estimates for each activity, or 
a continuous probability distribution for each activity), and a network diagram. The 
software uses a random sampling process to pick up one time estimate for each activity 
and determine the project length and critical path. It will then redo the simulation 
five hundred or more times in order to run a probability distribution like the following 
diagram. It uses a random sampling process to select one of the possible estimates for 
time (or cost) for each activity from the available probability distribution. 

5000 Trials 
Forecast: Total Project Time 

Cumulative Chart a Outliers 

---,..5000 1000 

>- 750 
~ 
:;:; 

:.a 500 ro 
-" 0 
~ 
0.. 

250 

000 

This probability distribution shows the probability of completing the project within a 
range of possible dates. The same can be done for cost Read on. 

Determine the Probability of Achieving Total Cost or Completion Date 
Objectives for the Project 
Let's assume that your manager has stated that the project must be completed by January 
28 with a budget of$47,500. Looking at the probability distribution, you can see that 
there is only about a 55 percent probability of completing the project by January 28, 
illustrating that the project is risky At this point, to be 100 percent certain of completing 
the project on time, you would commit to a completion date of February 28, Most 
companies choose a 90 percent probable date. 

You can prove to the sponsor or the customer that the date or cost they have given you to 
complete the project is unrealistic! "We only have a SS percent probability ofwmpleting the 
project byJanuary 28, and I can prove itl"Risk management (and project management, for 
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that matter) is not a chore; it is a way to focus our efforts to know in advance the probable 
outcome ofoUl projects. 

If the January 28 date cannot change, the Plan Risk Responses process can help to 
decrease the probability of the specific risks identified in the IdentifY Risks process. A 
Monte Carlo simulation would then be rerun in order to determine the risk that remains. 

A Monte Carlo simulation for total project cost might provide the following probability 
distribution. 

Forecast: Total Project Cost 
5000 Trials Cumulative Chart o Outliers 

1000 5000 

750 
'" "T1 ::; , 

ill 
:0 .!l 

'" 500 c 
.!l ill 
0 ~ ... n a. '< 

250 

000 0 
1000 3875 4750 56.25 65.00 

According to the probability distribution, there is only about a 45 percent chance that the 
total cost for the project meets the $47,500 project requirement. 

Other outputs of Monte Carlo simulations include: 
• The probability of completing the project on any specific day, or for any specific 

amount of cost 
• The probability of any activity actually being on the critical path 

Monte Carlo is often mistakenly considered to be the entire risk management process. 
Watch what you read in other publications! Notice that Monte Carlo does not help you 
identifY specific risks for which responses can be planned, or that can be eliminated. It 
does, however, translate uncertainties into impacts to the total project. 
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The Monte Carlo simulation technique has the following advantages: 
• Helps to determine the overall risk of meeting required project time or cost 
• Does not weigh estimates toward the most likely estimate as do some other 

estimating methods 
• Helps identifY early in the project if time or cost changes are necessary 
• Helps determine the most realistic length of time the project will take 
• Provides an overall view of the amount of time or cost contingency needed 
• Indicates what activities might have the highest probability of becoming critical 

activities, allowing better management and oversight 
• Provides a vehicle for improved project planning 

The Monte Carlo simulation technique has the following disadvantages: 
• ONLY evaluates overall (not detailed) project risk, time, and cost necessary to Inanage 

the project 
• Many people do not realize that specific risks must be identified as part of risk 

management in addition to Monte Carlo simulations 
• Requires the purchase of Monte Carlo software, Microsoft Project, or add-ins to a 

spreadsheet 

Remember, no matter what name this software is given, it is not risk management 
software. Do not rely on software to tell you what to do for risk management! The 
software available generally only provides calculations, not all the functions to be 
performed for risk management. Yet, with this in mind, the time saved and the value of 
the information may make investing in Monte Carlo software worthwhile. 

Decision Tree 
Decision trees are models of real situations and are used to see the potential impacts of 
decisions by taking into account the associated risks, probabilities, and impacts. 

• A decision tree takes into account futurc events in trying to make a decision today. 
• It calculates the expected monetary value (probability times impact) ilHTIOre complex 

situations than the expected monetary value examples previously presented. 
• It involves mutual exclusivity (two events are said to be mutually exclusive if they 

cannot both occur in a single trial). 
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Some examples of decision trees have the costs occurring only at the end of the project, 
while others have costs occurring in the middle of or eady in the project Because a 
decision tree models all the possible choices to resolve an issue, costs can appear anywhere 
in the diagram, not just the end. 

The following exercise shows a picture of a decision tree. The box represents a decision to 
be made and the circles represent what can happen as a result of the decision . 

., • • , Exercise A company is trying to determine if prototyping is worthwhile 
on the project They have come up with the following impacts (see the diagram) of 
whether the equipment works or fails. Based on the information provided in the diagram, 
what is the expected monetary value of your decision? 

Prototype: 

Setup cost 5200,000 

Do not prototype: 

Setup cost SO 

Failure: 35% probability 
and $120,000 impact 

Pass: No impact 
J----

Failure: 70% probability and 
'\----- $450,000 impact 

Pass: No impact 

• • • • Answer If you just look at the setup cost of prototyping, it would seem 
like an unwise decision to spend money on proto typing. However, the analysis proves 
differently, Taking into account only one future event, the decision is that it would be 
cheaper to do the prototyping. The answer is $242,000, which is the expected monetary 
value of the decision to prototype. 

35% x $120,000 = $42,000 

70% x $450,000 = $315,000 

If you cannot afford mOle software, or you have small projects, try using any existing 
computer spreadsheet. Some will do Monte Carlo simulations, though doing so is 
cumbersome. 
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Failure Modes and Effects Analysis 
Failure Modes and Effects Analysis (FMEA), also known as fault tree analysis, is 
described in the Identify Risks chapter. This technique can also be used in the Perform 
Qyantitative Risk Analysis process. 

Trends in Risk as the Perform Quantitative Risk Analysis Process 
Is Repeated Throughout the Life of the Project 
As previously stated, the Perform Qyantitative Risk Analysis process will be repeated 
during project planning in order to determine the level of project risk after risk responses 
have been determined. It can also be repeated throughout the life of the project in order 
to reestimate the risk on the project. In addition, the Perform Qyantitative Risk Analysis 
process should be done whenever there is a change in the project to determine the risk 
impact of the change on the project as a whole. 

Tricks for Quantifying Risks 
~1fFI • Make sure you have clearly defined activities and risks so the probability 

and impact can be calculated! 
.... '""".. Remember to analyze opportunities separately from threats so they both 

get adequate attention. 
• Use a combination of methods for identifying probability and impact to get truthful 

estimates. 
• Build historical information about the risks and their probability and impact for use 

on future projects. 
• List the total expected monetary value of threats and opportunities for each activity 

and the person assigned to each activity on the bar chart. 

Steps of the Perform Quantitative Risk Analysis Process 
L Determine what methods of quantitative risk analysis to use, how they will be used, 

and who will be involved (if not already done in the Plan Risk Management process). 
2. Determine the quantified probability and impact of each risk lIsing one of the choices 

provided. 
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3. Determine which risks warrant a response in the Plan Risk Responses process. 
4. Determine which activities include risks that warrant a response in the Plan Risk 

Responses process. 
5. Determine the level of risk the project currently has. 
6. Determine how much the project will cost and how long the project will take if no 

further risk management actions are taken to decrease the project risk. 
7. Determine the probability of achieving the cost or schedule objectives for the project. 

Outputs of the Perform Quantitative Risk Analysis Process 
As with the Perform QIalitative Risk Analysis process, the output of the Perform 
Qyantitative Risk Analysis process is updates to tlle risk register. It is updated to add the 
results of this process, including the following information. 

Risk Register Updates 
• Prioritized list of quantified risks: This list identifies the risks that are most likely to 

cause trouble, to affect the critical path, or that need the most contingency reserve. 
• Amount of contingency time and cost reserves needed: For example, 'The project 

requires all additional $50,000 and two months of time to accommodate the risks on the 
project" 

• Possible realistic and achievable completion dates and project costs, with 
confidence levels, versus the time and cost objectives for the project: For example, 
"We are 95 percent confident that we can complete thir project on May 25th for $989,000." 

• The quantified probability of meeting project objectives: For example, "We only 
have all 80 percent chance of completing the project within the six months required by 
the cUltomn: "Or, 'We only have a 75 percent chance of completing the project within the 
$800,000 budget." 

• Trends: As the Perform QIantitative Risk Analysis process is repeated during project 
planning and when changes are proposed, changes to the overall risk of the project 
can be tracked and trends can be seen. 
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CliapterSummary·. 

Key Concepts 
• Determine whether the Perform O.\!antitative Risk Analysis is worth the time and 

effort for your project 

• The focus of the Perform O.\!antitative Risk Analysis process is numerically analyzing 
the probability and impact of each risk. 

• Use various methods to quantitatively assess probability and impact 

• Monte Carlo simulation cannot replace the entire risk management process. 

• Expected monetary value of an individual risk is probability times impact, and 
expected monetary value (the risk exposure) of a project is the sum of all those 
probabilities and impacts 

• You can PROVE how likely you are to complete the project by any date or cost 
BEFORE you start the project. 

• You can predict the most probable time and cost for the project B EFO RE you start 
the project. 

• O.\!antitative risk analysis should be repeated after the Plan Risk Responses process 
to determine if the lower amount of risk in the project is within the acceptable project 
time and cost requirements. 

• Non-top risks should be documented for review during the Monitor and Control 
Risks process. 

Key Terms 

• Perform O.\!antitative Risk Analysis 
process 

• Expected monetary value 

• Monte Carlo simulation 

• Continuous probability distributions 

• Risk exposure 

• Decision tree 
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Instructions: Match the risk management key word to its definition. 

Key Word 

1. Perform Q]}antitative Risk Analysis 
process 

2. Expected monetary value 

Definition 

A. The probability weighted average of all 
possible outcomes, calculated by summing 
all the quantitative probabilities times 
impact for risks on the project 

B. Computerized method of estimating that 
simulates the project to determine time 
or cost estimates based on probability 
distr ibutions 

Answer Key 

1. C 4. D 

2. A 5. E 

3. B 

3. Monte Carlo simulation 

4. Risk exposure 

5. Decision tree 

C. Numerically analyzing the probability and 
impact of risks obtained inthe Identify Risks 
process and analyzing the extent of overall 
project risk 

D. The level of the risk on a project 

E. A model of a situation used to see the 
potential impacts of decisions by taking into 
account associated risks, probabilities, and 
impacts 
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... ii.Q.UgstiOI'lffo{DiSclIssion 

1. What is the difference between the Perform Qyalitative Risk Analysis and the 
Perform Qyantitative Risk Analysis processes? 

2. Under what circumstances should quantitative risk analysis be used? 

3. What method or combination of methods for quantitative risk analysis will you use 
for your real-world projects? 

4. Explain when and why guessing is acceptable, as long as proper project management 
techniques have been used. 

5, Why would a probability distribution be of value in the Perform Qyantitative Risk 
Analysis process? 

6 Explain why a detailed list of specific risks is need for risk management in addition to 
a Monte Carlo simulation, 
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Adapt This to Your Real-World Projects 

Quantitative Risk Analysis Template 
Please visit the RMC Project Management Web site at www.rmcprojectcom/risk to 
download the full version of the following form. 

Steps to follow: 
1. Take your risks from the Perform Qyalitative Risk Analysis process and numerically 

determine the probability and impact of the time and cost of each risk. 
2. Determine the expected monetary value of the project 
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Notes 
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I Objective of the Plan Risk Responses Process 
! The objective of the Plan Risk Responses process is to determine what can be done 
i' to reduce the overall risk of the project by decreasing the probability and impact of 
" 

l threats and increasing the probability and impact of opportunities. This information is 
documented in the risk register: You should: 
• Include in the analysis activities with the highest risk scores, the most common causes 

of risk, and any individual activities with high risk scores 
• Use risk owners in the process 

Whereas the Identify Risks process uses experience, and the Perform Qyalitative and 
Qyantitative Risk Analysis processes use analytical and mathematical skills, this step uses 
creativity. 

Look for a Change in Team Dynamics 
~WWI 

Something unusual often happens during the Plan Risk Responses process. 
o Plan Risk Responses is a creative exercise and creative people will enjoy this 

WIIoIoIj. part of risk management. Those who have been the quietest or participated 
least in the process until this point because they are not comfortable with calculations 
may now propose creative ideas regarding what can be done about the risk. 

Project planning (of which risk is a part) decreases project risk! Any decrease in project 
risk causes a decrease in project schedule andlor cost! This is one of the key reasons that 

=::" ...... 
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risk management is becoming more popular. Everyone likes to save time and money 
before project executing even begins. 

The inputs to the Plan Risk Responses process include: 
• Risk management plan 
• Risk register, which includes: 

• List of prioritized risks 
• Ranking of the project risks 
• Risk scores and expected monetary values of top risks 
• Potential risk owners 

• Watchlist 
• Forecast of potential schedule and costs for the plOject 
• Monte Carlo Analysis probability of achieving the project objectives 
• Historical records about risk responses from past plOjects and common risk causes 
• Risk thresholds 

What Approach Will You Use? 
A great project manager thinks through die Plan Risk Responses process before 
beginning. Ask yourself questions such as, "How much time fhould be rpent? Should rirk 
mpome! be developed m a group or bye-mail? Should thi] proem be done fint with the other 
ltakeho/dell and then with the ri!k team, aJ war done in the Identify Rilk! plOiffs?"There 
are an infinite number of options, but thinldng about a particular project's needs, the 
resources available, and the priority of the project to the company will help you make the 
plOper decisions. The approach used for the Plan Risk Responses plOcess should be part 
of the risk management plan you created in the Plan Risk Management process. 

For a small project (whatever your company considers small), you might consider holding 
a meeting, in person or virtually, with the project team and the stakeholders affected by 
the risks. They will form the risk team. Then brainstorm prevention and ways to deal with 
each risle. This meeting could take only 30 minutes to plan responses. 

For medium and large projects, you might organize the risks into categories or glOups of 
risks relating to separate functional groups, and then meet with or assign someone hom 
the risk team to meet with the stakeholders from those areas to plan responses. The risk 
team will meet after the departmental meetings to compile ideas generated from the 
departments and finish planning responses to all risks. 
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See the sample risk management plan in the Plan Risk Management chapter for more 
ideas. 

Risks that do not arise from within the project (e.g., risks that are caused by other 
projects, other departments, or customer requirements) may not be within the project 
manager's or the project team's controL Such risks need to be identified and quantified, 
if possible. In such cases, you will need to seek management's active involvement in risk 
response planning. For example, a deliverable from another project could be delayed, 
causing a delay to your project. Management will need to moderate such multi-project 
risks to determine the actions to be taken on each project. 

Options for the Plan Risk Responses Process 
You can use the following lists of options for threats and opportunities to make sure all 
risk responses are considered. The lists do not need to be shown to the team, as needless 
arguments about which option a strategy falls into can occur. Simply make sure all 
possible options are explored. 

Options for risk response planning are generally referred to, in their entirety, as risk 
response strategies. 

Risk response strategies for threats include: 
• Avoid: Eliminate the threat of a risk by eliminating the cause 
• Mitigate (Control): Reduce the expected monetary value of a risk by reducing its 

impact or probability of occurrence. 
• Transfer (Allocate): Assign the risk to someone else by subcontracting or buying 

lllsurance. 
• Accept: Acceptance can be passive ("If it happens, it happens") or active (create a 

contingency plan). This is a response strategy for both threats and opportunities. 

Note: In some parts of the world, these choices have slightly different labels-for 
example: Tolerate, Terminate, Transfer, and Treat. The previous list (Avoid, Mitigate, 
Transfer, Accept) is the current standard for risk. 
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Risk response strategies for opportunities include: 
• Exploit (instead of avoidance): Increase the opportunity by making the cause more 

probable. 
• Enhance (instead of mitigation): Increase the expected time, quality, or monetary 

value of a risk by increasing its probability or impact of occurrence. 
• Share (instead of transfer or allocate): Retain appropriate opportunities or parts of 

opportunities instead of attempting to transfer them to others. 
• Accept: As noted in the previous list, acceptance can be passive ("If it happens, it 

happens") or active (create a contingency plan). This is a response strategy for both 
threats and opportunities. 

When selecting risk response strategies, it is important to remember: 
• Strategies must be timely. 
• The effort selected must be appropriate to the severity of the risk-avoid spending 

more money preventing the risk than the impact of the risk would cost if it occurred. 
• One response can be used to address more than one risk 
• Involve the team, other stakeholders, and experts in selecting a strategy. 

Let's expand on this with an example (and have a little fun while we are at it). 

Example: Suppose that your project is to design a new piece of equipment that will be 
used to test water temperature and current flow in the ocean. The project requirements 
call for the equipment to be tested prior to its delivery. There can be many risks, but how 
about this one: Sharks live in this part of the ocean and could attack the testers while 
they are testing the newly designed equipment, which could cause injury to the testers, 
resulting in project delay and increased costs. 

How could we avoid this threat? Eliminating the threat could involve removing the 
activity, resource, or other negative risk-generating cause. Can you think of a way to 
eliminate the threat of a shark attack? One solution would be to kill all the sharks. Or we 
could take a humane and environmentally friendly approach. How about getting approval 
to change requirements by deleting the testing activity fiom the project? 

Notice that we are looking at causes here. If risks are identified using the cause-risk-effect 
format, many risks can be eliminated when one cause is removed. The first option
killing all the sharks-may simply prevent the sharks from disturbing the testing, or it 
may decrease the time it takes to perform the testing since the threat will be gone. 
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How could we mitigate this threat? To mitigate is the most commonly chosen option, 
as the others are often not practical. Make sure that you do not choose it simply because 
it is most common, however. The options for decreasing the probability of a threat (or 
increasing the probability of an opportunity) are evaluated separately from the options for 
affecting the impact Can you think of options that will mitigate the probability, but only 
the probability, of a shark attack? Think before you read on. 

Options to mitigate the probability: 
o Feed the sharks elsewhere. 

• Spray shark repellent 
• Study the habits of the sharks to see where they go at certain times of the day, and 

then perform the test when the sharks are elsewhere. 
o Test in a pool of salt water instead of in the ocean. 
o Find ways to perform the testing faster. 
o Have fake people in the water to distract a shark if it comes. 
o Hire a shark expert to perform the testing. 

Can you think of an option that would mitigate the impact, but only the impact, so that 
the project will not be hurt as much if the risk occurs? Think before you read on. 

Options to mitigate the impact: 

• Test in a shark cage. 
• Have the testers wear shark suits. 
• Have the testers carry weapons or spear guns. 

Looking at probability and impact separately is not a requirement, but it is good exercise 
to try since it will result in more ideas. 

U' 
• 

I:J: t 1=0 

Encourage All Contributions 
You may have noticed that some of these options seem ridiculous. As in any 
ideation or brainstorming session, ridiculous ideas can lead to realistic ones. 
Therefore, ridiculous ideas should be encouraged during the brainstorming 
seSSlOn. 
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• ~ Solicit Expert Opinions 
t Naturally, expert opinions would be required to identify options (know any 

I :(: t I =Q shark experts?) and to make the most realistic selection based on the needs of 
the project A shark expert (I get all kinds in my classes) told me that feeding 

the sharks elsewhere means that they will have to swim through your testing area to get to 
the food and may eat the testers along the way. For more real-world options, ~onsider the 
following possibilities: 
• Change the approach to completing an activity. 

• Prototype. 
• Use less complex processes. 
• Delete activities. 

• Add time. 
• Increase redundancy. 
• Add or change resources or suppliers. 
• Use more experienced people or suppliers. 
• Outsource. 
• Postpone activities until later in the schedule to decrease probability. 
• Schedule activities earlier to decrease impact. 
• Have the customer perform the activity. 
• Increase communication in specific ways. 

How could we accept this threat? To accept this risk (as for many risks) is simply to say, 
"If it happens, it happens." This may be chosen when there are no possible contingencies 
for a risk, the other options create too many new risks (secondary risks), or the options 
are too costly or time consuming. The risk team must thoroughly evaluate all options to 
ensure that acceptance is the best strategy. If adequate risk management is not done, the 
risk team, by default, accepts all the risks. 

How could we transfer this threat? Think before you read the following options. 

• Have your manager do the testing. (I cannot help adding some humor. Do you really 
mihd?) 

• Hire a shark expert to perform the testing. (Some ideas can qualify in more than one 
option.) 

• Outsource the testing to a company more experienced with sharks. 
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• Purchase shark attack insurance (assuming there is such a thing). 
• Purchase liability insurance. 

Now let's focus on opportunities. Here is the scenario again: 

Suppose that your project is to design a new piece of equipment that will be used to 
test water temperature and current flow in the ocean. The project requirements call for 
the equipment to be tested prior to its delivery. There can be many risks, but how about 
this one: Sharks live in this part of the ocean and could attack the testers while they are 
testing the newly designed equipment, which could cause injury to the testers, resulting in 
project delay and increased costs. 

What is the opportunity? 

Because there are so many sharks in the ocean and tills equipment will need to be 
installed and maintained by people when it is in the ocean, we could design it to also test 
for sharks in the vicinity of the equipment and thus make the equipment more valuable to 
those who purchase it. 

How could we exploit this opportunity? 

• Since we are designing the equipment from scratch, we could design the equipment 
to also test for tsunamis and thus have a greater market for the equipment 

How could we enhance this opportunity? 

• Research how far away from the equipment the sharks need to be to be detected. 
• Determine what the equipment will do when a shark is detected. 
• Ask the customer about other ways the equipment could be more valuable to them. 

How could we share this opportunity? 

• Allocate ownership of the opportunity to a third party that is best able to achieve the 
opportunity. 

• Outsource the design of the shark detecting feature to a more experienced company 
familiar with and experienced working with sharks. 
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How could we accept this opportunity? 

• If people want to buy the equipment, we might add the shark-testing capability later. 
• If we add the capability and the customer finds it more valuable, then they'll find it 

more valuable. 

• Plan Risk Responses Forms for Threats and Opportunities 
• You may wish to use forms similar to the examples shown next when 

• planning risk responses. The forms are useful to facilitate planning and help 
M!.IlWiil the risk team make sure they have identified all the options before selecting 

the option that best helps to decrease the threat or increase the opportunity. One or more 
choices may be selected for each risk. 

The results: 
• Risks are eliminated. 
• Risks drop out of the list of top risks. 

Ideqsto 
Accept 
the Th(eat 

. Ideas to 
Transfer 
the Threat 

• The project management plan is tweaked (changed) to implement the options 
selected. 

• Residual threats are determined. 
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The results: 
• Opportunities are utilized. 
• The project management plan is tweaked (changed) to implement the options 

selected. 
• Residual opportunities are determined. 

Let me put it in real-world project terms. Some threats can be eliminated, and some 
opportunities can be increased by changing the project management plan! As shown 
below, if threats are eliminated and opportunities are increased, the time and cost for the 
project can be decreased in planning! 

1 $300,000 $100,000 

2 $900,000 2 $700,000 

3 $2,400,000 $2,000,000 

Update the Project Management Plan 
As you may have already determined, the Plan Risk Responses process will result in work 
packages being changed, added to, or removed from the work breakdown structure, and 
personnel may be reassigned. Project planning is iterative! Remember; risk can affect any 
of the following components of a project management plan: 
• Project definition! scope statement 
• Work breakdown structure 
• Network diagram 
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• Schedule 
• Risk analysis 

• Budget 
• Assumptions 
• Management plans (quality, procurement, cost, time, human resource, 

communications, etc,) 

Once the draft project management plan is updated, see if you have met the project 
objectives. If not, continue risk response planning until the project meets these objectives 

">,,;.' " :p' by using one or more of the following options, or 

""Risk:iesp6W~~W'ahrifg~};}~;! terminate the project, 

r ... e.su.l.ts."inar~vis.e.d, p. J()j~~t Some of the following choices relate to risk and some 
ma,na.,.g.ernen.tp, I.anl , .... ,'. to other parts of project management Decreasing risk 

affects cost (and other areas of the project), but cutting 
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cost (or other areas of the project) could also add risk 

If the cost is too high, you could: 
• Use less expensive people with the same skill set 

• Cut scope of work 
• Use less expensive equipment with the same capability, 

• Decrease quality. 
• Change the schedule. 
• Decrease profit (where applicable). 
• Outsource part of the work to a less expensive source, 
• Move some of the work back to the customer (where applicable). 
o Eliminate risks in estimates and reestimate. 

If the schedule is too long, you could: 
• Change the desired schedule end date. 
o Prove the end date is not realistic based on the details (and risk) of the project. 
o Cut activities on the critical path. 

• Fast track: Have more activities done in paralleL (Note: This will add risk to the 
project even as it decreases the project length.) 

• Crash: Make better use of resources, add resources, or move resources to different 
activities. 

• Eliminate risks and reestimate. 

" 
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Did you notice that the options of planning to work overtime, cutting 10 percent off the 
time or cost estimate for activities, or just living with it are not listed? These actions are 
unethical because they do not deal with the problem; they just waste company resources 
that would not be needed if effective project management was done. 

It can be a real juggling act to achieve a final project management plan that is bought
into, approved, realistic, and formal, but such a plan is necessary to effectively manage a 
project. 

Go/No-Go Decision 
If all the options still don't work to meet the project objectives, management may choose 
to cancel the project. 

Residual Risks 
You can spend a great deal of effort eliminating as much risk on the project as possible. 
A decision needs to be made when risk response planning should stop. Risks that remain 
after the Plan Risk Responses process are called residual risks. These are the risks for 
which contingency plans and fallback plans are created. 

Residual risks also include those risks that are passively accepted-risks that you cannot 
do anything about or that you decide not to do anything about. Residual risks must be 
clearly communicated to management. 

Risk Owner: Who Will Be Involved? 
Think back to the helicopter story at the beginning of this boole Who called the 
helicopter? If you remember the details, you (the project manager) were talking to your 
boss and the buyer's project manager when the helicopter allived. You did not call the 
helicopter. Someone was assigned to watch over the risk. It was this person-the risk 
owner-who called the helicopter. 

Most people become risk owners because of unique expertise with the issues relating to 
the risk, or because they have some responsibility or control over the risk. Risk owners 
could have valuable insight into qualitative and quantitative risk analysis, as well as 
response planning and risk management. 
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The project manager assigns a risk owner to watch for triggers and manage the risk 
response if the risk occurs. A risk owner is a stakeholder who could also be a project team 
or risk team member with particular knowledge about a risk or expertise in handling the 
risk (or the work to which the risk relates). The risk owner will be involved in helping 
to create the contingency or fallback plans for his or her assigned risk and then be 
responsible for carrying out the plans. 

Identification of potential risk owners was recommended in the IdentifY Risks process. In 
the Plan Risk Responses process, these assignments must be finalized. A clear assignment 
of risks to risk owners is important to ensure that the most appropriate risk responses are 
planned and that such plans are promptly and completely carried out. 

Risk Action Owners 
Think for a moment about a large project where many of the risks can have serious 
consequences. In such cases, the risk owner may have other people working with him or 
her to manage the risk. Such an individual is called the risk action owner. This person will 
implement preapproved risk responses, leaving the risk owner with the responsibility of 
ensuring that the risk response is effective. 

Imagine your projects now. What happens when a major problem arises? Do you 
frantically contact people to arrange a meeting to determine the best way to deal with the 
problem and create a workaround? Most project managers do. But think about this-for 
every second the meeting is being planned, project time and costs are being impacted 
because of the problem. Is tlus what a great project manager should be doing? Read on. 

Let me show you one of the reasons risk management has such an impact on projects and 
is in such demand by the best project managers. Let's revisit the scenario above, but in a 
new way. When a problem arises, chances are that the problem has been identified as a 
risk and there is a plan for it The risk owner takes action, no meetings are necessary, and 
the impact to the project is minimized. WOW! Can you imagine how much time this 
would save? Can you imagine how many meetings would no longer be necessary? This 
is why the best project managers in the world are on vacation during the beginning of 
project executing. There is nothing for them to do! Everything is organized, all problems 
that need to be planned for are planned for, and work to deal with the problems is 
assigned to risk owners. Now you are seeing the power of risk management. 
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An activity may have many risks and many risk owners, The activity owner may be the 
risk owner, but not always. An assignment as a risk owner is different than an activity 
assignment. A risk owner is not held at fault if the risk occurs. Instead, he or she is 
accountable for managing the risk ifit does occur. The risk owner's effectiveness is 
monitored and reported through risk audits during the Monitor and Control Risks 
process. 

Contingency Planning 
Planned actions to be taken if it the threat or opportunity happens are called contingency 
plans, 

In our helicopter story, there was a plan for what to do if rain fell within a certain 
specification (more than three inches of rain in a h'lo-day period during installation of 
the structural steel). The plan called for a helicopter to use its blades to blow the rain 
off the construction site. Not only did they have a plan, but the contract to hire the 
helicopter was already signed and the helicopter pilot knew what to do and why. This is a 
contingency plan. 

In this story, the risk owner knew what to do and could take action without a meeting 
and without needing to ask for permission, The project manager could state, almost 
offhandedly, to the sponsor and the buyer's project manager that "the helicopter will be 
here in a moment" because the project manager knew there was a contingency plan and a 
risk owner. The risk owner knew why the effort needed to be made and the relevance of 
the effort to the project. 

To continue our other example, let's say that the shark attack occurs. What would be 
an appropriate contingency plan? Can you think of one or many actions that should be 
planned in advance? Think before you read on, 

-= 
© 2010 RMC Publications, Inc • (9521846-4484 • inlo@rmcprojeclcom • IWNI rmcprojecl com 205 



206 

Plan Risk Responses 

How about the following? 
• Call for emergency medical help, The contact number for emergency medical 

assistance has been found in advance, and is posted at the testing site, and the medical 
team has been advised that you are working in a shark-infested area and may require 
assistance (mitigate the impact). 

• Wait three days for the sharks to leave the area (the length of time recommended by 
the shark expert), and then continue testing (mitigate the probability), 

• Have time allocated in the project manage;'s schedule to visit the injured person(s) in 
the hospital (mitigate the impact). 

Ideas from many response options can be chosen to work together. 

Fallback Planning 
What happens if the contingency plan does not work? Remember we are talking about 
risks with large impacts on the project Risk management involves creating plans in case 
the contingency plans faiL These are called fallback plans, 

Let's take the helicopter story What happens if the helicopter does not succeed in 
blowing enough water off the construction site? Well, there was a plan for that also; they 
had a fallback plan in case the contingency plan did not succeed, 

In this case, the risk owner was also assigned to see if the required amount of rain was 
removed by the helicopter. If it was not, the risk owner was to direct two individuals 
waiting nearby to roll out a sponge-like carpet to absorb the remaining water. The carpet 
could not be used for all of the water (in place of the helicopter), but it could remove 
the small amount of remaining water that was hindering construction. Again, no more 
problem! 

In our shark story, depending on the contingency plan selected, the fatlback plans could 
include: 
• Contact the insurance company to inform them of the accident 
• Eliminate further testing, 
• Tell another person to immediately get in the water and continue testing. 

Ideas from many response options can be chosen to work together. 
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Triggers 
A trigger is an early warning sign that tells risk owners and project managers that 
an accepted risk has occurred or is about to occur and, therefore, when to implement 
contingency or fallback plans. You may have begun identifying triggers in the Identify 
Risks process, but they must be documented as part of the Plan Risk Responses process. 

How did the risk owner know when to call the helicopter? Was it when the rain began? 
Well, it can always rain, but rain was not the risk; a previously determined amount of rain 
was. The risk owner was assigned to measure the rain and when the specific measure of 
rain was reached, he knew who to call and. had the telephone number to call them. 

mm'3 Determining Triggers 
To determine triggers, the team, you, and your risk owners should consider 
the answers to the following questions for each residual risk: 

............ What will happen just before this risk occurs? 

• What can we measure to discover that the risk is about to occur? 
• How will we know right away when the risk occurs? 

Triggers should be listed in the risk response plans 

Check for Other Impacts before Making a Selection-Secondary 
Risks 
A secondary risk is a risk that is generated by a response strategy to another risk. In other 
words, the response to a risk can create another risk. Risk response plans should include 
addressing secondary risks. Secondary risks should be qualified and/or quantified, and 
responses should be planned. A secondary risk should not have a greater impact than the 
initial risk from which it was derived. 

In our helicopter story, the hiring of the helicopter mitigated the risk of a certain amount 
of rain in a certain time period, but couldn't hiring a helicopter and using it in such a 
way cause more risk? They were ready for that also. The helicopter could crash into the 
building, or the wind caused by the helicopter's rotors could damage something else in the 
construction area. These are secondary risks, which the risk owner was also watching for. 
Everything that might be expected to be impacted by the wind from the helicopter was 
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tied down or protected. The risk owner was watching the helicopter's proximity to the 
building and using predetermined signals to the helicopter pilot in case he got too close. 

Secondary risks can be found by comparing the responses for each risk against every other 
strategy, as illustrated in the following diagram. 

Secondary Risk Chart 

Risk 3 

for Risk 1 

for Risk 2 

Str·,tenm for Risk 3 + 

Positive effect + 

The secondary risks should be included in risk response planning. For those secondary 
risks that remain, contingency plans, fallback plans, and triggers should also be identified. 
In our shark example, a decision to perform the test taster may lead to secondary risks as 
follows: 
• Because we could be testing too quickly, one of the tests could be skipped, resulting in 

the need for an additional test and incurring the additional cost of the test. 
• The fake people we use to sidetrack the sharks while the testers get out of the water 

could blow up when the sharks bite them, which could result in the flying pieces 
injuring others nearby. 

• The testers could accidentally shoot each other instead of the shark with their spear 
guns, resulting in unanticipated injuries and costs. 

Contingency planning for these secondary risks might include: 
• Have testers practice completing the test in a swimming pool to prove that they can 

meet the time required (mitigate the probability). 
• If a shark attacks the take people, have the risk owner immediately remind everyone 

to get undercover (mitigate the probability). 
• Test the fake people for how they will explode when bitten (mitigate the impact), 
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• Eliminate the testing (avoid). 
• Train the testers in the use of spear guns and warn them of the dariger of shooting the 

wrong thing (mitigate the probability). 
• Hire a spear gun trainer that carries insurance for injuries (transfer). 
• Accept the risk (accept). 

If the contingency plans do not work, the following are possible fallback plans: 
• Go back and do the test. 
• Have medical staff on board to treat people injured by flying parts. 
• Have medical staff on board trained in dealing with spear gun injuries. 
• Eliminate testing (avoid). 
• Accept the fact that an additional test will be needed (accept). 
• Test in a pool even though it will not provide the close simulation preferred (mitigate 

the impact). 
• Call for emergency medical help. Find the contact number for emergency medical 

assistance in advance, post it at the testing site, and advise the medical team that you 
are working in a shark-infested area and may require assistance (mitigate the impact). 

Notice how one fallback or contingency plan can be used to deal with more than one risk. 

Do Your Contingency Plans and Fallback Plans Have a Greater 
Impact than the Risks? 
This might be silly to even mention, but some project managers and risk teams create too 
many time-consuming or expensive plans that actually have a worse effect on the project 
than the risks. Be sure your risk team does not make this erroL 

Create Reserves 
If what we have described is not exciting enough and has not provided you with major 
insights, this wilL I have already said that risk management can decrease project cost and 
time. Let's finish the topic by discussing how to derive a finalized schedule and budget 
(part of schedule development and cost budgeting). 

Nothing in life is 100 percent probable. Why then total the estimates for each activity and 
commit to finishing the project for that total time or cost? How accurate do you think 
that estimate will be? As discussed in the inputs section of this book, it is only 5 percent 
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to 15 percent likely to be accUlate. Yet a project manager should be held to the project 
schedule and budget What is missing? Reserves. 

A reserve is an amount of time and! or cost added to the project to account for-you 
guessed it-risks. There are two types of reserves: contingency reserves (to deal with 
the known unknowns, Le., the identified residual risks that remain after risk response 
planning) and management reserves (to deal with unknown unknowns, i.e., risks that have 

not been identified). 

-grOj~ct.scb~dule= .... . i"·" 
.'. critic~'I~~l~dllrqtion+ '. 
•• ·tbntingelky~esel"Ve+ 

Note: Definitions for types of reserves vary widely, and 
there is no clear standard. These are the most common . 

A reserve is not a "pad," A pad is hidden; a reserve is 
not Adding a reserve is required in project management 
and is part of a certified project manager's professional 

management.·.reserve 
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responsibility to include in projects, Many people 
say the first thing management will do is to cut the reserves fiom the budget, on the 
legitimate grounds that if they are there, they will be spent They should be! Reserves are 
like activities; they are required in order to describe the full time or cost of the project 

Imagine that one of the following problems occurs on your project. 

• Due to loss of personnel, critical components of the project were delayed and not 
completed to meet quality aSSUlance tests. 

• Due to bad source data, additional work had to be done to clean up the data, which 
delayed the project and caused additional unplanned work. 

• Due to new technology with new resource skill set requirements to support the new 
system, additional support staff was required, causing an increase in project cost. 

These are all bad situations, but there is something that was missed. These situations 
should have been identified as potential risks, and responses should have been planned for 
these risks or reserves should have been established to accommodate these risks. 

The management reserve is usually a percentage of the total project cost and usually falls 
between 2 and 15 percent, depending on the contingency reserve method used, how much 
effort has gone into risk management, and preference. 
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The following are methods to calculate reserves and primarily focus on contingency 
reserves. 

Reserve Method 1: 10 Percent 
Add a percent of the project time and cost as a reserve (e.g., a total of 10 percent) for both 
contingency reserve and management reserve. This is not a favored method because it is 
not based on the risks of the project. 

Reserve Method 2: Guess 
Guess the appropriate amount of time and cost contingency reserve based on the number 
and severity of the risks, and add it to the time and costs to create the final project 
schedule and budget. Add a separate management reserve based on percentage of project 
costs (e.g., 5 percent). 

Reserves created in this manner are better than no reserves at all. As we have seen, a 
project has almost no probability of being completed within the time and cost estimates 
for all the activities. Uncertainties always exist However, these reserves are not defensible 
if questioned by management. 

Reserve Method 3: Expected Monetary Value 
If risks are analyzed quantitatively (as in the following charts), take the total cost of all 
activities (total direct cost plus overhead costs and profit 
margin). Then find the expected monetary value of the 

Project budget = 
risks to create a contingency reserve. Add 5 percent for 
a management reserve (or some other number). The 
total is the project budget Cost of the activities + 

This is the preferred method. As it is a realistic, 
objective measure, it has the greatest impact on 
decreasing project risk (and thus cost and schedule). 
It also provides the project manager with the greatest 
understanding of the project details so he or she knows 
where to focus efforts during project completion. 

con,tingencyreserve (based 
on the expe~ted monetary 
value of the cost ofrisks) + 

managemellfreserve 

=.,= = ~4 ••. 44 
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Do you recall the exercises from the last chapter? Let's take another look at Exercise #1: 

You are planning the manufacture of a new product. Your project estimate results in a 
project cost of US $600,000. In addition, your analysis has come up with the following: 
A. A 5 percent probability of a delay in receiving parts with a cost to the project of 

$75,000 
B. A 55 percent probability that the parts will be $60,000 cheaper than expected 
C. A 75 percent probability that two parts will not fit together when installed, resulting 

in an extra $100,000 cost 
D. A 5 percent prQbability that the manuiactwe may be simpler than expected, resulting 

in a $25,000 savings 
E. A 15 percent probability of a design defect causing $8,000 of rework 

Using the data from the exercise, we ended up with the following information regarding 
cost. 

A 0 .. 05 times m,ooo $3,750 

B 0.55 times $60,000 ($33,000) 

C 0.75 times· $'15,000 

D 0.05 times $25,000 

E 015 times $8,000 $1,200 

Total $45,700 

Best case $515,000 

or customer's $600,000 

value $645,700 

Worst case 

Management is expecting the project to cost US $600,000 based on the costs of the 
activities, You should present the estimate as a range, acknowledging the uncertainties of 
the project. It could cost as much as $783,000 or as little as $515,000, The expected cost 
is $645,700, requiring a contingency reserve for known unknowns of $45,700. 

Let's try it again with Exercise #2, 
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You are planning the manufacture of a new product. Your project estimate results in a net 
project cost of US $400,000 and 224 days. In addition, your analysis has come up with the 
following: 
A. There is a 5 percent probability of a stakeholder making a major change to the project, 

costing the project $75,000 and a 14-day delay 
B. There is a 15 percent probability of gaining a new, valuable resource, making the 

project $30,000 cheaper than expected and saving 28 days. 
C. There is a 75 percent probability that the software will be delayed in its release from 

the vendor, resulting in an extra $3,000 labor expense and a 56-day delay. 
n There is a 5 percent probability that the coding may be simpler than expected, 

resulting in a $2,500 savings and a savings of 14 days. 
E. There is a 15 percent probability of a m~or bug causing $8,000 of rework and a 21-

day delay. 

Using the data from the exercise, we ended up with the following information regarding 
time (see the following chart). Management is expecting the project to take 224 days 
based on the time estimates for the activities. This estimate has very little probability 
of actually occurring. The project could take as few as 182 days and as many as 315 
days. The expected duration is 264.95 days, requiring a contingency reserve for lmown 
unknowns of 40.95 days. 

B 

c 075 times 56 42 

D 0.05 times 14 (07) 

E 0.15 times 21 

Total 

Best case 

, or customer's 

value 

Worst case 

Note: The previous examples are simple ones designed to show how to calculate reserves, 
but in reality, you should have many more risks included in your analysis. If your project 
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really ends up with only a few risks after the Perform Qyalitative and Qyantitative Risk 
Analysis processes, you should not rely on expected monetary value to determine the 
contingency reserve. One common choice is to create a contingency reserve based on 
having all the threats occur in their entirety, In the case of Example 1, this would mean 
a contingency cost reserve of$183,000 ($783,000 minus $600,000). The management 
reserve is up to you. 

Reserve Method 4: Monte Carlo Simulation 
Based on the results of the Monte Carlo simulation described in chapter 6, the total 
reserves for time could be the difference between the project schedule estimate after risk 
response planning and the 100 percent likely (or 80 or 90 percent likely) schedule found 
by redoing the Monte Carlo schedule simulation of the project. Some people pick the 80 
or 90 percent probable schedule depending on how safe management wants or needs the 
estimate to be. The total reserves for cost would be the difference between the project cost 
estimate after risk response planning and the 100 percent (or 80 or 90 percent) likely cost 
found by redoing the Monte Carlo cost simulation of the project 

Follow these steps to create a contingency reserve using Monte Carlo: 
• Determine the acceptable probability (e.g., 80 percent, 90 percent) 
• Refer to the Monte Carlo simulations to see the time and cost associated with that 

probability 
• That amount will be the project budget or schedule length. 
• Deduct the schedule or cost length from the total activity-based schedule or cost 

estimate created during project planning. 
• The difference is the contingency reserve. 

Be warned! This is NOT a preferred method to determine reserves! Monte Carlo 
simulation is only as good as the work breakdown structure, the network diagram, and 
estimates it is based on. Using Monte Carlo simulation alone does not provide the project 
manager with a detailed understanding of the specific risks on the project that will be 
needed for day-to-day project management. Team involvement is required to ensUle that 
all the work is identified and sequenced properly, risks are identified and understood by 
activity, and realistic schedule and cost estimates created. 

If you like to be more analytical, or if you think that such a probabilistic analysis might 
sway your management to accept how long or how much the project will take to 
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complete, I suggest that you first do detailed calculations using Reserve Method 3 and 
then use the Monte Carlo method as a sanity check. 

Redo the Perform Qualitative and/or Quantitative Risk Analysis 
Processes 
The following charts show you how the Plan Risk Responses process can change the 
project cost and time. The first example is for projects where quantitative risk analysis has 
not been done. The second is for projects where quantitative risk analysis has been done. 

Response Strategy 

Time Cost 

Risk Score PxI 

© 2010 RMC Publicalioas, lac' (9521846-4484 • ialo@rmcprojec1com • VNIII nncprojecl com 215 



216 

Plan Risk Responses 

Response Strategy . 

EMV·· 

New Estimate 

EMV Expected 

monetary 

value 

Now here is a completed example of an activity estimating form. 

Risk identification, and and 

Original risks Probability 

Shark attack 60% 12 $140,000 

Boat breaks 55% 2 590,000 

value of risks 

Estimate for the to be 

Total expected monetary value of the activity before planning risk 

Time in 

7.2 

1.1 

83 

4.7 

13 
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New activities added 

Total added for risk 

Shark expert hired; team instructed in 

shark behavior .5 

Newer boat rented; common spare parts .5 
available 

1 

$21,000 

$11,000 

New ratings for risks Probability EMV 
~----~----~-------r-----1 
Time Cost in $ Time in 

Shark attack 25% 12 $140,000 3 

Boat breaks 10% .5 $90,000 .05 

value of risks after risk 3.05 

Estimate for the to be 4.7 

Final activity estimate ($44,000 + $141,500 = $185,500); (305 + 4.7 

= 7.75) 
7.75 

Savings due to risk management: 13 - (7.75 + 1) = 425 days; 425 

$275 - ($185,500 + $32,000) = $57,500) 

Cost in $ 

$35,000 

$9,000 

$44,000 

$141,500 

$185,500 

$57,500 

As shown in the preceding chart, the original time estimate for the activity was 13 days 
and the original cost estimate was $275,000. Top risks were identified and were included 
in the original estimates. Risk responses decreased the risk, saving 4.25 days and $57,500. 

How far should you decrease the risk on the pmject? How much is it worth to the pmject 
to decrease risk further? 

Prepare Management and the Customer 
.... "......tHI 

When the project is first assigned to you, inform management and the 
customer that you will analyze the risks of the pmject and let them know 

.......... the results. This will begin to prepare them for when YOll meet with them 
to describe the risk of the project and the scope, cost, schedule, quality, resources, and 
customer satisfaction options for decreasing the risk. 

. -"",-
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Document Risk Responses in the Risk Register 
Recall that in the Identify Risks process, a risk register for the project was created, In the 
Perform Qyalitative and Qyantitative Risk Analysis processes, additional information 
was added to the register. By the time the Plan Risk Responses process begins, the risk 
register includes the following information: 
• Description of risks 
• The activities they relate to 
• Potential risk owners, risk responses, and triggers 
• The final probability and impact rating of each risk 
• The risk's ranking among the remaining risks on the project 

The Plan Risk Responses process uses that information collected throughout the project 
and adds the following information to the risk register: 
• Finalized triggers for each risk 
• Response plans for each risk 
• Contingency and tallback plans for each risk 
• Triggers for contingency plans and fallback plans 
• Finalized risk owners (persons assigned to each risk) 
• List of non-top risks for future reference that will be monitored throughout the 

project 
• If quantitative risk analysis has been done, quantitative probabilities, impacts, and 

expected monetary values of time and cost can be included 
• You may also choose to add other information specific to yOUl' project 

• 
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A 

B 

c 
D 

The risk register will be used for meetings with management, to get reserves accepted, 
and to make a go/no-go decision, You will also use it to manage the project during the 
Monitor and Control Risks process. It will be updated based on risks that occur or do not 
occur and the success of the planned responses. New risks can still be added and tracked 
in this document. 
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Note that non-top risks do not have risk owners. The project manager is responsible to 
monitor these. The following format can be used to document non-top risks .. 

Proving the Value of Risk Management and Getting Reserves 
Accepted 
If management will not accept reserves, many people resort to just disguising them by 
adding an activity to the network diagram such as "clean up" or "final documentation." I 
strongly encourage you to consider other options. 

One of the questions I am frequently asked during my speaking engagements is, "How do 
I get support for risk management (or project management) within my company?" This 
is an important question, but not one that can be fully addressed here. In short, however, 
those attending my senior management classes tell me the secret is to "Prove it works!" 

Haven't we already shown that risk management can decrease the cost and schedule of 
projects dramatically while still in planning? Why not inform management of these facts? 

For most people, numbers more clearly show proof: So provide numbers! The following 
chart proves, without a doubt, the benefit of risk management. 
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I·Ri····••·ks·· ..... . ....... s .• Rellloved 

~ ~ ~ " . 

1 $300,000' 1 $100,000 

2 $900,000' 
.. 

2 $700,000 

3 3 $2,000,000 

Reserve $300,000 

Total Cost Estimate $3,600,000 Revised Cost $3,100,000 

Estimate 

There is a cost to risk responses. Someone had to pay for the helicopter and the time 
to sign the contract forusing it. But that should not be a deterrent to gaining support 
for risk management. How can you not get support for risk management (or project 
management) when you are able to say, "We originally estimated the project at $300,000. 
Became of 0111' risk efforts, we were able to reduce the total COlt of the project to $263,000." 

If none of the options presented help gain approval for the contingency reserve, there is 
another idea. Point out the Monte Carlo simulation results to management and show 
how those results support the need for some reserve. "So you think the merve of 12 daYI il 
too high became it fewlts in a project completion date of December 1 O? At only an 80 percent 
confidence level, the Monte Carlo simulation 5IIggfftl that a date of December 7 i5 rea!iltic." 

The point of these exercises is to work with management, not against them. The more 
detailed information management has about risks, the more they can effectively support 
the project and fulfill their management rok 

Go/No-Go Decision 
Check with management and the other project stakeholders to make sure the risk 
response plans are viable and to make another go/no-go decision on the project 
Canceling a project makes sense if the risk is too high or the cost too great. The concept 
of canceling a project based on its level of risk has not yet filtered into common project 
management practice. 
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Ask yourself and others: 
• Are we able to meet the project objectives? 
• Is the cost of responding to the risk worth the value received from the project? 
• Now that we know this, do we still want to do the project? 

Contracts 
The term "contract," as used here, refers to any legal agreement for the purchase or sale of 
goods and services. It may include purchase orders, service agreements, or contracts. 

Risk management may help the risk team determine that it would be less rislcy to transfer 
one or many risks to another company through contracting. Perhaps another company 
can do the work taster, has more efficient equipment, or has more experience, resulting in 
a less risky activity and lower cost or time. 

Risk management will also help determine what terms and conditions to put into 
contracts to decrease project threats, to increase opportunities, and to adequately 
distribute risk between the buyer and seller. A contract should not be created without a 
risk analysis. 

Proposals and Bids: Seller's Point of View 
In many organizations, a proposal or bid is prepared by salespeople, without project 
management input What is wrong with this picture? The sales and sales management 
bear no responsibility for doing the work, only for getting the contract They do not 
have the skill set to create a proposal that reflects the project management process, 
Therefore, what is sent to the buyer is a proposal not estimated using project management 
techniques, That proposal cannot be used to help management or to control the project. 
A better method would involve the project manager and create estimates using historical 
records, a charter, work breakdown structure, estimating techniques, and an analysis of 
risk to estimate the project The estimates should then be formatted by activity so that the 
total cost by activity can be managed and the project controlled to those estimates during 
project's executing, 

Here is a revelation for some people: the same process for creating a project management 
plan described in the Inputs to Risk Management chapter of this book (project charter, 
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scope, team, work breakdown structure, work breakdown structure dictionary, network 
diagram, estimating, and risk) should be followed by sellers to respond to requests for 
proposals or bids, but on a high-level basis! Proposal costs must include risk. Therefore, 
project management input is critical in order to create a valid proposal that is truly 
reflective of time, cost, risk, etc, and that can help management control the project. 

Proposals and Bids: Buyer's Point of View 
If you are a buyer of services, why would you ever consider hiring a company that did not 
know about risk management? This would mean their proposal or bid is probably based 
on 0Id-f.1shioned guessing or some high-level metrics, not the kind of planning that will 
make you confident they have the project management ability to control the project and 
certainly not enough planning to ensure that their cost is realistic for the work needed on 
the project. 

Buyers should ask the seller for a high-level work breakdown structure and risks on the 
project. Consider finding another company to work with if the seller does not know about 
work breakdown structures, risk management, and project management. 

What do you do when the proposed contract price is too high, or the schedule is too 
long? Many inexperienced negotiators and project managers would negotiate overhead 
rates and profit margins. Why not address risks? Many of the risks on the project can be 
eliminated if the buyer and seller work together. Some risks caused by the buyer, seller, 
or activities on the project may be eliminated, thus decreasing project time and cost in a 
practical manner without having to resort to reducing overhead rates and profit margins. 

Insurance Purchased 
When risks of fire, theft, or other areas for which insurance is available are identified, 
the risk response may be to purchase insurance. This is transference, as someone else will 
be responsible if the risk happens. This is also a mitigation choice because the complete 
impact is not removed. If a fire occurs, the damage cost would be covered by insurance, 
but such things as project delays would not. 

" -
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Tricks for the Plan Risk Responses Process 
Are You Ready to Plan Responses? 

~I;!f~:t If you find you need to collect or clarify project information during this step 
(e.g., '1J it true that we cannot change the layout of the floorplan?" or 'In 0111 

~~;;!II previous meeting, you mentioned a problem with the customer'J telecommunication 
network It seems that I need more inforlllation on what you Jee. '), it means the earlier steps 
of risk management were not completed well. The large percentage of the information 
needed to handle risk response planning should be available by the time you reach this 
step. 

-. _I"a Do Not Just Pick the First Choice Presented 

• Remember, the objective of the Plan Risk Responses process is to decrease 

1:T!l.~" the overall project risk. Because many people do not realize this, they lUsh 
this process by choosing the first sound idea generated instead oflooking at 

all the options before making a decision. The result is a poor decision and the selection of 
an option that may not positively impact risk as much as other options. 

Do Risk Response Planning in a Group 
..... 0.ij;.4~ 

Risk response planning is an exercise in creativity. Many risk teams forget 
o that creativity can be enhanced by doing risk response planning in a group, 

1,Wj~;;!ij using brainstorming techniques to increase the number of ideas generated. 
Some teams ignore other stakeholders in risk response planning and thus do not make 
use of the ideas from those who might have the most to contribute about a risk that may 
affect them. 

Let the Risk Team Know the Process 

~~,..... .. Because many risk teams have not performed risk management before, 
w."":;jjj it is helpful to let them know what the risk management (and project 

management) process is in advance of performing it In this way, they will 
be prepared for each step of the risk process and more ready to contribute. For the Plan 
Risk Responses process, it is important for the risk team to understand that risk response 
plans may result in changes to the project management plan currently under development 
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(in other words, such plans may impact the work breakdown structure, network diagram, 
human resource plan, etc.). 

Outputs of the Plan Risk Responses Process 
The following are outputs of the Plan Risk Responses process. 

Risk Register Updates 
The risk register is updated to add the results of risk response planning, including: 
• Residual risks: These are the risks that remain after risk response planning, including 

those that have been accepted and for which contingency plans and £'l1lback plans can 
be created. Residual risks should be properly documented and reviewed throughout 
the project to see if their ranking has changed. 

• Contingency plans: Contingency plans are plans describing the specific actions that 
will be taken if the opportunity or threat occurs. 

• Risk owners: Each risk must be assigned to someone who may help develop the risk 
response and who will be assigned to carry out the risk response or "own" the risk 
The risk owner can be a stakeholder other than a team member. 

• Secondary risks: Frequently, what is done to respond to one risk will cause other risks 
to occur. For example, if a portion of the project work is outsourced to a seller because 
the project team does not have the expertise to complete the work efficiently, there 
will be a secondary risk of the seller going out of business. This was not a risk to the 
project prior to outsourcing. 

• Risk triggers: The early warning signs (indirect manifestations of actual risk events) 
for each risk on a project should be identified to know when to take action. 

• Contracts: A project manager must be involved before a contract is signed. Before the 
contract is finalized, the project manager should complete a risk analysis and include 
contract terms and conditions required to mitigate or allocate threats and to enhance 
opportunities. 

• Fallback plans: These are specific actions that will be taken if the contingency plan is 
not effective. 

• Reserves (contingency): Having reserves for schedule and cost is a required part of 
project management You cannot come up with a schedule or budget for the project 
without them. 
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Project Management Plan Updates 
The efforts spent in risk management will result in changes to the project management 
plan. Work packages or activities could be added, removed, or assigned to different 
resources. Thus, planning is an iterative process. Spend a minute now thinking about 
how risk response planning could change the schedule, cost, quality, and procurement 
management plans, as well as the human resource plan, the work breakdown structure, 
and the time and cost baselines for the project. This is critical for understanding the 
impact of risk management in the real world, especially if you don't currently do risk 
management 

Project Document Updates 
The other documents and plans a project manager has created to help manage the project . 
may also change. Can you imagine how risk response planning might affect the roles 
and responsibilities on a project, your stakeholder management strategy, and your quality 
me tries? 
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Key Concepts 
• The objective of the Plan Risk Responses process is to determine what you can do 

to reduce the overall risk of the project by decreasing the probability and impact of 
negative risks (threats) and increasing the probability and impact of positive risks 
(opportunities). 

• Strategies are agreed upon in advance by all parties. 

• Risk responses, contingency plans, and fallback plans are selected. 

• Risks are assigned to individuals or groups to watch for the risks and take 
responsibility for implementing the planned risk responses. 

• Strategies are reviewed over the life of the project for appropriateness as more 
information about the project becomes lmown. 

Key Terms 

• Plan Risk Responses • Transfer • Fallback plan 
process 

• Mitigate the probability • Reserve 
• Exploit 

• Mitigate the impact • Management reserve 

• Enhance 
• Residual risks • Contingency reserve 

• Share 
• Secondary risks • Insurance 

• Accept 
• Trigger • Contract 

• Avoid 
• Risk response plans • Risk owner 

• Mitigate 
• Contingency plan • Risk action owner 
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Instructions: Match the risk management key word to its definition. 

KeyWord 

1. Plan Risk Responses process 

2. Exploit 

3. Contingency plan 

4. Trigger 

5. Avoid 

6. Risk action owner 

7. Accept 

8. Transfer 

9. Enhance 

___ 10. Share 

___ 11. Residualrisks 

Defillitioll 

A. Risks that are generated by a response to 
another risk 

B. Eliminate the threat of a risk by eliminating 

the cause 

12. Risk owner 

13. Reserve 

14. Management reserve 

15. Contingency reserve 

16. Contract 

17. Insurance 

18. Secondary risks 

19. Fallback plan 

20. Mitigate 

21. Risk action owner 

C. Do nothing-"Ifit happens, it happens," or 
create a contingency plan 

D. Retain appropriate opportunities or parts of 
opportunities instead of attempts to transfer 
them to others 
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M~tching···Ciame:.Rlarl.Risk .. Responses . 

E. Increase the expected time, quality, or 
monetary value of a risk by increasing its 
probability or impact of occurrence 

F. Increase the opportunity by making the 
cause more probable 

G. Assigns the liability for a risk to someone 
else 

H. An amount of time and/or cost added to the 
project to account for risks 

I. A legal agreement for the purchase or sale of 
goods and services 

J. An amount of time and/or cost added to the 
project to deal with known unknowns, ie, 
identified risks 

K. Determining what can be done to reduce 
the overall risk of the project by decreasing 
the probability and impact of threats and 
increasing the probability and impact of 
opportunities 

L. Planned actions to be taken if the risk 
happens and contingency plans are not 
effective 

M. Risks that remain after risk response 
planiling 

N. Assign the risk to someone else by 
subcontracting or buying insurance 

O. Planned actions to be taken if the risk 
happens 

P. Reduce the expected monetary value of a 
risk by reducing its impact or probability of 
occurrence 

Q. An amount of time and/or cost added to the 
project to deal with unknown unknowns, 
i.e, risks that have not been identified 

R. The person assigned by the project manager 
to watch for triggers and manage the risk 
response if the risk occurs 

S. EarIywarning sign that a risk has occurred 
or is about to occur 

T. The person assigned by the risk owner to 
implement approved risk responses 

U. The person assigned by the risk owner to 
implement preapproved risk responses 
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Matchfngigal11e}P Ian ,.RiskRespOnses 

Answer Key 

1. K 12. R 

2. F 13. H 

3. 0 14. Q 
4. S 15. J 

5. B 16. I 

6, T 17, G 

7. C 18, A 

8, N 19, L 

9, E 20, P 
10, 0 21. U 

11. M 
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Questions for Discussion 

L What method or combination of methods for risk response planning will you use for 
your real-world projects? 

2, Why do you need to !cnow the forecast of the potential schedule and costs for the 
project before you can properly complete risk response planning? 

3. What should be done if the probability of meeting the desired schedule or desired 
cost is unacceptable? 

4, How are contingency plans different than fallback plans? 

5, Why is it important to prove the value of risk management? 

1 6, What is the preferred method of calculating a contingency reserve? 
l 
'I 
~ 7, How is a management reserve different than a contingency reserve? 
:i 
J 
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Adapt This to Your Real-World Projects 

Plan Risk Responses 
Please visit the RMC Project Management Web site at www.rmcprojectcomlrisk to 
download the full version of the following forms. 

Steps to follow: 
1. For each top opportunity on your project, determine what you are going to do to 

increase the opportunity or its probability or impact 
2. For each top threat on your project, determine what you are going to do to eliminate 

the risk or reduce the probability or impact 
3. IdentifY triggers, and create contingency plans and fallback plans for the residual risks 

on your real-world project. 
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Monitor and 
Control 

Risks 

Objectives of the Monitor and Control Risks Process 
How about getting some rewards for your efforts? During the Monitor and Control Risks 
process, the benefits of the previous processes are realized by the project manager and the 
team. If you have spent the appropriate amount of time with the appropriate stakeholders 
and have performed good project management (particularly in creating a work breakdown 
structure and getting good estimates), this step will be substantially easier. If not, you will 
spend plenty of time dealing with problems that could have been avoided. There will be 
rework and overtime, as well as damage to your reputation, as too many things will go 
wrong that you did not prepare for. 

There are many objectives of the Monitor and Control Risks process. On a high-level 
basis, the objectives of this process are to: 
• Implement the risk response plans, ensure compliance, and manage progress 
• Manage the contingency and management reserves 
• Create workarounds 
• Control the project risk 
• Refine and update the risk register 
• Perform additional risk identification, qualitative and quantitative risk analysis, and 

risk response planning 
• Reestimate the project 
• Keep stakeholders informed about the status of risks on the project-communicate 

about risles 
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• Create lessons learned 
• Evaluate the risk impact of scope, schedule, cost, and other change requests 

Many project managers neither understand nor perform control. This step is important in 
order to make sure the benefits of earlier steps are realized. Let me rephrase the objectives 
as simple phrases you can remember for the Monitor and Control Risks process but also 
for project control in general. 

• Implement 
• Manage progress 
• Communicate 
• Ensure compliance 
• Reassess 

• Refine 
• Add new risks 
• Reestimate the project 
• Measure 
• Take cOllective action 
• Evaluate the effectiveness of corrective action 

To achieve the benefits of risk management, it is important to have the following inputs 
before beginning the Monitor and Control Risks process: 
• Risk register, which now includes: 

• Risks 
• Risk response plans 
• Risk owners 
• Triggers 
• Contracts 
• Watchlist 
• Time and cost reserves 

• Risk management plan 
• Work results 
• Project communications 
• Risk events 
• Project changes 
• Additional risks that have been identified as the project progresses 
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Implement the Risk Response Plans, Ensure Compliance, and 
Manage Progress 
During the Monitor and Control Risks process, risk owners will respond to risk triggers 
by implementing contingency plans and fallback plans, if needed. The project manager 
should make sure the contingency plans and fallback plans are understood and complied 
with. Unauthorized changes to these plans have the same impact to the project as other 
unauthorized project changes and should therefore be avoided. 

Management during these activities requires the same monitoring, motivating, assisting, 
coaching, and other management activities that are required for managing the project as a 
whole. 

Manage the Highest Risk Path, Not Just the Critical Path 
~Hi1~ Most project managers know that they need to keep an eye on the critical 

path and that a problem with an activity on the critical path requires 
MllllOoiIooll immediate attention. Why not also determine the path through the network 

diagram that has the highest risk score? The activities on this path may not occur 
immediately after one another as do those in the critical path, but the path with the 
highest risk score should be managed as closely as the critical path. 

During the Monitor and Control Risks process (or the executing and monitoring and 
controlling processes of the project), the huge impact of risk management activities will 
be dramatically felt. 

Imagine a 90 percent decreafe in problems! 
Imagine the time impactf of fewer problemf! 

With risk management, up to 90 percent of all project problems are prevented, thus 
saving a phenomenal amount of time while the project is being completed. This creates a 
major improvement in project performance and project success. 

Imagine also what happens on real projects when there is a m~ol problem. Most people 
cringe. If the project made good use of risk management, they would not worry as much. 
Chances are the problem would have been identified and a plan would already be in place. 
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This may be the most important thing you read in this book. If you do risk management, 
people will fight to work on your projects because your projects will be in control! 

Manage the Contingency and Management Reserves 
You worked hard to set up the reserves and get approval. During project executing and 
monitoring and controlling, you will manage, use, and protect these reserves. 

Remember that the contingency reserve is to accommodate the known unknowns for the 
project. This means that it should ONLY be used for identified risks that actually take 
place. 

The management reserve is for unknown unknowns-risks that have not been identified. 
There are no standards for how contingency or management reserves are used. Some 
people believe that management reserves should only be used by management, and may 
be used for any changes. I cannot support this view. The entire reserve (and the project) 
must be controlled by the project manager. The management reserve should be used for 
unknown unknown risks that occur related to the baseline scope of work. Any change to 
the baseline scope of work requires a change to the project and thus a change order with 
additional reserves. 

Let's look at a few examples. Don't worry if you do not agree. We could argue this forever. 
This is my opinion; there are no standards. 

Reserve Management 

The project has 
identified a risk that a 
deliverable will be late, 
causing US $20,000 
in costs. The risk 

occurs. 
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During the middle 

of the project, 

management 

determines that the 

project must be 

completed three weeks 

earlier than 

Management wants to 

add additional scope 

of work. 

A risk was identified 

but its probability and 

impact could not be 

determined. The risk 

occurs. 

Monitor and Control Risks 

If this occurrence had If this occurrence had 

been identified as a not been identified as 

risk a risk 

Everyone will want to make use of the "free" time or cost available on the project This can 
become a problem, as the project manager is held accountable for completing the project 
in accordance with the approved project management plan (plus approved change orders). 
If the reserve runs out, you must adjust somewhere else in the project to meet the project 
requirements, including completion date and project cost Careful management of the 
reserves, as well as the project, is key to completing the project within the requirements. 

1""I"f. """I Be Sure the Stakeholders Understand Reserves 

• When the project work is underway is no time to be describing to the project 
o stakeholders the concept of reserves, how they are calculated, and what they 

0il0ii01.11 are to be used for. This important activity should have occurred before the 
Monitor and Control Risks process. Such an explanation helps the stakeholders realize 
that reserves are not a pad (an unsupportable addition to the project cost or budget) 
and they cannot easily make use of the cost or time in the reserves. Having made this 
clear, you should have fewer attempts to access the reserves for inappropriate uses during 
project executing. 

© 2010 RMC Publicalions.lnc • (9521846-4484 • inlo@nncprojecl com' \'I\'/\V rmcprojecl.com 249 



250 

Monitor and Control Risks 

Create Workarounds 
Though the title "workarounds" might be new to you, the subject matter should not be. A 
workaround is an unplanned response to an unidentified risk that occurs. 

Workarounds are reactive; project management is supposed to be proactive. Project 
managers should be spending much more time executing contingency and fillback plans 
then creating workarounds. 

The need for a high number of workarounds on a project indicates a lack of adequate 
project planning and a project that is in trouble! Risk management greatly decreases the 
need for workmounds. 

Many studies say that it is between 75 to 100 times more expensive to fix a problem than 
to prevent it. Think about how much more time and money you would have available if 
you identified and planned for most of the things that go wrong on a project! 

In our helicopter story, a workaround would have been needed if the risk of more than 
three inches of rain in a two-day period during installation of the structural steel had 
not been identified and the rain occuned.It would also have been needed if there was no 
contingency plan to hire the helicopter or no fallback plan to use the sponge carpet. A 
workaround would also have been needed if the carpet did not work or if the helicopter's 
efforts resulted in an unexpected event. 

1"'!"'i9"i'l'i"ll What Is the Difference Between a Risk and an Issue? 
An issue is an unforeseen, minor problem that has occurred. It may be 

o handled by listing it on a project action item list and managing it, or by 
.IoLLI1.Wi1lll creating a workaround. Each time an issue occurs, the best project managers 

will ask themselves questions such as: 
• Ifwe missed this problem during planning, what else did we miss? 
• Is this problem an indication of a deeper root cause that might affect the project later? 
• Is this problem an indication of a risk? 
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Monitor and Control Risks 

Control the Project Risk 
During project monitoring and controlling, you must have a plan to measure against, 
make measurements of performance, and then take corrective action to bring performance 
back in line with the plan. 

This sounds good, but believe it or not, too many project managers do not have a proper 
project management plan to measure against, or do not know that they have to measure 
performance. 

One way to measure the status of the project is to include the evaluation of risks. You 
might check: 
• The number of identified risks that were not in the original risk evaluation 
• The number of workarounds needed 

Let's look at two more scientific ways to measure performance. 

Risk Review 
A risk review is a way to control risks and manage changes. It can also be the vehicle 
for identifying new risks and making sure everyone understands the contingency and 
fallback plans. Risk reviews take place during regularly scheduled meetings with the risk 
owners and project team and may also include the other stakeholders. Risk reviews look 
forward in time to what should happen for risk. These meetings can be the primary way 
to manage risk on the project. 

In our helicopter story, the risk of more than three inches of rain in a two-day period 
during installation of the structural steel was reviewed before the installation of the 
structural steel to determine if the risk was still valid and the planned responses were still 
appropriate. 

n.~,",! The following are the types of questions that can be asked during a risk 
MUI-+H-1I review: 

1M .... p.y.... What additional risks have you uncovered since the last meeting? 
...... Which of the triggers that we have identified no longer seem appropriate? 

• Which of the risk response plans that we have created seem to need more 
development? 

• If you could change one thing about the risks of this project, what would it be? 
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• Have we discovered anyone who has additional insight into our major risks? 
• Activity X is our riskiest activity John, that activity is assigned to you, From 1 to 10 

(10 being the most comfortable), how comfortable are you that we can complete 
the activity as planned? Is there extra assistance or information that would make the 
activity easier for you? 

• We were not satisfied with our contingency plan for risk Y Has anyone come up with 
new ideas since our last meeting? 

• Now that we are three months into this project, let's look at the order of our top risks 
and see if we are still in agreement on which are top and which are not, and the order 
of the top risks, Which of our residual risks do you think needs a different risk impact 
or probability rating? 

• Risk Z has been triggered and our plans put into place, However, turnaround time by 
the engineering department was much faster than expected, Let's look at the other 
risks we have identified that involve the engineering department and make sure we 
incorporate this new information into the contingency and fallback plans, 

Be Alert for Indications of Unidentified Risks 
1J.LI~.:.tI 

No matter how well risk management is done, there will always be risks that 
a:.4.IIIIIU.U.:;II 

are not uncovered until project execution, Imagine a situation where one of 
i&!Il.iII,;~ the project team members keeps showing up late for team meetings, Two 

others are constantly arguing, These are not insignificant situations, but indications of 
unidentified risks (if not already planned for in the risk register), These situations should 
be included in risk reviews, 

1"'1"1, 1'V"fI'!" Use a Risk Review Board to Perform a Risk Review 
, To be most effective, a risk review board should include people who have 

o not been part of the risk management process for the project to date, 
lALIi6!.I'" Representatives of management, program or portfolio managers, and other 

project managers may be involved to gain additional perspectives on the project and its 
risks, This board does not generally include the project manager of the project being 
reviewed, 
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If well managed, risk reviews will result in: 
• Additional risk response planning ideas 
• Changing the order of the top risks 
• Revisiting non-top risks to see if the ranking of non-top (or even top) risks needs to 

change 
• Adjusting to the severity of actual risks 
• Determining if assumptions are still valid 
• Looking for any unexpected effects or consequences of risks 
• Monitoring residual risks 
• Reviewing all workaround situations to see if they provide insight into the existence 

of additional risks 
• Making changes to the project management plan when new risk responses are· 

developed 

Measuring Performance through Risk Audits 
A risk audit takes another look at what the project team has done for risk management 
and whether it has worked. 

Many people ask about what is the difference between a risk review and a 
I'i~ffi~ risk audit. The best way to understand this difference is to remember that 

risk audits look backward in time to what has occurred, while risk reviews 
.... 1Wo.o 

look forward in time to what should happen. 

A risk audit includes: 
• Reviewing if the right risk owners have been assigned to each risk 
• Determining if the risk owners are effective 
• Examining and documenting the effectiveness of contingency plans and fallback plans 

On critical projects, a risk audit could be done before the project management plan is 
approved. However, risk audits are more commonly done during the execution of the 
project. As a result of a risk audit, corrective action may be taken. Risk owners might be 
changed, or contingency and fallback plans for risks might be adjusted. 
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A risk audit may be done by the project manager alone, by the project manager and the 
team, by an outside "risk audit" group (to help eliminate biases), or as part of a full-scale 
project management audit. It might include conversations with risk owners or simply 
measuring the results of risk actions taken and then reporting on the resolution of the 
risk. Once the analysis is completed, comctive action is taken and the effectiveness of 
the corrective action is measured. Results of the risk audit are used in the project and also 
become a pal t of historical records. They can then be used as lessons learned for future 
projects. 

Earned Value Analysis 
Eamed value analysis is used to quantitatively measure and monitor overall plOject 
performance against the project baseline. It entails an analysis of the value to the company 
of the cost and time put into a project and makes use of actual project information to 
measure cost and schedule performance. Some of the key indicators are listed on the 
following chart. 

0.89 I am only getting 89 A CPI ofless than 

cents out of every one means a bad 

dollar invested into situation. 

Cost Performance this 

Index (CPI) 1.3 I am getting 1.3 A CPI of one 01 

dollars out of every greater means a good 

dollar I put into this situation. 

0.85 I am only A CPI of less than 

progressing at 85% one means a bad 

Schedule of the rate originally situation. 

Performance Index 

(SPI) 125 I am progressing A CPI of one or 

at 125% of the rate greater means a good 

situation. 
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Estimate at 

Completion (EAC) 

$495,000 

Monitor and Control Risks 

As of now, how much This forecast can be 

do we think the used to compare to 

project will cost? earlier cost estimates 

to the actual cost 

when the project 

is over to assess 

CPI and SPI are measures of project performance. An SPI of 0.85 implies that 
the project is only progressing at 85 percent of the rate originally planned. Project 
management would include a detailed evaluation of what specific activities took longer 
than planned and what can be done to correct the situation. Plans would be implemented, 
and the project manager would determine the SPI again to see if the situation had been 
corrected, 

To correct such a situation, the project schedule is reestimated during project executing, 
In this case, it is determined that the project is currently three weeks late, Corrective 
action is needed, and that action can have only minimal impact to project cost 

In the following charts, the left-hand column represents the activities that are on the 
critical path, The project team has determined options for shortening the length of each 
critical path activity in order to meet the new deadline, Options selected for the previous 
situation could include changing resources to someone who can complete the activity 
faster or cutting part of the scope of an activity and thus saving time, However, saving 
time does not happen in a vacuum, The effect on the other project constraints must also 
be considered. 
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Looking at the chart, which activity would you choose to save three weeks? 

D 6 4 2 $10,000 $14,000 $4,000 

E 7 5 2 $17,000 $27,000 . $10,000 

G 5 4 1 $15,000 $16,000 $1,000 

H 7 6 1 $8,000 $10,000 $2,000 

C 8 5 3 

The answer would be to choose the options for activities D and G because they have the 
least impact on cost 

Now let's add a column for risk impact A 10 is a high impact and a 1 is a low impact 
Now which activity or activities would you choose to save three weeks? 

G 4 1 515,000 $16,000 $1,000 

H 7 6 1 $8,000 510,000 $2,000 9 

c 8 5 3 $12,000 521,000 $9,000 o 

See how your answer is different when the risk column is added! Choosing activities D 
and G is shown to have an extremely high impact on the risk of the project. Looking at 
other options, you cannot choose activity H because of its high risk impact Though the 
answer depends on the specifics of your project, with the information provided here, you 
are most likely to select activity C, the choice with the lowest overall impact to lisle 

Imagine the same chart completed with a column for the other project constraints. Now 
you are seeing what a true analysis of options for adjusting a project should include. 

=_ e=. .4._= 
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Refine and Update Risk Responses 
The project management plan and risk response plans should be refined and updated 
throughout the life of the project As the project progresses, the project team will 
become more familiar with the project and thus be 
able to determine that the risk score or the number of 
unidentified risles may be a warning sign. Additional 
risks identified and a large number of project changes 
are also warning signs. (See also the reasons for 
reestimating the project listed later in this chapter.) 

Riskshouldbethe#1topic 
a~each teamrTleeting! 

Such situations require reassessing or changing the project management plan and the risk 
register. 

Risk ratings, prioritization of risks, contingency plans, and fallback plans may change 
during the life of the project, requiring updates and refinements to the risk register. 

Technical Performance Measurement 
Every project has technical requirements that must be met. Examples include strength of 
concrete, measurable wind resistance of a building, meeting functionality requirements, 
strength of the plastic used in a product, or shelf life. 

When actual results of technical performance deviate 
from the project baseline, the Identify Risks, Perform 
Q\talitative Risk Analysis, Perform Q\tantitative Risk 
Analysis, and Plan Risk Responses processes should 
be updated while fIXing the problem. Such deviations 
imply a risk to achieving the project's scope. Keep in 

Risks should be evaluated 
for the impactto all of the 
project constraints. 

mind the project constraints. A change in the cost performance could potentially impact 
the quality, customer satisfaction, or schedule of the project 

~""" .. Look for Risks During the Verify Scope Process 

The Verify Scope process is when the project manager reviews the 
.., .... ~ .. deliverables for compliance with the requirements, meets with the customer, 

and tries to get formal approval in the form of a sign-off on the deliverable. 
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Additional risks and more accurate risk ratings for risks can also be obtained while 
meeting with the customer during the Verify Scope process. As the scope of various 
deliverables is verified throughout the project, you can ask questions about the customer, 
how the project fits into the customer's department (or company) priorities, anything new 
in the department (or company), and any other technical and managerial topics that you 
can reasonably think of. The following are examples of questions to ask: 
• How has the response been within your department (or company) to our last 

deliverable? 
• What problems did you have with usinglimplementing our last deliveI able? 
• What should be done differently with future delivcrables? 
• If we could do the last deliverable over again, what would you suggest we do 

differently? 
• How many changes to the scope of work on this project are cUIIcntly under 

discussion? (Asking "how many" instead of "what changes" provides a better 
response.) 

• You helped us identify a risk to the Z component. Do you have any morc information 
about that component now that some weeks have gone by? 

• Here is a current list of the major risks for the project. What is missing? Do you still 
think they are in the proper Older from highest risk score to lowest? (This list may 
only be the risks the customer has identified, rather than all the project risks. The full 
list may contain some risks that remain confidential, and are accessible only to the 
project team.) 

Be prepared with questions appropriate to the project before a scope verification meeting. 

Risk Reassessment 
Additional Risk Identification, Qualitative Risk Analysis, Quantitative Risk 
Analysis, and Risk Response Planning 
An interesting aspect of risk monitoring and control is that it also involves risk 
identification, qualitative risk analysis, quantitative risk analysis (if needed), and risk 
response planning. Can you think of a reason why this might be? 

There are two major times when a risk reassessment might occur: when new risks are 
identified and when changes occur on the project. New risks can be identified during 
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risk reviews, by holding additional brainstorming or risk identification sessions, in project 
meetings, by watching what is going on, and through any project activity It is the project 
manager's role to look for new risks and to schedule additional risk identification sessions 
as required, based on the specific needs of the project. 

No matter how well risk management is completed, unidentified risks and project 
changes will still occur. This does not mean that changes occur in isolation from risk 
management. Integrated change control is a term that implies that any change to scope, 
time, cost, resources, quality, or risk (any part of the project) should be evaluated for 
any impact on other parts of the project. A change to the quality level desired for the 
project will most likely have an impact on the risk of the project by adding new risks and 
changing the ratings and ran kings of existing ones. A change to the scope will change the 
risks. A change to the cost.. . you get the picture. 

Therefore, keep looking for risks when any changes are made on the project. Then 
qualitatively (and possibly quantitatively) assess the risk in conjunction with already 
identified risks. Plan responses if necessary, and update the risk register. If you lose control 
of risks or ignore risks during execution and control of the project, you will sacrifice the 
benefits gained by previous risk activities. That is an asset you don't want to lose. 

Reestimating the Project 
Activity estimates and project estimates are just that-estimates. Estimates can change 
based on more complete knowledge of the work needed to be done on activities, other 
project changes, and changes in risk to the project. Take this seriously! Activity and 
project estimates should be updated and revised over the life of the project to make 
sure the project requirements can be met. A project manager does not take a "wait and 
see" attitude, but more of a "prove we can make it" attitude toward meeting the project 
requirements. Not meeting the requirements means the project manager has failed and 
that company or client resources have been unethically wasted. It is that serious. 

What might necessitate reestimating? Instances relating to risk management include, but 
are not limited to: 
• When new risks are identified 
• When new risk ratings for probability or impact are determined for existing risks 
• When the prioritization of risks changes 
• To accommodate the time and cost for workarounds 
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• When any refinement or reassessing of the risk response plans is done 
• When reserves are used £aster than expected 
• When the project has had many changes 
• When the project has never been done before 
• When there is litde confidence in the project management plan 
• When a new project manager takes over a project 
• When many unidentified risks occur 

To reestimate the project, you could start fiom scratch, create a completely new work 
breakdown structure, ask each person completing a project activity to reestimate the 
activity, and continue with the full planning process. You could also just reestimate the 
activities that have been affected and determine the effect on the whole project. In any 
case, do not forget to adjust the project (e.g., crashing, fast tracking, cutting scope) to 

meet the pIOject requirements. 

Communicating About Risk 
Imagine you arc a stakeholder. You have a lot of your own work to do when, suddenly, a 
project manager shows up to tell you that the network computer system you were going 
to work with will be down that day because of project work. This is not a good situation, 
yet it happens all the time. A great pIOject manager will keep the stakeholders up to date 
on the status of the pIOject. 

Even better yet, the project manager should have previously identified the stakeholders 
and determined their needs, including what each stakeholder needs to know about the 
project to better integrate the project into their everyday work. The project manager 
could then regularly provide required information to the stakeholders. Can you see the 
improved cooperation, improved performance, and more successful project that are the 
result of this practice? 

Risks should be treated like activities; they are part of the project and can impact the 
project if they happen. Risks can be communicated to stakeholders using the following 
methods: 

• Project management plan 
• Project monthly reports 
• Activity status reports 

• Bar charts 
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• Communication with other projects 
• Risk register 
• Activity estimating form 

The project management plan could include a statement such as the following when it 
addresses risk. With such a statement, how can you not get support for risk management? 

'The original expected monetary vallie of the ril/l of thir project Wa! $45,700. Actio11! we have 
taken to re!pond to the rilkr have cort $1,700 and rewlted in an expected monetary vallie of 
$21,600. The savings dlle to rilk management have fOfar been $22,400[01 thir project." 

Decrease Risks by Communicating Them 
JY-lHfl~ 

Simply naming the top risks in a report substantially decreases the 
" probability of their occurrence! Including risk information in the monthly 

.... IOodWII project report keeps focus on the risks. Everyone willimow about the risks 
and everyone will be watching out for them. If you were to add the sources of the risks, 
then more focus would be placed in the appropriate place. This trick is enhanced if you 
include a discussion of risks, how they were derived, and their impact in the kickoff 
meeting that takes place at the end of project planning. 
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D~te: As of Date: 

Status 

Cost 

Schedule 

Risk 

Resources 

Customer Satisfaction Plan vs Actual 

Accomplishments Milestone chart 
rW-or-k-'fo:...r-N-e-xt-M-on-d-I-----------; Activity 1 .... 

Exceptions to Plans Activity 2 ... ... 

Issues/Problems Activity 3 ~ 

SIGNED: 

Above is a sample monthly status report form to adapt to your projects, 

Notice two things: First, this report is not an output of "project management" software, 
Second, it includes a listing of the current top risks on the project The status of risk, as 
well as cost, schedule, etc., can be indicated with the following code: 

Red Problem 

Yellow Danger 

Green Good 

If we are going to include risk in the monthly report, we will also need to accumulate 
information about risks to put into that report Do not just think about holding a 
meeting, Rather, basic status should be collected bye-mail or a form using the following 
as a template, So what is the result of this practice? Better information is collected, and 
there is more time in team meetings for real work to be done, such as worldng to decrease 
project risk 
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Date: ___ _ 

Exceptions to plan (if any): 

Status: How much has been done (in hours)? 

How much is left to do (in hours)? 

ProblemslIssues 

RiskE: 

List any new riskE 

List changes to existing risks 

~"""''''I Use the Bar Chart 

What about using a Bar chart for communicating risks? Include the risk 
score and the risk owner as text columns in the bar chart. This will maintain 

....... focus on risk and on the activities that need more assistance. Therefore, a 
functional manager may be less likely to arbitrarily move resources or change the scope of 
a rislcy activity. 

A discussion of bar charts should also come with a warning. Years of dealing with 
management and other stakeholders in training sessions have led me to discover 
something important. Bar charts scare people. Yes, it is true. People do not Imow how 
they are developed and do not believe that they are realistic representations of the 
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schedule. Bar charts also seem too much like micro management for those people not 
trained in project management. Bar charts should only be used by management and other 
stakeholders trained in using them. 

'1"' 

...,....'"" ... Communicate with Other Project Managers 
Few projects exist in isolation. In many cases, concurrent projects make use 
of the same resources and thus are in competition with each other. There is 

rIIoIl.!"Ijliiillll a positive side to this. Experiences on one project can make another project 
better. A great project manager will notice what is going on with other projects and 
have a formal or informal communication plan with other project managers to share 
lessons learned. So, for example, a project manager might be told, "I understand you are 
concerned about delay caused by a slow turnaround from the accounting department on 
one of your deliverables. We are also working with that department on a project and have 
had excellent cooperation." 

Get to know other projects and project managers. Review their list of risks and 
contingency and fanback plans and share information with them. Such sharing of 
lessons learned could be facilitated by a project management office, if one exists, or by 
informal coordination meetings between project managers. The more cooperation you can 
encourage, the better your reputation will be and the more effective you can be on your 
own projects. 

A Risk Reserve Report 
A risk reserve report keeps a running balance of the remaining reserve and helps the 
project manager control the reserve. It is used like a checkbook or a savings account 
would be. Money is added when activities are completed cheaper or faster; and money 
is deducted when it is used for risks. A risk reserve report may look something like the 
following: 
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Cost Risk Reserve Report 

A $2,000 $19,600 $5,000 

B $8,000 $11,600 $5,000 

c $600 $11,600 $4,400 

The same type of report can be done for time, 

Lessons Learned 
Lessons learned should include an evaluation of risk 

A lessons learned evaluation looks at what went right and wrong with the project and 
what should be done differently next time. At a minimum, the project manager creates 
lessons learned as a personal record, including productivity rates and other data for use on 
future projects. Better yet, this documentation is created by the whole project team, Best 
yet, it is created by the team and put into a corporate historical database that is available 
to all project teams. 

The purpose oflessons learned documentation is to: 
• Prevent the same problems from occurring on project after project 
• Continuously improve the project management process 
• Save money and time on future projects 

Unfortunately, many people who complete lessons learned miss something; they only 
focus on technical lessons learned (for instance, we should have used this brand of 
equipment rather than that one). A real lessons learned evaluation looks at three areas: 
• Project management: Relating to the process of project management (including the 

work breakdown structure, communication planning, the network diagram, risk, etc.) 
• Management: Relating to communication, facilitation, leadership, and other 

management topics 
• Technical: Relating to the process of completing the technical work 
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For risk management, lessons learned also include an evaluation of how the risk effort was 
handled and how it can be improved next time. Here's an example: 

Project Management-Including Risk Management 

Management 

Technical 

1""1"'1""""'1 Promote Lessons Learned 

One way to acquire lessons learned is to promote them. Imagine at some 
" organizational meeting one of the top managers mentioning, "You would not 

..... 1Wo .. believe what we have discovered!" Do this once and everyone will want to be 

the person who provided the great new idea for the next meeting. 

Risk management is essentially an optimistic activity, even when it is 
~<ffft addressing threats to the project. It is about taking control and being in 

command. When this attitude is held by the project manager; more lessons 
..... 1Wo .. learned will be created. Some project managers even include prizes for the 

best lessons learned submitted by their teams in the reward system for their projects. 

Summary of the Tricks of the Trade® for the Monitor and Control Risks 
Process 

• Risks should be the number one topic (meaning first and most important) for project 
meetings. Ask: "Are there any changes to the risks we have? Ale there any new risks? 
Al'e any changes needed to our contingency plans?" 

• Instruct stakeholders in the function and use of reserves before they try to use them. 
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• Get in the habit of asking yourself, "If we missed this problem, what else did we 
miss?" 

• Realize that all the risks will not have been identified and keep looking for risks. 
• Look for risks during the VerifY Scope process and any other interactions with the 

customer. 
• Watch actions during project execution to uncover more risks. 
• Periodically reassess the entire risk plan. 
o Watch for low-ranking risks that become more important. 
• Continually communicate with stakeholders. 
• Remember, the more you keep risks visible, the less likely they are to occur. 
• Include top risks, responsibility, and the risks' status in every monthly status report. 
• During project monitoring and controlling, bar charts are often used to show project 

status. Include the risk score and responsibility as text columns in this chart. 
• Discover what is happening with other projects to help identifY or clarifY risks on 

your project. 
• Include an evaluation of risk management on the project in the lessons learned. 

Activities in the Monitor and Control Risks Process 
The following activities are part of the Monitor and Control Risks process: 
• Managing the risk management plan and risk response plans 
• Watching for triggers {events that show that a risk is about to occur or has occurred} 
• Keeping track of the identified risks 
• Managing the reserves 
• Ensuring the execution of the risk management plan and risk response plans 
o Dealing with risks that were not identified 
• Performing workarounds {in other words, dealing with problems} 
• Performing risk audits 
• Performing risk reviews 
• Coming up with additional risk response planning ideas 
• Taking corrective action to adjust to the severity of actual risks 
• Revisiting non-top risks to see if the rankings of non-top {or even top} risks need to 

change, or if risk responses need to be determined 
• Collecting and communicating risk status 
• Communicating with stakeholders about risks 

© 2010 RMC Publicalions, Inc' (952) 846-4484 • inlo@rmcprojeclcom • IWIII rmcprojecl com 267 



268 

Monitor and Control Risks 

• Determining if assumptions are still valid 
• Looking for any unexpected effects or consequences of risk events 
• Monitoring residual risks 
• IdentifYing new risks 
• Reviewing all workaround situations to see if they provide insight into the existence 

of additional risks 
• Updating the risk register 
• Making changes to the project management plan when new risk responses are 

developed 
• Creating a database of risk data that may be used throughout the organization on 

other projects 
• Recording results of team meetings and other meetings 
• Reviewing results from other projects not yet formalized into lessons learned 
• Reevaluating risk identification and qualitative and quantitative risk analysis when the 

project deviates from the baseline 

Outputs of the Monitor and Control Risks Process 
The following are the outputs of the Monitor and Control Risks process. 

Risk Register Updates 
The risk register is updated with the following information as a result of this process: 
• Outcomes of the risk reassessments and risk audits 
• Updates to previous parts of risk management, including the identification of new 

risks 
• Closing of risks that are no longer applicable 
• Details of what happened when risks occurred 
• Lessons learned 

Change Requests, Including Recommended Corrective and Preventive Actions 
The Monitor and Control Risks process will uncover changes needed to the project. 

Project Management Plan Updates 
The Monitor and Control Risks process can result in updates to the schedule, cost, 
quality, and procurement management plans, as well as the human resource plan, the 
WBS, and the time and cost baselines for the project 
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Project Document Updates 
The Monitor and Control Risks process might also affect the roles and responsibilities on 
a project, the stakeholder management strategy, and the quality metr ics. 

Organizational Process Assets Updates 
The Monitor and Control Risks process will lead to the creation of risk templates, such 
as a risk register including project risks and risk responses, checklists, and other data to be 
used as historical records for future projects. 
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Key Concepts 
• The objective of the Monitor and Control Risks process is to manage the project 

according to the risk management plan and the risk response plans recorded in the risk 
register. 

• The Monitor and Control Risks process involves the following activities: 

• Monitor 

• Ensure compliance 

• Measure 

• Take corrective action 

• Evaluate effectiveness 

• Reassess 

• Refine 

• Contingency and management reserves must be controlled, not just used for any need 
that arises. 

• Do not assume all the risks have been identified in the Identif)r Risks process. 

• Risk management should be one of the most important topics at each team meeting 

• Workarounds should be less frequent than implementing risk response plans. 

• Taking corrective action involves taking measures of performance, taking action, and 
evaluating the effectiveness of the corrective action. 

• The more you communicate about risks, the less likely they are to occur. 

• Remember to communicate with stakeholders. 

• Prove the effectiveness of risk management by showing and reporting results. 

I • Risk response audits help you to determine lessons learned. 
" 
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Key Terms 

• Monitor and Control Risks process • Evaluate the effectiveness 

• Monitor • Reestimate 

• Ensure compliance • Refine 

• Respond to triggers • Risk review 

• Manage reserves • Technical performance measurement 

• Workarounds • Risk reassessment 

• Measure • Risk audit 

• Earned value analysis • Risk reserve report 

• Corrective action 

_. 
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Instructions: Match the risk management key word to its definition. 

KeyWord 

1. Monitor and Control Risks 
process 

2. Monitor 

3. Ensure compliance 

4. Manage reserves 

5. Workarounds 

6. Risk audit 

Defillitioll 

A. Analysis of what the project team has 
planned for risk management to determine 
whether it is still appropr iate 

B. Control the appropriate use of reserves 

C. Analysis of what the project team has done 
for risk management to determine whether it 
has worked 

D. Changes implemented in order to bring 
performance back in line with the project 
management plan 

7. Earned value analysis 

8. Corrective action 

9. Evaluate the effectiveness 

___ 10. Risk reassessment 

___ 11. Riskreview 

___ 12. Technical performance 
measurement 

E. A method to quantitatively measure and 
monitor overall project performance against 
the project baseline 

F. Making sure policies, procedures, and plans 
are being followed 

G. Implementing the risk response plans 
as risks occur, looking for risk triggers, 
identifying new risks, and evaluating the 
effectiveness of risk responses 

H. Looking for new risks when changes are 
made on the project 
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I. Oversee project performance and activities 

J. Measurement offactors such as strength 
of concrete, measurable wind resistance 
of a building, meeting functionality 
requirements, strength of the plastic used in 
a product, etc, to identify deviations from 
the plan 

Answer Key 

1. G 7. E 

2. I 8. D 

3. F 9. K 

4. B 10. R 

5. L 11. A 

6. C 12. J 

Monitor and Control Risks 

K. Measure to determine the results of actions 
taken 

L. Unplanned responses to unidentified risks 
that occur 
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.QuestionsJ()r·Di~CJssiorr> 

L What method or combination of methods will you use in the Monitor and Control 
Risks process on yOUl real-world projects? 

2. What ways can you use risk management results to gain support for risk management 
efforts in the company? 

3, What is the first step to be taken when a risk trigger occurs? 

4. What should happen if fallback plans are not effective? 

5. What should be done when the fiequency of workarounds is greater than the 
frequency of implementing contingency and £'lliback plans? 

6. Why does publishing identified risks in monthly reports often decrease the 
probability of a risk occUlring? 
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Adapt This to Your Real-World Projects 

Monitor and Control Risks 
Please visit the RMC Project Management Web site at www.rmcproject.com/risk to 
download the full version of the following forms. 
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Governance 

The work of risk governance extends throughout the project Risk governance involves 
oversight of the entire risk management process, making sure the risk management 
activities are consistent, and that they are continuously improved throughout the 
organization. Governance is a matter of not starting from scratch on each project, but 
rather from benefiting from the successes and failures of projects that have gone before 
yOUlS. 

Roles and Responsibilities for Risk Governance 
The responsibility for risk governance may fall to the project manager, the project 
management office (PMO), the risk management department, or management of the 
organization. There may even be a risk management governance body set up within the 
organization, as described later in this chapter. 

The project manager should understand and be trained in risk management, and 
manage the project's risk management process. This might involve determining how risk 
management will be handled for the project and how that effort will meet any company 
policies and procedures for risk management. 

A program manager (if one exists) in the organization would be involved in overseeing 
the risk management function for all the projects in the program. This includes 
making sure all parties are trained in risk management as well as project management, 
coordinating risk management efforts throughout the program, and making sure that the 
risk management effort is appropriate for the size and importance of the projects. 
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The PM ° might create some policies and pwcedures for risk management and serve as a 
governance body overseeing all projects, including how the projects manage risks. 

Since risk management is such an important topic, company rminagement may also be 
involved in the project, helping to identifY risks and making decisions on the amount of 
acceptable risk in the project 

Standards, Policies, Procedures, and Practices 
Some of the standards, policies, and procedures that might be set up for all projects 
include: 
• Organizational risk tolerances and thresholds 
• Methods to use to identifY risks 
• Definitions of impact ratings to be used in the Perform Qyalitative Risk Analysis 

process 
• Standard probability and impact matrix 

Policies and procedures could also cover such topics as how sponsors should participate 
in risk management activities, who should be trained in risk management (e.g., all project 
managers and risk owners), how often risks should be reviewed on projects, and any othel 
policies relating to risk that are deemed valuable. 

These organizational standards and policies are updated based on lessons learned fwm 
applying these standards and policies on other projects. This is critical information for the 
project manager to uncover at the beginning ofthe Plan Risk Management process, as it 
will influence how he or she appwaches any project within the organization. 

Risk governance involves not only creating such policies relating to risk management, 
but also making sure that projects are planned using relevant risk policies and standards. 
Then while the project is underway, risk governance involves making sure the project 
actually follows the policies. Such policies and best practices ale designed to improve risk 
management effectiveness. They may be enforced by the project manager, PMO, or the 
management of the organization if a risk governance body does not exist 
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Lessons Learned Management 
Another function of governance is to ensure that lessons learned related to risk 
management are captured on all projects and then made available for use on other 
projects. Lessons learned support the practice of continuous improvement within an 
organization. Imagine being able to see all the risks that similar projects within the 
organization have had! Wouldn't this help to eliminate issues like the same problem 
occurring over and over again within an organization? Organizations would grow and 
evolve much more quicldy and have fewer growing pains. People would be able to focus 
their knowledge and expertise toward pushing the boundaries of what is possible while 
completing the project instead of dealing with the same problems that other projects 
faced. 

As we discussed in the Monitor and Control Risks chapter of this book, lessons learned 
should include: 

• What went right? 
• What went wrong? 
• What would be done differently if the project could be done again? 

Lessons learned are created by the project manager and involve the input of the team and 
stakeholders. They are created throughout the life of the project and are finalized at project 
end. Lessons learned may be sent to other project managers or departments that might 
benefit from them as they are created, instead of waiting until the project is closed out 

Creation of Metrics 
Metrics are standards of performance that, once evaluated, tell how work is performing 
against the plan. Risk governance involves the creation of metrics for risk management 
activities in the organization 

Project managers will have a performance measurement baseline for the project that 
includes broad requirements for scope, time, and cost. On most projects, this baseline is 
measured infrequently, leaving the project manager unsure of the real status of the project 
between performance measurements. This is why metrics are valuable-to provide an 
additional measure of progress and to warn of potential problems. 

Project managers may individually be able to determine some metrics for their projects, 
but they usually end up basing these metrics on their own beliefs and attitudes. For 
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example, a project manager might think that nine unidentified risks are acceptable, or that 
having the team arguing constantly is acceptable. 

, 
The role of governance in risk management is to identifY acceptable measurements of risk 
management success to be used on projects. Some examples of risk related metrics are: 
• Risk management activities should take up 1/8 of the project planning time. 
• Projects that have more tllan five major unidentified risks occur must be replanned. 

These metrics can then become the baseline for risk management performance on 
projects throughout the organization. So instead of just hoping things are going well, or 
having to deal with big problems when measurement time comes, project managers can 
determine project performance using established standard metrics and know how things 
are progressing against the plan. Instead of having to guess which metrics have meaning 
on the project, they can use ones provided by risk governance. 

There is another advantage of having standard metrics. Metrics make it possible to 
measure the performance of one project (and dare I say, one project manager) against 
others. Projects are hugely important to organizations, and the day will come when 
a project manager's performance will be able to be quantitatively measured against 
another. The rewards for great project management will then be given to the best project 
managers. 

Helping to Monitor Risk Response Plans 
Risk governance also involves using metrics in developing risk response plans and then 
monitoring performance of the project against the risk management plan and the risk 
response plans recorded in the risk register. 

The Value of Risk Governance 
Let me tell you a short story to help you see the value of risk governance. Recently I was 
presenting a workshop on risk management to about 900 people when someone asked 
me about politics. It seems that the political atmosphere in his company was adding a lot 
of risk to his projects. This is clearly an organization that would benefit from having a 
governing body tllat oversees risk management. The governing body would be able to see 
the overall impact to the organization of politics-related risks, and therefore take action to 
make organizational changes. 
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The project manager could then bring concerns about company culture or company 
systems to the attention of the risk governance body to explore the overall effect on the 
organization, rather than the project manager trying to make an organizational change 
based on the effect on just one project. 

As you read this, you might think a risk governance body is far from what you will 
ever see in your organization. Think again. Since the first edition of this book was 
published, more and more organizations around the world have used it as their basic 
risk management reference, Therefore, more and more organizations are using the tricks 
of the trade and general advice this book provides from projects around the world. So 
perhaps it won't be such a long time before your organization realizes the benefits of a 
risk governing body. 

If a project can make or break a department or even a company's future, and if a project 
can cause a negative impact of hundreds of times its planned cost to companies, then it 
will not be long before organizations take a more proactive role in managing the risk in 
projects. 

Since projects have such a huge potential for negative or positive impact, many companies 
even have teams of auditors who will conduct the risk audit on a project to make sure that 
the project manager and the project team have identified all the risks, that adequate plans 
are in place, and that risk owners understand their roles in preventing and dealing with 
threats and maximizing potential opportunities, 

As project managers progress in their careers, they can move up into the roles of program 
or portfolio managers, but with this chapter, I am also suggesting a new role. A project 
manager can move up into a risk governance position within the company, thus securing 
the assets of the organization against unnecessary expenditure. 

The Future of Risk Governance 
Risk governance practices bring to the table a more comprehensive picture of what other 
projects have faced and what risk response plans have worked the best on other projects, 
Risk governance may be a new idea, but it is one that holds promise for the future of 
project managers and projects worldwide. 
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Risk Governance 

Key Concepts 
• Risk governance involves making sure risk management activities are effective, 

consistent, and continuously improved 

• The project manager, PMO, or company management may be responsible for risk 
governance 

• Risk governance includes: 

• Standards, policies, procedures, and practices 

• Lessons learned management 

• Creation of metrics 

• Monitoring and controlling risks 

Key Terms 

• Ris k governance 

• Governance body 

• Standards, policies, procedures, and 
practices 

• Lessons learned management 

• Metrics 
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Risk Governance 

Matchi!lgGamg:.RiskG()v~rfl~nce·! . 

Instructions: Match the risk management key word to its definition. 

KeyWord 

1. Risk governance 

2. Lessons learned management 

Defillitioll 

A. Standards of performance that, once 
evaluated, tell how work is performing 

against the plan 

B. Ensuring that lessons learned are captured 
on all projects and made available for use on 

other projects 

Answer Key 

1. C 3. A 

2. B 

3. Metrics 

C. Oversight of the entire risk management 

process 
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Risk Governance 

, .,,-

Q.ue~Vonsfor~i~cl.Is~ion . 

1. What is the role of a risk governance body? 

2, Who is responsible for risk governance in your organization? 

3, What is the value of risk governance? 
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Risk Governance. 

Notes 

When you are ready, please turn to page 321 to take the Final Exam, See how much 
knowledge you have gained, 
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Certification Exam 

Why Take the PMI-RMP Exam? 
First, think about what is risk management Professional project risk management 
includes finding and addressing things that can hurt the project and therefore cause delay 
and added cost It also includes finding and utilizing ways to increase the value of the 
project. 

Now, think about being able to tell your manager that you have received an international 
certification in preventing things that can cause delay and added cost on projects, and 
actually increasing the value of projects while saving time and cost. Wouldn't this make 
you more valuable to your organization? Wouldn't this make you a candidate to gain a 
new position, a raise or promotion, or even keep your position when others do not? 

The PMI-RMP certification is about setting yourself apart. Obtaining the PMI-RMP 
certification puts you ahead of the certified and non-certified project managers without 
this new credential, The question is, why wouldn't you take the PMI -RMP certification 
exam? 

Let me make this an even a better opportunity for you, The PMI -RMP exam is not 
exceptionally difficult. I Imow of many people who already follow proper project 
management practices, and who understand the material in this book, that took some 
practice exams and then passed the exam. Passing the PMI -RMP exam should not take 
you a huge amount of effort if you already know project management 
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Qualifying to Take the Exam 
To take this exam, you must meet requirements as outlined by PMI (the Project 
Management Institute). The current requirements are described in the following chart. 

High School diploma, 

associate's degree, or global 

equivalent 

Bachelor's degree or global 

equivalent 

At least 4,500 hours in the 40 contact hours offormal 

specialized area of professional education in the specialized 

project risk management in area of project risk 

the five consecutive 

or 

At least 3,000 hours spent 30 contact hours of formal 

in the specialized area of education in the specialized 

professional project risk area of project risk 

management in the past five management 

consecutive 

Applying to Take the Exam 
You must submit an application to PMI to take this exam. Applications may be submitted 
by mail or online. Submit online if at all possible, since PMI's response time is faster for 
electronic submissions. You will receive a notice authorizing you to schedule your exam. 
You may be subject to an audit of your application, however. Be aware that an audit will 
delay your approval to take the exam. 

The exam is usually offered on a computer at designated testing sites, but it might be 
different depending on the country you are in. Your authorization notice will give you 
specific instructions. PMI is quickly moving to offer computerized testing around the 
world in many languages. 

ONCE YOU RECEIVE YOUR AUTHORIZATION NOTICE, YOU MUST PASS 
THE EXAM WITHIN ONE YEAR! 

In some instances, testing centers may not have openings for several weeks. It is 
recommended that you schedule your exam at least six weeks in advance of your 
preferred test date and at least three months before the end of your eligibility period. The 
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examination eligibility period (the period of time during which you are able to test) is one 
year. The eligibility period starts on the day your application was approved. You may take 
the examination up to three times within this one-year eligibility period should you not 
pass on the first attempt 

What Is the PMI-RMP Exam Like? 

The PMI -RMP exam includes 170 multiple-choice questions with four answer choices 
per question. The exam must be completed in three-and-a-half hours. Twenty of the 170 
exam questions are "prerelease questions," meaning they are not included in your score 
for the exam. These questions will be randomly placed throughout the exam. You will not 
know which ones are which. They will be used by PMI to validate the questions for future 
inclusion in the master database. Your score will be calculated based on your response to 
the remaining 150 questions. PMI does not disclose the passing score for this exam, but 
states that the passing score for all PMI credential examinations is determined by sound 
psychometric analysis. 

The questions are randomly generated from a database containing hundreds of questions. 
The questions may jump from topic to topic and cover multiple topics in a single 
question, You get one point for each correct answer. There is no penalty for wrong 
answers. 

The score sheet that you will receive when you pass the examination breaks risk 
management down into the following domains: Risk Communication, Risk Analysis, 
Risk Response Planning, and Risk Governance. Your score sheet will rank you as 
Proficient, Moderately Proficient, or Below Proficient in each of the four domains of risk 
management. The following chart indicates the percentage of scored questions currently 
on the exam in each domain: 

Risk Communication 27% 

Risk 1-\ no, """ 30% 

Risk 26% 

Risk '~".',n' 17% 
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PMI occasionally makes changes to many aspects of its exams, including 
qualification requirements, the application process, the passing score, and the 
breakdown of questions in each domain. For the latest information, please visit 
www.pmi.org and read your authorization notice carefully. Any differences 
between what is listed here and what is communicated by PMI should be 
resolved in favor ofPMI's information. 

Although the exam is scored by domains, that is not an effective way to organize a 
book designed to help you learn risk management or to pass the PMI-RMP exam. We 
have therefore chosen to organize this book according to the detailed process of risk 
management. I believe that organizing the book this way will help you better understand 
each part of the process and help you answer more questions correctly on the exam. The 
following shows how the chapters of this book map to the score sheet you will receive. 

Risk Analysis 

Risk 

Risk Governance 

Risk Communication 

Plan Risk Management 

Identify Risks 

Perform O1lalitative Risk Analysis 

Perform O!rantitative Risk Analysis 

Monitor and Control Risks 

Plan Risk l{p<T)oo<p, 

Throughout 
Monitor and Control Risks 

Risk Governance 

Project managers spend approximately 90 percent of their time communicating. The 
topic of risk communication extends throughout the entire risk management process, 
and therefore, throughout this book. Communication of risk management efforts 
is included in the communications management plan, and impacted by the type of 
organization in which the project is being performed. Major risk areas requiring attention 
to communication include: when the charter is created and authorized, during the 
Identify Risks process, when unexpected risks arise, and as risk responses are planned and 
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implemented. Keep the concept of communication in the front of your mind as you read 
each chapter of this boole 

Risk Analysis 

Risks are analyzed at a high level at the onset of the project As discussed in the Identify 
Risks chapter, further analysis may be documented as risks are identified and added to the' 
risk register. A m~ority of the risk analysis effort on a project occurs during the Perform 
Qtalitative Risk Analysis and Perform Qtantitative Risk Analysis processes. The 
effectiveness of risk responses is analyzed in the Monitor and Control Risks process. 

Risk Response Planning 

Potential risk responses may be documented as risks are identified. However, the majority 
of this work occurs in the Plan Risk Responses process on a project. This process 
addresses both threats and opportunities, as well as secondary risks, residual risks, and 
contingency and fallback plans. In this process, reserves are created. 

Risk Governance 

Risk governance is another topic that extends throughout the entire risk management 
process. Although it is subtly referenced in other chapters of this book, an entire chapter 
is devoted to this topic. Much of what occurs in risk management, including creating 
and enforcing risk standards, policies and procedures, and using historical lessons learned 
in improving risk efforts on projects, is influenced by the organization's approach to risk 
governance. 

For many people, the most difficult risk management processes on the exam are Plan Risk 
Management and Monitor and Control Risks. 

Be aware of the following for the exam: 
• The PMI -RMP exam tests knowledge, application, and analysis. This makes the 

exam more than a test of memory. You must know how to apply the information in 
this book and be able to analyze situations involving this information. Do not expect 
the exam to have all straightforward, definition-type questions. 

• It is important to realize that the PMI-RMP exam deals with real-world use of 
project risk management, and includes "What would you do in this situation?" 
questions (situational questions). These questions are extremely difficult if you have 
not used project risk management tools in the real world or if your project risk 
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management efforts include common errors. You have to have been there to pass the 
exam. 

• Most acronyms will be spelled out (e.g., the exam will use the full term "work 
breakdown structure" rather than "WBS"). 

Some of the questions are situational, ambiguous, and wordy. Some questions may even 
seem like they have two right answers. Be prepared for the following types of questions so 
you will not waste time or be caught off guard when you are taking the exam. 

1. Situational questions: These questions require you to have experience applying risk 
management in situations in the real world. 

Q,!lestion: You receive notification that a major item you are purchasing for a project 
will be delayed. What is the BEST thing to do? 

A. Ignore it; it will go away. 
B. Notii}r your boss. 
e. Let the customer know about it, and talk over options. 
D. Meet with the team and identify alternatives. 

Answer: D 

2. Q,!lestions with two or more right answers: Qyestions that appear to have two, 
three, or even four right answers are a major complaint from many test takers. Many 
questions will list choices that all could reasonably be done, or that less experienced 
or less qualified project managers are likely to choose. Experienced project managers 
have less trouble with this than people with limited experience and knowledge of 
project management. 

As you go through questions and review the answers in this book and in Rita 
Mulcahy's PM FASTrack® Exam Simulation Software for the PMI -RMP Exam, look 
for instances where you think there are more than one right answer and try to figure 
out why you think so. I have intentionally put questions like these into my products 
for PMI-RMP exam preparation. 

Let's look again at the previous question. Couldn't we really do all of the choices? 
The right answer is certainly D, but isn't it also conect to tell the customer? Yes, but 
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that is not the first thing to do. Essentially this question is really saying, "What is the 
BEST thing to do next?" 

3. Qyestions with extraneous information: It is very important to realize that not all 
information included in a question will be relevant In the following question, the 
numbers are extraneous. 

Qyestion: Experience shows that each time you double the production of doors, unit 
costs decrease by 10 percent. Based on this, the company determines that production 
of 3,000 doors should cost $21,000. This case illustrates: 

A. Learning cycle. 
R Law of diminishing returns. 
C. 80120 rule. 
D. Parametric cost estimating. 

Answer: D 

Some questions on the PMI-RMP exam will be longer than this one. But not all the 
information presented will be required to answer the question For example, imagine 
I changed the previous question to be wordier. It might read as follows: 

Your company is a major manufactUIer of doors, and has received numerous awards 
for quality. As the head of the manufacturing department, you have 230 people 
reporting to you on 23 different projects. Experience shows that each time you 
double the production of doors, unit costs decrease by 10 percent. Based on this, the 
company determines that production of 3,000 doors should cost $21,000. This case 
illustrates ... 

Can you see how the additional data does not add any value to the question? The 
data is a distracter. On the exam, you may sec whole paragraphs of data that are not 
needed to answer the question. The trick is to look at each question to determine 
"What is this question asldng about?" rather than getting lost in all the information 
provided. Do not get upset if you have difficulty with these long, wordy questions. 
Just mark them and come back to them later. If you know what to expect, you will 
not be upset or lose confidence when you see these questions. 

=-
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4. Questions using made-up terms: Many people taking the exam expect that all the 
terms used as choices should mean something. They do not! There are often made
up terms used on the exam. Perhaps the question writer needed another choice, or 
perhaps the made-up terms are added to trick those who do not know the answer. 
If you consider yourself well trained and see a term you do not know on the exam, 
chances are it is not the right answer. For example: 

Q!Iestion: A form of project organization where power is evenly shared between the 
functional manager and the project manager is called: 

A. A tight matrix. 
B. A weak matrix. 
C. A balanced matrix. 
D. A strong matrix. 

Answer: C 

In this question, choice A, tight matrix, is not a real project management term. 

5. Q!Iestions where understanding is important: First look at the following question. 

Q!Iestion: The process of decomposing deliverables into smaller, more manageable 
components is complete when: 

A Project justification has been established. 
B. Change requests have occurred. 
C. Cost and duration estimates can be developed for each work element at this detail. 
D. Each work element is found in the WBS dictionary. 

Answer: C 

In order to answer this question, you must understand all the terms. Memorization is 
not enough! 

6. Questions with a new approach to a known topic: There will be many instances 
where you understand the topic, but have never thought about it in the way the 
question describes. Some people say that most of the questions on the exam test them 
in this way. For example: 
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Question: In a matrix organization, information dissemination is MOST likely to be 
effective when: 

A Information flows both horizontally and vertically. 
B. The communication flows are kept simple. 
C. There is an inherent logic in the type of matrix chosen. 
D. Project managers and functional managers socialize. 

Answer: A 

7. Qyestions with more than one item in each choice: See the following example. 

Qyestion: The seller on the project has presented the project manager with a formal 
notification that the seller has been damaged by the buyer's activities. The seller 
claims that the buyer's slow response to sending the seller approvals has delayed the 
project, and has caused the seller unexpected expense. The FIRST things the project 
manager should do are: 

A Collect all relevant data, send the data to the company attorney, and consult with 
the attorney about legal actions. 

B. Review the contract for specific agreed-upon terms that relate to the issue, see if 
there is a clear response, and consult an attorney if needed. 

C. Review the statement of work for requirements, send a receipt of claim response, 
and meet to resolve the issue without resorting to legal action if possible. 

D. Hold a meeting with the team to review why the acceptances have been late, make 
a list of the specific reasons, and resolve those reasons. 

Answer: B 

These questions can seem hard until you learn a secret: use the process of elimination 
on one item at a time. Consider the first item listed in each choice and eliminate the 
choices that contain an implausible first item. Then look at the second item in each 
choice and eliminate any implausible choices, Keep going until you have only 011e 

choice remaining. 
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Watch out, sometimes the items in each choice show a flow or process. See the 
example below: 

Question: When managing a project, which of the following is the BEST order to 
deal with problems that arise? 

A. Go to the team, go to management, go to resource managers 
B. Go to resource managers, go to management, go to the customer 
C. Handle it yourself, go to the customer, go to management 
D. Resolve problems with resources you control, go to the resource manager, go to the 

customer 

Answer: D 

In this casc, you would need to look at each choice independently to see if the process 
is correct. 

K Excessively wordy questions: Instead of saying "the project is behind schedule," the 
exam might use wordier phrasing, such as "the project float was zero and has recently 
gone to negative L" Instead of saying "The team is not reporting properly," the exam 
could say "The team has lost sight of the communications management plan." The 
flfSt step in answering many questions is to determine what the question is asking, 
and then to translate the wordy phrasing. If you are a non-English speaker, this 
becomes a huge problem, but it remains difficult for even native English speakers. Just 
take your time, and practice reading wordy questions before you take the exam. 

How to Study for the PMI-RMP Exam 
If you do not yet have the 30 to 40 risk -management-specific training hours required to 
apply for the PMI -RMP exam, your study plan should look like this: 

1. Review any previous basic project management and risk management-related training 
you have taken. 

2. Check the RMC website for e-Learning, live online, and classroom-based risk 
management training courses (multiple options available). 

3. Use this book as your primary text for preparing for the exam, and specifically work 
on gaps in your existing risk management knowledge. 

4. Briefly review PMI's P1'IIctice Standard fo7 Risk Management. 
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5. Use Rita Mulcahy's PM FASTmck® Exam Simulation Softwarefor the PMI-RMP 
Exam to familiarize yourself with the exam environment and test your existing risk 
management knowledge. 

6. Take the exam. 

If you have already met your training requirement for 30 or 40 hours of risk management 
related training: 

1. Review any previous basic project management and risk management-related training 
you have taken in the past. 

2. Check the RMC website for additional risk management-related study materials and 
products (multiple options available). 

1 Use this book as your primary text for preparing for the exam, and specifically work 
on gaps in your existing Risk Management knowledge. 

4. Consider purchasing RMC's online class titled Common Risk Management Errors 
That Can Ruin Your Career to uncover some things about risk management that you 
might have missed. 

5. Briefly review PMI's Practice Standardfol' Risk Management. 
6. Use Rita Mulcahy's PM FASTrack® Exam Simulation Softwarefor the PMI-RMP 

Exam to familiarize yourself with the exam environment and test your existing risk 
management knowledge. 

7. Take the exam. 

Note that these products and courses are available on our Web site, www.rmcproject.com. 

Before taking the exam, you should be familiar with all the risk management processes, 
what happens when, what tools and techniques are used in each, and the value of each 
process. The Identify Risks, Perform C21mlitative Risk Analysis, Perform Qyantitative 
Risk Analysis, and Plan Risk Responses processes are generally easy to understand by just 
reading about them in this book They are also easier on the exam. The harder processes 
to understand for the exam are Plan Risk Management and Monitor and Control Risks. 
The exam focuses on these processes. The questions are extremely hard to answer if you 
have not "been there." If you have less experience with risk management than you would 
like, make sure you take the time to think through each of the risk management processes. 
Imagine doing each one, and imagine what problems you could run into in the real world 
while performing them. Then think about how you could overcome those problems. 
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Project Management Training 

Many of those who fail the exam did not have adequate project management training. 
Don't make this mistake. If you need additional training, consider taking RMC's Project 
Management Tricks of the Trade ® class. 

Before You Take the Exam 
Many people fail the exam because their preparation was faulty. You do not need to make 
that mistake. Read the following slowly and honestly assess how each item applies to you. 

1. Be familiar with the types of questions you can expect on the exam including 
questions that are very wordy and questions that you can not even figure out what 
is being asked. Be prepared so that you do not get annoyed or worse yet, doubt your 
abilities during the exam. 

2. Practice being able to pick an answer from what appears to be two or three llrightll 
answers. 

3. Decide in advance what notes you will write down when you are given a piece of 
scrap paper at the actual exam. You can use it as a download sheet for formulas or 
gaps in your risk management knowledge. 

4. Deal with your stress BEFORE you take the exam. There is a free tip for nervous test 
takers on our Web site, www.rmcproject.com. 

5. Plan and use your strategy for taking the exam. This may mean, III will take a 
10-minute break after every 50 questions because I get tired quickly,1I or III will 
answer all the questions as quickly as possible and then take a break and review my 
answers. II 

6. Visit the exam site before your exam date to determine how long it will take to get 
there and to see what the testing room looks like. This is particularly helpful if you 
are a nervous test taker. 

7. Do not expect the exam site to be quiet. People have had someone taking an exam 
that required intensive typing, and thus more noise, right next to them. Many testing 
sites will have earplugs or headsets available. 

8. Do not overstudy. Getting completely comfortable with all the material in this book 
is just not possible. It is not worth studying for hundreds of hours. 

9. Take the night off before the exam to do something relaxing and get a little extra 
sleep. DO NOT STUDY! You will need time to process all you have leamed so you 
can remember it when you take the exam. 
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Tricks for Taking the PMI·RMP Exam 
It's the big day! Get excited. You know you can pass! Here are some tips for 

, taking the exam . ............ 
L You must bring your authorization letter flOm PMI to the test site, as well as two 

forms onD with exactly the same name you entered on the exam application. 
2. Bring snacks! Bring lunch! You will not be able to bring snacks into the exam lOom, 

but having them stored close by will allow you to get access to them to stop hunger 
pams. 

3. You will be given scratch paper and pencils (and possibly even earplugs or a headset) 
and have the chance to do a 15-minute computer tutorial, if your exam is given on 
computer, to become familiar with the computer and its commands. NOTE: The 
testing center will require you to exchange your used scratch paper if you need more 
during the exam. 

4. During the I5-minute tutorial, you may wish to create your "download sheet" by 
writing down anything you were having trouble remembering. This will free up your 
mind to handle questions once the information you are concerned about is written 
down. 

5. Some test sites provide physical calculators. At other locations, the calculators are 
online or on the computer and appear with every question that requires a calculation. 

6. When you take the exam, you will see one question on the screen at a time. You can 
answer a question and/or mark it to return to it later. You will be able to move back 
and forth throughout the exam. 

7. The exam does not adapt to your answers. This means that 170 questions are selected 
when your exam starts, and those 170 do not change. 

8. Use deep breathing techniques to help relax. This is particularly helpful if you are very 
nervous before or during the exam and when you notice yourself reading the same 
question two or three times. Breathing techniques might include just deep breathing 
ftve times, to provide more oxygen to your brain. 

9. Smile when taking the exam. Smiling relieves stress and makes you feel more 
conftdent. 

10. Use all the exam time. Do not leave early unless you have reviewed each question 
twice. 

1 L Remember your own unique test taking quirks and how you plan to deal with them 
while taking the exam. 
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12. Control the exam; do not let it control you. How would you feel if you read the 
first question and had no idea of the answer? The second question? And the third 
question? This can happen because you are just not ready to answer questions and 
your level of stress is not allowing you to think. So what do you do? If you do not 
immediately Imow the answer to the question, use the Mark for Review function 
and come back to it later. This will mean that your first pass through the exam will 
generally be quick. 

13. Control your frustration and maintain focus on each question, You might very well 
dislike or disagree with some of the questions on this exam, You might also be 
surprised at how many questions you mark for review, If you are still thinking about 
question 20 when you reach question 120, there will have been 100 questions that you 
have not looked at closely enough, 

14, Answer each question from PMI's perspective, not the perspective you have acquired 
from your real-world or life experience. If approaching it from PMI's perspective does 
not give you an answer, rely on your training, and, lastly, your real-world experience, 

15, Determine what your answer should be before you look at the choices provided. 
16, One of the main reasons people answer incorrectly is because they do not read all four 

choices. Do not make the same mistake! Practice reading the questions and all four 
choices when you take the practice exams, It is best to practice reading the choices 
backwards (choice D first, then C, etc), This will help you select the BEST answer. 

17, Practice quicldy eliminating answers that are highly implausible, Many questions have 
only two plausible options and two obviously incorrect options, 

18, There may be more than one "colIect" answer to each question, but only one "BEST" 
answer. Practice looking for the BEST answer. 

19, Be alert to the fact that the answer to one question is sometimes given away in 
another question, Write down things that you do not understand as you take the 
exam, Use any extra time at the end of the exam to go back to these questions. 

20, Attempts have been made to keep all choices the same length. Therefore, do not 
follow the old rule that the longest answer is the right one, 

21. A concerted effort has been made to use "distracters"-choices that distract you from 
the correct answer. These are plausible choices that less knowledgeable people will 
pick. Distracters make it appear as though some questions have two or more right 
answers, To many people, it seems as though there are only shades of differences 
between the choices, Look for this type of question as you take practice exams, 

22 L 1 f' d lik n,C II "l tI It II lib II II II ual H II II II It . 00 ( or war s e !lrst, ast, next, est, never, ways, except, not, 
" lik 1 ""1 lil 1 "", "". . 'al" " " M k ' I I most e y, ess (e y, pnmary, Illltl , most, etc. a e certalll you c ear y 
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read the question, and take note of these words, or you will answer the question 
incorrectly! There are many questions that require you to really understand the 
process of project management and its real-world application. 

23. Watch out for choices that are true statements but do not answer the question. 
24. Watch out for choices that contain common risk management errors. They are 

intentionally there to determine if you really know risk management Therefore, 
you may not know that you answered a question incorrectly! Look for errors in your 
Imowledge and experience as you go through this book. 

25. Options that represent broad, sweeping generalizations tend to be incorrect, so be 
al L "al " " " " " " I I" d L I Al . I I . ert lOr ways, never, must, comp ete y, an so lOrt 1. ternatlve y, c 10Kes 
that represent carefully qualified statements tend to be correct, so be alert for words 

I "f 1111 • lilt I fill II d" 11 " sue 1 as 0 ten, sometlmes, per laps, may, an genera y. 
26. When a question asks you to fill in a blank space, the correct answer may not be 

grammatically correct when inserted in the sentence. 
27 L l ei "I I " ("Ri I .. " "A . . 00 (lOr t le ra 1, ra 1 answer e.g., s ( management IS so Important, project 

can not be successful without risk management"). 
28. You will have multiple chances to indicate that you have completed the exam. The 

exam will not be scored until you indicate that you are ready, or your time is up. You 
will receive a printed summary of your test results. If you pass, the computer will print 
out a certificate, and you will officially be certified. Uyou do not pass, PMI will send 
you information on retaking the exam. You will have to pay an additional fee to retake 
the exam. 

29. A lot of the reason people get questions wrong on the exam is that they do not realize 
the following: 
• "Rules" are meant to be broken. Rules such as what to do when can change 

depending on the situation. This drives people crazy who expect the exam to just 
test facts. You need to be able to read and understand the situations on the exam 
and then be able to figure out the best thing to do IN THAT SITUATION. Most 
of the questions are situational, and many people are just not prepared. 

• Assume proper risk management was done. For example, assume that there is a 
risk management plan and company standards for risk management, even if the 
question does not say so 

• Notice where you are in the story. If the situation described in the question is taking 
place in planning, your answer may be different than if it occurred in execution. 
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30, Assume that you are managing a large project when you take the exam, A large 
project is one that: 
• Will take over 1 year 
• Has over 300 team members 
• Involves people from a few different countries 
• Has a value of over US $1,000,000 

3 L If you do not manage projects of this size, you should spend considerable time before 
you take the exam imagining that you are working on such a project. Consider how 
project management and risk management are different when you have a large 
project. 

31 Do not study risk management in isolation. You must understand how risk 
management fits into the project management process. What are the inputs to 
risk management, and how do the outputs of risk management affect the project 
management plan. 

31 Review general project management concepts, including leadership styles, the 
communications management process, and organizational structures. 

34. Do not spend all your time understanding the calculations that can occur in 
the Perform Qyantitative Risk Analysis process, The male important topic is 
understanding the Monitor and Control Risks process. This topic is heavily tested on 
the exam. 

35. Remember that the exam is tlying to keep those who are not experts on risk 
management from passing the exam, Keep this focus in mind when you take the 
exam. Make sure your lack of knowledge or experience does not trick you into 
selecting the wrong choice. 

36, A trick for taking the risk certification exam is to: 
• Read each question once 
• Figure out what part of the risk management process is being asked about (e.g. risk 

identification) 
• Figure out what part of the project you are in (e.g, monitoring and control and 

moving back to planning) 
• Based on this, pick the best choice. 
• If you are unsure of your answer or cannot pick an answer, mark the question for 

review and look at it again at the end of the exam. You should mark about 25 
questions or more on the exam. 
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This method will help you better understand the question and to get confused less 
often about what the question is asking about. 

Common Risk Management Errors and Pitfalls 
t!'1~ffl;:I The exam may describe situations where the wrong thing is being done to see 

if you realize it is wrong. So I have a trick for you. Listed below are some of 
,a,jAl.di,;;iII the common risk management errors people make. This list will be extremely 

valuable in helping you to select the best choices on the exam. 

• Risk identification is completed without knowing enough about the project. 
• Project risk is evaluated using only a questionnaire, interview, or Monte Carlo analysis 

and thus does not provide specific risks. 
• Risk identification ends too soon, resulting in a brief list (20 risks) rather than an 

extensive list (hundreds of risks). 
• The processes ofIdentifY Risks through Perform Q!antitative Risk Analysis are 

blended, resulting in risks that are evaluated or judged as they come to light This 
decreases the number of total risks identified and causes people to stop participating 
in risk identification. 

• The risks identified are general rather than specific (e.g., "communications" rather 
than "poor communication of customer's needs regarding installation of system Z 
couId cause two weeks of rework'l 

• Risks are not identified using the callse-risk-effect format 
o Some things considered to be risks are not uncertain; they are £1cts, and are therefore 

not risks. 
o Whole categories of risks (such as technology, cultural, marketplace, etc.) are missed. 
• Only one method is used to identifY risks (e.g., only using a checklist) rather than a 

combination of methods. A combination helps ensure that more risks are identified. 
• The first risk response strategy identified is selected without looking at other options 

and finding the best option or combination of options. 
• Risk management is not given enough attention during project executing. 
• Project managers do not explain the risk management process to their team during 

project planning. 
o Contracts are usually signed long BEFORE risks to the project are discussed. 
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The following are things about risk management that people miss on exams. 

• Everyone, that means all stakeholders and maybe even people who are not 
stakeholders, should be involved in identifying risks on pwjects. 

• Risks are things that can get in the team's way or can help the team. Therefore, the 
risk management process should receive serious attention. 

• Threats to the pwject can add time and cost to the project schedule and budget. This 
is why risk management is such an important activity. It saves project time and money 
and improves quality and customer satisfaction. 

• The key focus of the Perform Qyalitative Risk Analysis process is subjectively 
evaluating individual risks-to form a short list of risks that will move further. The 
key focus of the Perform Qyantitative Risk Analysis process is to determine the 
amount of risk in the project by calculating a numerical figure of the time and cost 
impact of risks. 

• There should be risk response plans in place for almost all problems that occur. 
• Having to hold last minute meetings to deal with a disaster is an indication that your 

risk management efforts were inadequate and that you should redo them. 
• Risks should be reviewed thwughout the life of the project. 
• One of the topics on the exam that even experienced project managers have a hard 

time with is what should a project manager be doing when the work is being done to 
manage risks. Remember that risk owners and risk action owners are assigned to each 
risk? So what is left? Review the Monitor and Control Risks chapter of this book 
again. If you can say to yourself, 1I0f course I would be performing these functions, II 
then you are ready for these most difficult questions. 

• Companies should have risk governance in place. Review all the standards for risk 
management that a risk governance body might create and then assume that you have 
those standards when taking the exam. 

• Many companies try to hide the fact that they have risks, and may even discourage 
discussion of risks. Assume that risk management is an accepted and supported 
function in the organization unless the questions say differently. 

o When you take the exam, assume that risks are communicated to all parties on the 
pwject and even risks that relate to politics or other issues you might think would be 
hushed up, are discussed openly. 
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• Think of reserves as a checking account; you need to account for every dollar you put 
in and every dollar you spend. Getting more is extremely difficult. 

• Remember that management reserves are usually outside the authority of the project 
manager and therefore cannot be used without management approvaL 

After You Are Certified 
Come back to RMC Project Management after you've eamed your RMP. We can help 
you continue your training and earn PDUs to maintain your certification through our 
advanced instructor-led and e-Learning courses and products. See you there! 
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The PMp® and 
CAPM® Exams 

Are you surprised to find a chapter on the PMP and CAPM exams in this book? Risk 
management is one of the most difficult topics for people on the PMP and CAPM 
exams. In addition to helping you apply risk management on your real-world projects, 
this book will increase your risk management knowledge to better prepare you for the risk 
management portion of those exams. 

The following provides an overview of both the PMP and CAPM exams. 

The Exams 
Keep in mind two things. First, the exams (especially the PMP exam) are not tests of 
the information in the PMBOJ(® Guide! Second, you cannot just rely on real-world 
experience to get you a passing score on either exam. For both the PMP and CAPM 
exams, it is critical to have training in project management! This does not mean that you 
need weeks of training or a master's certificate in project management to take the exam. 
But the training does need to include and promote the terminology and best practices of 
project management 

Warning: The exams change frequently! Visit www.pmi.org for complete and up-to-date 
details about the exams. Any differences between what is listed here and what is listed on 
PMI's Web site should be resolved in favor ofPMI's Web site. 
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A Summary of the Exams 

High school diploma! 1500 haUls experience 150 

global equivalent or 23 hours PM 

education 

Education. 
One Bachelors 35 contact 

degree hours within 

last eight 

Two High school 35 contact 

graduate hours 

Applying to Take the Exams 

4,500 hoUls 

'1500 

3 hours 

Three years 

within last 

eight years 

200 

Five years 

within last 

You can submit applications for either exam by mail or online. PMI's turnaround time to 
review electronic applications is much faster than those submitted by mail. IfPMI accepts 
your application, you will receive a notice authorizing you to make an appointment to 
take the exam. You may be subject to an audit of your application, however. Be aware 
that an audit will delay your approval to take the exam. You will likely take the exam on 
a computer, as PMI is quickly moving to offer computerized testing around the world in 
many languages. 

Watch out! Once you receive your authorization notice, you must pass the exam within 
one year! In some instances, testing centers do not have openings for several weeks. 

PMI often makes changes to the way the exam is administered. Therefore, read the 
authorization notice carefully for any differences from the information described here. 

co. .. "'" c"' ~ _ J ..... _= 
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What Are the Exams Like? 

The PMP exam includes 200 multiple-choice questions with four answer choices per 
question. The exam must be completed in four hoUls. The CAPM exam includes 150 
questions with four answer choices per question and must be completed in three hours. 

The CAPM exam is knowledge-based, whereas the PMP exam is knowledge, application, . 
and analysis-based, and includes more situational questions. The questions for both exams 
are randomly generated from a database containing hundreds of questions. The questions 
may jump from topic to topic and cover multiple topics in a question. You get one point 
for each correct answer. There is no penalty for wrong answers. 

For many people, the toughest knowledge areas on the exams are project management 
processes, procurement management, and risk management. The toughest process groups 
are monitoring and controlling and initiating. Make sure you study these carefully. 

The exams often present questions from a large-project perspective. Large projects 
can easily get out of control if the project manager does not practice proper project 
management and instead spends time on such activities like solving problems rather than 
preventing them. You should have a large project in mind when you take either exam. 
Think of a project that is new to the organization (it has not been done before), utilizes 
resources from many countries, has more than 200 people on the team, lasts longer than 
one year, and has a value of over US $1,000,000. 

Warning: The PMP exam may not be like any exam you have taken before. The exam 
is written psychometrically, and there are questions on the exam that even experts find 
diffIcult! Do not get frustrated! 

Taking the Exam 

You must bring your authorization letter from PMI to the test site as well as two forms of 
ID with exactly the same name you entered on the exam application. 

Once you arrive at the test site, you will be given scratch paper and pencils (and possibly 
even earplugs or a headset) and have the chance to do a IS-minute computer tutorial 
(if your exam is given on computer) to become familiar with the computer and its 
commands. Note: The testing center will require you to exchange your scratch paper if 
you need more during the exam. 
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When you take the exam, you will see one question on the screen at a time. You can 
answer a question and/or mark it to return to it later. You will be able to move back and 
forth throughout the exam. 

When you finish the exam, you will have multiple chances to indicate if you are done. The 
exam will not be scored until you are ready or yoU! time is up. If you pass the exam, the 
computer will print out a certificate and a report, and you will officially be certified. If you 
do not pass the exam, PMI will be notified and will send you infO! mation on retaking the 
exam. You will have to pay an additional fee to retake the exam. 

Why Take the Exam? 

Let me quote one of my students: 'The exam has changed my life. (Collld I be more 
dramatic?) The process of st1ldyingfor the exam, takillg your class, and passing the exam has 
challgedhow others look at my abilities. "By passing the exam, you can say that you have 
passed an international exam designed to prove your knowledge of project management. 
That is impressive. There are other benefits. Should I put this in writing? PMI's sala.ry 
survey regarding the PMP certification has found that PMP-certified project managers 
are paid at least 10 percent more than those without the certification in the United States 
(and even more in some other countries). I have had many students who have received 
a US $15,000 bonus AND a 15 percent raise when they passed the PMP exam. Others 
have said they got a job over 200 others because of their certification. In this economic 
climate, having the PMP or CAPM certification can be the reason you get a job, keep 
your job, or are promoted. These are good incentives to finally get around to taking the 
exam. 

Materials to Use 
RMC's PMP and CAPM exam prep products are used in more than 43 countries around 
the world. The following resources are available for the PMP and CAPM exams. 

PMBOK® Guide 

You should review PMI's PMBOK® Guide in preparing for either the PMP or CAPM 
exam. 
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Project Management Training 

Many of those who fail the exam do not have adequate project management training, 
Don't make this mistake, Try our: 

• PM Crash Co/menl book 
• Project Management Tricks of the Trade® course 
• CAPM Exam Prep course (online or classroom-based) 
• PMP Exam Prep course (online or classroom-based) 

Exam Prep Systems 

RMC has created systems for both the CAPM and PMP exams, Our materials are 
designed to work together! The exam prep books cover the knowledge you need to pass 
the exam. The PM FASTrack® exam simulation software helps you test and apply your 
knowledge, And our Hot TopicJ flashcards helps you improve your recall of important 
terms and information on the exam. 

The PMP Exam Prep System includes the following resources: 

• PMp® Exam Prep hook, by Rita Mulcahy: This is the best
selling project management exam preparation book in the 
world. In addition to study materials, games, exercises, Tricks 
of the Trade®, and information about common mistakes, this 
book offers more than 400 test questions (enough for two 
full exams). It also includes a chapter dedicated to maldng 
sure you pass the exam on your first attempt. 

• PM E1STrack® Exa1ll Simulation Softwarefor the PMP Exa1ll, 
by Rita Mulcahy: This software was created with the assistance 
of a psychometrician Gust like the actual exam). The program's 
database of 1,500+ questions allows you to take exams by 
knowledge area, process group, keyword/concept, PMP, and 
SuperPMP simulation. All questions are cross-referenced with 
RMC's PMp® Exam Prep textbook, so you can quickly and easily 
go back to work on your weak areas. Why be surprised when you 
take the actual exam? Find your gaps before the exam finds them 
for you. 
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• Hot Topics Flashcards (in hard copy or audio CD format), by 
Rita Mulcahy: These flashcards can help you prepare for the 
exam in a way that fits into your busy schedule. Now you can 
study 300 of the most difficult to recall exam-related concepts 
at the office, on a plane, or in Y0ll! car with these por table 
and extremely valuable flashcards-in hard copy or audio CD 
format 

The CAPM Exam Prep System includes the following resources: 

• CAPM® Exam Prep book, by Rita Mulcahy: This book is 
the worldwide standard for people studying for the CAPM 
certification. In addition to 12 comprehensive chapters, this 
book includes games, exercises, Tricks of the Trade®, and 
common pitfalls and mistakes-as well as enough sample test 
questions for nearly a full cAPM exam, 

• PM FASTrack® Exam Simulation Software for tbe CAPM 
Exam, by Rita Mulcahy: How would you like to know you are 
going to pass the exam before you take it? PM FASTmck® for 
the CAPM Exam is an exam simulation software program 
containing more than 600 questions and three testing modes, 
This software utilizes the same testing and evaluation engine 
as the best-selling PMP exam software. It features automatic 
question bank updates (for people with Internet connections), as 
well as comprehensive grading and reporting capability. 

• Hot Topics Flashcards (in hard copy or audio CD format), 
by Rita Mulcahy: These flashcards are part of both the PMP 
and CAPM Exam Prep Systems. With the choice between the 
audio or hard copy format, over 300 of the most important and 
difficult to recall exam-related concepts are now available for 
study as you drive, fly, or take your lunch break 
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L A contingency plan is different than a fallback plan in that a fallback plan: 
A. Is implemented after a contingency plan. 
E. Is created before a contingency plan. 
C. Will be managed by the project manager while the contingency plan is managed 

by the risk owner. 
D. Will require management approval, while the contingency plan does not. 

2. Which of the following is generally NOT an output of the Plan Risk Responses 

process? 
A. A revised project management plan 
B. Data precision ranking 
C. Residual risks 
D. Secondary risks 

3. Which of the following is NOT a correct statement? 
A. Risks can be identified during project closure. 
B. Risks should be part of project go/no-go decisions. 
C. Numerical evaluation of risks is the most important part of risk management. 
n The project manager should attempt to have a complete scope of work before 

beginning risk management. 
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4. You have just been asked to take over a project that is in execution from another 
project manager. Which of the following is the FIRST thing to do regarding risk 
management? 
A. Identify risks. 
R Determine if risk responses have been completed for all identified risks. 
C. Review historical information for the project 
D. Look for new risks based on your own experience. 

5. The plan Risk Management Process results in: 
A. A risk register and risk management plan. 
R Risk Iesponse plans. 
C. The assignment of risk owners. 
D. A risk management plan. 

6. Which of the following BEST describes avoidance of a risk during the Plan Risk 
Responses process? 
A. Do nothing and say, "If it happens, it happens." 
B. Eliminate the threat by eliminating the cause. 
e. Assign the risk to someone else. 
D. Reduce the probability of occurrence. 

7. During execution of the project, a risk has been identified that you and the team 
missed during the Identify Risks process. Which of the following is the BEST thing 
to do? 
A. Look for more risks. 
R Implement a workaround. 
e. Report the situation to management. 
D. Identify risk responses for the new risk. 

8. Which of the following are risk response strategies for opportunities? 
A. Exploit, share, mitigate 
R Enhance, tIansfer, avoid 
e. Accept, enhance, share 
D. Accept, mitigate, exploit 
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9. A subjective evaluation of the probability of a risk is determined during what part of 
risk management? 
A. IdentifY Risks 
R Perform Qyalitative Risk Analysis 
C. Perform Qyantitative Risk Analysis 
D. Plan Risk Responses 

10. Your project has 31 stakeholders, a completed project charter signed by three 
managers, a CPI of 1.2, a risk threshold of 55, 13 contingency plans, and a risk score 
of 72. The project is in the middle of project executing, and the last two project team 
meetings were completed on time with contribution from all the team members. 

Management has expressed approval of the project management plan, has provided 
input to project risk identification, and has gotten involved during the Plan Risk 
Responses process. The project manager, however, gets a call from the management 
team expressing deep concern about the project. Why might this be? 
A. There are too many stakeholders, and the charter should be signed by only one 

person. 
R The cost for the project is too high as reflected in the CPt 
C. The project is too risky and needs to be adjusted. 
D. There are not enough contingency plans to allow fallback planning. 

1 L A risk review includes all of the following EXCEPT: 
A. Changing the order of top risks. 
B. Adjusting to the severity of actual risks. 
C. Documenting the effectiveness of contingency and fallback plans. 
D. Monitoring residual risks. 

12. A risk trigger is defined as: 
A. An early warning sign that an identified risk is about to occur. 
R A risk that has not occurred. 
C. Documentation created by a risk owner to report risks. 
D. A plan for what to do when a risk occurs. 
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13, There is a 20 percent chance that the software being developed for the project will 
have more bugs than planned, causing a 20-day delay to the project and an additional 
cost of $20,000. There is a 10 percent chance that the additional programmers 
needed for the project will have more expertise than predicted, saving 20 days on the 
project. There is a 50 percent chance that the installation will require some building 
reconstruction that has not been able to be predicted, resulting in a 60-day delay 
in the project and a cost of $9,000. As a result of this information, generally what 
amount of reserve would be required for the project? 
A. 32 days 
B. $29,000 
C. 34 days 
D. 36 days 

14. What should you do about a residual risk on a project? 
A. Plan an additional response for the risk, as it is the result of either a contingency 

or fallback plan. 
B. Nothing. This is a risk you've decided to simply accept. 
C. Putthe risk on the watchlist. 
D. Implement any assigned contingency or fallback plans for the risk if the risk 

occurs. 

15. An identified risk has occurred, and a contingency plan has been implemented 
Which of the following is the BEST thing for the project manager to do while the 
risk owner implements the contingency plan? 
A. QyalifY the risk 
B. Adjust the severity of the risk response plan 
C. Create a fallback plan 
D. Help the risk owner 

16. What happens when a risk is closed? 
A. The team can relax a bit. 
B. More attention is given to the watchlist. 
C. Some risk reserve may be returned to the company. 
D. Risks are never closed until the project is closed. 
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17. A project manager in your company runs a Monte Carlo simulation as the only 
risk management effort for the project You have been asked to mentor that project 
manager to improve his risk management sldlls. Which of the following BEST 
describes what you should tell him? 
A. Make sure the Monte Carlo simulation includes the forecast of potential project 

schedule. 
R You will need to have identified specific risks in order to control the project and 

decrease the project time and cost. 
C. You should make sure that you also determine the probability of any activity 

actually on the critical path. 
D. You should make sure you qualify the risks after the Monte Carlo simulation is 

completed. 

18. Reporting formats and tracldng processes are determined as part of: 
A. Monitoring anp controlling risks. 
B. Determining roles and responsibilities. 
C. Planning risk management for the project. 
D. Planning risk responses. 

19. An identified risk occurs, but the project manager cannot be reached. Which of the 
following should be done? 
A. Try to create a workaround. 
B. Implement the contingency plan that was used for a similar project, and be 

prepared to report the results to the project manager upon her return. 
C. Ask management for direction, 
D Implement the contingency plan, 

20. You are planning to identify risks with a group of people who are technically 
stakeholders for the project, but who will be only slightly impacted, These people are 
not experts in the work to be undertaken, but they have a lot of experience worldng 
for the company in their various departments and in their own fields of expertise. 
Which of the following would be the BEST method for identifying risks with this 
group? 
A. Nominal group technique 
R Expert interviews 
C. Forms 
D. Sticky notes 

© 2010 RMC Publicalions, Inc' (9521846·4484 • inlo@rmcprojeclcom • 'Will rmcproject com 325 



326 

21. Risk governance is concerned with: 
A. The roles and responsibilities of each risk owner. 
B. Creating the risk response plans for each risk. 
e. The impacts of a risk response plan on the other constraints of the project. 
D. Ensuring consistency in risk management practices throughout the organization. 

22, A project manager is in the planning stages of her project when management agrees 
to allocate 75 hours of time to the project as requested by the project manager 
to support the project. The project manager has also learned that one of her top 
choices for team members has been provided and she has been given all dght of the 
needed resources. Management has approved $200,000 for the project instead of the 
$324,000 requested, and the project must be completed within eight months. Which 
of the following should the project manager do as a result of this situation? 
A. Include not having enough budget as an identified risk. 
B. Cut scope of work. 
e. Include a plan for the cost risk in risk response planning. 
D. Look for other cost risks. 

23. The project manager has completed the Perform Qyalitative Risk Analysis process 
when a stakeholder asks which activities are creating the biggest risk. When the 
project manager determines the answer to the question, he also determines that 
he should do something. Which of the following would be the BEST thing to 
recommend if you were asked for advice? 
A. Ask the stakeholders for additional risks because it is apparent that they were not 

involved in risk identification, 
B, Determine which risk is the greatest risk. 
C. Document non-top risks. 
D. See ifit is possible to eliminate the activity. 

24. The purpose of risk metrics on a project is to: 
A. Give the project manager an additional means of measuring success on the 

project. 
B. Measure the responses of individual risk owners and determine who is most 

effective. 
e. Measure how risk tolerances and thresholds change throughout the organization 

during the project. 
D. Create repor ts in the format required by management. 
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25. If you are a team member for a project, which of the following are you most likely to 
be involved with? 
A Identify Risks process, Monte Carlo simulation, statistical probability analysis 
B. Plan Risk Responses process, Identify Risks process, risk owner 
e. Identify Risks process, risk owner, go/no-go decision 
D. Plan Risk Management process, Plan Risk Responses process, Perform 

Qyantitative Risk Analysis process 

26. One of the stakeholders for a project is strongly arguing that a certain risk exists 
on a project. The other stakeholders disagree. The stakeholder is so sure that the 
item identified is a risk for the project that he comes to see you in person to discuss, 
Which of the following should you do? 
A, Add the risk to the list of risks. 
B. Talk to the stakeholder to calm him, but do not add the risk 
e. Ask management to mediate. 
D, Try to gain substantiation for why the risk should be added, 

27. Which of the following is NOT an input to risk management? 
A Kickoff meeting 
B. Network diagram 
e. Schedule 
D, Project team 

28. In order to identify the most risks from the attendees during brainstorming, it is 
important to: 
A Keep a list of all risks identified. 
B, Make sure you are prepared with forms for the participants to fill out 
e. Make sure that those who talk a lot are provided the time to respond. 
D, Refrain from evaluating responses while risks are being identified, 

29, A risk rating is different than a risk score in that a risk rating is: 
A, Used to calculate the probability of a risk. 
B, Used to calculate the risk score. 
e. Divided by the risk score. 
D. Multiplied by the risk score. 

© 201 0 RMC Publications. Inc • (952)846-4484 • inlo@rmcprojecl com' '1/1'1/ rmcproject com 327 



328 

30, Which of the following BEST describes why a network diagram is an input to risk 
management? 
A. It shows dependencies, 
B. It is created by the team and therefore has team input. 
C, It shows where paths converge, 
D. It shows what needs to be done to complete the project. 

31. The project manager has implemented the plan for identifYing risks but does not 
feel confident that all the possible risks have been identified, Which of the following 
would be the BEST risk identification technique to add? 
A. Nominal group technique 
B. Brainstorming with the stakeholders 
C. Expert interviews 
D. Mfinity diagram 

32, What is done during the Plan Risk Responses process? 
A, Figure out what to do about all the risks, 
B, Figure out what to do about each top risk. 
C. Figure out which risks are really facts. 
D. Perform a Monte Carlo simulation, 

33. Which of the following BEST describes the focus of the Delphi technique? 
A. Reorganization of the identified risks into categories 
B. Gaining a group's opinion 
C. Looking at records hom past projects to identifY risks 
D, Gaining expert opinion 
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34. When completing your project, 20 risks have occurred and 18 contingency plans have 
been implemented. Two stakeholders have identified four new risks, and qualitative 
risk analysis and risk response planning have been completed for these risks. One 
employee was hired by the company and subsequently identified as a stakeholder for 
the project and has participated in an expert interview to identifY his risks. 

If this is all the project manager has done to control risk, which of the following did 
the project manager forget? 
A. She should have qualified risks during the expert interview. 
B. Qyantitative risk analysis should have been done for the four new risks identified. 
C. A risk review meeting should have been held. 
D. Two more contingency plans should have been implemented. 

35. A risk action owner: 
A. Will implement response plans if a risk occurs. 
B. Will ensure risk responses are effective. 
C. Is responsible for investigating the best actions to take in responding to the risks 

he or she owns. 
D. Evaluates the level of risk activity on a project and determines if the actions taken 

affect other planned responses. 

36. Early in the Perform Qyalitative Risk Analysis process, a risk receives a low data 
quality assessment rating. What should the project manager do? 
A. Do not include the risk in the Perform Qyalitative Risk Analysis process. 
B. Improve the understanding of the risk. 
C. Hold a brainstorming session. 
D. Test the assumptions. 

37. An identified risk occurs. What should the project manager do FIRST? 
A. Understand the legal implications of his actions. 
B. Nothing. The trigger has also occurred, and the risk owner should be taking 

action. 
C. See if the severity of the planned response to the risk should be adjusted. 
D. Implement fallback plans. 
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38. You are planning a new project that is understood to have very little risk The project 
will have a duration of five months, is being completed for your own company, and is 
low priority for the company Based on this data, which of the following is the BEST 
thing to do? 
A. Omit the Perform Qyantitative Risk Analysis process. 
B. Spend only one day on risk management. 
C. Start the Plan Risk Responses process with only the most vocal stakeholders. 
D. Spend the same amount of time as previous projects on the Perform Qyalitative 

Risk Analysis process, as there could be risks that have not been identified. 

39. In the IdentifY Risks process, all the risks had a high data quality assessment rating 
and assumptions were tested. The probability and impact of each risk has now been 
identified qualitatively. What did the project manager miss? 
A. Probability and impact scales should have been determined. 
B. Stakeholders should have been involved in the risk response planning. 
C. A risk status report should have been created. 
D. A Monte Carlo simulation should have been done. 

40. A project is determined to have the highest risk rating of any project within the 
company. The project has 35 risks and 14 stakeholders and was determined to be 
one of the most important projects for the company The IdentifY Risks process went 
smoothly, and in the Plan Risk Responses process, contingency plans were created for 
most of the risks. What should the project manager do? 
A. Create contingency plans for the remaining risks. 
B. Eliminate some of the root causes of risks. 
C. Make sure risk identification is, in fact, complete. 
D. Consider the project to be less important to the company because ofits risk 

rating. 

41. Risks can be identified during which part of the project management process? 
A. Project planning 
B. Project initiating 
C. Project executing 
D. All parts of the project management process 
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42. A very high-priority project is a main reason to make sure which of the following is 
done? 
A. Risks are quantified. 
B. Risks are identified. 
C. Risk responses are planned for top risks. 
D. Risks are identified by key stakeholders. 

41 During an expert interview, two of the risk team members explain why they are there, 
compliment the interviewee, ask an open-ended question, and then proceed to ask 
their previously prepared questions. Which of the following have they done wrong? 
A They should have complimented first, and then explained why they are there. 
B. They should not have used previously prepared questions, as they diminish the 

flow of ideas. 
C. It would have been better to ask one previously prepared question and then go on 

to ask the open-ended question. 
D. They should have asked more questions to clarifY the response(s) to the open

ended question before asking their prepared questions. 

44. Updates to the risk register after the Plan Risk Responses process include: 
A Contingency and fallback plans for each risk, triggers, finalized risk owners 
B. Triggers, outcomes of risk audits, secondary risks 
C. Finalized risk owners, secondary risks, amount of contingency time and cost 

reserves needed 
D. Contracts, secondary risks, risk probability and impact ratings 

45. Though there are many ways risk owners can be used in risk management, they are 
BEST used during which parts of the risk management process? 
A IdentifY Risks and Plan Risk Responses 
B. Perform Qmlitative Risk Analysis and Identify Risks 
C. Monitor and Control Risks and Perform Q!antitative Risk Analysis 
D. Plan Risk Responses and Monitor and Control Risks 
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46. You have a 20 percent chance that there will be a £20,000 price increase in a piece of 
equipment before you can place an order. This would cause a two-week delay in the 
project, to gain approval for the increase in cost. You also have a 5 percent chance that 
you will need to pay £200,000 for an insurance policy on the delivery of materials 
because the seller may not be able to provide insurance for the shipment. If they 
cannot cover the insurance for the shipment, the seller has told you that they will give 
you a £10,000 price decrease. What is the expected monetary value of these risks? 
A. £13,500 
E. £220,000 
C. £14,000 
D. £210,000 

47. When can risks be closed? 
A. When the risk team lowers the impact value 
E. When the time in which the identified risk canlogkally occur passes 
C. When the team needs to focus on new risks 
D. They can never be dosed 

48. A stakeholder tells the project manager that there is a risk that some funding might 
be removed from the project. Which of the following is the BEST thing for the 
project manager to do? 
A. Try to obtain additional funding. 
E. Obtain additional information so that the risk can be defined. 
C. Have the stakeholder provide proof that the risk exists. 
D. Hold a brainstorming session with the team to deal with the risk 

49. You have been identirying risks when a stakeholder informs you of a major risk that 
you had not previously identified. The stakeholder knows little about the risk other 
than that it exists. He cannot help you understand the risk or qualiry it. Which of the 
following would be the BEST thing to do? 
A. Hold a brainstorming session with the team. 
E. Ask management if they know anything about the risle 
C. Ask the next expert you interview. 
D. Include the risk and your need to understand more about it in a special message 

to all the stakeholders. 
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50. Stakeholder tolerances and thresholds should be identified during: 
A. Perform Qyantitative Risk Analysis 
B. Plan Risk Management 
C. Identify Risks 
D. Plan Risk Responses 

5 L While the project manager was planning the project, he completed the Plan Risk 
Responses process and determined the reserve. However, when a senior manager 
looked at the reserve, she deleted it from the project management plan and called it a 
pad. What should the project manager do? 
A. Delete the reserve, and try to make up the time or cost while managing the 

project 
B. Find a way to hide the reserve in the estimate for some activities, and make sure 

the team does not know that this has been done. 
C. Explain that the reserve is needed in the same way that activities are needed, and 

support this statement with detailed analysis and justification. 
D. Get the team together to determine a strategy for managing the project without 

the reserve. 

52. A project manager has had a lot of experience with system design, but little 
experience managing system design projects. She is worldng on a new project that is 
a medium-priority project for the department and has to complete the project in a 
relatively short period of time, making sure the accounting and finance departments' 
daily work is interrupted as little as possible. The Monte Carlo simulation has shown 
only a 60 percent chance of completing the project within the time allowed. Because 
the project manager is new to project management, you have been asked to advise her. 
Which of the following is the BEST choice to recommend? 
A. Make sure the requirements are finalized before you begin design. 
B. See if you can get the project to be a higher priority. 
C. Fast track the project. 
D. Ask the accounting department when would be the most convenient time to 

interrupt their work. 
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53, Data quality assessment and determining probability are parts of which part of risk 
management? 
A. IdentifY Risks 
B. Perform Qyalitative Risk Analysis 
C, Perform Qyantitative Risk Analysis 
D. Plan Risk Responses 

54. Which of the following is NOT true about a Monte Carlo simulation result of a 70 
percent probability of completing the project on time? 
A. The number is not a problem for medium-priority projects, 
B, The project could be crashed. 
C. The probability of completing the project within the cost constraints should also 

be known, 
D. The project could be fast tracked and Monte Carlo simulation redone, 

55. During the end of planning, the project manager has a meeting with management 
to go over the list of major risks identified, Management notices one of the risks 
and says that it would not be politically correct to include that risk in a list that will 
be seen by the department who may cause the risk. They ask the project manager to 
remove it fiom the list What is the BEST thing for the project manager do? 
A. Remove it fiom the list, and make sure such a problem does not happen again. 
B. Determine why the risk was identified in the first place. 
C. Tell the manager that they cannot remove the risk since it is a plOject risk. 
D, Ask the manager for ideas about what can be done to eliminate the risk before 

the project gets started, 

56, A project team is performing risk management and is discussing answers to the 
question, "How will we know in advance that the risk is about to occur?"The plOject 
team must be involved in which of the following? 
A. Determining risk triggers 
B. Looking at secondary risks 
C. Creating workarounds 
D, Determining the quantification of a risk 
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57, Which of the following is an example of a risk? 
A. Team members are located across the country in ten different cities. 
B. The customer is known for requesting additional scope in the middle of every 

project. 
C. The results of our planning efforts indicate that we will not meet the deadline 

imposed by management. 
D. We do not have adequate resources to complete this project. 

58. The project has finally begun the executing phase when a risk occurs. The risk 
owner is well aware of the risk threshold for the project, and the contingency plan is 
understood. This particular risk posed a problem during planning because the risk 
team could not identify a fallback plan. However, the data quality assessment went 
well for the risk, the project charter is clear, and the project management plan was 
approved. In this case, what is the BEST thing for the project manager to do? 
A. Nothing. 
B. Let management Imow the impacts of the risk on the project if the contingency 

plan fails. 
C. Join the risk owner in completing the contingency plan. 
n Crash or fast tracie the project. 

59. Deciding how to approach risk management is a key focus of which part of the risk 
management process? 
A. Plan Risk Management 
B. Perform Qyalitative Risk Analysis 
C. Plan Risk Responses 
D. Perform Qyantitative Risk Analysis 

===~ 
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60, When completing your project, 20 risks have occurred and 18 contingency plans have 
been implemented, Two stakeholders have identified four new risks, and qualitative 
risk analysis and risk response planning have been completed for these risks, One 
employee was hired by the company and subsequently identified as a stakeholder for 
the project She has participated in an expert interview to identifY her risks, 

Which of the following would be the BEST thing to do next? 
A IdentifY probabilities for all the risks, 
B. Hold a risk review, 
C. Complete lessons learned, 
D, IdentifY risk triggers, 

6 L A risk owner is BEST defmed as: 
A Someone from management 
B. The person who determines the qualification for the risle 
C. A project stakeholder. 
D. The person who is responsible for responding to the risle 

62, The risk rating for the project is determined during which process? 
A Plan Risk Management 
B. IdentifY Risks 
C, Perform Qyalitative Risk Analysis 
D. Plan Risk Responses 

63. Management is BEST involved in which of the following parts of risk management? 
A. Approving the risk management plan 
B. Helping to determine risks 
C. Planning responses to risks 
D Approving the list of risks and the qualification plan 

64. Which of the following is NOT correct? 
A. Opportunities are used to balance risks when calculating expected monetary 

value. 
B, Risk owners could help determine risk resources. 
C, Risk audits are performed to identifY additional risks. 
D, Contingency plans are planned responses. 
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65. Which of the following things done (or not done) by a project manager would 
increase risk to the project? 
A. Not performing conflict resolution 
B. Using a work authorization system 
C. Not being involved in the procurement process 
D. Being involved in contract negotiations 

66. During project planning, the risk team identified several risks. Some of these risks 
would only be a problem during the detail design phase. Once that phase was 
complete, the risk would no longer be relevant. At this point in the project, the team 
has completed the detail design phase and those risks did not occur. What is the 
outcome of this? 
A The risk team should reevaluate the risks. 
B. Some risk reserve may be returned to the company, and the risks can be closed. 
C. The risks can be closed, and the reserve can be used for a team celebration 
D. Some risk reserve may be returned to the company, but the risks remain open. 

67. If during planning the team finds ways to eliminate potential problems so they 
cannot occur, what are they doing? 
A. Changing the scope 
B. Padding the estimates 
C. Risk response planning 
D. Gold plating 

68. What can you do about risks that cannot be eliminated? 
A. Create workarounds and fallback plans. 
B. Create contingency plans and fallback plans. 
C. Create a contingency plan. 
D. Perform a Monte Carlo simulation. 

= Z4 = # = "_4 = 
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69. In the execution of the third phase of the new product design project, the vendor 
that the team had wanted to work with because of their experience in the field is not 
available. What should they do? 
A They should let the project manager and the sponsor know that the project will 

be delayed until the vendor is available. 
E. They should call a meeting with the project manager and the functional mangers 

to decide how to handle the situation. 
C. They should start checking around to see if there are any other vendors who do 

the same work. 
D. They should contact their second- and third-choice vendors, as described in the 

plan. 

70. While in the execution phase of the project, a new risk is identified that will seriously 
jeopardize the success of the project. What should be done? 
A Determine a response strategy. 
B. Advise the sponsor and the customer immediately. 
C. Evaluate the risk for probability and impact and determine a response strategy. 
D. Contact the stakeholders to get their advice on how to respond to this risk. 

7L Which of the following is an example of the avoidance risk response strategy? 
A The team member does not know how to do the work, so training is scheduled. 
E. The team member keeps adding extra features to the product 
C. The team member causes a lot of problems so is removed from the project. 
D. The team member is so over-allocated that he cannot do the work assigned. 

n What does the response strategy of transfening the risk accomplish? 
A It makes another party responsible for the risk. 
E. Nothing, since it is still your project. 
C. It avoids any possibility of residual risk. 
n It makes it impossible to calculate the cost impact of the risk 
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73. During the execution phase, there are an inordinate number of change requests 
received. What should the project manager do about that? 
A. The project manager can do nothing except process the change through 

integrated change control. 
B. Prevent all changes by having solid requirements before starting execution. 
C. Put a limit on the number of changes anyone person or group is allowed to 

submit 
D. Find out where the changes are coming from and what could be done to 

eliminate the root cause. 

74. Which of the following are risk response strategies for threats? 
A. Exploit, share, mitigate 
B. Accept, transfer, avoid 
C. Accept, mitigate, share 
D. Accept, mitigate, exploit 

75. If an organization doesn't have consistency within its risk management practices and 
tends to have widely varying results as to the effectiveness of risk management, they 
need: 
A. Lessons learned 
B. A project management office 
C. Risk governance 
D. To practice proper risk management 
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1. Answer: A 

Explanation: You need a contingency plan to be created and take place before a 
fillback plan, so choice B cannot be the best choice. Since all plans are managed by 
the project manager (although they may be implemented by others), choice C cannot 
be the best choice. All plans may require management approval, so choice D is not 
the best choice. Thus, choice A is the best choice. 

2. Answer: B 

Explanation: Choice B is done during the Perform Qyalitative Risk Analysis process. 

3. Answer: C 

Explanation: Risks can be identified during all parts ofthe project (choice A), 
including closure. Imagine that a seller is hired during project closure to store project 
documents. New risks that were not thought of previously could come to light when 
that company comes to collect the documents. Many people forget that risks are as 
important as cost and time in making a go/no-go decision (choice B). Though it is 
not always possible to achieve, the project manager should attempt to have a final 
scope of work (choice D). Q-yantitative risk analysis (choice C) mayor may not be 
important on the project 

4. Answer: C 

Explanation: There are many correct answers to this question, but what is the first 
thing that should happen? Choice D is certainly something you could do. However, 
you wouldn't do it first. Historical records will tell you what risks have been previously 
identified and if any risks you identify are truly new. You need to look at what was 
done already when taking over any project. That is the role of historical records in 
this instance. Choices A and B should also be done, but what has already been done, 
as identified in the historical records, will determine how risk management should 
continue under your leadership. Choice C is therefore the best choice. 

go "" _ .• == .=. 41'= 
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5. Answer:D 

Explanation: The Plan Risk Management process results in a risk management plan 
(choice D). The risk register, risk response plans, and assignment of the risk owners 
come later in the risk managemeilt process. 

6. Answer: B 

Explanation: Avoidance does not mean ignore (choice A); rather, it means eliminate 
(choice B). Choice C relates to transferring the risk Choice D relates to mitigation. 

7. Answer:A 

Explanation: Sometimes shorter questions are not easier! Although choice D will 
need to be done eventually, the Perform Qyalitative and Qyantitative Risk Analysis 
processes should come before the Plan Risk Responses process. Although an attempt 
is made to identify all risks during planning, risks will always be identified while the 
work is being done, if for no other reason than new information about the project will 
be available. Thus, there is no reason to always report only one instance of a new risk 
to management (choice C). You should carefully reread the question if you picked 
choice B as the best choice. The question says that you identified a risk, not that a risk 
has occurred. Therefore, a workaround is not needed. Many project managers have 
difficulty realizing that a problem may be an indication that something worse has 
happened or will happen. Many project managers do not take problems as potential 
indications of more problems. One missed risk MAY mean that you missed others 
or that there was a flaw in your risk management plan or its implementation. This 
makes choice A the best answer. 

8. Answer: C 

Explanation: The correct answer is choice C. Mitigate, transfer, and avoid are all 
response strategies for threats. 

9. Answer:B 

Explanation: Subjective evaluations are done during the Perform Qyalitative 
Risk Analysis process, and numerical evaluations are done during the Perform 
Qyantitative Risk Analysis process. Thus, choice B is the best choice provided. 
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10. Answer: C 

Explanation: More than one person might sign a charter and there could be 
hundreds of stakeholders on projects, so choice A could not be the best choice. The 
CPI is greater than 1, and therefore good, so choice B could not be the best choice. 
There is no information provided to say that there are not enough contingency plans 
(choice D). A risk score ofn is higher than the allowable threshold, which indicates 
that the project risk has increased. When the risk score for the project is higher than 
the risk threshold, the project is too risky and needs to be adjusted. Therefore, choice 
C must be the best choice. 

11. Answer: C 

Explanation: Documenting the effectiveness of contingency and fallback plans is a 
part of a risk audit. Remember that a risk review looks forward in time, while a risk 
audit looks baekward at what has already occurred. 

12. Answer: A 

Explanation: A risk that has not occurred (choice B) is called a risk, not a trigger. 
Risk triggers may be identified by a risk owner, but not created by them (choice C). 
A plan for what to do when a risk occurs (choice D) is called a contingency plan. The 
only correct choice in this case is option A 

13. Answer: A 

Explanation: Since there is not a cost impact listed for all the risks, choice B could 
not be the best choice. This question would be calculated as (02 x 20 days) - (0.1 
x 20 days) + (05 x 60 days) = 4 - 2 + 30 = 32 days. The second item listed is an 
opportunity and should be subtracted from the risks, making choice A the best 
choice. 

14. Answer:D 

Explanation: Residual risks are the risks that remain after the Plan Risk Responses 
process. Although residual risks include those you've accepted (choice B), they also 
include any other risks that remain on the project. Therefore, choices Band C aren't 
the best options. Choice A describes secondary risks, not residual risks. Choice D is 
the best answer. 
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15. Answer: B 

Explanation: Qyalitative risk analysis (choice A) and planning contingency plans 
(choice C) should already be done. A project manager should only need to help the 
risk owner if the risk owner has asked for assistance (choice D), Otherwise, the risk 
owner should be prepared in advance to implement the contingency plan without 
assistance from the project manager. The project manager will be needed (on critical 
path activities) to make sure the plan is adequate (choice B), and ifit is not adequate, 
to adjust it accordingly, 

16. Answer: C 

Explanation: Option C is correct Choice A may happen, but it's not the best answer. 
Choice B is partially true but the focus should be more on all open risks, not just the 
watchlist. Choice D is just wrong. When the time has passed in which a risk may 
occur, it is closed. 

17. Answer: B 

Explanation: Many project managers make the mistake of thinking a Monte Carlo 
simulation represents the entire risk management effort. Choice D could not be the 
best choice as the Perform Qyalitative Risk Analysis process occurs before the Monte 
Carlo simulation is done during the Perform Qyantitative Risk Analysis process. 
Choices A and C could be outputs of Monte Carlo simulation, but they are not the 
most important things you would tell the project manager in this particular scenario, 

18, Answer: C 

Explanation: In the Monitor and Control Risks process (choice A), you use the 
reports and tracking processes determined during the Plan Risk Management process 
(choice C). Therefore, choice C is the correct answer, Roles and responsibilities 
(choice B) are also determined during the Plan Risk Management process. The Plan 
Risk Responses process (choice D) happens later in the project. 
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19. Answer: D 

Explanation: This should not be a problem. The Jesuit of risk management efforts 
should be a plan for each risk identified. In this question, the problem is caused by 
a risk event. This means that the risk was previously identified. If identified, there 
should already have been a response plan in place. Therefore, the best choice is D. 

20. Answer: A 

Explanation: Because these people are experienced, there is a high probability that 
a risk could be identified that the project manager or risk team have not uncovered. 
Choices C and D would not allow any interaction, and thus would not be the best 
choices. Choice B would take too much time for little return. Therefore, the BEST 
choice is A. 

21. Answer: D 
Explanation: The best choice is D, because risk governance takes an organizational 
view of risk management to ensure it is practiced consistently. The details of each risk 
management activity of a single project are not the primary focus of governance. 

n Answer: B 

Explanation: The cost situation is not a risk; it is a fact. Therefore, it is handled as 
part of project planning rather than in risk management. 

23. Answer: D 

Explanation: The process ofrisk management is to decrease threats on the project. 
This should not only include an analysis of the largest threat but also the activities 
with the largest threat. Choices Band C do not address the problem of the riskiest 
activity. Since no evidence is provided in the question indicating the stakeholders 
were not involved, choice A could not be the best choice. The best response to the 
riskiest activity is to try to eliminate it. If that does not work, attempts should be 
made to decrease the activity's probability or impact rating. Therefore, choice D is the 
BEST choice. 

r em -=- - ~z-
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24, Answer: A 

Explanation: Risk governance involves creating metrics for an organization that 
project managers can then use on their projects as an additional means of measuring 
whether their efforts and the project are successfuL Therefore, choice A is the correct 
answer. Metrics may be used to help assess the effectiveness of risk owners and risk 
responses, but that is only one area in which they may be used. Therefore, choice B 
is not the best answer. Risk tolerances and thresholds (choice C) should have been 
determined in the Plan Risk Management process and shouldn't regularly change 
throughout a project Metrics are a measurement tool, not a reporting tool, so choice 
D is incorrect 

25, Answer: B 

Explanation: It is unusual for a project team member to be involved with risk 
management planning, A go/no-go decision is made by management with 
information from the project manager, Monte Carlo simulation is a computer 
simulation completed by the project manager. Therefore, neither A, C, nor D can be 
the best choice. 

26. Answer: D 

Explanation: This question requires the project manager to attempt to determine the 
root cause of the concern. This will require some proof or substantiation of the risk 
(choice D). If substantiation is not available, the project manager may still choose to 
add the risk Therefore, D is a better choice than A. A is the second choice, 

27. Answer: A 

Explanation: A kickoff meeting occurs at the end of planning and therefore after the 
Plan Risk Management, Identify Risks, Perform Qyalitative Risk Analysis, Perform 
Qyantitative Risk Analysis, and Plan Risk Responses processes have been done. 
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28. Answer: D 

Explanation: It is always important to keep a list of risks identified (choice A), but 
that will not increase the number of risks identified by the attendees. Forms (choice 
B) are not generally a part of brainstorming. If choice C had said, "Make sure those 
who do not talk ... " it might be one of the best choices. Not evaluating responses is 
one of the key things to remember about brainstorming, making choice D the best 
choice. 

29. Answer: B 

Explanation: A risk rating is used to calculate the risk score by multiplying the 
probability rating and the impact rating of each risk to obtain a risk score, making 
choice B the best choice. 

30. Answer: C 

Explanation: Choices A and B are true, but not answers to the question-they do 
not explain why they are inputs to risk management. A work breakdown structure 
shows what needs to be done, while a network diagram shows when it needs to be 
done, so choice D could not be the best choice. Any place where multiple paths in a 
network diagram converge into an activity makes that activity riskier, making choice 
C the best choice. 

31. Answer:D 

Explanation: Nominal group technique (choice A) and expert interviews (choice C) 
are slow, and do not have a reasonable chance of uncovering something new when 
risk identification has been planned and then implemented. Brainstorming with the 
stakeholders (choice B) may seem like a great idea, but if you selected this one, you 
missed something, as the stakeholders have most likely aheady been involved. Affinity 
diagramming (choice D) sorts risks in a way that helps new risks become more 
visible, and therefore would be the best choice. 

32. Answer: B 

Explanation: Choice B is the best answer. Choice A is wrong, as we do not plan 
responses for risks on the watchlist. Choices C and D would have been done before 
this step. 
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33. Answer: D 

Explanation: Choice A relates to affinity diagramming. Choice B relates to Nominal 
group technique. Choice C relates to historical records. 

34. Answer: C 

Explanation: Choice A is not necessarily the best choice, because qualitative risk 
analysis could have been done as part of an expert interview either while identifying 
risks or as a separate session. Qyantitative risk analysis (choice B) is not required for 
every project and may be skipped. Since each contingency plan could address more 
than one risk, it would be allowable to have 18 plans for 20 risks (choice D). Risk 
reviews (choice C) are critical to the project, which makes this the best choice .. 

35. Answer: A 

Explanation: On projects in which the risks can have severe consequences, there may 
be both risk owners and risk action owners. The risk action owners are responsible for 
implementing the response plans if their risk occurs (choice A), while the risk owners 
would ensure the risk responses are effective (choice B). Choice C is incorrect because 
potential risk response actions are investigated during risk response planning and are 
not necessarily the responsibility of the risk action owner. The risk action owner is 
responsible for his or her assigned risk; this person is not responsible for evaluating 
the effects of that response on other risks, so choice D is incorrect. 

36. Answer: B 

Explanation: Choice D is another step in the Perform Qyalitative Risk Analysis 
process, and does not solve the problem. Choice C may not be the best way to 
improve the data quality assessment rating. Just because a risk has a low rating does 
not mean its probability or impact will be low; it means that there is not yet enough 
of an understanding or enough information about the risk to qualify it. Therefore, 
choice A could not be the best choice. Choice B is the BEST choice. 
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37. Answer: C 

Explanation: Fallback plans (choice D) are only needed if the contingency plan does 
not work. Legal implications (choice A) are always important, but that understanding 
would have been gained in the Plan Risk Responses process, not when the risk occurs. 
If the project response is well planned, choice B could be an option. However; without 
further information about the identified risk, its severity, and the specific response 
planned, the BEST choice would be C. 

38. Answer: A 

Explanation: If this project was completed in a consulting environment, the best 
choice might be different, since detailed costing of the risks might be helpful 
However, in this case, the project is for the project manager's own company and the 
overall risk is Imown. Remember that the project management process (particularly 
stakeholder involvement, the work breakdown structure, the network diagram, and 
finalizing the schedule) will provide the project manager and others with a good 
overall understanding of the risk of the project. Since the amount of time spent on 
any aspect of risk management should be adjusted to the needs of the project, choice 
D could not be the best choice. Based on the situation described, there is no reason 
to ignore some stakeholders (choice C) or to limit the efforts to only one day (choice 
B). Some projects may involve stakeholders in other locations or other countries, and 
therefore require more than one day simply for communication to take place, not just 
for effort. Since the project is low priority, the BEST choice would be to omit the 
work needed to quantify risks (choice A). 

39. Answer:A 

Explanation: Choices B, C, and D arc done later in the risk management process. 
Choice B is done in the Plan Risk Responses process. Choice C is done in the 
Monitor and Control Risks process. Choice D is done in the Perform Qyantitative 
Risk Analysis process Only choice A would have been done before the probability 
and impact of each risk is identified . 
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40. Answer: B 

Explanation: The response to a risk may be acceptancc, not the creation of 
contingency plans, so choice A could not be the best choice. There is no reason to 
suspect that risk identification is not complete (choice C). Choice D is not the best 
choice, as the risk rating should not affect the importance of a project. Because this 
project has the highest risk rating and contingency plans were found for most risks, 
the only thing left to do is change the project. Only choice B changes the project and 
is therefore the best choice. 

41. Answer: D 

Explanation: Risks can be identified at any time in the project management process. 
Therefore, the best choice is D. 

42. Answer: A 

Explanation: Choices B, C, and D should be done for low-priority as well as 
high-priority projects, so they could not be the best answers. One of the criteria for 
determining if the Perform C2.¥antitative Risk Analysis process should be done is the 
priority of the project. Therefore, choice A is the best choice. 

43. Answer: D 

Explanation: Since no meeting should begin without a stated purpose, choice A 
could not be the best choice. Previously prepared questions help make the interviewer 
look prepared (choice B), but the second part of the choice is wrong; they do not 
diminish the flow of ideas-they increase it. Since previously prepared questions 
come after open-ended questions in order to get the interviewee's individual thought, 
choice C could not be the best choice. Choice D represents a common error of those 
doing expert interviews. We tend to want to jump to our questions when what the 
interviewee has to say is the real purpose, and may be a more valuable outcome of the 
interview. Choice D is therefore the bcst choice. 
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44, Answer: A 

Explanation: Only choice Ais completely correct. Outcomes of risk audits (included 
in choice B) are added to the risk register after the Monitor and Control Risks 
process. Amount of contingency time and cost reserves (included in choice C) are 
added to the risk register after the Perform Qyantitative Risk Analysis process. Risk 
probability and impact ratings (part of choice D) are determined in the Perform 
Qyalitative Risk Analysis process, and are added to the risk register at the end of that 
process. 

45, Answer: D 

Explanation: At the very least, risk owners are used in the Plan Risk Responses and 
Monitor and Control Risks processes, making choice D the best choice, They are not 
always used (or named) in the Identify Risks process (choices A or B) and might only 
be used for some projects in the Perform Qyantitative Risk Analysis process (choice 
C). 

46. Answer: A 

Explanation: In this case, the real cost of the insurance is £$190,000, Therefore, that 
number should be used in the calculation. (005 x £190,000) plus (0.20 x £20,000) = 

£13,500. Probability x Impact = Expected monetary value. The expected monetary 
values of each risk are added together. 

47. Answer: B 

Explanation: Option B is correct. Choice A is wrong because the risk would not 
be dosed just because the impact value was lowered; it may move to the watchlist, 
however. Choice C is not correct since the team needs to watch all the open risks. 
When the time passes in which a risk might occur, the risk can be closed, so choice D 
is incorrect 
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48. Answer: B 

Explanation: Many people make the mistake of forgetting to properly name risks. 
In this case, a risk of losing funds is not defined enough for the project manager to 
determine the appropriate action. That is why choice B is the best choice. Holding 
a brainstorming session (choice D) would not solve the problem. Choice C is not 
productive until the real risk is identified. Perhaps it really is, "Management is 
planning to cut the funding for this project, causing the need to crash or fast track 
the project." Or perhaps the real risk is, "The X activity cost estimate will not be 
enough to cover the cost of the equipment, resulting in a cost overrun that cannot 
be recouped by other activities." Choice A implies that the project manager asks for 
more funding without getting additional information or satisfying him- or herself 
that the stakeholder is correct. Therefore, it cannot be the best choice, 

49. Answer: D 

Explanation: Though all the choices are correct, there is only one BEST choice. 
Look for the choice that best solves the problem, not just addresses it. Choice D does 
that, because it quicldy reaches the most people who are most likely to know the 
answer to the question. 

50. Answer: B 

Explanation: Stakeholder tolerances and thresholds should be identified during the 
Plan Risk Management process (choice B). These factors will help in determining 
the severity of risks to the company and the appropriate responses, They should be 
identified before any of the other risk management processes begin. 

= .=== 
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51. Answer: C 

Explanation: There are two common errors listed as choices in this question. Many 
project managers do everything with the team, and rely on meetings for everything 
(choice D). This is a key trait of an inexperienced and ineffective project manager. 
The second common elIor is to have the attitude of "yes boss," as illustrated in choice 
A. A plOject manager is not a pushover; he or she is required to push back instead. 
In this instance, the project manager can substantiate the need for the reserve. The 
reserve is not a pad; it is for specific events, just like project activities are for specific 
wode. 

Removing reserve (choice A) or hiding it (choice B) are considered unethical, as 
that would provide a ['lise sense of the real cost of the project. When you use risk 
management, it is up to you to inform management that you are maldng a change 
in how projects are planned, what that change is, and why it is important. Then, 
once project plans are developed, stick by your decisions. Since one of the top things 
management complains about regarding project managers is that they do NOT push 
back, you might receive a more favorable response than you expect Go for it for the 
benefit of the team, the project, and the company! 
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52. Answer: C 

Explanation: Here again is an example of a question with more than one "correct" 
choice, but only one BEST choice under these circumstances. Think, "Where is 
there a problem?" Nothing says that interrupting the departments is a problem, or 
that it was not taken care of in planning the project. Therefore, choice D could not 
be the best choice. Many projects have medium priority (choice B), and there is 
no indication that a higher priority here will really solve the problem. There is no 
indication that the requirements were not finalized on this project (choice A), leaving 
only choice C as the BEST choice. 

The problem here is the 60 percent probability. It is wise for project with medium 
and high levels of importance to have the confidence that they can meet the required 
time and cost constraints. The only solution to this problem listed is choice C. Fast 
tracking puts more activities in the network diagram in parallel (concurrent) and 
therefore will shorten the length of the project (while adding risk). When that change 
is made, the Monte Carlo simulation would be rerun to determine if further project 
adjustments are needed to improve the probability of completion within the allowed 
timeframe. 

51 Answer: B 

Explanation: Though probability can also be determined (numerically) in the 
Perform Qyantitative Risk Analysis process, the only part of risk management where 
both activities are done is the Perform Qyalitative Risk Analysis process. 

54. Answer: A 

Explanation: For most medium- to high-importance projects, a Monte Carlo 
simulation result of 70 percent is not good enough. For less important projects, the 
extra effort, adjustments to the project, and analysis required to improve the result 
may not be worthwhile, making choice A the only statement that is not true. Either 
fast tracking or crashing could improve the Monte Carlo result for this project; 
therefore, choices Band D are true statements. There is a good chance that reducing 
the time of the project may impact the cost so it would be wise to know the cost 
probability, making choice C also a true statement. 
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55, Answer: D 

Explanation: This could be a common occurrence with risk management, but it 
is not a bad one. Such risks should be worked out with management They should 
not be ignored {choice A)j they should be dealt with. Only choice D deals with the 
problem and solves it Choice C does not solve the problem. Choice B would not 
need to be done, as the project manager should aheady know the answer and such 
activities do not deal with or solve the problem. 

56. Answer: A 

Explanation: A risk trigger can be determined by asking the question provided, 
Therefore, choice A must be the best answer. 

57. Answer: B 

Explanation: Choices A, C, and D are facts, not risks, and should be dealt with in 
other parts of project planning. 

58, Answer: A 

Explanation: A project manager always seems to think he or she has to do 
something, but in this case, the "something to do" has aheady been done during 
planning. It is not always possible to come up with a contingency or fallback plan, 
In such cases, the risk is simply accepted, The risk owner knows what to do, The 
potential impact should have been assessed during risk response planning and 
communicated to management as part of the contingency reserve discussion (choice 
B). If the contingency plan did not include the project manager's involvement in 
implementing the plan for this risk, then the project manager would be getting in the 
way ifhe or she tried to help (choice C). Crashing and fast tracking would already 
have been done (choice D). As compared to (,hrestion 37, more detail is provided, so 
choice A is the best choice. 
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59. Answer: A 

Explanation: This question is dealing with the whole risk management process. 
Therefore, choices B, C, and D could not be the best answers, It is during the 
Plan Risk Management process that a decision is made on how to approach risk 
management. 

60. Answer: B 

Explanation: Choices A and D should have already been done, even for the 
additional risks identified, Though many people collect lessons learned (choice C) 
during the project instead of just at the end, this is not the most important thing to 
do in this situation. Lessons learned are only required to be complete during project 
closure. A risk review (choice B) revisits all risks and risk response plans. With so 
many changes to risk on this project, such a review may uncover changes to the risk 
response plans that are needed to better control the project. Therefore, it would be 
best to hold a risk review. 

61. Answer: C 

Explanation: I keep trying to make these questions easy, but then I find tricks to 
really test your knowledge and they become hard! Should] be sorry? A risk owner 
may be involved with determining risk responses (choice D) or qualification (choice 
B), but not always. A risk owner could also be someone from management (choice A), 
but not always. This makes C the best choice. 

62. Answer: C 

Explanation: In order to rate risks, one must have begun to collect information on 
them. Therefore, choices A and B could not be the best choices. The risks need to be 
rated before you know which ones to plan responses for (choice D), Therefore, choice 
C is the best option. 
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63. Answer: A 

Explanation: Management may not need to approve the list of risks or qualification 
plan (choice D). They would be involved in planning responses (choice C) and 
helping to determine risks (choice B), but the risk management plan is part of the 
project management plan. Since management approves the project management plan, 
the best choice is A. 

64. Answer: C 

Explanation: The main purposes of a risk audit are to deter mine if risk owners are 
assigned to each risk and to determine if they are effective. 

65. Answer: C 

Explanation: Choice C is correct Option A is not necessarily the correct choice, 
as the project manager does not always need to be involved in resolving conflicts. 
Choices Band D are not correct, as they can help reduce lisle 

66. Answer: B 

Explanation: Choice B is correct Choice A is something that should be done in any 
case. Choice C would be an unethical use of the funds. Choice D is incorrect, as the 
time in which the risk might occur has passed, so the risk is closed. 

67. Answer: C 

Explanation: Choice C is correct The team is eliminating risks. This does not 
change the scope (choice A), and it is not adding things the customer did not ask for 
(choice D). Padding is not allowed (choice B). 

68. Answer: B 

Explanation: Choice B is corrcct Choice A includes workaIOunds, which ale 
unplanned responses. Choice C is only half the answer. Choice D is done as part of 
quantitative risk analysis. 
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69, Answer: D 

Explanation: Choice D is correct We assume the team did risk response planning 
and that there is already a plan in place. All the other choices imply risk response 
planning wasn't done, 

70. Answer: C 

Explanation: Choice C is correct You can't do options A or D until you evaluate 
the risk. And you don't have enough information to advise the customer or sponsor 
(choice B) until you evaluate the risk. 

71. Answer: C 

Explanation: Choice C is correct Choice A is a contingency response, Choice B is 
gold plating and should not be done, Choice D is a risk, not a response. 

72. Answer: A 

Explanation: Choice A is the only correct answer. Transferring a risk makes another 
party responsible for the risk, 

73. Answer: D 

Explanation: Choice D is correct Choice A is not proactive, Choice B is a good idea, 
but you cannot stop ALL changes, and it's too late at this point in the project Choice 
C is unethicaL 

74, Answer: B 

Explanation: The correct answer is choice B. ExplOit and share are response 
strategies for opportunities, 

75, Answer: C 

Although all of these answers could be correct to some degree, the best answer is risk 
governance, choice C. 
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Accomplishing Risk 
Management when 

Doing High-level 
Estimating 

There are two common instances when a project manager may have to perform risk 
identification quicldy: 
• When asked to come up with an initial project estimate of time or cost 
• When responding to proposals as a seller 

Though many project managers complain about this, there is nothing wrong with 
management asking for a quick, high-level project cost or time estimate. In fact, this is a 
great opportunity for you to get involved in creating realistic estimates. The problem is 
that most project managers do not know how to create such quick estimates. Even if they 
are experienced with estimating under these conditions, they often neglect to take risk 
into account 

How do you come up with a high-level estimate under these circumstances? In these 
situations, risks can be identified at a high level in the work breakdown structure instead 
of the detailed activity leveL Follow these steps: 

1. Perform an expert interview with the person who assigned you the project 
immediately upon their asking you for the estimate or assigning the project This 
will enable you to obtain a better understanding of the work, as well as to begin 
identifying risks. 

L Collect background data and historical records. Look for existing information about 
risks experienced on similar projects within your company. If you often receive 
requests for high-level estimates, it is in your best interest to work to make such 
information exists. (See the discussion on the value of historical information in 

• =-
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Accomplishing Risk Management 
when Doing High-Level Estimating 

Chapter 2 of this book, What You Need Before You Can Effectively Begin Risk 
Management) 

3. Have a charter (at least a verbal one). Make SUle you know what is included in a 
charter and request all of that information the moment you are asked for an estimate. 
Be prepared, Try to get a signed charter, to confirm that this is a real project, rather 
than just hypotheticaL 

4, Ask the person assigning you the work who might have insights into the project and 
who they anticipate might be part of the project teamS Perform expert interviews by 
phone with others not on the team, but who may have insight into risks. 

5, Assemble a team to create a high-level work breakdown structure. 
6. With the team, estimate work packages based on historical costs, schedule estimates, 

and best guesses. You could use one-time estimates at this stage, or use three-point 
estimates to better understand the ranges, 

7. Identif)r risks for each high-level work package. Brainstorming risks of these high
level work packages, and take into account the risks identified by others in step 5, 
Document these risks in a risk register. 

8, Perform qualitative risk analysis using a 1 to 10 scale. Continue to document risks in 
the risk register. 

9. Qyantif)r the probability, cost, and time impact of the top risks by educated guess 
Document the results in the risk register. 

10. Create a reserve based on the probability and impact guesses and add that number to 
the estimate, 

11 Add the estimates, add the reserve needed, and then provide an estimate in a range. 
("If the charter remains the same, the project should cost between $75,000 and 
$125,000 and take between six to nine months.") 

Note that this process does not involve risk response planning; doing something about 
the risks There is usually not enough time if you need to create an estimate quicldy. 

No matter how you create an estimate, the end result is that you have to provide your 
team's best guess. Certainly you want to make sure that you provide a realistic estimate, 
even if it is in a range, Although the process described here is not foolproof; it is a proven 
method to improve accuracy and to create documentation to support the estimate you 
provide, Remember that an estimate must consider risks, 

If the plOject is applOved, you can take review the risk register and other documentation 
created here, add any new information and then refine your estimates to an activity leveL 

= -. -'" 
© 2010 RMC Publicalions.lnc '19521846·4484 ' inlo@rmcprojeclcom ' vA~vrmcprojecl com i 

L 



I 
Accomplishing Risk Management 

"'{hen Doing High=Level Estimating 

You will then create an estimate detailed enough to be used in managing the project and 
against which to measure project performance. 
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Risk 
Categories 

and Lists 
of Risks 

The following is a list of risks compiled by Rita Mulcahy, PMP, as a result of two 
international risk studie.s and with contribution from over 141 individuals and companies. 

WARNING: This list, if improperly used, could hurt you because: 
, This is not a complete list of risks. It does not include all activity risks or all project 

risks! It cannot be used as a checklist! Besides, using checklists can give a false sense 
of security that all risks have been uncovered for a project 

, Lists can limit thinldng, if improperly used, because people tend to see only those 
risks ON the list and overlook what is NOT on the list. 

• More than a list is needed to properly perform all of risk management Assessment 
of overall project-related and activity-related risks are required parts of risk 
management. Lists do not help you assess overall project risk, 

How to Use This List 

• Identify risks for your project and for each activity using your own process and the 
help of the team and stakeholders 

• Then, and only then, have the team and stakeholders review these lists to see if they 
generate any further risks for YOUR project 

, Once you have a more complete list of risks, follow the rest of the risk management 
processes: Perform C21mlitative Risk Analysis, Perform Qyantitative Risk Analysis, 
Plan Risk Responses, and Monitor and Control Risks. 
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Risk Categories and Lists of Risks 

• Form of project organization • Licenses 
• Fraud • Logistics 
• Functional managers • Make-or-buy decisions 
• Funding • Management 
• Geographic constraints • Manufacturing 
• Goals • Marketplace 
• Gold plating • Measure progress 
• Government • Medaling 
• Government regulations • Meetings 
• Handoff • Mergers 
• Hardware • Metrics 
• Health • Milestones 
• Help desk • Modules 
• Hidden objectives • Motivation 
• High volumes • Multi-location issues 
• Incorrect assumptions Multiple projects 
• Inexperience • Negotiation 
• Information distribution • Network 
• Injury • New methodology 
• Integration • New technology 
• Intellectual property expectations • Objectives 
• Interfaces • Obsolescence 
• International • Operations 
• Knowledge base • Other organizations 
• Labor • Other projects 
• Lack of progress • Packaged software 
• Lack of project management • Padding 

knowledge • Permits 
• Lack of project management training • Personal agendas 
• Lag • Personalities 
• Language • Politics 

Laws • Poorly designed project 
• Learning curve • Poorly designed solution 
• Legal • Power/politics 
• Lessons learned • Presentations 
• Letter of credit • Priorities 
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Risk Categories and Lists of Risks 

• Procedures 
• Procurement 
• Product development life cycle 

• Profit 
• Progress 
• Project closure 
• Project management (including lack 

of project management, time, cost, 
scope, quality, communications, human 
resources, procurement, 
integration) 

• Project management plan 

• Qyality 
• Religious beliefs 
• Reorganization 
• Reporting 
• Request for Proposals (RFP) 
• Requirements 
• Resistance to change 
• Resource availability 
• Resource owners 
• Resources 
• Revenue 
• Risk management (or lack of risk 

management) 

• Rollouts 
• Schedule 

• Scope 
• Scope creep 
• Scope of work 
• Security 
• Senior management meddling 

• Shipping 
• Slack 
• Software 
• Span of control 

• Special provisions 
• Sponsor availability 
• Stakeholders'interests 
• Standards 
• Storage 
• Storm 
• Strategies 
• Subsurface conditions 
• Supplier 
• Support 
• Technical opinions 
• Technology 
• Terrorism 
• Theft 
• Thresholds 
• Tolerance levels 
• Trainability 
• Training 
• Transportation 
• Turnover 
• Unclear requirements 

• Unions 
• Unrealistic schedules or budgets 

• Users 
• Vandals 
• Virtual teams 

• War 
• Warranties 
• Weather 
• Workload 

© 2010 RMC Publications, Inc • (9521846·4484 • inlo@rmcprojecl com' IWNI rmcprojecl com 



i 
! 

L 

Risk Categories and Lists of Risks 

Examples of Opportunties 

'SO manufactured as one 

A supplier determines that which creates a new 

there is room for growth in its component for the project 

market and invests in R&D that is cheaper or easier to 

maintain 

A competitor may release new that could also be available for 

technology a project another company is 

Changes in customer 

on 

may include components 
included in the nm;prt 

thus saving the project time 

and life cycle cost 

resulting in saved time on the 

project 

thereby increasing the market 

and interest in the 

If much of the work from the work on this project would resulting in decreased cost and 

the prior Latin American be easier 

eBusiness project {including 

payloads for order create/order 

response/order cancel response 

transactions} is 

Due to having an opportunity 

to travel to a 

Because the supplier 

department doing the work 

has more talented resources 

than those assigned to this 

project 

Due to program products 

including new features 

Due to organizational 

decisions to utilize offshore 

the availability of contract 

assistance be 

a complaint by the customer 

or a peer review by the 

supplier could result in the 

assignment of more skilled 

resources before development 

design and development of 

additional code may not be 

necessary 

the cost of software 

development may decrease 

schedule duration 

which would result in a higher 

team 

reducing the risks to 

the project and perhaps 

shortening the schedule 

which would result in a 

shorter schedule and less 

money needed to complete the 

which may lead to decreased 

project development costs for 

internal customers 
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Risk Categories and Lists of Risks 

Due to new tools becoming a system's test time could be leading to a shorter schedule 

available on the market reduced than 

Decreased cost of a key could lead to a product that thus saving money on the 

component has a lower production cost project 

than the initial 

Due to properly trained demand for the product or resulting in higher profitability 

employees and perfect market service might be greater than for the company overall 

conditions 

Due to detailed efforts before the supplier could apply value resulting in lower equipment 

the contract was ideas and construction costs 

Due to not having adequate a creative approach to which could decrease project 

information technology analyzing data may be time 

discovered 

A fire causes a review of leading to inconsistencies preventing a regulatory 

possible missing records among existing plant records problem 

found 
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Risk Categories and Lists of Risks 

Additional Opportunities 
• We can leverage existing functionality for the next project 
• The historical records and lessons learned will help the next project doing a similar 

implementation 
• This project provides experience that can be leveraged by entering new markets 
• Less manual effort than expected on the project saves time 
• When the project is completed our company will be experienced with projects like 

this and thus can increase business 
• The contract language may be less restrictive than we thought 
• Beating the competition to market will make our company the exclusive provider of 

this new product 
• A business unit within company works with an outside software developer on unit 

testing, yielding fewer errors in delivered software 
• Integration of organizational units (sales, support, service) will lead to business 

growth 
• Training or cross-training from other business units will result in additional 

availability of people qualified to work on this and similar projects 
• Alliance between IT and business 
• Good project documentation allows quick disaster recovery 
• Circuit is delivered early, so data migration can begin sooner than originally scheduled 

Software is programmed on faster and with fewer problems than anticipated 
• Bids come in lower than expected, saving cost on the project 
• Land acquisition occurs sooner than planned, allowing us to begin the building phase 

of the project before winter sets in 
• The team works together more effectively than expected, allowing the project to be 

completed faster 
• Show value of project management (not just overhead) 
• Improved confidence of stakeholders means they require fewer meetings and reports 

later in the project 
• Newly discovered efficiencies on this project will reduce cost of implementation for 

the next customer 
• Finding a problem before the government does keeps us in compliance, and avoids 

possible fines 
• Finding an efficiency in a workgroup that could be applied to another project adds 

value throughou t the organization 
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Risk Categories and Lists of Risks 

List of Risks 

The unique hardware is a new that may not be delivered on forcing schedule delay and 

development time potential deviation from 

The flight software being resulting in late delivery of may offer less time to verifY 

created in the project has flight software performance requirements 

never been created before at the system level prior to 

launch 

Ability of payload may prevent closing on design increasing cost and project 

requirements to continue to and mission planning in a schedule 

expand without requiring timely manner 

risk-adjusted benefit! cost 

analysis for each proposed 

enhancement 

Discrete electronic part may lead to recalls that thus impacting the schedule 

problems force rework or retesting of 

delivered hardware 

A new system may not perform to resulting in difficult mission 

requirements design and partial loss of 

science 

Lack of a completely increases the risk of late resulting in a lack of project 

networked, integrated and deliveries and incorrect schedule control 

controlled schedule assessment of schedule slack 

A modal SUlyey occurring late may not allow sufficient time resulting in schedule delay 

in the program to correct structural design 

A determination must be which may lead to internal resulting in significant cost 

made as to what the plane will payload mass growing beyond and schedule growth 

carry baseline aerodynamic design 

limits 

372 
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The late installation of a clean may result in the potential leading to the inability to 

room inability to prove verify procedures 

contamination control 

New equipment £1brication may continue to slip in the resulting in a delayed start of 

schedule 

Late development of computer may delay delivery of other resulting in shortened flight 

cards hardware software development time 

and reduced schedule margin 

to launch 

Multiple organizations may result in variances in 

responsible for development assumed objectives and 

of effort 

The communication offering the risk that they to 

equipment design must be could be the wrong frequency project 

ordered without government or that the design would have 

frequency allocation to be changed or equipment 

re-ordered 

Presently unforeseen may cause the need to leading to schedule delay or a 

some failed 

A change in geopolitical may require changed causing the need to make 

environment components beyond that changes to other components 

expected in the project beyond their design 

limitations 

The market for planes is ever- which may lead to a change in requiring changes in the 

changing and there is a history how the competitor markets design beyond what was 

of one competitor adjusting its product planned for in the project 

based on what others do 

The market for planes is ever- which may lead to a major causing the need to speed up 

changing and there is a history component of the competitors' completion of the product 

of one competitor adjusting new product not being well- another company is working 

based on what others do received in the on 

i 
I 
I 
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Risk Categories and Lists of Risks 

A failme in security of 

confidential information on 

this 

The success of underwater 

or low space personal aircraft 

contests 

The market research 

function may stop focusing 

on a product while doing 

mar research 

The number ofinches the 

seats should be spaced on the 

plane will depend on market 

research. Because of changing 

consumer needs, that research 

will not be done until late 

in the project If the market 

Improper/inadequate soil 

assessment 

Lack of proper planning and 

coordination between the 

home and site offices 

may change how competitors 

plan their projects 

may make a project obsolete 

thus missing a new trend in 

requirements 

the seat spacing requirements 

could be ignored or come even 

later than planned 

causing a need to change an 

existing project 

causing project failure 

resulting in scope changes 

causing the need to eliminate 

one row of seats and redesign 

the locking mechanism if the 

research shows changes in 

needs 

may result in unplanned sub- causing a delay in the 

soil conditions commencement of 

may result in equipment 

already dispatched from the 

sub-supplier's works, with 

access to the site not properly 

established 

construction and replanning 

for construction 

causing a delay in the 

equipment reaching the site 

and consequently causing 

project schedule slippage 
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Risk Categories and lists of Risks 

Local politicos, unruly may cause access to site to be resulting in a delay in the 

elements, etc. denied or challenged start of construction, leading 

to slippage in the project 

schedule 

Improper packing and may cause damage during resulting in breakage of 

handling storage equipment, necessitating 

Improper provision of security may result in theft causing a time and cost 

at site/deteriorating law and increase for the project 

order condition at site 

Improper engineering may cause design problems resulting in the work needing 

design discovered during the and errors, such as equipment to be torn down, generating 

constructinn of the main deck out of dimension and not additional risks as well as cost 

Untrained or improperly may lead to defective resulting in rework 

trained workforce/unskilled workmanship 

workers 

The X'tZ equipment being may result in a manufacturing causing time and cost 

supplied by a company new to defect in the equipment increases for the project, even 

this area of manufacturing though the supplier can be 

levied for . 

The inefftciency of the may cause payment disputes leading to a delay in the 

supplier between the supplier and his project schedule 

Misinterpretation of the EPC may cause a delay due to the leading to a delay in project 

contract 

Communication problems 

between the home and site 

offtces 

dispute between the client 

and the customer regarding 

may result in non-receipt of 

design drawings 

implemenration 

leading to a slip in the project 

schedule 
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Risk Categories and Lists of Risks 

Faulty planning may result in the out-of- leading to a delay in the 

sequence receipt of materials project schedule 

at the site 

Faulty planning may result in over/under leading to a delay in the 

deployment of personnel at project schedule 

the site 

Backfill 

Due to heavy rains and the weight of the soil could which would result in a delay 

extremely wet, heavy soil cave in a portion of the in the completion of the 

foundation backfill while rework is done 

Due to the excavator hitting he might be delayed in which would lead to a delay in 

rock on thejob previous to arriving on our project the start of the backfill 

ours 

Due to the excavator having he may be late in arriving which may lead to a delay in 

an failure the of the backfLll 

Business Risks 

Due to a change in the project funding may be which may result in premature 

governmental policies stopped closeout of the contract 

Due to a change in the percentage of domestically resulting in loss of profit 

government manufactured items may be 

increased to encourage the 

domestic market 

As a result of technologic the equipment or software resulting in new training 

advancement currently used may be requirements or a delay in 

outdated 

As a result of environmental the project site may be shifted resulting in new establishment 

to another location or a etc. 

Commercial Risks 

Due to a missing of "zeros" in the final value of the contract resulting in a loss of face as 

pricing while bidding price may either be too low or this is addressed with the 

too 
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Risk Categories and Lists of Risks 

Due to too much dependence addition or multiplication resulting in a loss of face as 

I 
on spreadsheet formulas while errors may result in loss of bid this is addressed with the 

bidding or a bid with an extremely low buyer 

Due to exchange rate the contract and/or the resulting in a change from 

fluctuations equipment price may become anticipated profit 

high or low with respect to the 

initial bid 

Due to a company's policy to the project manager may which may result in rework, a 

select the lowest-cost bidder choose an inferior product or dissatisfied customer, or delay 

Due to poor battery limits the bidder may be asked to which may result in arbitration 

definition in the bid include additional work during or disputes 

documents execution of contract 

Narrow bridges/pathways/ may cause a delay in causing slippage in the project 

non-receipt of clearances/ consignments reaching the site schedule and/or liquidated 

landslides/monsoon damage damages for delay 

to etc. 

A hike in petrol! diesel prices/ may cause a transporter's resulting in no movement 

changes in service tax and strike of goods, slippage in project 

other governmental policy schedule, liquidted damages 

for 

Governmental policies may cause a trade embargo on resulting in a delay in supplies, 

a supplier's country slippage in project schedule, 

for 

A short circuit/improper may cause a fire in transit resulting in a delay of project 

handling of flammable supplies, slippage in schedule, 

material for 
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Risk Categories and Lists of Risks 

Unscrupulous truck suppliers! may result in a loss of trucks! causing a delay in supplies if 

no security consignments a consignment is not found, 

necessitating reorder, an 

increase in project cost and a 

time 

Faulty planning may result in using an causing a delay in supplies 

improper route survey reaching the project site, 

leading to slippage in project 

schedule 

Due to rain, snow, or ice a delay in the excavation may which would delay the start 

occur of forming the foundation 

Due to hitting lOck in the dynamite and extra equipment which would lead to a 

excavation may be needed in the completion of the 

excavation 

Due to not hitting bearing soil engineering (and possible which would lead ot a delay 

in the excavation rework) may be needed in the completion of the 

excavation, A delay in the 

completion of the excavation 

would lead to a delay in the 

start of the forming of the 

foundation 

Due to hitting an active spring additional manpower and which may lead to a delay 

in the excavation equipment could be needed in the start of forming the 

for the foundation 

Due to the ground freezing the excavation may be delayed which would lead to a delay in 

the winter months until warmer weather arrives the star t of excavation 

Due to the legal survey undisclosed easements or leading to a delay in the 

other encumbrances could be 

identified 
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Due to frost in the soil 

Due to rain the night before 

the inside flatwork was to be 

Due to pilferage ofjoh site 

materials 

Foundation 

Risk Categories and Lists of Risks 

the flatwork would need to be which would delay the start of 

until the thaws flatwork 

the foundation may need to be which may cause a delay in the 

pumped out start of the inside flatwork 

there may not be enough which may delay the start of 

gravel to grade the basement inside flatwork 

for the of concrete 

Due to hitting inadequate engineering may determine which could lead to a delay 

in the completion of the bearing soil in the excavation that piers, instead of spread 

footings, are required to 

adequately support the 

structure 

foundation 

Due to heavy rain the night the excavation may fill up with which would delay the start of 

before the footings were to be water which would need to be the foundation 

Due to high winds during 

Due to snow during framing 

Due to rain during framing 

Due to lumber not showing 

up at the appointed time 

Due to half the carpenters not 

showing up for the work the 

first 

out 

the framing carpenters may 

not be able to tilt walls 

the framing carpenters may 

take the off 

the framing carpenters may 

take the balance of the off 

the carpenters may have to 

make work 

which would delay comletion 

of the fr 

which would delay completion 

of the 

which would delay completion 

of the 

which could delay completion 

of the framing 

the work may slow down to 40 which would delay completion 

percent during that day of the framing 
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Risk Categories and Lists of Risks 

Due to one of the carpenters 

cutting himself badly with a 

saw 

production oculd stop the which would delay completion 

subsequent emergency first aid of the framing 

and evacuation of the injured 

man to the 

Due to the owner giving the the carpenters may take the 

rough-in carpenters $300 each day off 

Due to a mistake at the mill the windows may not be 

completed in time to arive at 

onrjob on the designated day 

Due to a number of drivers the first load oflumber might 

not showing up for work at be late in arriving on the 

the lumber 

Due to a new forklift operator the lumber may anive loaded 

at the lumber in reverse order 

Due to a remote site the lumber delivery drivcr 

may have trouble finding the 

location of the 

Due to lumber being stolen the framing carpenter may 

from the job site the night only be able to work part of a 

before the framing was to have day while a reorder is placed 

started 

Permits 

Due to the city plans examiner there may be a delay in 

being ill acquiing the building permits 

Due to record building may take 20 days to obtain 

starts, the building rough-in versus the standard two days 

which would delay completion 

of the rough-in framing for 

which may result in extra 

labor man hOllIS delaying 

completion of the framing and 

an additional charge by the 

which could delay the start of 

framing 

which could delay the start of 

which may delay the delivcry 

of a critical load oflumber 

which would result in a delay 

in the completion of the 

framing 

which would lead to a delay in 

the start of excavation for the 

which would delay the start of 

insulation installation 
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Risk Categories and Lists of Risks 

Due to rain the night before the foundation may need to be which may lead to the 

the ground rough plumbing is pumped out late mobilization of heavy 

to be installed equipment and late start of the 

Due to several plumbers not there may not be a plumber which would delay the 

showing up at the plumbers available for ourjob completion of the ground 

the plumbing could float which may delay the start of 

inside flatwork 

Subsurface and Miscellaneous 

Due to constructing in a relocation of overhead and which may lead to the 

congested industrial area underground utilities may be late mobilization of heavy 

required equipment and late start of the 

Due to having to relocate it may be necessary to which may result in delays due 

public utilities coordinate and schedule the to the untimely response of 

utilities involved , utilities 

Due to building in an area it is probable that hidden which would lead to extra cost 

that has extensive previous obstructions could be involved to remove previously 

constructions discovered once construction unidentified hidden material 

Due to insufficient soil testing underground water may be which would delay the project 

prior to construction discovered and could result in extra cost 

to resolve the 

Due to improper testing for latent contaminations could be and may result in extra cost 

hazardous materials discovered and time for remediation of 

hazardous materials 

Due to upgrading an the coordination of shutdown and could result in delay to the 

operating facility may be required to minimize schedule 

impact to the ongoing 

==z _ _ _ --= 
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Risk Categories and Lists of Risks 

Due to sole sing equipment the supplier may not be and could impact the project 

concerned about delivering on schedule and cost 

time 

Due to poor field coordination out-of~sequencing activities could result in extra work for 

the trades 

Due to missing details on assumptions by the supplier may lead to errors in the field 

orin 

Due to not requiring schedules may not be which could make it difficult 

deliverables such as schedules submitted as specified to establish baselines and 

to be pay items on the properly quantifY progress 

schedule of values 

Due to not properly submittals may be forgotten and lead to late equipment or 

monitoring the submittal until they impact the project material deliveries 

Due to not preparing a the owne may not be trained resulting in late turnover of 

training manual in advance of and prepared to operate the responsibilities and extended 

turnover 

Due to allowing the eady the owner may assume the it may be discovered the 

delivery of equipment and risk that the supplier properly equipment and material have 

materials protected the equipment and been damaged, requiring 

material from the elements. replacement, resulting in a 

However, when the time for delay to the schedule and extra 

installation comes cost 

Due to renovating an excessive wet weather may cause flooding into areas 

operating wastewater under renovation 

treatment 

Due to extensive excavation in geotechnical problems such as resulting in unsafe conditions 

a heavily congested area soil movement could occur that would require soil 

stabilization in order to 

with construction 

Due to stockpiling soil in an geotechnical problems such and cause out of plumb 

area of extensive excavation as unforseen pressure against problems with sheeting 

could occur 
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Risk Categories and Lists of Risks 

Due to paint being applied to poor performance by the would invalidate the guarantee 

bulding or equipment when product 

temperature or humidity are 

not monitored 

Due to allowing one general labor forces and supervision causing one area or the other 

supplier to perform both new may be insufficient and not to fill behind schedule. The 

construction and renovation properly balanced renovating would usually 

within the same project at the suffer because there is 

same location generally more cost associated 

with new construction 

Due to a lump sum contract there may be some conflict which could result in extra 

about work items or quantities cost and schedule impacts 

that the supplier states were 

not included in lump sum 

As the result of allowing the the suppliermay optimize which could lead to delays in 

construction manager to self- durations for the concrete finish and turnover of an area 

perform the concrete work work and minimize durations 

for the finish trades such as 

electrical and mechanical 

Due to varying site conditions scope change may occur which may lead to cost an/or 

schedule overrun 

Due to a recent revision in design parameters may change which may lead to scrapping 

applicable standards of designs done already or 

major revisions of those 

Due to incorrect inputs while the results may give erroneous which may lead to a poor 

entering data for analysis output decision on when to start 

construction 

Due to incorrect scaling of the quantity take-off (BOM) resulting in cost overruns 

route maps or site maps estimate may be less or more 

than the actual 
i 
i , 

! 
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Risk Categories and Lists of Risks 

Due to a reliance on the 

owner-supplied as-built the owner for damages 

Due to incorrect date entry 

fClImat (US system to UK 

the computer outputs may causing system failure 

Incompativle analysis and 

design software between the 

approving organization and 

the 

There is not enough time to 

complete the construction and 

management is desperate for 

time 

Due to high waters at the 

landing point 

Due to a delay in the start 

date of the project 

Due to the wave actions of 

previous tides 

give wrong validity/expiration 

dates 

could result in training the 

performing organization's 

personnel quickly to become 

familiar with the new software 

leading to "Approved with 

Comments" drawings being 

used for construction 

the jetty could flood 

the tidal charts used in the 

planning process could be 

incorrect 

rocks may be swept into the 

barge landing area 

Due to variations in tidal the actual tide may be lower 

predictions than predicted 

Due to environmental effects adverse weather conditions 

may occur 

;;:;.-=-

which may lead to errors and 

delay in design approval 

which may lead to demolition 

or major change when the 

"Approved for Construction" 

Ula'Wlll'"' are released to site 

which could lead to fishing/ 

pleasure craft or other coastal 

trafflc striking an underwater 

which may lead to a brger 

amount of required dredging 

which could lead to movement 

(rocking) of the barge during 

load transfer 

which may lead to str uctural 

damage to the barge bottom 

which may lead to delaying 

the discharge operation until 

limits are met 
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Risk Categories and Lists of Risks 

Due to substituting a barge variations in height may occur which would lead to the 

of different dimensions than use of a bridging ramp to 

used in the design of the dock accommodate variances in 

Due to implOper lifting a loss of the load may occur which could lead to damage of 

the 

Due to transporting an collapse of the road surface which could lead to damage of 

load occur services 

Due to need to transfer the fall of the load from a height which could lead to damage of 

abnormal load from marine may occur the cargo 

vessel to the 

Due to transporting cargo unforeseen permits may be which may lead to delay in 

schedule 

Due to traveling timeframes personnel injury may occur which may lead to not 

being at night meeting our planned stopping 

on schedule 

Due to working over and near falling into the water may which could lead to drowning 

water occur 

Due to mobilizing the damaged/worn tools may be which could lead to injury to 

transporters used the operator or damage to the 

Due to a change in political requirements to legally which could lead to additional 

leadership during the life of transport the cargo may permitting requirements 

the 

Due to hiring a foreign which may lead to additional 

supplier to perform the haul expense 

Due to using a hydraulic which could lead to delaying 

the haul 

Due to planning the haul easements must be obtained which may lead to additional 

route over land from the owners 
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Risk Categories and Lists of Risks 

Due to not meeting the the barge may attempt to float which would lead to 

discharge schedule on the rising tide suspending discharge 

Due to weight of the transport road surface dimpling may which may lead to repair 

vehicle and load occur activities after the haul is 

Due to insufficient water the barge could bottom before which would lead to a loss of 

depth at design tide reaching the dock time and require additional 

Paucity of manpower, may lead to a delay in detailed causing a slippage in project 

unplanned load on manpower, engineering schedule and liquidated 

improper estimation of quality damages for the delay 

Bureaucracy in the owner's may cause a delay in the leading to a delay in placing 

organization/long approval owner's approval of suppliers orders, a delay in project 

processes/ incompetent supplies, a slip in project 

personnel schedule, and liquidated 

for the 

Bureaucracy in the supplier's may cause a delay in leading to a delay in detailed 

organization/long approval the supplier's input for engineering, a slip in project 

processes/ incompetent engineering schedule, and liquidated 

for the 

A trading partner is using a differences in versions may not resulting in at least a two week 

different software version. be discovered until installation delay in project completion 

While the eBusiness hub can 

handle the translation, 
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There has not been any fit/gap 

analysis done on the project 

while creating the scope of 

work 

If adequate time and available 

data from the trading partner 

are not obtained eady enough 

Ifincoming orders for the 

Latin American AS/400 
order entry system cannot 

be separated from those for 

another regional order entry 

mainframe system andlor 

sites that are on the new SAP 

In leveraging code from an 

existing Latin American 

eBusiness application 

There are still unknowns in 

the scope of work 

Risk Categories and Lists of Risks 

therefore, results of business causing project delays or a 

rules fit/gap analysis between "showstopper" situation 

our trading partner and us 

could show unanticipated 

gaps (potential gaps could 

be itemized as part of the 

detailed risk 

the preliminary rough ~nd the revised estimates 

estimates could be outside of could come as a shock to the 

reasonable window of accuracy sponsor, causing credibility 

issues 

there could be no way to causing poor quality in the 

ensure that incoming orders end product 

are going through the proper 

lOuting channels 

the existing application and project delays could occur 

does not contain all the data as time is taken to fill the gaps 

required to crcate the needed or find alternatives 

documents 

and the "smart e-mail" 

approach may be used (to 

indicate what has changed 

with an order) andlor if a 

monitor program is developed 

(to allow CSRs to monitor 

inbound transactions) 

causing an increase in the cost 

and duration of the project 
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Risk Categories and lists of Risks 

Use of new corporate project introduces two new which may increase the cost of 

management standards frameworks that must be this project 

along with incorporating incorporated into one and 

a new CIDX chemical then followed 

industry standard eBusiness 

framework 

If the technical learning curve costs couId be estimated resulting in cost andlor 

using new resources and incorrectly schedule overruns 

regarding the B2B integration 

tool is not anticipated and 

built into the estimates 

The back end Latin which may resuIt in gaps causing project delays 

American order entry system's between the systems 

compatibility with the 

required andl or agreed upon 

transaction flows is unknown 

If we do not have frequent oral we risk communication resulting in a cost overrun 

and written communication breakdowns and "runaway" 

with virtual team members sub-teams 

in Philadelphia and Brazil 

and if the intranet site is not 

maintained 

If the Brazil tax and other missing crucial functionality- causing a legal problem 

legal requirements are unclear or worse-not satistying legal 

couId result 

Since the trading partner there could be some resulting in a schedule delay 
requires usage of the work needed after this is for the project 

discontinued order cancel implemented when the 

and order cancel response trading partner goes to the 

transactions next version of the software 

{which may not include these 

transactions} 

I 
I 
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Risk Categories and Lists of Risks 

If it is not clear what the there could be problems resulting in a loss of customer 

eBusiness hub's simulation when testing with the trading satisfaction 
testing system could and could partner 

not include 

This project requires the use which may cause the trading resulting in a need to decide 

of data provided by the trading partner to discontinue to either reduce the scope to 

partner's computer system. implementation fit the go-live in before the 

That system is currently being moratorium or delay the go-

implemented and is replete live until after the moratorium 

with 

Since the eBusiness hub's it could be critical to obtain or run the risk of increased 

simulation server is limited real sample data from the enor when testing begins with 

the 

Contract 

Supplier selected is doing therefore, lack of experience could lead to costs being billed 

work time/materials versus the in accurate record keeping for inaccurately 

usual fixed bid this form of contract 

Because the contract time/ scope could creep which could cause the project 

materials is unlike previous 

releases, which were done 

under fixed price contracts, 

and the supplier is seldom 

critical of a customer-

Customer 

Because there is resistance 

from users when replacing 

their current software 

application with a new 

software 

there could be sabotage 

to be late and more costly 

which would result in a delay 

of the project 
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Risk Categories and Lists of Risks 

with the customer cannot be 

maintained 

Because the supplier is it may not be available as soon 

dependent on the customer for as required 

test data 

Due to little effort by the 

customer to gain support for 

the project 

Because the customer is 

completely dependent on 

the supplier for technical 

knowledge about the 

application software and 

software tools 

Because the customer plans 

to rewrite the application and 

bring it in-house within 12 to 

18 months 

People from eight countries 
are working on this project 
and most are not attuned to 
working with different cul
tures 

customer personnel could 

actively work against the 

project 

opportunities for a more 

satisfactory solution could be 

missed 

cancellation of the project 

might occur 

which may cause misinterpre
tation of language or cultural 
Issues 

causing testing to begin 

later than it should to meet 

the requested due date with 

which may result in project 

goals not being met on time as 

well as important information 

not available 

causing both the customer 

and their customers to 

accept unnecessarily reduced 

functionality 

causing a schedule delay of 

more than two months 

resulting in low morale and 
the need to increase training 
and team building 

The clllrent economic climate which could cause a large posing the risk of additional 
has many changes in the value fluctuation in the value of the costs 
of the clllrencies in use on the dollar 
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Risk Categories and Lists of Risks 

People from eight countries which could cause a change in resulting in inadvertent illegal 
are working on this project foreign and domestic laws or activity 
and most are not attuned to missed laws 
working with different cul-
tures 

Due to problems with one or more traveling proj- which could cause a delay in 
immigration ect team members may be the project 

delayed or not allowed to 

Due to customs requirements key software or equipment which could cause a delay in 
and restrictions may be in transit the 

Due to differences in holiday the full project team may not causing I ework 
schedules be available at certain times 

Due to language requirements the number of qualified sup- which could result in a project 
may be lower team of lower 

Due to different business the system selected for the which could result in a poor 
practices US-based operations may not quality system or an increase in 

be adequate for the interna- project duration and cost due to 
tiona I business units higher programming require-

ments 

Due to poor flight availability traveling project team mem- which could result in a delay 
bers may not be available for to the project 
a full working week 

Due to purchasing hardware incompatibility could result which could cause a delay to 
from mUltiple international the project while obtaining the 
sources coneel 

Due to poor e-mail or voice key communications may be which could result in project 
communication (slow delivery delayed slippage 
or poor quality) internation-
ally 

Due to language differences the definition of roles and which could result in failure 
responsibilities for the project to select the best resources 
team may not be fully under-
stood 

Due to not understanding improper procedures may be which could result in delay of 
intemationallabor laws and followed resource availability 

! 
.. ~L .. _ 

= 
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Risk Categories and lists of Risks 

Due to terrorism 

Due to language differences 

Lack of funding has caused 

a mandatOlY 50-hour week 

for months with additional 

overtime to 50 hours being 

common 

Due to no written information 

on 

Due to a reorganization 

Due to management 

announcing that a deliverable 

is be released on a certain date 

Due to the existence 

of separate design and 

implementation teams 

Due to the existence 

of separate design and 

implementation teams, and 

because the implementation 

team has not been able to 

comment 011 the 

facilities could be damaged or resulting in a delay to the 
project team members may be project and/or increased cost 
killed or 

the project manager may not which could result in a delay 
adequately communicate to the project Of decreased 
requirements or schedules to system quality 

team menibers 

which could cause r~pid staff causing staff to burn out and 

burnout for this high-demand leave the project 

industry skill 

additional time collecting data resulting in less time being 

be needed work 

people may spend time resulting in project delay 

discussing the effect of the 

employees might be pulled off causing delays in the project 

their current work and another or dissatisfaction with 

project might be started to management or loss of 

meet that deliverable motivation and additional 

rewOlk once the deliverable 

is met 

not all of the business areas are which could result in the 

involved in determining the system not being able to 

scope of work for the project address all of the business 

some of the design might not leading to changing scope very 

be able to be implemented in late in the project 

the real world 
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Risk Categories and Lists of Risks 

Due to the existence of two there may be a lack of causing some misalignment of 

companion projects coordination between the requirements and design 

Because there is serious problems could linger delaying the project and 

no comprehensive at a lower level of project increasing stress on both 

communications management responsibility than they should customer and supplier teams 

Neither management nor sales which may mean the resulting in lower profit on the 

has told the customer that customer might not adjust the project as the team adds the 

some of their requirements requirements requirements using overtime 

may not be met within their or with additional resources 

deadline not included in the original 

The team members are which may cause resulting in productivity being 

scattered throughout the communication to suffer sacrificed 

The evaluation time for tools! though this schedule has been resulting in delays 

methods is shorter than the approved by management, the 

company has ever had to deal reality of the timeline might 

with in the not be 

Qyality 

Because there is no quality problems are likely to be resulting in the potential for a 

management plan discovered and solved release with significant known 

after testing rather than bugs 

being resolved early in the 

life 

Because many of the rules some table rows could be resulting (best case) in rework 

to enforce referential changed or deleted incorrectly and (worst case) in the loss of 

integrity in the database are customer data 

actually implemented in the 

code 
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Risk Categories and Lists of Risks 

Because the supplier relies 

completely on the customer 

for many design decisions 

,web 

Because the design document 

refers to specific numbers 

(e.g., 0-120 days) without 

explaining the relationships 

the numbers 

Because the supplier has 

no means for evaluating 

performance impact before the 

software is dec>!ovl:d 

the interface might not be 

designed as well as it could be 

at least one business rule 

could be misimpl~mented or 

an inappropriate dependency 

could be created 

existing features that could 

share code with new features 

may not share code 

reducing customer satisfaction 

such that the application could 

not behave as it should 

resulting in slower user 

response times 

Because this supplier! customer this project could encounter resulting in a deployed product 

relationship and this the same pressure for reduced oflower quality than desired 

application have a history of testing cycles 

overrunning development 

schedules, resulting in 

significantly shortened 

and 

Because previous releases have 

had a high number of bugs 

and features 

the supplier may conclude that and fail to improve the 

this is acceptable to the 

customer 

processes that can be shown to 

cause such results 

Due to market changes or the sponsor/fund SOUIce may which could lead to an 

other priorities run out of money or refuse to abandoned project andl 

continue funding or inability to deliver all 

Due to bad processes or other historical data may be which would lead to bad 

Issues inaccurate and polluted system output andlor lowered 

quality of deliver abies and low 

user 
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Risk Categories and Lists of Risks 

Due to bad communication or the system may work as resulting in low user 

training or management needed but the process acceptance and negative 

changes that need to occur impact on perception of the 

and team 

Due to bad planning the user/data volume may which may lead to slow 

be greater than initial service, dissatisfied customers, 

expectations impact on network bandwidth, 

hardware (and therefole on 

other applications), system 

crash, etc. 

Due to postponing quality a substantial amount of rework which could lead to a sHpin 

assurance until the end of the may be discovered at the end the delivery date 

There have been three separate which may lead to failure in causing a loss of programming 

instances where the backup/ the system backup/disaster code or data structures and 

disaster recovery mechanism recovery mechanism test data developed to date 

failed. Though that system is 

being investigated, no changes 

will occur before the current 

Standards not yet agreed upon despite the fact that new leading to additional project 

for the technologies are being standards may emerge after work later to adhere to new 

used technical or standards 

Resources 

Infrequent meetings of the may cause delays on capital resulting in purchase delays of 

capital approval committee spending approvals computer hardware for testing 

and production installation, 

III 

Due to the team not being some work might be requiring additional work to 

co-located duplicated determine which work should 

be 
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Risk Categories and Lists of Risks 

Because the supplier intends these resources may not be and the projected delivery date 

to use the same resources on available when anticipated could be missed 

other 

Because the supplier has new resources may have to which could add at least a 

significant staff turnover be sourced and brought up to month to the project and 

much more 

Because the supplier has been the supplier may choose to which could involve a 

downsizing for many years reassign resources among its substantial schedule delay as 

and continues to do so projects new resources are sourced and 

prepared, (Note: resources 

could include manager 

or physical space or work 

locations, etc., not just 

individual team 

Due to having staff that is slow progress may occur which could lead to missing 

not plOperly trained in the the launch date 

toolset 

Due to overloading a critical dissemination of vital leading to poor decisions 

resource information be blocked 

Due to a critical senior-level the cross-training of the which may lead to an 

resource becoming unavailable junior-level resources may not ineffective team 

occur 

Due to stakeholders not a gap between what is critical which could lead to a no-go 

10 and what is not occur decision for launch 

Because the supplier did not some customer-expected resulting in last minute 

create a pIOtotype of many of functionality could be missing overtime 

the user interface changes completely and not discovered 

to be missing until acceptance 
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Risk Categories and Lists of Risks 

Because the supplier plans reliability or scalability or may impact the schedule for 

to replace a core piece of the other unforeseen technical this release 

application (the e-mail engine) issues 

with an unidentified software 

package at the same time this 

release is 

Because the supplier has a the supplier could make and have to be re-

good understanding of the undocumented assumptions implemented 

application software but a about the business logic that 

poor understanding of the could prove to be erroneous 

customer's business 

Because the development problems discovered during could result in activity delays 

team is in Maryland and the coding and unit testing as business logic issues are 

customer is in San discussed via 

Acceptance criteria for the which could lead to difficulty resulting in additional work 

project are unclear in obtaining sign-off on key that is beyond the cost budget 

milestones 

Due to the high demand which may lead to a security delaying the project in order 

for a company's work, it has breach in one section of the to assure management that 

experienced more security company there are no security breaches 

breaches than most in their 

Risks 

A project requiring the may be at risk if the resulting in the project 

involvement of small software softwaresupplier is sold off by being stopped, or other, less 

suppliers in a fast-changing the parent company during optimally suited products 

economy or after software purchase being purchased instead, or 

negotiations the project being delayed 

due to changes in contract 

Due to the number of team turnover and personnel and cause deliverable 

could slow the to be late 
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Risk Categories and lists of Risks 

Due to entrenched suppliers the project might have to which could delay the 

use older technology for project and/or reduce the 

development quality of the product and 

require additional unplanned 

maintenance 

Since the software supplier's custom development could be slippage may occur in 

security does not conform to required and the complexity of delivery dates with increased 

company policies development will still need to customization costs or a 

be specified, If customization seClil ity policy may need to be 

becomes 

Because a supplier could products may not be available causing a need to redesign the 

with another 

Because the supplier has there is a high risk that which could cause 

no established design multiple design cycles could be development to start late, 

methodology required before coding begins leading to overly optimistic 

activity durations in order to 

provide a customer-acceptable 

The software being used on which may cause a supplier to leading to change in 

this project has been around stop supporting the software architecture or approach 

for a few years in a market 

where there are a lot of new 

released 

Because the supplier refCrs features could be added that resulting in decreased 

to the design as a "living the customer prefers not to customer satisfaction 

document" and has no formal have 

control 

Because the supplier has the supplier, which is a causing substantial team 

been experiencing weakening division of a much larger disruption and problems 

financials for many years company, could be sold to including missed schedules 

another and lost resources 
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not conduct internal design 

reVlews 

Because the supplier is 

inexperienced with code 

wallcthroughs or other 

nrocticp, that reduce defects 

Because the supplier's team 

has no previous experience 

with formal risk management 

Because the supplier has 

no formal process to relate 

application changes to the 

database schematic 

Risk Categories and Lists of Risks 

bugs may not be detected until 

installation 

it is highly likely that 

workarounds could be 

employed f01 problems that 

could have been avoided or 

mitigated or transferred to 

another 

causing rework andlor 

retesting and schedule slippage 

increasing the time and cost 

required to fIx any bugs found 

resulting in lowered morale 

and/or missed deadlines and 

higher cost and lower quality 

database design problems requiring rework to fIx the 

could be discovered late in the defIciencies 

development process 

Because the supplier uses only opportunities for fast tracking thereby not taking advantage 

a pure waterfall model for the project may be missed of time savings that could 

accrue to the 

Technology 

Because the software product 

is relatively new and the 

design technology may not 

have been 

several releases may be which could lead to functional 

required before the product is or technical defects 

stable 

Because the software product it has not been proven that 

has never been rolled out on a the product can scale to the 

centralized platform with the required size 

volume of data required by the 

customer 

Because software to be 

purchased is in beta 

the date of fInal production 

release could slip 

and additional resources may 

be required to performance 

tune the databases and from 

the software supplier to 

code 

and increase the number of 

errors and bugs found in the 

released 
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Risk Categories and Lists of Risks 

Due to the length of the 

project 

Due to the diverse 

stakeholders' difficulty in 

reaching consensus between 

standardization and local 

variation 

The project being 

implemented is in two 

business areas that share data 

for decision 

The software development 

project relies on data feeds 

from many legacy systems. 

Any area that cannot provide 

resources (people or tcst 
to . this nrrl;prt 

Implementation of a new 

software product may cause 

increased demand on the help 

desk 

The hardware team is 

replacing terminals with 

workstations 

current applicat.ions may be 

functionally obsolete before 

rollout is 

the effectiveness of the 

implementation could be 

reduced 

rework and dissatisfied users 

diminishing the business 

impact of the implementation 

causing project delays 

and piloting the system in impacting their ability to carry 

one business area may cause a out basic business functions 

disruption to another business 

area 

could introduce critical threads and potential delays 

in the project path 

which may cause long delays 

and inadequate answers to 

questions and possible use of 

a deployment team to answer 

but if the deadline for 

workstation rollout is not met 

causing a possible delay to 

additional rollouts 

temporary equipment may 

need to be rolled out or the 

Because ofinconsistent quality unclean data may be converted 

of data hom the legacy system to the new system 

which may lead to substantial 

post-conversion clean up or 

distrust of the system by the 

user 

== 'M ="-'4 ",W 
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Risk Categories and Lists of Risks 

Due to insufficient training or the system may not be and may result in insufficient 

user acceptance properly used accumulated data to support 

beneHts 

Due to an unstable loss of source code may occur which would lead to 

environment of work 

Due to a poor understanding an inconsistent design of the which would lead to a 

of the underlying data applications may occur complete failure to meet the 

business 

Due to poor system a failure to meet the required which could lead to a 

architecture performance metrics may signiHcant change in the 

occur 

Due to a lengthy rollout of technology advances may which may lead to a need to 

servers render the servers to be purchase an alternative server 

outdated by the project before the project completion. 

completion Additionally, testing could be 

required to certifY a second 

server 

Because some of the key some modules cannot be and could have to be 

application modules are modifIed as anticipated restructured and/or rewritten 

bumping against an absolute 

limit for source code size 

The client has been assured but £~ilure to realize the limits may cause extra costs to 

that new technology will meet of technology acquire new technology when 

their needs the Hrst fails 

A newly created system has and due to overwhelming the application may crash 

been in demand by excited positive user response to the when more users log on to 

end users for over a year system the system than originally 

I . 
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Risk Categories and lists of Risks 

A project is being installed which could lead to a loss of 

in a building with original power during business hours 

electrical work from 1920 

This project is being done inclement weather and/or 

in an area of the US that has hurricanes could occur 

hurricanes 

Due to a facility power outage air conditioning failure may 

occur 

Due to a facility power outage a lighting £ailure may occur 

resulting in customers not 

being able to have their service 

request plOcessed within the 

20 minute 

which could result in lost 

time and damage to the 

infrastructure 

which would lead to shutdown 

of data center hardware due to 

hardware ements 

which would lead to shutdown 

of data center due to an unsafe 

environment 

Due to an electrical grid 

failure 

loss of power to the computer which could lead to lack of 

room's raised floor may occur availability of customer facing 

A server fallure could result in one hour's causing the end user to revert 

worth of transactions not to manual processes 

being available on the fail-over 

server 

If the supplier's release date the retirement of the leased resulting in added expense 

is late hardware could be 

If the customer does not there may be an inadequate resulting in restricting the 

support a request for budget for equipment development team's ability to 

additional equipment on the perform work in parallel 

Due to inadequate design the netlVork equipment may causing unneeded 

be 
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Risk Categories and Lists of Risks 

Due to inadequate protocol the local and wide area resulting in slow response to 

design networks may be congested the user 

with non-essential traffic 

A project involving could be affected if resulting in one modiHcation 

complicated, tied-together modifications were made to requiring changes on 10 

networks any part of the network systems 

Due to inattention to "single the network could malfunction resulting in large outages of 

of failure " communications 

Process 

If the data conversion process the customer's service request resulting in extended work 

fails prior to the 0900 Sunday could be delayed and a bacldog hours 

start time could occur 

Because service account internal communications causing a stakeholder to not 

managers may fail to use the could fail be informed of a change that 

affect their 

While recovery procedures for recovery procedures may fail resulting in extreme loss of 

backed-up data are adequate anyway data for the company that may 

(though more than Y of the not be able to be retrieved 

stakeholders have identiHed 

this as an area of concern) 

If invitees fail to participate it could be perceived as not thus sending a message of 

in the review of account having a high priority unimportance 

If the fail-over server is moved production could be at risk causing unforeseen production 

during normal business hours of not having an equivalent problems 

versus a weekend move and a environment 

fault occurs in the production 

environment 

If the IP address for transactions could not process resulting in available resources 

production servers changes as expected the morning of the not being used 

and it is not communicated to cutover 

the other suppliers one week 

to the cutover 
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Risk Categories and Lists of Risks 

If the physical server move is a production fail-over 

not completed by Sunday at equivalent may not be 

0900 available 

If management does not delaying all test activity until 

support the testing activity development is complete 

If project executing poor communications and/or 

starts while plan project poorly defined project scope or 
development is still in unverified scope could result 

Because the client's motto is, risks might be ignored to 

"we know it all" reduce the 

Extra documentation on a causing a failure to properly 

project is required in order to record and repor t all project 

cOOldinate all activities of the information 

team 

All levels of management 

do not buy into the project 

improvement effort 

and this project could be 

perceived as "just another 

project that could eventually 

The objectives of the software causing communications to 

process improvement project breakdown 

are not communicated and 

understood all stakeholders 

The software process 

improvement team's metrics 

are not regularly tracked 

and communicated to all 

stakeholders 

which could result in a 

communications breakdown 

and orders will not process 

within the defined 20 minute 

service level 

the result could be 

components that .do not meet 

standards 

and delay in implementation 

resulting in cost overruns that 

will have to be dealt with later 

resulting in work being 

redone, sometimes several 

times 

causing the effort to fail 

leading to the failure of the 

quality improvement project 

resulting in lost momentum 

of the software improvement 

engllle 
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Due to change controls 

(with new requirements) 

being defined late in the 

Inability to measure project 

objectives (e.g., increased 

revenue) 

Changes to user requirements 

after 

Due to not reviewing the 

lessons learned documentation 

from a similar 

Due to untimely responses 

from the stakeholders 

regarding the requirements 

issues 

Due to not properly 

identifying the appropriate 

stakeholders at the beginning 

of the 

Due to the increased number 

of projects being implemented 

throughout the year 

Due to not obtaining 

approvals on various 

documentation or exits 

Risk Categories and Lists of Risks 

development of the changes which may delay the planned 

may extend past the planned implementation date and also 

implementation date increase costs 

may undervalue the the overall program would 

contributions of the project not be seen as a success by the 

business 

if accepted via change 

certain previously identified 

constraints may not be 

considered 

the analysis (requirements

gathering) phase may be 

delayed 

certain information may 

not be available for project 

planning 

projects may have to share 

implementation dates and 

combine their software 

the project team may not be 

able to move forward with 

milestones 

could impact subsequent 
nm;ert milestones 

which may impact the 

project's quality, scope, 

schedule, and cost 

which may lead to a delayed 

project schedule and software 

implementation date 

which may result in a low 

quality implementation 

which may lead to multiple 

projects being backed out of 

production even if only one of 

them has a defect 

which may delay the project 

schedule and planned software 

Due to a team's software the release could be delayed leading to the insufficient 

time to test this project with 

the version of the related 

application that could be in 

release in a related application 

occurring on the same 

weekend as another team's 
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Risk Categories and Lists of Risks 

lfinsufficient resources are a testing objective might not resulting in a delay in 

allocated during the customer be met production implementation 

test 

Due to poor planning in resources may not be available which could negatively 

obtaining personnel resources when needed impact the project schedule 

to support various project and planneq software 

date 

If the proposed new hire for his/her effort could be and he/she could fail, as could 

the software engineering undermined the project objective 

process group is not given the 

The company is currently which may lead to major causing decreased employee 

reviewing the benefits changes in benefits programs morale and productivity 

programs it offers to 

Due to organizational subject matter experts may be which may lead to longer 

decisions to utilize offshore replaced development time for the 

and decreased 

Due to more and more internet-capable test causing a delay in the 

projects requiring internet- environments are not always proposed project schedule 

test environments available when needed 

Due to new technology and the project team software which may lead to poor 

software languages being developers may not have quality and/or a delayed 

utilized for a particular project the hands-on knowledge project schedule and a delay 

to develop the software in the planned software 

Due to lack of participation the design may not which may lead to poor 

by stakeholders in the design accurately depict the intent quality 

reVIew of the requirements from the 

stakeholders 
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Risk Categories and Lists of Risks 

Due to lack of participation gaps may exist in the which may result in a low-

and focus by the stakeholders requirement definitions quality implementation 

the 

Due to stakeholders' lack of phase containment may be which could most likely 

education on the development impaired cause low quality and drive 

methodology higher cost for the project 

(Phase containment relates to 

completing the requirements 

prior to design and completing 

design prior to build or 

completing build prior to test, 

etc.) 

Due to lack of required the analysis phase may not be which may cause a delay 

participation by one completed as scheduled in the project schedule and 

team additional costs 

Scope 

Due to not completely the functional and technical resulting in distrust and 

understanding business evaluation groups might confusion 

requirements have their recommendations 

changed by upper 

Tool requirements never could result in changing scope causing an unknown amount 

confirmed the user base of rework and 

Lack of communication could result in change of scope and delayed implementation 

between X and Y and/or rework 

Due to a recent reorganization all stakeholders may not be which may result in scope 

and huge growth, a substantial aware of the requirements creep that impacts the end 

number of new employees definition users' desired implementation 

could be affected by a current date 
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Risk Categories and lists of Risks 

The references for the supplier and misrepresentation (by 

were never checked 

The project makes use of 

many underlying applications 

that the supplier has not been 

to check for defects 

Due to exceedingly defective 

software delivered by supplier 

#1 

supplier representatives) of 

the capability of the supplier 

products used as components 

in total solution occur 

which may lead to lack of 

supplier capacity to correct 

defects in underlying 

additional software deliveries 

to correct defects may lead 

to supplier #2's inability to 

on time 

Due to insufficient knowledge detailed knowledge may be 

transfer ofrequirements 

to suppliers, consultants, 

suppliers, or staffworking the 

engineering details of an IT 

Technology 

Due to insufHcient software 

application understanding 

overlooked or lacking 

it may not be feasible for 

the applications developers 

to determine if the new 

hardware or operating 

system and software SUppOI t 

systems could operate on 

new architectures/hardware 

and operating systems and 

the resultant costs to migrate 

from the old systems to the 

new systems could become 

leading to poor performance 

of the final solution 

resulting in delayed project 

completion 

which could jeopardize the 

ultimate project delivery date 

resulting in incomplete design 

efforts 

thus causing drastic increases 

in time and costs required to 

move applications 
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Risk Categories and lists of Risks 

Customers do not have time and as time to accept the tool it could result in rejection and! 

to embrace the tool is short or 

Due to new technology and the project team software which may cause a 

software languages being developers may not have misrepresentation of 

utilized for the project the knowledge to accurately funding requirements to the 

estimate the effort stakeholders 

A web-based tracing tool and no clear plan exists on which means Activity L could 

requires a specific program to how to deploy this program be delayed beyond its float if 

operate the deployment takes more 

than five 

The customer has required but there have been technical which may require the 

desktop computers that have a problems installing multiple purchase of additional 

software hardware 

Due to insufficient design the software may not be which may lead to poor 

effort by the software effectively developed quality 

technicians 

Due to requesting certain systems may not be which may lead to a delay 

development support from able to support the planned in project schedule and 

multiple interfacing systems schedule due to resource or the planned software 

test environment constraints date 

The software supplier has a which may cause the need which may impact resource 

history ofeoming out with to evaluate the software for availability and schedule for 

new software releases without functionality on this project planned releases 

announcement 

Due to incorrect female data transmission may become which may cause m~or 

connectors at either end of the unreliable network outages 

cable 

Due to non-data rated base data transmission may become which may cause PC to 

cords (cord between PC and unreliable function erratically or not at 

data all 

Due to poor routing of data the data network may be which may cause total outage 

cables beneath the desk affected of the network 
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Risk Categories and Lists of Risks 

Due to poor cabling marking 

Due to poor cabling design 

Due to non-standardization of 

network cards (NIC) 

Due to lack of standard 

replacement cards 

Training and testing may 

need to occur during the same 

of time 

Many projects being 

undertaken at the same time 

will need to make use anT 

infrastructure for training, 

and 

Deliverables from a preceding 

project on which a company is 

dependant, as well as its future 

releases, may not be what was 

Testing 

If the prior release testing 

is not complete by the user 

before the next release is made 

available 

the network may become 

unstable and erratic data transmission 

tracing cabling becomes labor which may cause excess 

intensive 

printers and other devices may which may cause excess 

not be installed in installation costs 

the maintenance of the which may cause an 

network is greatly increased increase in installation and 

maintenance costs 

non-standard cards could be which will greatly increase the 

installed in the network maintenance efforts. Solution: 

SpecifY a 5% spare parts 

in NIC cards 

and because employees might this may impact the training 

be trained to use methods that and support schedules 

but equipment may not be which could result in missed 

available (hardware! software! deadlines and delayed delivery 

DB instances) 

which could result in an and could create an additional 

inability to deliver on planned work effort on this project to 

future functionality bridge the gap between the 

two 

the planned install for the new resulting in scheduling 

release could be delayed conflicts for the test team 
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Risk Categories and Lists of Risks 

If the supplier's test objectives the customer test team could resulting in idle time for 

are not met by the end of the be delayed testers 

month 

Due to testing/implementing one market (country) may which may delay the 

"global software" for multiple incur a defect during test or implementation in the other 

international markets markets 

If the supplier's response time the nightly test objective could resulting in a schedule slippage 

to issues identified during be jeopardized for the dependent activity 

nighttime testing is more than 

minutes 

Due to major reorganization which may lead to a delay in thus delaying the 

changes occurring within the the schedule for testing implementation of the project 

testing team, there are new 

testing resources and a new set 

of roles and 

Due to volume testing and functional defects may remain resulting in the need to repeat 

functionality testing occurring volume tests if subsequent 

simultaneously (to ensure the software changes to correct 

is delivered on time) the defects are 

Culture 

Due to a lack of a project manager may which may result in difficulty 

understanding a country's unintentionally offend the managing the relationship 

customs customer 

Confusion about team may lead to internal conflict resulting in decreased 

member roles and and confusion productivity and a breakdown 

responsibilities in a multi- of a "team" environment 

national team 

Not understanding the culture a female project manager thereby compromising her 

as it pertains to women assigned to a project may find ability to effectively manage 

she is not considered an equal projects or influence decision 

makers 
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Risk Categories and Lists of Risks 

If attention is not given to conversations and leading to incorrect actions 

communicating documentation may be or decisions being made that 

misinterpreted could change scope, increase 

costs, extend timeframes, and! 

or cause a project to fail or be 

cancelled 

Making the assumption that could cause the project and cause the project manager 

people from other countries manager to lose perspective of to be alienated from the 

view business situations and the customer's views customer 

opportunities the same as 

the project manager's home 

The project manager is which may lead to a decrease which could jeopardize the 

perceived to be biased in his team's continuity and project and eventually lead to 

the team 

Not knowing the social, leads to accepting projects that which may cause strife andlor 

economic, andlor political require team personnel to go loss of members of the team 

makeup of a country or region onsite in areas that place them 

Failure to understand may result in localizing causing a major rework 

languages used in different software to the wrong dialect resulting in additional costs 

ofa and timeframes 
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Risk Categories and Lists of Risks 

• Missed opportunities to promote social interaction between team members away from work 

The language of the host country cannot be typed on computers 

The wrong language is used on documents 

Not enough workers familiar with the project language or with the necessary technical skills 

are available 

No software is available in the language of the host country 

An incentive plan was created from the perspective of the home country, resulting in 

ineffective motivation of team members from other countries 

The team is unprepared for the different languages spoken in the host country 

The project expects continuity of quality from location to location in the host country when 

in fact there is none 

Currency 

Due to not understanding the the transaction based systems causing the system to fail user 

role currency conversion plays may use incorrect calculations acceptance testing 

ma 

The conversion rate between the two currencies changes 

To control possibility of loss, the supplier takes out arbitrage hedge or insurance 

During the in-country effort, the customer's country experiences high inflation 

Local government laws prevent transfer of monies to home country 

Local sent to home 

Environmental 

The equipment to be used on 

the project has not been tested 

to work under the project's 

which may cause equipment to which may lead to the need to 

conditions 

Additional equipment is 

needed for the climate 

not work in the climate 

but that equipment is not 

available 

The correct immunizations are resulting in sickness 

not received 

do more work manually 

leading to extra cost and 

import duty to have it shipped 

which leads to low morale 
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Risk Categories and lists of Risks 

The country's infrastructure 

is different than the home 

country 

The transportation time was 

calculated based on good road 

conditions 

The schedule was calculated 

based on distance and not 

terrain 

Ethics 

Secrets and property being 

stolen and sold to 

There is a threat offraudulent 

practices if greater amounts 

of money are not paid for the 

same amount of work 

The economy of the host 

country is poor with many 

people living at the poverty 

level 

No research was done to 

determine if a license was 

The team did not put a 

special clause in the contract 

conditioning delivery and 

contract on approval and 

license 

which may lead to damage 

from storms that would not be 

considered normal 

which may lead to causing project delays 

interruption of electrical 

power or brown-outs for part 

of the 

but poor road conditions exist leading to a need to find faster 

in the host country transport at higher cost 

and staff encountered large causing delay or additional 

rivers without bridges that expense to go via the planned 

needed to be crossed route 

may lead to an accusation of causing time spent in lawsuits 

fraud 

which may lead to the arrest causing project delays 

some of the project team for 

paying bribes 

causing a theft of property which could lead to additional 

when legal recourse is limited cost to protect the remaining 

property 

leading country officials to ask causing delay, loss of face, and 

to see the license additional costs 

which may lead to the export causing a default of the 

license not being approved contract 
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The team has never had to 

apply for an export license 

before 

Risk Categories and Lists of Risks 

and may make a mistake by causing delay 

applying to the wrong agency 

After delivery is complete, it is which may lead to an inability causing the need to find 

discovered that warranty starts to export items 

did not get a separate warranty 

license 

another company who can 

provide those 

services in that roll,nt", 

If warranty export license is 

not renewed 

it could lead to an inability to causing the need to fmd 

export items another company who can 

provide those 

The laws in the host 

countrycontradict the laws in 

the US 

causing a constant need for 

legal review of actions 

Act 

, Payment is made to secure contract 

Payment is made to influence a company's position 

services in that COlI!ltrv 

which could lead to delay 

Payment is made to facilitate the performance of a contract, but can be interpreted to be for 

other purposes 

, No specific audit trail is available on payments to foreign officials 

The company does not have explicit policies and procedures on FCPA 

Foreign competitors make payments to foreign officials to influence decisions 

, This office makes payments to foreign officials to influence decisions 

Did not have agents and representatives sign company's FCPA and code of ethics policy and 

Legal Standards 

The laws of different countries 

are not understood by the 

team 

Not taking a country's 

electrical standards into 

consideration when 

hardware 

which may cause it to develop 

products that do not meet the 

of those laws 

may cause equipment to be 

configured for the wrong 

voltage 

leading to project failure 

resulting in pushing out 

the project and significant 
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Risk Categories and lists of Risks 

When importing team otherwise, team members may and be required to leave before 

members hom other find themselves in violation of their work has been completed 

countries to work on projects, government laws 

the project manager must 

understand the host country's 

immigration laws pertaining 

to temporary work permits 

and 

Dimensions are given in which may cause the thereby increasing costs for 

metrics but are incorrectly equipment to not fit in the retrofitting and delaying the 

conver ted to standard space allocated project 

American 

When shipping routes and shipments may take longer resulting in project delays 

procedures for clearing than expected to reach the and pushing out the project 

customs are not understood customer timeline 

The import laws of the host which may lead to not being which may lead to project 

country are being updated allowed to impor t into the failure 

host country because the 

product 

violates local environmental 

laws 

Due to the changing political it may be discovered that the resulting in a need to add 

nature of decision in the host company is responsible for scope of work to the project 

country recycling the product at no 

cost to the host 

Failing to take the may lead to activity causing the need to perform 

international dateline completion being early or late acceptance testing before we 

into consideration when and/or deliverables arriving a are ready 

coordinating events between day early or a day late 

two co.untries 
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Risk Categories and lists of Risks 

During final stages of negotiation, a too low contract value may be accepted 

Did not negotiate the use of a corporate guarantee 

Customer destroys equipment 

Did not specifY in the contract what is covered and what is not covered by warranty 

, Did not specifY who pays for shipping 

Did not specifY turnaround time for repairs 

Did not get a warranty export license 

Did not specifY payment with partial shipments 

Was not careful with all the details of the LlC 

Upon requesting payment from the bank, the bank found details of the invoice in error 

The invoicing is late for various reasons and the LlC expires 

, LlC is not drawn on the company's local bank 

LlC is drawn on a bank in the customer's own country 

The bank is under governmental control 

Did not have the customer pay for bank charges 

The 'UPIJllC' 

, The customer sells though their stock more quicldy than anticipated and material cannot be 

obtained from suppliers fast enough to refill the customer's stock 

, Lack of consensus and customer) on the 

WI .. _ 
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Risk Categories and Lists of Risks 

Space constraints/ physical plant limitations 

• Mismatch of device's planned capacity versus reality 

Equipment may not Ht into the available area 

• Equipment is delivered on a truck without a power liftgate 

Facility may not have a level loading dock 

Doorways and hallways are too narrow for the equipment 

• Equipment can't be brought to the appropriate room 

Equipment must be disassembled and reassembled using additional reSOUIces and time 

Equipment damaged in transit from manufacturer 

must be manufactured and 

Supplier Hre 

Raw material prices increase 

Tool comes in out of print or out of scope 

Raw material does not come in 

• Drawings are not used or are not clear 

• Detail on drawings not clear 

Internal scheduling problems with support departments 

• Measurement lab equipment or process malfunction 

• Research and development does not believe in project management 

• There is no one project manager managing the research and development function 

Loss of project due to competition/market pressures 

• Union problems 

• Capacity problems 

Product is delivered to customer but does not perform 

Market passes the company by 

Management makes a decision not to accept the product when it is ready 

• Customer cancels out or makes signiHcant design changes that take the project off course 

Process 
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Risk C.ategories and Lists of Risks 

Currency fluctuations 

Government regulations 

Economic conditions 

, Space limitations 

Product weighs too much 

, Product is the wrong color/hue 

, Customer does not accept deliver abies 

, Patent violation 

, Components interact negatively with each other 

Components react negatively with other materials used by the customer 

, Materials too porous 

Patent fear (customer) 

Degradation of components 

, Competition offers a product that is the next generation after our company's product 

, Supplier does not produce to the right specifications 

Supplier makes material substitutions 

Need for rapid prototype 

breaks 

A high turnover rate in the may result in a lack of 

in the 

causing more product returns 

A strike or work stoppage 

affects the ' 

which may result in suppliers resulting in a lack of time to 
late rlp]i'vprv 

If stability testing fails in a and the product may not be 

able to launch "as is" 

If safety testing fails in a approximately $ __ in sunk and the product may not be 

costs 

Since products are ordered suppliers might not meet 

prior to safety/stability testing customer's needs 

being complete 

able to launch "as is" 

and the customer could 

be liable for sunk costs of 

supplies valued at $ __ _ 

ifproduct is determined to be 

unsalcable 
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Risk Categories and Lists of Risks 

The original scope does not 

incorporate revised production 

levels 

The equipment is scheduled 

to be retooled just before the 

There are many senior 

stakeholders on this project 

who expect to be able to make 

changes to the project at any 

time 

Due to aggressive project 

timing, finished goods could 

be ordered prior to safety 

Due to tight timing, 

QA inspections could 

be performed by the 

manufacturer utilizing the 

standards 

Lead times and costs are pre-

established because suppliers 

specified by the customer 

are being used,Although 

are m 

Supplies do not arrive in the 

which may lead to planned 

equipment and throughput! 

capacity expectations not 

meeting the company's 

but last minute mold/tooling 

changes 

but design verification testing 

may show that proposed 

changes do not meet design 

. expectations 

but unsatisfactory safety 

testing results may occur, 

which could necessitate 

formula 

leading to rejected product by 

the customer if standards are 

not well defined 

the customer may have 

provided inaccurate timing 

and/or costs 

requiring extra handling 

causing a redesign of the 

process 

may result in unbudgeted costs 

resulting in the need for 

management to mitigate the 

scope of work with the senior 

stakeholders 

and delay launch 

resulting in wasted project 

efforts 

resulting in a launch that 

could be delayed 

and a delay of activity 
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Risk Categories and Lists of Risks 

If brand positioning is not 

well defined and directed 

cannibalization of the current 

brand could occur 

thus reducing overall 

of the mOD'" m 

Additionhl Risks: 

Not recognizing our competitors 

Not recognizing competitors that solve the problem in different ways (candles versus 

incandescent lamps) 

Not making friends with competitors-giving them more reason than usual to work against 

us 

Bad-mouthing competitors makes us look bad/jealous! insecure to our customers 

Not understanding our positioning in market (high/mid/low) and not understanding the 

oe"ot,.t;(111 and for those 

Additional Risks: Distdbution 

• We may not think enough about how product will be distributed 

The cost of distribution is not researched 

The cost of supporting distributors may be underestimated 

The cost of finding distributors may be underestimated 

• We may not lmow enough about specific distributors/partners 

We may not understand the mechanics of distribution 

The need to make it easy to buy our product may be underestimated 

Because we do not understand what motivates distributors, they could choose the easiest way 

to make their 

Underestimating the costs of product development 

Underestimating the support costs of the product 

Not including enough G! A in the cost estimates of the product 

Overestimating profrt margin 

Not understanding the problems that the customer wants solved with the product 

• Not developing new products to sell to an existing customer base 

The customer may not make sure that the product team understands what they want to buy 

by letting them lmow what features of the product are going to "sell" the product and what 

can "break the sale" 

== 
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Risk Categories and Lists of Risks 

Overcommitment (technical and commercial) by sales 

• Ambiguity in specifications versus customer expectations 

Mismatch in delivery committed by sales and delivery offered by product factory 

Budget accuracy 

• Not presenting our product to the market as we develop it to get their reaction 

Not understanding our market's motivators 

• Overestimating the size of the target market 

Not differentiating the market into segments (highest and lowest need/interest) 

• Not knowing the money available to purchase OUI product by our customer 

Overestimating the need/desire for oUI product 

OVI:rest:imating the npnptrot;nn potential 

Due to schedules not being 

met 

the competitor could beat the which could result in 

company to market with the decreased or increased sales of 

or service 

Due to internal security leaks information on the new 

product or service might be 

released to the competitor 

before the launch 

Due to inaccurate forecasting the cost for the product or 

the or service 

which could lead to the 

competitor reaching the 

market first 

which could lead to lower sales 

service might be higher than than projected 

An increased cost of a key 

component 

could lead to a product 

that does not achieve its 

cost 

leading to project failure 
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Due to concerned citizens 

Due to equipment not being 

Due to equipment not being 

physically available from the 

manufacturer 

Due to inaccurate 

programming 

Due to ever-changing market

specific regulations, there is a 

that 

Due to poor internal 

communication between 

Due to advertising materials 

not being available on 

schedule from an external 

Risk Categories and Lists of Risks 

environmentaVsafety concerns 

could be raised about the 

or service 

the product or service may not 

work 

the product or service may not 

be available to the customer 

on the promised date 

the billing system might not 

be programmed properly 

certain formulations may 

not be acceptable for sale in 

markets 

the product or service might 

conflict with contractual 

which could lead to the 

product or service not being 

introduced 

which could lead to customer 

dissatisfaction/ customer loss 

which could lead a to delay 

in the launch date and/or 

customer dissatisfaction/ 

customer loss 

which could result in customer 

billing errors and customer 

dissatisfaction 

which may result in losing 

company revenue 

which could lead to legal 

action on the part of the 

customer 

the advertising materials may which could lead to a delay in 

not be available for internal the launch datc of the product 

distribution or service 

Due to advertising materials- the advertising materials could which could lead to customer 

either internal or external

not being accurately created 

contain incorrect information or employce confusion, 

customer dissatisfaction, and/ 

or customer action 
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Risk Categories and lists of Risks 

Due to inaccurate forecasting the anticipated demand which could result in higher 

might be higher or lower than or lower sales than projected, 

forecasted leading to unavailability of 

or service 

Due to poor internal advertising materials which which could lead to customer 

communication appear in a foreign language confusion/customer 

might not be translated dissatisfaction 

from 

Due to poor employee morale employee sales efforts might which could lead to lower than 

toward the new product or not be maximized projected sales 

service 

Due to inadequate/inaccurate the sales people might not be which could result in lower 

training properly trained to sell the than projected sales 

new or service 

Due to inadequate/inaccurate the customer service staff which could lead to customer 

training might not be knowledgeable dissatislUction 

in the new or service 

Due to a growing economy key project staff might leave which could lead to launch 

the date 

Due to inadequate/inaccurate the billing system staff may which could lead to the billing 

training not be knowledgeable in the system not being programmed 

Due to internally-generated 

billing inserts not being 

available on schedule 

Scope, 

Due to poor internal 

communication 

A single supplier for key 

new ' or service 

the product or service may not which could lead to a delay in 

be launched on schedule the launch date 

messages regarding a new which could lead to a delay in 

product or service might not the launch date 

'on the bill itself 

may lead to non-availability or and cause project failure 

not 
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Risk Categorjes and lists of Risks 

Countries do not have the same immunization practices 

Countries do not have the same clinical practices 

Lack of awareness of country-specific regulatory constraints 

Cultural influences affect the interpretation of standard operating procedures 

, Extended summer vacations in host country limit the availability of key decision makers, 

resulting in a delay in making decisions 

Extended summer vacations in the host country limit the availability of key decision makers, 

resulting in possibly speaking to someone who may not be qualified to speak on behalf of the 

country 
, Lack of 

A delay in completing'the appropriate government forms may result in government 
intervention in this nf();prt 

Due to receiving inappropriate research and development 

mammalian cell or bacterial 

cell lines from the primary 

experiments have to be 

repeated on new material 

Due to inattention to laboratories and/or buildings 

validation/calibration/periodic could be shut down by 

maintenance schedules 

Due to inattention to 

packaging and shipping 

policies for 

Due to inattention to cell 

bank inventory control 

quality assurance as being 

non-compliant with FDA 

products may be stored under 

inappropriate conditions in 

transit 

master cell banks could be 

depleted of their past recovery 

due to repeated manufacturing 

runs 

which could result in increased 

costs and delays olother 

projects due to resource 

constraints 

which could result in increased 

overheads and project delays 

which could lead to 

degradation of the material to 

the point where it is unusable 

which could lead to increased 

costs and schedule delays 

while the bank is redeveloped 

and 
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Risk Categories and Lists of Risks 

Due to the shipment of an research and development which could result in 

incorrect cell line or organism work may be done on a line significant waste of materials 

from a primary investigator's that does not produce the and man-hours before the 

laboratory proper material error is 

discovered 

Due to DNA mutation and a protein may become which could lead to the 

sequencing changes unusable for its intended modification or closure of a 

Due to contamination in cell harvesting of material may which could lead to the 

culture flow paths have to be interrupted need for additional runs and 

prematurely delays in providing agreed-to 

deliverable amounts 

Due to inattention cell culture harvests could vary which could lead to the need 

to fastidious growth in the amount of final material for additional fermentation 

runs and in deliver abies 

Due to unexpected cell cell lines could be disqualifred which could lead to delays in 

qualification testing results from use for production projects while new cell lines 

are 

Due to slippages in periodic equipment and utilities could which could lead to delays for 

maintenance shutdown malfunction and become repair and requalifrcation time 

schedules for production unusable 

filcilities 

Due to failure to develop quality assurance may not which could lead to signifrcant 

process documentation in a grant permission for work to delays in scheduling 

fashion forward on the 

Due to stability study an investigation must be which could lead to the 

testing results that are out of launched rejection of an entire lot of 

material assurance 
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Risk Categories and Lists of Risks 

An increase in timeframes is necessary because a decrease in quality is not an option 

• Lack of or inconsistent training by not following standard operating procedures 

Poor site selection, resulting in the need to recruit additional sites with the appropriate patient 

population 

• Patient data is not correctly captured 

Due to abrupt changes in 

deliverable amounts as defined 

by the primary investigators 

Due to difficulties in the 

scale-up of either production 

or purification processes 

Due to unexpected utilities 

failures in the manufacturing 

areas 

Due to failure to plan for 

adequate production runs to 

cover not only the deliverable 

but also release testing/ 

studies/retains 

Due to reallocations of 

funding within the program 

additional production runs 

may have to be scheduled 

projects could be deemed 

as being too large and/or 

complex for the facility to 

handle 

additional environmental 

monitoring must take place 

there may not be enough frnal 

purified material to fulfill all 

requirements 

scheduled projects may be 

cancelledlreprioritizedlhave 

their scope reduced 

which could lead to delays for 

both the project in question 

and for the rest of the projects 

in the 

which could result in project 

cancellations at short notice 

which could result in project 

delays or (if testing reveals 

results that are out of 

specification) quality assurance 

may not be able to release the 

to the 

which could result in increased 

cost and extended schedules 

to allow for additional 

production 

which could lead to raw 

materials waste through 

product expiration and 

unnecessary man-hours spent 

rn turnarounds 

© 2010 RMC Pubiicalioos.ioc • (9521846·4484 • ioio@rmcprojectcom • '//'INI rmcproject com 427 



428 

Risk Categories and Lists of Risks 

Due to an increase in supplier 

costs for testing or materials 

project initiating may be 

delayed while new suppliers 

are identified 

which could lead to delays in 

other projects in the queue, 

Costs could increase if the 

increased are 

Due to delays with outsource batch production records and which could lead to significant 

testing suppliers CMC sections may not be delays in product release time 

Due to failing to take into projects may not be able to which could result in missed 

account the longest lead times move forward as planned 

for materials to be received 

and cleared for use 

Due to unexpected issues the length of time that 

discovered during the research projects remain in this stage 

and development phase of could increase significantly 

projects 

delivery milestones and 

slippage of other projects in 

the 

which could result in 

higher development costs/ 

delays in product delivery/ 

and postponement of other 

projects due to resource 

constraints 

Due to the contract using an the exchange rate fluctuation could lead to a financial gain/ 

identiHed exchange rate for loss during life of project 

invoice calculation 

Due to the multiple locations the risk oflocating competent which could lead to increased 

of equipment fabrication local resources may be 

identified 

Due to a supplier not having the requirements of the 

required management systems contract could be executed 

in place at the time of incorrectly 

execution 

costs of having to locate 

resources outside of planned 

resulting in rework when the 

quality is checked by the buyer 
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Risk Categories and Lists of Risks 

Due to the lack of support the schedule data may not be which could lead to every 

from both the customer and provided in any confident level supplier missing the scheduled 

the end dates for the project 

Due to the customer's supplier the contract administration causing an increase in non-

reimbursable 

The contact language is which may cause a complete resulting in the supplier 

foreign misinterpretation of the inadvertently defaulting on the 

contract contract 

Due to a reluctance from the contract may not be resulting in cost overruns and 

the supplier to engage an understood by all parties extreme difficulty in continued 

experienced bilingual contract goodwill 

administration resource 

Due to a lack of contract there could be contradictions resulting in an adversarial 

review meetings with the in contract interpretations by relationship with the customer 

customer at the start of the all project team members 

Cost 

Due to nonexistent invoicing the amount of effort resulting in the work being 

systems for this type of project for invoicing may be done by another party at 

the underestimated additional 

Nonexistent invoicing systems may increase the effort for leading to an OVCllun on the 

for this type of project by invoicing estimate for project controls 

supplier and a negative perception by 

the 

Because a contingency reserve there may be a huge increase leading to a large number 

was not allowed on the budget in changes of variances and change 

and because of the unit rate requests which could take 

makeup of the contract over six months to get either 

authorized or 
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Risk Categories and Lists of Risks 

Due to ignoring sunk costs 

Due to users not being 

available on a basis 

Due to any related project(s) 

mismanagement and/or other 

reasons for failure 

The inexperience of the 

supplier 

The "trying to please a 

difficult customer at any cost" 

The lack of empowerment 

hom project management to 

execute project activities as 

Due to the lack of 

communication and 

documentation flow 

Due to no formal change 

management system agreed 

to by both the customer and 

large amortizable costs may 

accumulate 

the costs of the project may 

nse 

the business value originally 

projected might not be 

attainable 

may lead to an overall risk 

of overruns to the expended 

man-hours for the project 

may lead to additional hidden 

project changes 

may lead to a lack of attention 

to project management during 

execution 

timely and pertinent 

project data may not be 

communicated within the 

team 

the risk of not being able 

to invoice for perceived 

legitimate changes to the 

of work 

Due to no formal system to project costs may become 

capture rework for the project overrun 

which could result in the 

project being canceled (i.e., 

future expenses per account 

which could eventually lead to 

reduced business value 

resulting in the canceling of all 

related projects 

which could result in a lack of 

commitment by management 

to push forward project 

resulting in a risk of increased 

costs to the projects 

resulting in total confusion on 

the project 

resulting in inconsistent 

reporting of data to both 

the customers' and suppliers' 

may result in major cost 

overruns to the supplier 

resulting in unjustified 

increases in the man-hours 

expended 

versus 
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Risk Categories and Lists of Risks 

Due to not having a destaffing costs may overrun resulting in a large number 

plan of personnel charging to 

the project after the project 

contract date 

Due to the supplier not the high risk of cost and man- resulting in unreimbursed 

utilizing any project hour overruns may be evident costs 

software but not be 

A lack of a project charter may lead to a lack of a resulting in an argument over 

common vision internally or what is and is not in the scope 

with the customer of work 

The team members' opinions leading to an incomplete scope 

are not listened to of work 

Due to previously selecting the wrong projects may have resulting in wasted project 

one project from another been selected efforts as projects are 

terminated 

The difference in content may lead to deviations in the resulting in small issues having 

between a meeting, the team members' actions a great effect on the project 

minutes, and the approval of 

the minutes 

Due to the analysis and design work may not integrate resulting in rework on a huge 

deliverables not having a scale 

format 

Due to lack of coordinating poor utilization of resources which may result in lowering 

projects with one another could occur the business value originally 

Due to simultaneous learning human resources may be less resulting in higher costs and/ 

curves or a schedule 

Due to simultaneous project resources might become more resulting in increasing costs 

implementations difficult to schedule and/ or risks for all related 

Due to avoiding what is fitness of use shortcomings which could result in extra 

thought to be "gold plating" may appear work to satisfY the customer's 
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Risk Categories and lists of Risks _ 

The supplier was selected 

without competition 

Due to adverse company and 

Due to minimal company 

experience on the contract 

(EPe) 

Due to poor company 

practices 

Due to public bidding 

statutes and too much legal 

involvement 

Due to the project manager 

going to project management 

class 

One of the suppliers could 

merge with another supplier 

Due to X supplier merging 

with Y supplier 

Due to regional power 

demand dropping 

which may lead to poor resulting in additional 

supplier selection to perform management by the buyer of 

the needed the seller's activities 

posturing may set in resulting in claims/ 

situation 

contract language may be resulting in poor quality/ 

inadequate claims/ litigation/schedule 

suppliers may go bankrupt resulting in lost schedule/ 

litigation/execution of the 

bond 

liquidated damages/incentives resulting in unaligned 

may not be allowed supplier/project goals (costing 

the project team may end up resulting in part of the WBS 

walking out of the project not being input into the 

area with sticky notes on their budget or schedule. (Humor 

shoes me!) 

causing products to become resulting in the need to cut 

unavailable scope of work and not meet 

support/maintenance for resulting in the need to replace 

product Z may not be the components 

available 

oversupply of electricity to the making it uneconomical to 

market may occur, resulting in run the plant or cover debt 
lower market . 
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Due to shortages in natural 

gas supplies and gas 

transportation 

infrastructure 

Risk Categories and Lists of Risks 

natural gas prices may increase making it uneconomical to 

operate the plant and cover 

debt payments 

Due to the changing supplier the contract price may vary 

market from seller to buyer significantly from estimates 

resulting in the need to save 

money in other areas of the 

Due to poor appearance or neighbors may complain resulting in poor relationships/ 

noise from a new power plant negative publicity/depressed 

values 

Due to bad or cold weather construction personnel may resulting in additional costs to 

lose productivity make up scheduleladditional 

schedule float 

Due to intruding in a adjacent landowners may resulting in additional project 

neighbor's backyard require perks such as paved costs and "me too" requests 

roads/air conditioners/ fences/ 

trees/etc. 

Due to completing a more pockets of poor soil may be resulting in additional 

detailed geotechnical survey of found foundations and special 

the site at more cost 

Due to the river overflowing the construction site resulting in schedule delays 

and access roads may be and equipment damage 

inaccessible 
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Risk Categories and Lists of Risks 

• Improper interpretation of engineering or environmental work used to prepare application 

• Regulatory agency rule or guidance changes to increase volume of required information 

• Regulatory agency rule or guidance changes to reduce volume of required information 

Environmental permits not approved for construction and operation 

Re-zoning fees changing 

S tate agency guidance changes since the plant was originally licensed 20 years ago 

• New industry guidance published that reduces level of site-specific engineering work needed 

Anti-nuclear activists raise unexpected legal issues 

New identifies new technical issue for license renewal 

Project 

Due to inexperienced people 

managing the project to build 

and operate the plant 

Due to company management 

changes (like this never 

Additional Risks: 

the project and plant may 

be over budget/incorrectly 

configured/suffer from poor 

management may change the 

company/project focus 

and be late going commercial 

schedule delays/ frustration on 

the team's par t 

Creative application format may make regulatory agency review more difficult 

Regulatory agency may not adequately manage government suppliers involved in review of 

application 

Due to human performance 

issues 

Due to a limited labor force 

Due to inexperience 

a major explosion could occur 

an adequate supply of qualified 

construction personnel may 

not be available 

operational staff may 

the 

on work 

leading to personal injury/ 

death! 

resulting in more incentive 

pay/guarantees oflonger work 

hours/more stay bonuses, all 

of which impact the project 

resulting in death/equipment 
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Due to key players leaving the areas of the project may go resulting in delays and eating 

team float 

Inattention to recordkeeping may lead to a poor plant resulting in the inability to 

record management system defend choices if regulatory 

occur 

Poor information technology may lead to an inappropriate causing rework to transfer the 

support database system used to data into a new system that is 

manage the large volume of more appropriate for needs 

information collected 
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Risk Categories and lists of Risks 

Contributors 

Rita Mulcahy and RMC Project Management have asked people around the world to tell us how 

they identity risks and what risks they have identified. Clients ofRMC, RMC employees, those 

who attended Rita Mulcahy's presentations, people from PMI chapters and from PMI's Risk 

Special Interest group, individuals, and companies participated for a total of over 141 responses. 

This information is included in the risk list and also included throughout this book. 

Many people contributed who asked that their names not be listed. Others contributed 

anonymously. We would especially like to thank the following contributors: 

Anthony D. Adams, PMI' Erik Kosasih, PMP, MBA Anne Schilling 

Kamran Akhavan Jancen M Levin, PMI' Shabnam Shaikh, PMI' 

o Arivazhagan, PMI' Moises Guedes Lima Jacquie Sutliff 

Rajiv Arora, PMI' Virginia Lowe Irish Sutter, PMI' 

Patricia Auger Michael A Mala Cluis Thain 

Rodney G Baker Jerry Manas, PMI' Karen Threlkeld 

Marie Beeson, MBA, PMI' Lisa A McFarland Felix Valdez 

Koenraad Biroudiaux, PMP, Kenneth C Meyer, PMI' Barry Vanek, PMI' 

PhD Christine C Miller, PMI' Paul Webb, PMI' 

Todd M Boley Daniel E. Miller, PMI' Michael Weins, PMI' 

Carolyn Boyles, MBA, PMI' Ronald Saborio Montero, PMI' Tony Williams 

Brenda Breslin, PMP Joseph F Moore IV, PE, PMP George Winn, PMI' 

Ken Bunzel Guillermo Morales Peter Wittenstrom, PMP 

Edgar Hernandez Callas PMP Robert Moyich, PMP Wes Wong 

Peter R. Ciment, Ph.D, DLM Rita Mulcahy, PMI' Garry G. Young, PE, PMI' 
Dave Davis, PMI' Marlin Ness, PMP Shalar Zuberi, PMI' 

Robert J Etten Donald L Nord, PMI' 

Louise Fortuna Nancy Palmateer, PMI' 

Norman L Gideon, PMI' Eduardo Campello Pel,oto, 

Charles G Hamilton, PMI' PMI' 

Richard Hawkins Ralph Pinney, PMI' 

Louise Holzlohner Jell,r) J Pitman, PMI' 

George Hopman Suman Rao 

Colin F Howey, I'MI', P Eng, Peter Reekie 

MBA,ISP fimothy Roberts, I'MI', CPIM 

Kathleen L Huyge, PMI' Paul Royer, PMI' 

Asim Khan PMI' Rolando Guevara Ruiz, PMI' 

Khalid Ahmad Khan, PMP ehet Ruminski 

© 2010 RMC Publicalions. Inc' (9521846·4484 • inio@rmcprojeclcom'I'NNltmcprojeclcom 

i 
I 

I 



Risk 
Chart 

Exercise 

The following pages contain a blank Risk Chart, as well as a completed Risk Chart. 
List as many risk management activities and outputs as you can under each of the risk 
management processes. Compare your answers to the completed form. 
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Risk Chart Exercise 

• Determine what you are 

going to do complete risk 

management on the project 

Determine what risk 

management policies or 

procedures exist for use on the 

project 

• Risk management plan 

the cause-risk-effect format 

Involve the stakeholders 

• Risk register 

List of risks 

• Potential risk owners 

• Test assumptions and evaluate the 

data quality of each risk 

• Subjectively determine the 

probability and impact of all risks 

• Determine which risks to analyze 

more fully in the Perform 

Qrantitative Risk Analysis process 

and which to move directly to the 

Plan Risk Responses process 

• Document the non-top risks for 

review during the Monitor and 

Control Risks process 

• Risk register updates: 

• Risk ranking for the project 

compared to other projects 

• List of prioritized risks and their 

probability and impact ratings 

• Risks grouped by categories 

• List of risks requiring additional 

analysis in the near term 

• List of risks for additional 

analysis/response 

• Watchlist (non-top risks) 

• Trends 
• Go/no-go decision 
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Numerically evaluate the top 

risks 

• Perform Monte Carlo 

simulation 

• Risk register updates: 

• Prioritized list of quantified 
risks 

d their: A f !. mount 0 contingency time 

ings and cost reserves needed 

itional 
• Possible realistic and 

achievable completion dates 

and project costs, with 

confidence levels 

• Qbmntified probability of 

meeting project objectives 

• Trends 

• Determine what you are going 

to do about each risk 

• Determine what will be done 

to eliminate risks while still in 

planning 

Determine risk owners (if not 

already done) 

Determine what will be done 

to change the probability and 

impact of each of the top 

risks-contingency planning 

Create fallback plans to be used 

if the contingency plans do not 

succeed 

Risk Chart Exercise 

Ensure risk response plans are 

implemented 

Look for risk triggers 

Look for additional risks, then qualify 

and quantify the risks and plan 

responses for them 

• Evaluate the effectiveness of risk 

responses risk audits 

Review the risk resopnse plans and 

look for more risks-risk reviews 

Risk register updates: • Risk register updates: 

• Risk response plans • Outcomes of the risk 

, Contingency plans reassessments and risk audits 

• Fallback plans • Updates to previous parts of 

• Risk owners risk management, including the 

• Residual and secondary risks identification of new risks 

• Risk triggers • Closing of risks that are no longer 

• Reserves applicable 

• Insurance • Details of what happened when 

• Contracts risks occuned 

Go/no-go decision • Lessons learned 

Project management plan Change requests, including 

updates recommended corrective and 

preventive actions 

• Project management plan updates 

assets 
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Accept Do nothing-"If it happens, it 
happens", or create a contingency plan 

Affinity diagram A method to identify 
additional risks and risk categories on a 
project 

Assumptions Things that are accepted as 
true, but may not be true 

Assumptions testing Looking at the 
stability (validity) of each assumption and 
the consequences if each assumption is 
false 

Avoid Eliminate the threat of a risk by 
eliminating the cause 

Bar chart A chart showing activity 
information; in risk management it is 
modified to include the risk score and risk 
owner 

Brainstorming A meeting to come up 
with ideas or solve problems 

_. ~ .""~= ===== c 

Budget Amount of resources allocated to 
be spent on the project 

Business risk A risk of a gain or loss 

Cause and effect diagram A tool to 
evaluate the causes of risks 

Cause-risk-effect format As a result of 
(X), (Y) may occur, which wouldlcouldl 
may lead to (Z) 

Cognitive bias Bias due to a difference in 
perception 

Common causes of risk Instances where 
one activity, person, event, etc. is causing 
more than one risk 

Communications management plan A 
formal plan documenting how and in what 
form communications will be handled on 
the project 

Contingency plan Planned actions to be 
taken if the risk happens 
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Contingency reserve An amount of Estimates for time and cost Anticipated 
time andlor cost added to the project to time or cost of project activities 
deal with known unknowns, i.e., identifled 
risks Evaluate the effectiveness Measure to 

Contract A legal agreement for the 
purchase or sale of goods and services 

Corrective action Changes implemented 
in order to bring performance back in line 
with the project management plan 

Data quality assessment Determining 
"How well understood is the risk?" 

Decision tree A model of a situation 
used to see the potential impacts of 
decisions by taking into account associated 
risks, probabilities, and impacts 

Definitions of probability and impact 
A standardized interpretation of the 
numbering system used to evaluate risks 

Delphi technique A process of seeking 
consensus of expert opinion 

Earned value analysis A method to 
quantitatively measure and monitor overall 
project perf or mance against the project 
baseline 

Enhance Increase the expected time, 
quality, or monetary value of a risk by 
increasing its probability or impact of 
occunence 

Ensure compliance Make sure policies, 
procedures, and plans are being followed 

determine the results of actions taken 

Expectations Stakeholders' needs or 
intents that may be unstated, but are 
motivators or non-motivators for working 
on the project 

Expected monetary value The 
probability weighted average of all possible 
outcomes, calculated by summing all the 
quantitative probabilities times impact for 
risks on the project 

Expert interview A process for 
obtaining opinions or other input on the 
project flom experts 

Exploit Increase the opportunity by 
making the cause more probable 

Failure Modes and Effects Analysis 
(FMEA) A tool to identify potential 
failure modes, determine their effects and 
identify actions to mitigate the failures 

Fallback plan Planned actions to be 
taken if the risk happens and contingency 
plans are not effective 

Go/no-go decision "Is the project 
too risky to continue, compared to the 
potential benefits?" 

Historical records Information from 

past, similar projects 
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Human resource plan A formal plan for 
when and how resources will be involved 
in the project, and what roles they will 
perform 

Identify Risks process Determining 
specific risks by project and by activity 

Impact The effect on the activity or the 
project if the risk (threat or oppoitunity) 
occurs 

Input Something that must be done 
or information that must already have 
been collected before you can adequately 
complete the next process 

Inputs to risk management Things that 
must be done or information that must 
be collected before you can adequately 
complete risk management 

Insurance Assigns the liability for a risk 
to someone else 

Iterative Repeated throughout the life of 

the project 

Lessons learned What went right, 
wrong, or would have been done 
differently by past project teams if they 
could execute their projects again 

Lessons learned management Ensuring 
that lessons learned are captured on all 
projects and made available for use on 

other projects 

List of risks to move forward Risks 
that will be addressed in the Perform 
Qyantitative Risk Analysis or Plan Risk 
Responses processes 

Manage reserves Control the appropriate 
use of reserves 

Management reserve An amount of 
time and/or cost added to the project to 
deal with unknown unknowns, i.e., risks 
that have not been identified 

Methodology How risk will be handled 
on the project and what data and tools will 
be used 

Metrics Standards of performance 
that, once evaluated, tell how work is 
performing against the plan 

Mitigate Reduce the expected monetary 
value of a risk by reducing its impact or 
probability of occurrence 

Mitigate the impact Decrease the impact 
of a threat or increase the impact of an 

opportunity 

Mitigate the probability Decrease the 
probability of a threat or increase it for an 
opportunity 

Monitor Oversee project performance 
and activities 
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Monitor and Control Risks 
process Implementing the risk 
response plans as risks occur, looking 
for risk triggers, identifying new risks, 
and evaluating the effectiveness of risk 
responses 

Monte Carlo simulation Computerized 
method of estimating that simulates the 
project to determine time or cost estimates 
based on plObability distributions 

Motivational bias Intentionally biasing 
results in one direction or another 

Network diagram A dependency· 
sequenced organization of the project's 
activities 

Nominal group technique A process of 
collecting and ranking risks contributed by 
a select group 

Opportunities Possible events that may 
positively impact a project 

Organizational process assets Company 
policies, procedures, templates, and 
historical information 

Path convergence As illustrated on a 
network diagram, many activities leading 
into a central activity 

Perform Qualitative Risk Analysis 
process Subjectively analyzing the risks 
obtained in the Identify Risks process and 
deciding which risks warrant a response; 
creating a "short list" of risks 

Perform Quantitative Risk Analysis 
process Numerically analyzing the risks 
obtained in the Identify Risks process and 
deciding which risks warrant a response 
and analyzing the extent of overall project 
risk 

Plan Risk Management 
process Determining how risk 
management will be done on the project, 
who will be involved, and procedures to be 
followed 

Plan Risk Responses 
process Determining what can be done 
to reduce the overall risk of the project by 
decreasing the probability and impact of 
threats and increasing the probability and 
impact of opportunities 

Pre-mortem Theoretical "evaluation" of 
a project before it has actually been done 

Probability The likelihood that a risk 
(threat or opportunity) will occur 

Probability and impact scales A 
standardized method of deter mining 
probability and impact of identified risks 

Procurement management plan A 
formal or informal plan that describes what 
part(s) of the project will be purchased 
under contract or purchase order; it 
includes a plan for managing the sellers 
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Project background 
information Information from before 
the project was approved, articles written 
about similar projects, and other such 
information 

Project charter High-level directive 
from the sponsor outlining the overall 
objectives of the project; it authorizes the 
existence of a project 

Project constraints Anything that 
limits the team's options, e,g., scope, time, 
cost, quality, risk, resources, and customer 
satisfaction 

Project management office (PMO) 
A department that supports project 
management within an organization 

Project management process Initiating, 
planning, executing, monitoring and 
controlling, closing 

Project scope statement A document 
which describes the approved product and 
project requirements 

Project sponsor The individual or group 
who authorizes the project and provides 
the financial resources 

Project team Those who will be 
executing the project management plan 

Prompt list A generic list of risk 
categories 

Pure (insurable) risk A risk ofloss 

, ••. , - • ¥" 

Refine Change or modify 

Reporting formats How the results of 
risk manage~ent will be documented and 
communicated 

Reserve An amount bf time and/or cost 
added to the project to account for risks 

Residual risks Risks that remain after 
risk response planning 

Risks Possible events that may positively 
or negatively impact a project 

Risk action owner The person 
assigned by the risk owner to implement 
preapproved risk responses 

Risk audit Analysis of what the project 
team has done for risk management to 
deter mine whether it has worked 

Risk averse Unwilling to accept risk 

Risk breakdown structure A graphic 
illustration of risk categories 

Risk categories Common areas or 
sources of risk on similar projects 

Risk exposure The level of risk on a 
project 

Risk factors Probability, impact, 
expected timing, frequency of the event 

Risk governance Oversight of the entire 
risk management process 
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Risk management department A 
department that supplies policies and 
assistance with project risk management 
efforts 

Risk management plan A plan for 
how risk management will be done on a 
project, who should be involved, when risk 
management activities should be done, and 
how frequently they should be done 

Risk management process A systematic 
and proactive approach to taking control 
of projects by understanding or decreasing 
the uncertainties 

Risk owner The person assigned by the 
project manager to watch for triggers and 
manage the risk response if the risk occurs 

Risk ranking A comparison of the risk 
scores for all risks on the project 

Risk rating A number between 1 to 
10 chosen to evaluate the probability or 
impact of a risk 

Risk reassessment Looking for new risks 
when changes are made on the project 

Risk register List of identified risks 
(threats and opportunities) for the project, 
and other information added throughout 
the risk management process 

Risk reserve report A running balance 
of the remainder of the reserve 

Risk response plans Documentation of 
what will be done to reduce the overall risk 
of the project by decreasing the probability 
and impact of threats and increasing the 
probability and impact of opportunities 

Risk review Analysis of what the project 
team has planned for risk management to 
determine whether it is still appropriate 

Risk score Calculated by multiplying 
probability times impact to obtain a 
numerical value for each risk 

Risk team Those helping with the 
management of the risk management 
process 

Risk thresholds Amounts of risk the 
company and key stakeholders are willing 
to accept 

Risk tolerance areas Areas in which the 
company and key stakeholders are willing 
to accept risk 

Risks Possible events that may positively 
or negatively impact a project 

Roles and responsibilities Who will do 
what on the project 

Root cause Underlying risk 

Secondary risks Risks that are generated 
by a response to another risk 

Share Retain appropriate oppor tunities 
or parts of OppOl tunities instead of 
attempting to transfer them to others 
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Stakeholder register Information about 
individuals and organizations who are 
actively involved in the project or who may 
affect or be affected by the project 

Stakeholders Individuals and 
organizations who are actively involved in 
the project or may affect or be affected by 
the project 

Technical performance 
measurement Measurement of 
factors such as strength of the concrete, 
measurable wind resistance of a building, 
meeting functionality requirements, 
strength of the plastic used in a product, 
etc. to identify deviations from the plan 

Threats Possible events that may 
negatively impact a project 

Timing When/how often risk 
management activities will be performed 
throughout the project 

Tracking How records of risks will be 
documented for the benefit the current 
project and future projects 

Transfer Assign the risk to someone else 
by subcontracting or buying insurance 

Trigger Early waming sign that a risk has 
occurred or is about to occur 

Uncertainties Unknowns 

s= .w as 

Work breakdown structure A diagram 
that shows the decomposition of the 
project into smaller, more manageable 
pleces 

Workarounds Unplanned responses to 
unidentified risks that occur 
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A 

i\ccept 195,196,198,200 
Mfinity diagram 95-97, 107 
i\ssumptions 31,80, 128-129 
i\ssumptions testing 128-129 
i\void 195, 196 

B 

Bar chart 145-146,263-264 
Bias 131 
Brainstorming 93-94, 107 
Budget 51 
Business risk 13 

c 
Cause and effect diagram 103-104 
Cause-risk-effect format 74 
Checldist 84-85 
Cognitive bias 131 
Common causes of risk 143-144 
Communications management plan 
34-35,260-264,290 
Contingency plan 205-206,209,225 

Contingency reserve 210,225 
Contract 218,225 

D 

Data quality assessment 129-130 
Decision tree 106, 179-180 
Definitions of probability and impact 51 
Delphi technique 102-103 

E 

Earned value analysis 254-255 
Enhance 196,199 
Estimates 33,259-260 
Expectations 30 
Expected monetary value 167-170 
Expert interview 97-101 
Exploit 196, 199 

F 

Failure modes and effects analysis (FMEi\) 
104-105,106,181 
Fallback plan 206,209,225 
Forms 82-83 
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G 

Go/no-go decision 140,203 

H 

Historical records 37 92 138 269 , , , 
Human resource plan 34 

Identify Risks process 67-111 
Impact 13 
Input 21 
Inputs to risk management 21-39 
Insurance 195,223 
Issue 250 
Iterative 12-13,201 

L 

Lessons learned 37, 265 -266, 285 

M 

Management reserve 210 
Methodology 51 
Metrics 285-286 
Mitigate 195, 197 
Monitor and Control Risks process 
245-271 
Monte Carlo simulation 175-177 
Motivational bias 131 

N 

Network diagram 32-33,144 
Nominal group technique 102 

o 
Opportunities 11,78-79,196,199-201 

Organizational process assets 36 

p 

Path convergence 33, 144 
Perform Qyalitative Risk Analysis process 
127-148 
Perform Qyantitative Risk Analysis 
process 163-182 
Plan Risk Management process 47-60 
Plail Risk Responses process 193-226 
Pre-mortem 95 
Probability 13 
Probability and impact scales 130-131 
Procurement management plan 36 
Project background information 26-27 
Project charter 27-28 
Project constraints 30-31 
Project management office (PMO) 
48-49,283-284 
Project management process 24-25 
Project risk ranking 53,138-140 
Project risk score 53, 137-138 
Project scope statement 30 
Prompt list 88-89 
Pure (insurable) risk 13 

R 

Reporting formats 51 
Reserve 209-215,225 
Residual risks 203,225 
Risk action owner 204 
Risk audit 253-254 
Risk averse 38 
Risk breakdown structure 89 
Risk categories 87, 111 
Risk factors 13 
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Risk governance 49,283-287 
Risk management department 49 
Risk management plan 54-60 
Risk management process 11-12, 14,48 
Risk owner 109-110,203-205,225 
Risk ranking 53, 134-136 
Risk rating 53 
Risk reassessment 258-259 
Risk reserves 209-214,225 
Risk reserve report 264-265 
Risk response plans 195-200,247 
Risk review 251,252-253 
Risk score 53 
Risk team 49-50 
Risk thresholds 39 
Risk tolerance areas 38,51 
RMC Risk Notes 86-87,107 
Roles and responsibilities 51 
Root cause 76 

s 
Secondaryrisks 207, 225 
Share 196,199 
Sponsor 28 
Stakeholder register 28 
Stakeholders 29-30 
Strengths, wealmesses, opportunities, and 
threats (SWOT) analysis 105 

T 

Technical performance measurement 257 
Threats 11,77, 195-197 
Timing 51 
Tracking 51 
Transfer 195,198 
Trends 140,182 

Trigger 109, 207, 225 

U 

Uncertainties 11 

w 
Work breakdown structure (WBS) 31-32 
Workaround 250 
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