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We all know the problem
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The DoD CIO says We Need to Transition to Zero Trust Architecture

The rapid growth of these offensive threats emphasizes the
need for the Department of Defense (DoD) to adapt and
significantly improve our deterrence strategies and
cybersecurity implementations.
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The DoD CIO says We Need to Transition to Zero Trust Architecture

Our adversaries are in our networks, exfiltrating our data, and
exploiting the Department’s users.
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The DoD CIO says We Need to Transition to Zero Trust Architecture

Defending DoD networks with high-powered and ever-more
sophisticated perimeter defenses is no longer sufficient for achieving
cyber resiliency and securing our information enterprise that spans
geographic borders, interfaces with external partners, and support to
millions of authorized users, many of which now require access to
DoD networks outside traditional boundaries, such as work from
home.
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The DoD CIO says We Need to Transition to Zero Trust Architecture

To meet these challenges, the DoD requires an enhanced
cybersecurity framework built upon Zero Trust principles
that must be adopted across the Department, enterprise-
wide, as quickly as possible...
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That means

DoD CIO - Zero Trust Strategy
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So we need to focus on:

Ooops, your files have been encrypted!

What Happened to My Computer?
four important files are encrypted
Many of your documents, photos, videos, databases and other files are no longer

sible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
M our decryption service

Payment will be raised on .
o =S8 Can | Recover My Files?

S/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt

L’;i-'ja 8 - > " But if you want to decrypt all your files, you need to pay.
404 'i‘: y = 7 g e e et 2T You only have 3 days to submit the payment. After that the price will be doubled
. ICAL o

Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn’t pay in 6 months
Your files will be lost on

How Do | Pay?

ThE‘ rE[]L] es /2012017 00:47:35 Payment is accepted in Bitcoin only. For more information, click <About bitcoin
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins

And send the correct amount to the address specified in this window

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

"ia.

Time Lelt

Ve Know
WG Ki LYY
oL Ll SOV U P

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjré SMw

bitcoin

ACCEPTED HERE




Why security teams struggle
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Lack of Time Limited Context
Too many alerts & not Repetitive & manual It takes days to
enough people to handle actions across siloed tools understand incidents
them take too much analyst & investigate threats
time

30+ 4+ days
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The reality of security operations...
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Security Processes Automation
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Your SecOps Team Today

“Incident information
is difficult to compile
and keep a record of.”

“We receive hundreds of

alerts a day...user issues, .

network traffic, malware '
alerts, cloud security alerts.”

“Small team and we
are on-call 24/7 even
on holidays.”

“Communicating

with end users and
other teams takes
up a lot of my time.”

“There are so many
tools and the solutions
| use require a lot of
brain power and so
many clicks.”

“| have no way of
filtering through
duplicate alerts.”



Breadth Your SecOps Team is probably dealing with Today
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Zero Trust requires
implementing a policy

of least privilege

You need to verify and
validate your users
everywhere at all times
throughout your security
architecture where you
block and allow access.

Palo Alto Networks introduced User-ID to write identity-based policies

more than a decade ago.
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How to begin?

Automate manual and
redundant processes

Integrate disparate
technologies to
enforce cohesive,
ubiquitous security
policy .

Do not Automate
what you cannot
properly Orchetsrate
and you cannot
Orchestrate what you
do not sufficiently
Integrate

Orchestrate the
technologies and
user as well as
analysts and
operators efforts to
support the Zero
Trust tenants



Integration: The first step to Orchestration
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You will need to unlock your SOC with Orchestration and
Automation

Automate manual tasks Vv
so your analysts can focus on

' Reduce the number what's critical
of alerts your team e----- ° JETTITLY ° SRR anq actonV/
e ‘ your threat intel
v speed incident Orchestrate incident™’
investigationand @+ @) Q - ® response across all your
reduce MTTR security tools
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Automate Your Manual Workflows

& Active Directory - Get User Manager Details

+ NewPlaybook JNESHEESREEE]

You will need
integrations &
automation packs
You will leverage
security actions for DIY
playbooks

Seek drag & drop style,
modular visual
playbook editor for
code-free editing
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Automations Speed Your Incident Investigations

Incidents G aom e veecwro (Y @ =1

e A Virtual War Room for
incident investigation &
collaboration

e Use ChatOps & CLI for
on-the-fly investigation

e Auto-documentation
for knowledge sharing
& audit reporting is
essential

e Machine learning to
aid analysts response
quicker

4 paloalto’ ¢ corTex



PELTY

<,

H a

Q%H’*l!ﬂ

Automations make Zero Trust viable

Incidents
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Automate ZTNA for your SOC

Common SOC Use
Cases

Rapid Breach Response

Phishing Response

Indicator Enrichment

Malware investigation
& Response
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We Need to Transition to Analyst-Assisted Security Operations

Traditional Palo Alto Enabled
e— Automation A Analyst
Analytics
(Al/ML)
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The Proof: We have achieved a 1 min. response time

DAY IN THE LIFE OF THE PALO ALTO NETWORKS SOC

Automated /
Manual Analysis

Major Incidents

133 Alerts

7 Incidents

_____________ 125 Automated
8 Manual

Mean Time to Detect

Mean Time to Respond
(High priority)
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Because, ultimately, we should not be focusing on these

Dashboards & Reports
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We really need to fo

cus on
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