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Cyber Security Capability Overview
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Managed Services and Resource support across the Verticals

Alignment with Security Framework such as ISO, NIST and COBIT
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• GRC and Advisory

❖ Professional and Strategic Guidance

❖ Explore your current security challenges and

concerns

❖ Assess your current security program, posture and

preparedness

❖ Discuss Security Threat Matrix for your company

and Industry

❖ Security roadmap suggestions on aligning threats,

exposures and risk directly to your business

Consulting and Services
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• Compliance

Consulting and Services

❖ Identify current security compliance requirements

❖ Gap Assessment for ISO, SOX, IT Act, IRDA,

Data Privacy

❖ Compliance Road Map development and

streamlining process and Practices

❖ Support for various regulatory, customer audits and

Certifications
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• Vulnerability Assessment and Penetration Testing

Consulting and Services

❖ IT Infrastructure ad-hoc and period scanning

❖ Application Security Scan and Assessment

❖ Wireless and Gateway Firewall Security scanning

❖ Development of Security Model for Threat

Hunting, Detection and Response

❖ Strategic guidance on integration and collaboration

with related IT Security Infrastructure
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Consulting and Services
• Cyber Incident Management

❖ Assess Security Readiness

❖ Assurance to Senior Management

❖ Technical Incident Response Team to provide the

initial response and minimize the impact

❖ Forensic support to perform the Root Cause

Analysis and Evidence Collection (Chain of

Custody)

❖ Legal Consulting and Support to perform legal

action
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Consulting and Services
• Infrastructure Security

❖ Technical Security Administration Support

❖ Strategic guidance around implementation of

Security Technologies

❖ Development of Governance model for managing

Security Infrastructure including DLP, SIEM, PKI

and APT Solutions

❖ Secure Cloud Usage and deployment Strategy

development
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Value Prepositions

❖ Highly trained Consultants with in-depth

technical security Expertise

❖ Resources with CISA, CISSP, CISM

certification and Legal Background

❖ 24*7 Support for Selected Critical Services

❖ Customised and Flexible Security Services

❖ Adept and usage of latest security

technologies and frameworks
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Take the First Step

CONTACT US

Telephone : +91 40 2970 8832 Email: contact@aks2tech.com
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