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Policy Scope 

Hopefields is committed to following the Data Protection Act. We provide, maintain and promote excellence in all working practices. The data covered in the policy includes, but is not limited to CCTV, electronic information, paper information and other media. This policy applies to all employees, management, contractors, directors and any other parties who have access to company data. The Data Protection Act plays a large role in regulating the use of CCTV in schools.  The Act sets out laws for how personal data, including images captured on CCTV cameras, can be collected, used and stored.  

Purpose

The purpose of this policy is to ensure that Hopefields fully complies with its legal obligations in relation to the protection of personal data of its employees, partners and learners and to set out the requirements of the employee and the company in line with the GDPR and Data Protection Act 2018.  

Hopefields aims:

· We will process data fairly and lawfully.

· Personal data shall be obtained only for one or more specific and lawful purposes and shall not be processed in any matter incompatible with those purposes.

· Personal data shall be adequate, relevant and not excessive in relation to the purpose (s) for which they are processed.

· Personal data shall be accurate and where necessary kept up to date.

· Personal data will not be kept for longer than is necessary for that purpose.

· Personal data shall be processed in accordance with the rights of data subjects under the GDPR and Data Protection Act 2018.

· Personal Data shall be subject to appropriate technical and organisational measures to protect against unauthorised or unlawful processing and accidental loss, destruction or damage.









· Personal data shall not be transferred to a country outside the European Economic Union, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of any personal data and/or sensitive personal data.

· All Hopefields staff are aware of the priority given to data protection.


CCTV

Hopefields uses closed circuit television (CCTV) images to reduce crime and monitor the school buildings in order to provide a safe and secure environment for students, staff and visitors, and to prevent the loss or damage to school property.

The system comprises of fixed cameras both internally and externally to provide coverage of the inside and outside the school. The system has no sound recording capability. The system is owned and operated by the school, and its deployment is determined by the school’s management team.  The CCTV display monitor is held in the Directors’ office, and monitors access to the school site. CCTV warning signs will be clearly and prominently displayed where CCTV cameras are deployed in and around the school site. Signs will contain details of the purpose for using CCTV.  Hopefields’ CCTV use is registered with the Information Commissioner under the terms of the Data Protection Act 1998. 


The planning and design of where the CCTV is sited, has endeavored to ensure that the system will give maximum effectiveness and efficiency but it is not possible to guarantee that the system will cover or detect every single incident taking place in the areas of coverage.

The use of CCTV, and the associated images is covered by the Data Protection Act 1998. Any changes to CCTV monitoring will be subject to consultation with staff.

All authorised operators with access to images are aware of the procedures that need to be followed when accessing the recorded images. All operators are trained by the Chief of Operations in their responsibilities under the CCTV Code of Practice. All employees are aware of the restrictions in relation to access to, and disclosure of, recorded images.









Covert surveillance

Hopefields will not engage in covert surveillance.

Live time monitoring will be limited and only permitted where necessary for security purposes.

Where the police may request to carry out covert surveillance on school premises, such covert 
surveillance may require the consent of a judge. Accordingly, any such request made by the police
will be requested in writing and the school will seek legal advice.


Access to CCTV images

Access to recorded images will be restricted to those staff authorised to view them and will not be made more widely available.

A record will be kept by the GDPR Lead and Chief of Operations, recording any incidents or searches. This register will include the following:-

•	the purpose of any searches and whether the search was successful or not
•	who carried out search
•	persons present (particularly when reviewing).
•	date, start and end time of the incident.
•	date and time of the review
•	any other relevant information

Data Processing

Employees may be required to give certain information relating to them in order for Hopefields to properly carry out its duties, rights and obligations as the employer. Hopefields staff will process and control such data principally for personnel, administrative and payroll purposes.

Stored and Shared Data

The personal data we collect and hold about young people, their parents or carers is to support teaching and learning, to provide pastoral care and to assess performance. We may also receive data about pupils from other organisations including, but not limited to, other schools, local authorities, health care providers and the Department for Education.

Recorded data will not be retained for longer than is necessary, (up to a maximum of 30 days). While retained, the integrity of the recordings will be maintained to ensure their evidential value and to protect the rights of the people whose images have been recorded.

All retained data will be stored securely on the network with restricted access. Only the senior leadership team will have access to recorded data.

Personal data that we may collect, use, store and share about young people includes, but is not restricted to: Contact details, contact preferences, date of birth, identification documents, results of internal assessments and externally set tests, learner and curricular records, characteristics, such as ethnic background, eligibility for free school meals, or special educational needs, exclusion information, details of any medical conditions, including physical and mental health, attendance information, safeguarding information, details of any support received, including care packages, plans and support providers, CCTV recordings and photographs.

Hopefields therefore holds information that is deemed ‘sensitive data.’ 


We use this data to: 

· Support the learning of young people
· monitor and report on learner progress
· provide appropriate pastoral care
· protect the welfare of young people
· assess the quality of our services
· monitor staff performance (with the exemption of the use of CCTV for this purpose) 


Hopefields stores personal information about young people while they are attending our Provision. We may also keep it beyond their attendance at Hopefields if this is necessary in order to comply with our legal obligations. We will only retain the data we collect for as long as is necessary. e.g. Hopefields will hold documentation and reports related to physical restraint in the form of Team Teach Logs for a period of 75 years after the birth date of the child.

We will only share relevant information about you with other services where there is a legal basis for doing so. There are a range of professionals who may be involved in providing services to you and where appropriate will be provided with relevant information about you. Agencies we may need to share information with include the following (but are not limited to): Health Agencies, GPs, Police, Education Providers and Ofsted.

There are other times where we may need to share your information lawfully. 
These include: 
· Where there is a serious risk of harm to you or to others
· where there are concerns for the welfare of a child
· for the Prevention or detection of crime
· where a court order requires us to share information



Accessing Data

Employees and Learners have the right to access any data which is held about them and to request alterations to be made to anything that is inaccurate. Employees/Learners have the right to receive the information in a form that is intelligible.


Right of access to information

There are two distinct rights of access to personal information held by Provisions:

Under the GDPR and the Data Protection Act 2018 an individual (e.g. learner, parent or member of staff) has a right to request access to their own personal information.  In certain circumstances requests may be made by a parent on behalf of their child (see explanation below).

The Education (Pupil Information) (England) Regulations 2005 gives parents the right of access to curricular and educational records relating to their child.

Access to CCTV data

Individuals have the right to request access to CCTV footage relating to themselves under the Data Protection Act.

All requests should be made in writing to the Directors. Individuals submitting requests for access will be asked to provide sufficient information to enable the footage relating to them to be identified. For example, date, time and location.

The Directors will respond to requests within 30 calendar days of receiving the written request. 
The school reserves the right to refuse access to CCTV footage where this would prejudice the legal rights of other individuals or jeopardise an ongoing investigation.

Access to and Disclosure of Images to Third Parties

There will be no disclosure of recorded data to third parties other than to authorised personnel such as the Police and service providers to Hopefields where these would reasonably need access to the data (e.g. investigators).

Requests from third parties should be made in writing to the Directors.

The data may be used within the Hopefields’ discipline and grievance procedures as required, and will be subject to the usual confidentiality requirements of those procedures.


 

Exemptions

There are some exemptions to the right to subject access that apply in certain circumstances or to certain types of personal information.  This means all information will be reviewed prior to disclosure by The Director, and possibly the Hopefields Legal Representative.

Information that will not be revealed is (but not limited to):

· Information that also discloses information about another identifiable individual.

· Confidential references given by Hopefields Education CIC

· Information relating to management planning or forecasting where disclosure would prejudice the conduct of the business

· Information relating to the intentions of Hopefields relating to negotiations where disclosure might prejudice those negotiations.

Information relating to children

Children have the same rights of access to their own personal information as adults, and the same rights of privacy. There is no minimum age in English law, however current practice accepts that, provided a child is mature enough to understand their rights, a child of, or over the age of 13 years shall be considered capable of giving consent.  This does not rule out receipt of a valid request from a child of a younger age, as each request should be considered on its merits on an individual basis. 

When a subject access request is received from a child it will need to be judged whether the child has the capacity to understand the implications of their request and of the information provided as a result of that request. If the child does understand then their request will be dealt with in the same way as that of an adult. 

If a parent or legal guardian makes a request to Hopefields on behalf of a child age 13 and over the request will only be complied with when assurances are received that the child has authorised the request and that their consent was not obtained under duress or on the basis of misleading information. If the child does not understand, then a request from a parent or legal guardian for the 



child’s information will only be complied with when assurances are received that they are acting in the best interests of the child.



GDPR & DPA 2018

The response time for compliance with a subject access request is one month following date of receipt. The timeframe does not begin until Hopefields has received all the information necessary to comply with the request. Further information is available from The Director in regard to accessing the information requested securely.

Hopefields may deem it necessary to extend the timeframe by a further two months where requests are complex or numerous. If this is the case, Hopefields will inform the individual within one month of the receipt of the request and explain why the extension is necessary. 

Complaints

Complaints and enquiries about the operation of CCTV within the school should be directed to the Directors.

Further Information

Further information on CCTV and its use is available from the following:

· CCTV Code of Practice Revised Edition 2008 (published by the Information Commissioners Office)
· www.ico.gov.uk
· Regulation of Investigatory Powers Act (RIPA) 2000
· Data Protection Act 1998

Employees and learners wishing to access such data would request, in writing, to the Director at Hopefields Education CIC, setting out the information that the employee wants to access.

Appendix A – changes/updates/amendments
	Date
	Change made
	Action to complete
	Staff name

	05/10/23
	REVIEW
	
	AL

	30/11/24
	REVIEW
	
	AL

	01/9/25
	CCTV use added
	Share with staff
CCTV signage 
	AL
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