MONICA VERMA, CISO & FOUNDER

ADIVEINTO THE SEISMIG
SHIFT INGYBERSEGURITY

How to build security in the world of uncertainties and opportunities?




GYBERGRIME IS ALOT LIKE RUMAN SPEGIES.

[T15 ANEVOLUTION.
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Source: The Economist ~ Zut alors! Nous avons été hackeés!




Digital Landscape

CONVERGENCE

UNCERTAINTIES

OPPORTUNITIES
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Rise in Convergence
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Acceleration of Uncertainties

PANDEMIC

GEOPOLITICAL

CYBERCRIME-AS-A-
SERVICE
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Explosion of Opportunities
(and Risks)

AUTONOMOUS CARS

APPLIED-AI

INTERNET-OF-
ROBOTICS-THINGS
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"PUT SIMPLY, WE BELIEVE AUGMENTED REALITY IS GOING
TOGHANGE THE WAY WE USE TECHNOLOGY FOREVER.

WE'RE ALREADY SEEING THINGS THAT WILL TRANSFORM
THE WAY YOU WORK, PLAY, GONNEGT AND LEARN.

— TIM COOK
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Genomic DNA
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ORISPR

Source: : Chemical & Engineer ing News

Target sequence

Guide RNA

Cas9
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Source: Wired






GYBERGRIMINALY




GYBERGRIMINALS

Redlice RISks of CYBERCRIMINALS’
Reputational
AHE SENTIENT Damage BUSINESS GOALS
(DarkWeb)

Capture,
Seize, Etc.

LEGITIMATE
BUSINESS
clo ).\ B
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€ CYBERCRIME COST $29 MILLION

@ € $24 \ERAGE COST OF CYBERCRIE

€ $114 MILLIONCOSTS WORLDWIDE
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PERPETRATORS GONTINUE TO BE
INGREASINGLY RUTHLESS AND METRODIGAL
INTREIR MODI OPERANDI
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INTRENEXT 10 YEARS, WE'RE GOING TO
REINVENT EVERY INDUSTRY ON ThIS PLANET.




hOW DO WE GO FORWARD?




IT'S IMPERATIVE THAT ORGANIZATIONS
PLANAND INVEST IN“LONGER-LASTING™
SEGURITY MEASURES.




WHATEXACTLYIS
| ONGER-LASTING™?




EVOLUTION-DRIVEN



KEY PRINGIPLE:
SURVIVAL OF THE FITTEST







EVOLUTION

ADAPTABILITY

ADAPTIVE SEGURITY
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EVOLUTION

THROUGH
ADAPTABILITY

ADAPTIVE SEGURITY

Threat-Driven SR N
® Threat actors as a part of risk model Evcs)leulgcc)’gv[e)r%\cgfgifferent
® Threat-based investment in security

® Public-Private Partnerships (PPP) ° 232'8532 igf)g?)rﬁﬁ?es o

e The Unknowns
e.g. crisis/attack
® Continuous visibility and
ongoing monitoring
(I= surveillance)

Regulatory-Driven

® Compliance-Based

® Audit-Requirements

® Regulatory frameworks

Resilience per industry/data type

a/RISk Driven

® Known Risks and Vulnerabilities
® Risks-Incidents Feedback Loop
® Risks and Incidents Management

Maturity

©2022, Updated Cybersecurity Model
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THE AGGELERATION RATE OF BOTH TEGHNOLOGIGAL
AND GYBERGRIME EVOLUTION S

AGGELERATING




EVOLUTION-DRIVEN

ADAPTIVE SEGURITY
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AS YOUR SPEAKER

TODAY

BOOK NOW AT

monicatalkscyber.com



