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1950
Konsept

1997
Cloud Computing

1999
Salesforce

2006
Amazon EC2

2019…

public
hybrid
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Why do companies 
move to cloud
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36%

More than 
1/3 migrate 
for security

27%
cost

19%
performance

Source: CyberArk Survey
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MANAGE.

THEM.

FIND.

STONES.
YOUR.
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1. Soul Stone
Shared Responsibility

2. Mind Stone
Strategy

3. Time Stone
Privileged Access

5. Reality Stone
Incident Management

4. Space Stone
Logging and Monitoring

6. Power Stone
Automation
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Soul Stone
Shared Responsibility1
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Single 
Responsibility

Shared 
Responsibility
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Security in 
the cloud

(Cloud Consumer)

Security of 
the cloud
(Cloud Service 

Provider)

vs.
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“Å spille hverandre gode”
Nils Arne Eggen

MonicaTalksCyber.com
VermaMonica
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«Å spille hverandre gode»
– Nils Arne Eggen

MonicaTalksCyber.com
VermaMonica
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Cloud Supply 
Chain e.g. MS Azure AD

IBM Cloud Identity e.g. Azure IaaS
Amazon Web Services (AWS)

e.g. Secureworks
IBM MSS

Monica AS
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Shared Responsibility
within the entire cloud supply chain

75% 60% 45% 14%
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Security and 
Trust
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Overall Risk

49%
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Security and 
Trust
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Mind Stone
Strategy2

@MonTalksCyber MonicaVerma MonicaTalksCyber MonicaTalksCyber.com
VermaMonica



@MonTalksCyber MonicaVerma MonicaTalksCyber MonicaTalksCyber.com
VermaMonica

“Sound strategy starts with having the 
right goal.”
Michael Porter
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Strategic 
Alignment

Hybrid Immutable
(Infra as Code)

Full-cloud

Manage Risk, Compliance
Business Goal

On-premise
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Time Stone
Privileged Access3
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The biggest 
concern in 
public cloud

#1

Privileged 
Access
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46% Privileged Access of insiders, 
partners & contractors

46% Unauthoried access to to cloud 
management consoles

44% Shared credentials across multiple 
systems and applications
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Only 49%
Security strategy for 
privileged access

Despite #1 
concern...



@MonTalksCyber MonicaVerma MonicaTalksCyber MonicaTalksCyber.com
VermaMonica

Do you still perform 
authorization without MFA?
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Do you still have privileged 
accesses that are active after a 

maintenance?
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> 50%
Security failures

(Particularly 
within IaaS)

Insufficient identity 
and privileged access 
management
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Just Enough Access (JEA)
Just In Time (JIT)
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Space Stone
Logging and Monitoring4

@MonTalksCyber MonicaVerma MonicaTalksCyber MonicaTalksCyber.com
VermaMonica



@MonTalksCyber MonicaVerma MonicaTalksCyber MonicaTalksCyber.com
VermaMonica

You can’t manage, what you can’t measure.
You can’t measure, what you can’t see.
Monica Verma

MonicaTalksCyber.com
VermaMonica
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Privileged 
Access#1

80%
Security breaches
involve

privileged accesses
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Reality Stone
Incident Management5
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Digital threats have become a 
part of everyday business.
Ole Erik Almlid, CEO, NHO 
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Who is responsible and 
accountable for a security breach?
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60%
Believe that
cloud service 
providers are 
responsible for a 
breach
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Through 2022, at least 95% of cloud security
failures will be the customer’s fault.
Gartner
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Customers control their 
own web applications and 
that no AWS 
infrastructure or services 
were compromised.
Amazon
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Depends on
where and how

the incident or 
the cyberattack occured
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React Anticipate
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Cyber 
Response

Cyber 
Resilience
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Anticipate chaos! Be prepared!
Monica Verma
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Power Stone
Automation6
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Automation

#1 Automate: Early and often

#2 Automation of security baseline, 
security testing & maintenance

#3 Orchestration of configurations, security 
tools e.g. detection, and disaster recovery
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RISK REVIEW RECOMMEND

3R – Cloud Security Principle 
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1. Soul Stone
Shared Responsibility

2. Mind Stone
Strategy

3. Time Stone
Privileged Access

5. Reality Stone
Incident Management

4. Space Stone
Logging and Monitoring

6. Power Stone
Automation

MANAGE.

THEM.

FIND.

STONES.
YOUR.
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Thank you!
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