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WPN provides a flexible,

ubiguitous communication

infrastructure for companies to

reinvent themﬁe!w

relations

and partners ther

and their

ip with customers

v helping

businesses to scale greater

heights - quickly, easily, and

cost-effectively

P VinaYe

ith Internet as a backbone,

more network  infrastruc-

rures are being developed

that will aid enterprises o
be globally relevant. Globalisation of
enterprises has ensured that workers,
that are spread across different geo-
graphical locations, co-ordinate. One of
the innovatve varianons of the Internet
is that it helps members of an organisa-

u

oo be m touch with core business

informacon from diverse locations s
Virtual Private MNetworks{VIIN). This
technology emerged as corporations
looked for ways o overcome Jong-dis-
tance charges piled up by mobile work-
ers. The simplest definiton of a Virtual
Private Neowork is a privare nerwork
connected over a public network infra-
srructure such as the Internet, VN5

allow users o twnnel through the public
network and provide the same security
and features available in a private net-
work., Encryprion and  authentication
are u?‘:k'd T :_1|L|:'I|'1.'I|'|fL"§." E'-‘ri‘\.".'l'i.':'.'.

A VPN can be between two end sys-
tems or it can be between two or more
networks, A VPN across the Interner
logically functions as a Wide Area
Network, or WAN. For workers who

TEaM POWER

31

Seprember 2000




need long-distance access, companics are
using an Internet Service Mrowvider and a
VIN. Essennally, VI'N consists of a cen-
tral box and client software, The black
box resides on the company's nerwork;
s wiork-

the client software on the m
er's computer. The scheme allows a
mobile worker o dial into an IST* and
use the meternet to establish a secure con-
necrion o his company's computers,
Sinece that call to an ISP is usually a local
one, the set-up allows the company to
side-step  long-distance  phone  call
charges. When the mobile worker con-
tacts the central box ar the home office,
the device verifies the idenriry of the per-
son accessing the system, or at least it
verifies the person accessing the system
has a valid identity. And it creates a vir-
tual tunnel to the worker's compueer. All
information thar passes back and forth in
the unnel is encrvpred and if intercepe-
ed by a hacker midway no data is lost.
Sending encrypred  information on
the Mer 15 nothing new. Secure servers,
tor example, take and confirm orders for
goods and scrvices thar way. Bur in a
corporate  environment, for
waorkers o have access to information

mobile

on an organisation's internal nerwork,
access to information thar sics behind
the protection of a firewall is necessary,
That is provided by the sophistication of
a VPN. The VPN software at the
mobile user's end of the connection
makes his PC appear as if it is connect-
ed o the company's internal nerwork,
In addition to safeguarding data mransfer
through encryprion and network access
through cerrificares of authentication,
the VPN contains additional security to
make sure its box isn't used to compro-
mise the company's firewall.

The best thing about VPN rechnolo-
gy is its non-allegiance to any service
provider. It doesn't care if a traveler is
accessing the network through IBM or
GTE or even through a cable modem,
That can be a big plus fir corporate
budger watchers. Since VPNs don't
require co-operation from a service
provider, mixing and marching service
providers, depending on the pricing and
availability of their various technologies
and gerting the best deal for your busi-

Technology

ness is possible.

VPN variations

WVI'N rypically uses the Interner as the
transport backbone to establish secure
links wirth busincss partmers, exrend
communications to regional and isolat-
ed offices, and significantly decrease the
cost of communicanions for an increas-

business communication envirmunents,
A major part of the savings results by
eliminating  long  distance  dial-up
charges. Although cost saving is a major
driver for moving to a VI'N soluton,
other factors such as nerwork simplifica-
tion and addinional fearures ar lower
costs are equally attractive. A Forrester
Research study compares the costs

Costs Comparison for 1000 Users

Traditional

Femote Access

Phone/ISP Charges  $1.08M
User Support 50.30M
Capital Expenses S0.10M
T1 Lines $0.02M
Toral £1.50M

ingly mobile workforce, Depending on
the type of business, Interner-based
VI'Ns have been classified into three
different categories. A specific business

may have one or more of the following
three tvpes of VIPNs:

Remote Access VPN

Femote access VIPNs s communica-
tion networks beoween a company and
its remote and/or mobile employvees. In
such a nerwork, the employees of a
company may be stationed anywhere in
the world as long as there 15 ISP con-
nectivity available to the Internet.

Intranet YPN

Intranct VIP'Ns provide scoure
munication between a company's inter-
nal deparement and its branch offices.

COImn-

Extranet VPN

VINs  provide
Internet communication between a
company and its strategic partners, cus-

Extranet SeCure

tomers and supplicrs.

VPN Benefits

Significant Cost Savings

A number of studies have shown thar
migraring from private to virnual private
networks can generate cost savings of
berween 20%-920%. This wide spectrum
of savings underscores a wide range of

Costs Interner
VI'N Costs
$0.54M
£0.00M
F0.02M
F0.03M

£0.59M
(hamerve: Fmverter Research Inc.)

of a traditional dial-up network with a
VI alternative.

Strategic Power

Even more important than the sub-
stantial cost savings are the strategic
avenues that VI'Ns open for an organi-
zation. A flexible, ubigquitous communi-
cations infrastrucrure enables companies
o pursue powerful new strategic initia-
tives and relanonships, improve com-
munication with offices and customers,
lock in vendors and partmers while cre-
aring barriers to competition, and devel-
op and deploy new products with
improved time-to market.

Reinvent the Business

A Hexible, ubiquirous communication
infrastructure  provides companies the
opportunity to literally reinvent them-
selves and their relationship with cus-
tomers and partners. VIPMNs provide the
freedom and flexibility to scale a busi-
ness - quickly, easily, and cost-effectively

WAN/Extranet

At one time, X.25 lines, frame relay
links, and dedicated phone/ISDN lines
were the only solutions available for con-
necting LANs into a WAN or intercon-
necting rwo companies’ systems. These
solutions proved o be cost-prohibitive
for most companics, and, in the case of
extrancts, it was difficult o agree on
who would incur the associated costs,
Now companies can use VIPNs to form
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Key Players

B Microsoft offers VI'N solutions packaged in their Windows 2000 O8, The Windows
2000 Server operating system integrates complete network services to let organizations
n{ﬁmiahly sef up and manage nerworks, CoOnNect remote tl‘l‘l!'lllll'j'ﬂl!ﬁ, connect branch offices,
and set up partner extranets,

B The TimeSeep Secure VPN Solution from Newbridge Networks brings flexibility, reli-
ability, scalability and security to global communications over the Internet or the service
provider's backbone, The solution supports triple DES dara encryption standards and
ISec standards for compatibilicy with other compliant products, The TimeStep solution
enables the service prowider to offer a business-quality VI'N service that allows customers
ter provide secure remote access to corporate networks, securely communicate with branch
otfices and establish encrypred communications with external organizations such as cus-
tomers, business partners and suppliers.

B 3Com offers an end-to-end VPN solution with policy-based management and control,
differentiated service levels, and its own Tannel Switching Architecture. The latest compo-
nent of 3Com's end-to-end VPN solution, 3Com's new DynamicAccess® technology
offering enables remote workers to use the Intermet or public networks to securely com-
municate and share informarion with corporare offices from around the world. For 1S
departments, implementing VPNs with 3Com's new DynamicAccess VN cneryption
software dramarically reduces the cost and effort required o deliver remote access. 3Com's
DvnamicAccess VI'N encryption software offering also includes 3Com's DynamicAccess
murhile configuration manager to simplify VI'N remote access for the PC user and further
reduce 1S support costs,

B Shiva VI'N products uniquely combine inexpensive Internet-based access with unpar-
alleled security. The Shiva Virnual Privare Network Client is a softesare package that allows
users to dial local ISPs and create secure funnels to the corporate office. The Shiva VPN
Client Deployment Tool is VI'N software thar allows the maintenance of Shiva VI'Ns

B Cisco VPN solutions encompass all segments of the networking infrastructure - plat-
forms, security, nerwork services, network appliances, and management - and thus provide
the broadest set of VPN service offerings across many different network archirectures,
Ciseo VPN solutions enable corporations to deploy VINs on their existing Cisco net-
working gear. Cisco VPN solutions tghely integrare the many facets of VN5 with exise-
ing Cisco products-—-sucly as routers, WAN switches, access servers, and firewalls---ensur-
ing the smooth integration of VPN technology into Cisco enterprise networks.

a secure connection across the Internet.

LAN Security

HE documentaton and other sensi-
tive data should nor be seen by just any-
one. Solutions prior to using a VPN
were {a) access control and (b) separa-
tion of LAN segments. Neither of these
solutions offered the high security of a
VIM as data passed through the systems.

Business Applications of VPNs

Connecting a Remote Client to a
Private LAN

VTN are commeonly used to connect
a single remote user to a corporare LAN
while maintaining security standards
and privacy. The remote user merely
calls a local ISP and the VI software
creates a VPN between the user and the
corporate intranet across the Interner.

Connecting Two Rewmote Networks
Ower tie Internet

A VI'M can be used o connect a

branch office to a corporate LAN using
loeal Internet facilities. The rourer at the
branch office can use cither a dedicared
line or a dial-up link to call the local 15T
but the corparate VI'N server must usc
a dedicared line to connect to the local
ISP There are two business models for
this type of VPN applicarion: WANs
and Extrancrs.

Connectingg Two Computers on the
Same LAN

VIPNs can be used to solve the prob-
lem of protecting a department's confi-
dential or sensidve informadon from
the rest of the users on the same LAN
while not creating any information
accessibility problems.

Future of VPNs

As the Internet creates an ever-larger
global community, the need for secure
and seamless communication iNcreases,
Virtual Private Networks {VIPNs) have

provided solutions for those wishing o
have secure remote communication
with private networks connected by the
Internet. Two issues are shaping the
furure of this rechnology: the integra-
tion of VPNs into the physical infra-
structure of computer networks and the
drive to increase the interoperabiliv of
physical hardware as well as hand held

web devices.

Integration

Until recently, VI'Ns were creared
with stand-alone software and  hard-
ware. However as the importance of
secure and cheap communication has
grown, large hardware vendors, particu-
larly Cisco, have moved towards inte-
grated produces thar combine the tradi-
tional stand alone elements into a single
product and shifts the VPN technology
into the core network infrasoucture.

Interoperability

This rowards consolidation
underscores the second fundamental
issue of the future of VPN, that of inter-
operability. As VI'Ns grow in impor-
tance

Mene

the need for clear standards
becomes greater. Due to complaines
abour the slow pace of the Internatonal
Computer Security Association (ICSA,
the organization for interoperabilicy rest-
ing), and the need for faster and more
reliable information, the industry formed
its own organization o address these
issues leading to the creation of the
Virtual Private Nerwork Consortiom
i VINC). This group has been formed by
leading vendors including IBM, Cisco
and 3Com along with smaller companies
in order to provide a forum and website
where interoperability of products can be
discussed directdy among vendors rather
than relying on third-party testing.  As
VPN technology becomes ever more
important {by 2003, the marker will
grow at over 90% annually an reach 532
billion), these trends of consolidation
and standardization will accelerare.
The anthor ix Exectetive Editor with
Strategicnewsiaers. com
emtail - vinayg@strategicnewspaersd. com
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