°
SECURITY CHECKUp ec CHECK POINT’
YOU DESERVE THE BEST SECURITY

GFS CHEMICALS

SECURITY CHECKQP

October 01, 2025 - October 31, 2025

Check Point Software Technologies Ltd. All rights reserved © Security Checkup - Threat Analysis Report



o
SECURITY CHECKU/P | TABLE OF CONTENTS & CHECK POINT

October 01, 2025 - October 31, 2025 YOU DESERVE THE BEST SECURITY

EXECUTIVE SUMMARY 3

EMAIL PROTECTION OVERVIEW 4

EMAIL PROTECTION 6

MALWARE PROTECTION 7

TABLE OF CONTENTS SPAM PROTECTION 8
GRAYMAIL PROTECTION 9

SAMPLE OF DETECTIONS 10

RESTORE REQUESTS AND PHISHING REPORTS 11

SHADOW IT 12

Check Point Software Technologies Ltd. All rights reserved © | Security Checkup Report | October 01, 2025 - October 31, 2025 2



SECURITY CHECK‘QgJD | EXECUTIVE SUMMARY

October 01, 2025 - October 31, 2025

This Security Checkup report provides a periodic overview of the threats detected in

emails and other protected collaboration applications and how they were handled by the

policy.

Top Attacked Users
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Other Emails

User Name

Austin B. Hutchinson

ahutchinson@gfschemi..
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Events by Platform

Office 365 Mail
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SECURITY CHECKQP | EMAIL PROTECTION | OVERVIEW

October 01, 2025 - October 31, 2025

This page provides an overview of the detected email threats and how they

were handled by the policy.

Total Security Events 42.8K

Out of which:

J Phishing & Valware o Spam ¥, Graymail '#, Other
1.2K 41 19.1K 22.4K

Top Phishing Detection Reasons

B Credentials Harvesting M Financial Scam Impersonation M Social Engineering M other
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Events Trend
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Top Attacked Users y y
Enforcement
User Name User Email
. . hutchi fschemi
cals.com
Steel Hutchinson steel@gfschemicals.c _ 127
om
hruska@gfschemicals. - 94
Harry G. Ruska
com
@ Delivered 22.4K
. i fschemical
WebService sceor;]/qlce@g senermicats - 90 ® Quarantine 1.2K
. @ Moved to Junk folder 8
ereusch@gfschemicals 80
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SECURITY CHECKQJ:’ | EMAIL PROTECTION | THREATS MICROSOFT DELIVERED to INBOX vs. JUNK FOLDER

October 01, 2025 - October 31, 2025

This page separates threats that Microsoft would deliver to

the Inbox vs. Junk folder, if it wasn't for Check Point.

Threats Delivered by Microsoft to:

Top Attacked Users - Inbox vs. Junk Folder

o
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® junkfolder 951
@ Inbox 3

Threat Types in Inbox vs. Junk Folder

B Phishing ™ Malware

' 0
inbox
0

junk

0 200 400 600 800 1K

'Q' Some emails might have been quarantined by Microsoft, after being delivered to end users.

User Name

Austin B. Hutchinson

Steel Hutchinson

WebService

Harry G. Ruska

Edward Reusch

Mike McBride

Mike Minor

Don Hobbs

Bonnie Boyd

Robert Kramer
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User Email

ahutchinson@gfschemi
cals.com

steel@gfschemicals.c
om

service@gfschemicals
.com

hruska@gfschemicals.
com

ereusch@gfschemicals
.com
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om

mminor@gfschemicals.
com
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com
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om
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.com

User Title

General Manager

President/CEO

General Manager

Chief Financial
Officer
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Development Manager ...

General Manager

Marketing Director

Accounting/Finance

Technical Sales/Busi

ness Development Man...

Department

Organic Sales &
Marketing

Officer

Retail

Corporate

R&a Sales &
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SECURITY CHECKQJD | EMAIL PROTECTION | USERS

October 01, 2025 - October 31, 2025

Top Attacked Users - All

o
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Security Events by Department

User Name

Austin B. Hutchinson

Steel Hutchinson

Harry G. Ruska

WebService

Edward Reusch

Mike McBride

Mike Minor

Don Hobbs

Bonnie Boyd

Pat Raderstorf

User Email

ahutchinson@gfschemi
cals.com

steel@gfschemicals.c
om

hruska@gfschemicals.
com

service@gfschemicals
.com

ereusch@gfschemicals
.com

mikem@gfschemicals.c
om

mminor@gfschemicals.
com

dhobbs@gfschemicals.
com

bboyd@gfschemicals.c
om

praderstorf@gfschemi
cals.com

User Title

General Manager

President/CEO

General Manager

N/A

Chief Financial
Officer

Sales & Business

Development Manager ...

General Manager

Marketing Director

Accounting/Finance

International
Service Specialist

Department

Organic Sales &
Marketing

Officer

Retail

N/A

Corporate

R&a Sales &

Marketing - Anlytcl

N/A

R&a Sales &

Marketing - Anlytcl

Hidden Ravines

Accounting & Mgmt

Hidden Ravines

Sales & Marketing

B Phishing ™ Malware
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200 250

@ Organic Sales & Marketing 217
Officer 127
@ R&a Sales & Marketing - Anlytcl 125
Hidden Ravines Accounting & 29

Mgmt
@ Other 499

Clicks on Malicious Links
No clicks on malicious links
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. @
SECURITY CHECK'JP | EMAIL PROTECTION | MALWARE & CHECK POINT

October 01, 2025 - October 31, 2025 YOU DESERVE THE BEST SECURITY

Top Attacked Users

This page provides an overview of the malware detected files and how they were . .
User Name User Email User Title Department

John Reed johnreed@gfschemical Logistics Manager R&a Traffic - _ 6
s.com Anlytcl

handled by the policy.

ogden@gfschemicals. Inorganic Production

j i I
Jared Ogden com Operations Manager Direct
Malware Trend jthomas@gfschemicals  Quality Control R&a Quality Control
I .com Manager - Anlytcl
- icals. Hi Ravi
25 Kelli Koon kkoon@gfschemicals.c Controller idden .avmes _ 3
om Accounting & Mgmt
abecza@gfschemicals. Corporate QA and Shared Services
Aron Becza . . - 2
com Regulatory Complianc...  Quality Control

20 -

Malware Events by Enforcement

15 -

10 - )
@® Quarantine 41

07.10 16.10 21.10 24.10 25.10 29.10 30.10
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SECURITY CHECK‘QgJD | EMAIL PROTECTION | SPAM

October 01, 2025 - October 31, 2025

This page provides an overview of the detected Spam emails and how they were

handled by the policy.

Top Spammed Users

& CHECK POINT

YOU DESERVE THE BEST SECURITY

N
Spam Events by Enforcement
N4 .
2. Spam Emails 19.1K
Add Spam
e header 19K
Total Moved to Junk
19.4K ® Colder 323
Delivered 64
g @ Quarantine 17
Events Trend
B Add Spam header B Moved to Junk folder Bl Quarantine Delivered

1K -

0” Q'" 0“ 0"
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User Name

Harry G. Ruska
hruska@gfschemicals...

Mike McBride
mikem@gfschemicals.c..

Randy Mace
rmace@gfschemicals.c..

Edward Reusch
ereusch@gfschemicals..

Pat Raderstorf
praderstorf@gfschemi..

Top Spammers

User Title

General Manager

Sales & Business

Development Manager ...

IT Director
Chief Financial

Officer

International
Service Specialist

Department

Retail

R&a Sales &
Marketing - Anlytcl

T

Corporate

Hidden Ravines
Sales & Marketing

2.2K

969

897

833

500 1K 15K 2K 25K

o

campaign@mail.onlinecomplianceexperts.co

m

campaign@campaign.compliancewebinars.com

training@webinar.grctrainingsonline.com

campaign@mail.webinarhealth.com

innesa@btqgcandidates.com

175

692

383

340

o
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SECURITY CHECKQP | EMAIL PROTECTION | GRAYMAIL EMAILS e CHECK POINT
October 01, 2025 - October 31, 2025 YOU DESERVE THE BEST SECURITY

Top Graymail Recipients

This page provides an overview of the detected Graymail emails and how they were
User Name User Title Department

handled by the policy.

Harry G. Ruska .
b Work Time Gained Work Time To Gain Randy Mace
. IT Director T _ 1.1K
0.5 h 69 h rmace@gfschemicals.c..
N _ , .5 hours ours , , .
M Graymail Emails 22.4K Pat Raderstorf ' Inter.nat|ona! . Hidden Ravme; _ 959
) ) praderstorf@gfschemi.. Service Specialist Sales & Marketing
8 emails 22434 emails . . _
Mike McBride Sales & Business R&a Sales & _ 940
mikem@gfschemicals.c.. Development Manager ... Marketing - Anlytcl
* Average reading time of 11 seconds per email Edward Reusch Chief Financial Corporate - 612
J ereusch@gfschemicals.. Officer
0 500 1K 1.5K 2K 2.5K
Graymail Events Trend Top Graymail Senders
info@email.workingadvantage.com _ 374
campaign@campaign.compliancewebinars.com _ 304
800 -
campaign@mail.onlinecomplianceexperts.co
I -
m
400 - training@webinar.grctrainingsonline.com _ 259
I 0 200 400 600 800 1K
200 - . l I

Qooeocooo
6"6"6”0“0"0‘" Q‘b@ q?‘
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SECURITY (:HE(:K‘LQJD | EMAIL PROTECTION

October 01, 2025 - October 31, 2025

Detection

Malware

Malware

Malware

Phishing

Phishing

Phishing

Phishing

Phishing

Phishing

Phishing

Detection Reasons

Phishing confidence level - Highest

Non ASCll info in headers

Email is marked as spam by 0365 +6 more

Phishing confidence level - Highest

Your users didn't communicate with the sender

Insignificant historical reputation with sender domain +3 more
Phishing confidence level - Highest

Your users didn't communicate with the sender

Insignificant historical reputation with sender domain +5 more
Suspicious-looking email text

Text obfuscation in the email HTML

DMARC check fails +6 more

Phishing confidence level - Highest

Your users didn't communicate with the sender

Insignificant historical reputation with sender domain +5 more
Phishing confidence level - Highest

Your users didn't communicate with the sender

Insignificant historical reputation with sender domain +5 more
Phishing confidence level - Highest

Your users didn't communicate with the sender

Insignificant historical reputation with sender domain +2 more

| DETECTION SAMPLES

Subject

Caller left (30 seconds VMSGQG)

preview Jthomas-7cadaalbc5183e907d74a51d3a520...
Caller left (30 seconds VMSG)

preview Johnreed-43661b3fc050796e4cd82f054...
Caller left (30 seconds VMSG) preview
Jogden-0affd85258b67d51c2bd06ba20debfal

bonus allocation memo

Payroll Adjustment Summary: Salary and Bonus Changes Logged Ref#TMDZK

Important Review: Task Checkinpoint system action for kkoon-Due

10/27/2025-Ref:ZCOF

Missed Nvidia? Buy Elon Musk’s "Silent Partner"

Important Review: Task Checkinpoint system action for kkoon-Due

10/27/2025-Ref:YzZWU

Important Review: Task Checkinpoint system action for ereusch-Due

10/27/2025-Ref:bRt7

Re: SUB: Intending Partners
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Recipient

James Thomas

jthomas@gfschemicals..

John Reed

johnreed@gfschemical..

Jared Ogden

jogden@gfschemicals...

Ken Shafer

kshafer@gfschemicals..

Kelli Koon

kkoon@gfschemicals.c..

Kelli Koon

kkoon@gfschemicals.c..

Harry G. Ruska

hruska@gfschemicals...

Kelli Koon

kkoon@gfschemicals.c..

Edward Reusch

ereusch@gfschemicals..

Accounts Receivable

accountsreceivable@g..

YOU DESERVE THE BEST SECURITY

Sender

jthomas@gfschemicals
.com
johnreed@gfschemical
s.com
jogden@gfschemicals.

com

Gfschemicals HR Bonu..

staal111@home.nl

Employee Feedback

info@inlaks.com

NotificationNoreply

info@duplexforwarder..

Get That ROI

contact@getthatroi.c..

NotificationNoreply

info@duplexforwarder..

NotificationNoreply

acontencin@marsatwor..

Kamal Preet

kamalp@sos.org

Receive Time (GMT)

11:57:41
2025-10-29
11:51:33
2025-10-29
11:50:14
2025-10-29

01:16:12

2025-10-29

21:27:02
2025-10-28

02:26:01
2025-10-28

02:00:57
2025-10-28

01:07:54
2025-10-28

23:00:41
2025-10-27

22:27:09
2025-10-27

- @
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SECURITY CHECKQJD | RESTORE REQUESTS AND PHISHING REPORTS

October 01, 2025 - October 31, 2025

This page provides an overview of quarantine restore requests and

reported phishing emails by end users, and your Service Level (SLA)

- how fast your team responds to these requests.

Reported Phishing

Requests Trend

. @
& CHECK POINT

YOU DESERVE THE BEST SECURITY

Release From Quarantine

H Request Approved B Request Dismissed
l -

0.8 -

0.6 -

0.4 -

0.2 -

'Q' This page is based on data from the last 14 days only (starting from Oct 17, 2025)

@® Approved
@ Dismissed

Released by User

Released by Admin
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R ~ 3 Yy Y 3 "
v > 2 Ao " 0 2
Service Level Trend
80 -
70 -
60
50 - SLA 60 min
1]
8
240~
£
30 -
20 -
0- " | | | | | "
23.10 24.10 25.10 26.10 27.10 28.10 29.10
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o
SECURITY CHECKUP | SHADOW IT e' CHECK POINT"
October 01, 2025 - October 31, 2025 YOU DESERVE THE BEST SECURITY

Newly Detected Platforms Events Detected Apps Events by Risk Detected Apps Events by Category

@ Social Network 3

@ Social Network 3 @ Collaboration 1
Collaboration 1 @® Lowest 3 Electronic Signature 1

@ Electronic Signature 1 ® Low 2 @ File Transfer 1
@ File Transfer 1 Medium 4 @ HR Software 1
@ Other 3 @ Online Marketing 1
@ Single Sign On 1

Top Popular Services Top Active Users

yammer.com I - User Name User Title Department

basecamp.com _ 1 Lindsey Daniels
Idaniels@gfschemicals.com Human Resources Manager Corporate _ 2
docusign.net _ 1
& Chase Robertson . . .
. Maintenance Technician Shared Services 1
jotform.com _ 1 crobertson@gfschemicals.c..
Edward Reusch . Chief Financial Officer Corporate _ 1
okta.com _ 1 ereusch@gfschemicals.com
Eric Trimble . _ 1
1
wetransfer.com _ etrimble@gfschemicals.com Marketing Manager RAC
1
workday.com _ Geoffrey Towne Operations Leader RAC - 1

i ' ' ' i ' i ' ' towne@gfschemicals.com : , - ' ' ' !
0 0.5 1 1.5 2 2.5 3 3.5 4 g g 0 0.5 1 1.5 2 2.5 3
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