
Quantum-Safe Encryption 

What Healthcare IT Teams Need to Plan For

The New Frontier in Healthcare Data Protection
As quantum computing technology advances, healthcare organizations face an 
emerging cybersecurity challenge unlike any before. The encryption standards protecting 
sensitive patient data today may become vulnerable in the quantum computing era, 
raising important considerations for hospital IT teams across the country.

With proposed changes to HIPAA Security Rules emphasizing stronger encryption 
requirements, healthcare IT professionals must begin understanding the quantum 
security landscape and its implications for their organizations.

Understanding the Quantum Threat to Healthcare Data

Evolving Regulatory Expectations

The proposed HIPAA Security Rule changes establish a clear regulatory direction: 
encryption standards in healthcare must evolve to address emerging threats. While these 
revised rules don't explicitly mention "quantum-safe" requirements, they emphasize the 
need for robust encryption of electronic protected health information (ePHI).

This shift signals that forward-thinking healthcare organizations should be considering 
post-quantum cryptography (PQC) as part of their security strategy. As regulations 
continue to evolve, early understanding and preparation will position healthcare IT teams 
advantageously for compliance.

The Vulnerability of Current Encryption Methods



Most healthcare data security currently relies on algorithms like RSA and ECC (elliptic 
curve cryptography). These methods, while secure against today's classical computers, 
face a significant threat from quantum computing advancements:

A sufficiently powerful quantum computer could break these encryption methods in 
minutes using Shor's algorithm
This creates what security experts call the "harvest now, decrypt later" vulnerability
Sensitive healthcare data intercepted today could potentially be decrypted years 
later when quantum computing matures
For healthcare records that require decades of protection, this represents a serious 
long-term security concern

Healthcare's Unique Risk Profile

Healthcare organizations are particularly valuable targets for cybercriminals due to the 
comprehensive nature of the data they handle:

Patient medical histories contain sensitive personal information
Financial and insurance details present opportunities for fraud
Comprehensive personal identifiers create identity theft opportunities
Medical research and intellectual property have significant value

This combination of sensitive data makes hospitals prime targets both now and in the 
quantum future, increasing the importance of understanding quantum-safe security 
approaches.

Key Quantum-Safe Technologies Healthcare IT Should 
Understand

Post-Quantum Cryptography (PQC)

Post-quantum cryptography involves algorithms designed to resist attacks from both 
classical and quantum computers. In 2024, NIST finalized its first set of standardized post-
quantum algorithms:

CRYSTALS-Kyber: For key encapsulation mechanisms (replacing RSA key exchange)
CRYSTALS-Dilithium: For digital signatures (replacing RSA and ECDSA signatures)
FALCON: An alternative signature scheme optimized for specific applications
SPHINCS+: A hash-based signature scheme with conservative security assumptions

These algorithms provide mathematically different approaches that quantum computers 
cannot efficiently break using known quantum algorithms like Shor's.

Hybrid Cryptographic Approaches

Many security experts recommend hybrid approaches during the transition period, which 
combine:

Traditional encryption methods that protect against current threats
Post-quantum algorithms that safeguard against future quantum attacks

This dual protection ensures security against both contemporary and quantum threats, 
creating a more robust security posture during the transition period.

Quantum Key Distribution (QKD)

While more experimental than PQC, Quantum Key Distribution represents another 
approach to quantum-safe security:



Uses quantum mechanics principles to securely distribute encryption keys
Can detect if keys have been intercepted during transmission
Requires specialized hardware and infrastructure
Currently being tested in limited healthcare settings for high-security applications

Implications for Healthcare IT Infrastructure

Electronic Health Records (EHR) Systems

EHR systems represent one of the most critical applications requiring quantum-safe 
consideration:

Patient records often need protection for decades
Systems contain comprehensive personal, medical, and financial information
Typically involve numerous integration points with other clinical systems
Often include legacy components that may require specialized approaches

Data in Transit vs. Data at Rest

Different quantum-safe approaches may be needed depending on whether data is in 
transit or at rest:

Data in Transit: Communications between facilities, with patients, and with partners 
will need updated protocols
Data at Rest: Stored patient records and archives require encryption that remains 
secure for decades
Authentication Systems: Digital signatures for staff access and system-to-system 
communication will need quantum-resistant upgrades

Cloud and Third-Party Services

Many healthcare organizations rely heavily on cloud providers and third-party services:

Understanding vendors' quantum-safe roadmaps becomes essential
New security questionnaires for vendors should include quantum-safe planning
Contract renewals provide opportunities to introduce quantum security requirements

Industry Developments Healthcare IT Should Monitor

NIST Standardization Process

NIST's post-quantum cryptography standardization process represents the most 
authoritative guidance:

First standards were finalized in 2024
Additional standards for other cryptographic applications continue development
Implementation guidelines are being refined for different industries

Healthcare-Specific Frameworks

Industry associations are beginning to develop healthcare-specific frameworks:

The Health Information Trust Alliance (HITRUST) is incorporating quantum 
considerations
Health Information Sharing and Analysis Center (H-ISAC) provides threat intelligence
Healthcare and Public Health Sector Coordinating Council (HSCC) is working on 
sector guidance

Early Healthcare Adopters



Some healthcare organizations have begun piloting quantum-safe approaches:

Academic medical centers partnering with research institutions
Large health systems with extensive security resources
Organizations with particularly sensitive research data or intellectual property

Practical Considerations for Healthcare IT Teams

Awareness and Education First

Before technical implementation, focus on building organizational awareness:

Educate IT security teams on quantum computing fundamentals
Help leadership understand the strategic implications
Develop basic quantum literacy across the broader IT organization

Cryptographic Inventory

Understanding your current encryption landscape is an essential first step:

Identify where encryption is used across your systems
Document which algorithms and key lengths are currently deployed
Determine which systems handle the most sensitive information
Identify systems with the longest data protection requirements

Vendor Engagement

Begin conversations with key technology vendors:

Ask about their quantum-safe roadmaps and timelines
Understand their approach to upgrading existing products
Consider quantum-safe capabilities in new procurement decisions

Conclusion
While quantum computers capable of breaking current encryption aren't here yet, the 
healthcare industry's unique characteristics—sensitive data requiring decades of 
protection, strict regulatory requirements, and high-value targets for attackers—make 
understanding quantum-safe encryption particularly important for hospital IT teams.

The proposed HIPAA Security Rule changes, while not explicitly mentioning quantum 
security, signal a clear direction toward stronger encryption requirements. Forward-
thinking healthcare organizations are beginning to understand the quantum security 
landscape now, positioning themselves to protect patient data well into the future.

By staying informed about quantum-safe encryption developments, conducting basic 
cryptographic assessments, and engaging with vendors about their quantum security 
roadmaps, healthcare IT teams can begin preparing for this significant technological shift 
while maintaining their focus on current security priorities.

The transition to quantum-safe security won't happen overnight, but understanding the 
fundamentals today will help healthcare organizations make informed decisions as this 
technology continues to evolve.


