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Mottram Community Association
Data Protection Policy
1. Purpose
Mottram Community Association (MCA) is committed to protecting the personal data of everyone we work with, including service users, volunteers, trustees, partners, hirers and supporters.
As a volunteer-run organisation, MCA recognises that the same legal duties apply to us. This policy sets out how we meet our obligations under the UK General Data Protection Regulation and the Data Protection Act 2018.
This policy applies to all trustees and volunteers who handle personal data on behalf of MCA.
Failure to follow this policy may be treated as a serious matter by the Board of Trustees.

2. What is Personal Data?
Personal data is any information that can identify a living person, including:
· Names, addresses, phone numbers, email addresses 
· Date of birth 
· Photographs 
· Emergency contact details 
· Safeguarding records 
· DBS information 
· Volunteer records 
· Booking forms and hire agreements 
· Email correspondence
Special category data (which requires extra protection) includes:
· Health information 
· Ethnicity 
· Religious beliefs 
· Safeguarding information 
· Criminal conviction/DBS information 

3. Data Protection Principles
MCA follows the 7 principles of UK GDPR. Personal data must be:
1. Processed lawfully, fairly and transparently 
2. Collected for specific, legitimate purposes 
3. Adequate, relevant and limited to what is necessary 
4. Accurate and kept up to date 
5. Kept only as long as necessary 
6. Stored securely 
7. Accountable — we must be able to demonstrate compliance 

4. Roles and Responsibilities
· The Board of Trustees is collectively responsible for data protection 
· A named Data Protection Lead Trustee will oversee compliance
· All volunteers handling data are responsible for following this policy 

5. Lawful Bases for Processing Data
MCA processes data under the following lawful bases:
· Consent – e.g. mailing lists, photographs 
· Contract – room hire agreements, volunteer roles 
· Legal obligation – safeguarding, health & safety, DBS 
· Legitimate interest – running the community centre safely and effectively 
· Vital interest – emergency situations 

6. How We Collect Data
We may collect data through:
· Room hire forms 
· Volunteer application forms 
· Event registrations 
· Email and phone contact 
· Safeguarding records 
· Incident and accident reports 
· CCTV (if applicable) 
We will always be clear about why data is being collected.

7. How We Store Data Securely
Because MCA is volunteer-run, particular care must be taken.
Paper records will be
· Kept in a locked cabinet 
· Keys held by trustees only 
· Not left unattended 
Electronic records will be
· Stored on password-protected devices 
· Not stored on personal devices unless authorised 
· Shared via secure methods only 
· Strong passwords used 
· Access limited to those who need it 
Safeguarding records are stored separately with restricted access.

8. Sharing Information
We only share personal data when necessary:
· With safeguarding partners where required 
· With emergency services 
· With insurers where required 
· Where legally required to do so 
We never share data for marketing or non-MCA purposes.

9. Data Retention
We only keep data as long as necessary.
	Record Type
	Retention Period

	Room hire forms
	3 years

	Volunteer records
	Duration of role + 3 years

	Safeguarding records
	Until advised by safeguarding authority

	Accident/incident reports
	3 years (longer if child involved)

	DBS information
	Record of check only, not certificate


Data no longer needed is securely shredded or permanently deleted.

10. Individual Rights
People have the right to:
· Access their data 
· Correct inaccurate data 
· Request deletion 
· Restrict processing 
· Object to processing 
· Withdraw consent 
Requests must be responded to within one month.

11. Data Breaches
A data breach includes:
· Lost paperwork 
· Email sent to wrong person 
· Unauthorised access
· Lost device containing data 
Any breach must be reported to the Data Protection Lead Trustee immediately.
Serious breaches may need to be reported to the Information Commissioner's Office within 72 hours.

12. Photographs and Consent
Photos of individuals will only be used with consent, especially for children.
Consent forms must be stored securely.

13. Safeguarding Information
Safeguarding records are highly sensitive and:
· Shared strictly on a need-to-know basis 
· Stored separately 
· Never discussed informally 
Safeguarding duties override confidentiality where necessary.

14. Volunteer Awareness
All volunteers will be made aware of this policy and expected to follow it when handling personal data.

15. Review
This policy will be reviewed annually by the Board of Trustees.
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