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Systems Engineer 
Role Description 
Manages the full life cycle process of hardware and software.  Manages Windows servers and 
support activities. Monitors operational state of compliance scanning tools. Performs server 
maintenance and software upgrades supporting scanning tools. Installs or modifies network 
security elements, tools, and other systems as required to maintain optimal coverage and 
performance, as approved by the Government. Creates and maintains standard tool maintenance 
design documentation and test plans for new and existing applications and hardware to avoid 
obsolescence and improve productivity for the user community and Government leadership. 

Levels 
Level Education Years’ Experience 

Junior Bachelor or Equivalent in related field 0 to 2 
Journeyman Bachelor or Equivalent in related field 2 to 5 
Senior Bachelor or Equivalent in related field. 

Master’s Preferred in related field 
5 to 8 

SME Bachelor or Equivalent in related field. 
Master’s Preferred in related field 

8 or more 

 

Clearance(s) 
One or more of the following clearances may be required: 

Secret / Top Secret / SCI Eligibility / Agency Specific 
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