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Introduction: What the Al Code of Conduct Means for
Businesses

The UK’s Al Code of Conduct is a crucial step toward creating secure, responsible Al systems.
Designed to address the unique cyber security risks associated with Al, this voluntary Code
establishes best practices and baseline security requirements. Businesses across the UK and
beyond can benefit by adhering to these principles, minimising risks such as data poisoning,
model obfuscation, and indirect prompt injection.

On January 31st, 2025, the Department for Science, Innovation and Technology (DSIT)
published the Code, showcasing the UK’s proactive stance on Al regulation and security. Let’s
explore what this means for businesses and how you can stay ahead.

Why the Code of Practice?

Al systems present unique vulnerabilities compared to traditional software, requiring dedicated
security measures. Some of the critical Al-specific risks include:

Data Poisoning: Malicious actors manipulate training data to skew Al system outcomes.
Model Inversion: Sensitive data can be reconstructed by reverse-engineering the Al
model.

e Membership Inference: Attackers identify whether specific data points were included in
the training set.

By addressing these risks, the UK’s Al Code sets 13 key principles covering the entire Al
lifecycle—from secure design and development to deployment and decommissioning.



Key Principles of the Al Code

1. Secure by Design: Ensure Al systems are secure from the ground up by embedding
security measures during development.

2. Robust Risk Assessments: Conduct regular assessments of Al-specific risks, such as
adversarial attacks or exploitation of model vulnerabilities.

3. Training and Awareness: Train staff across departments to identify and mitigate
Al-specific risks.

4. Secure Infrastructure: Protect critical components, including APIs, data pipelines, and
cloud systems that Al relies on.

5. Monitoring and Maintenance: Continuously monitor deployed Al systems for unusual
behaviour, security incidents, and vulnerabilities.

6. Data and Model Management: Implement strict protocols for the storage, use, and
secure disposal of datasets and models.

These principles provide a practical roadmap for businesses to strengthen their Al security
posture.

How the Al Code Applies to Your Business

Step 1: Identify Your Stakeholder Role(s)

Your responsibilities under the Al Code depend on your role in the Al supply chain. Identify
which of the following categories your organisation fits into:

Developers: Organisations creating or adapting Al models.

System Operators: Organisations deploying Al systems within their infrastructure.
Data Custodians: Organisations managing data integrity and permissions.
End-Users: Employees or consumers interacting with the Al system.

Tip: A single organisation may have multiple roles (e.g., both Developer and System Operator).

Step 2: Implement Core Security Principles
Principle 1: Raise Awareness of Al Security Threats

e Train staff on Al-specific security risks.
e Communicate security updates through newsletters or internal bulletins.
e Tailor training to specific roles.

Principle 2: Design Al for Security



e Conduct a security assessment before developing Al systems.
e Design systems to withstand adversarial attacks.
e Document model and data-related decisions.

Principle 3: Evaluate Threats and Manage Risks

e Perform regular threat modelling.
e |dentify and mitigate Al-specific threats, such as data poisoning.
e Share risk assessments with System Operators and End-users.

Principle 4: Enable Human Responsibility

e Ensure human oversight is part of the Al system design.
e Make outputs explainable to decision-makers.
e Inform users of prohibited Al use cases.

Principle 5: Identify, Track, and Protect Assets

e Maintain an inventory of assets (e.g., data, models).
e Implement processes to secure and manage version control.
e Protect sensitive data against unauthorised access.

Step 3: Strengthen Your Al Deployment

e Secure APIs and infrastructure.
e Conduct security testing before deployment.
e Communicate system updates to End-users.

Step 4: Ongoing Monitoring and Maintenance

e Regularly monitor system behaviour.
e Apply timely security updates and patches.
e Establish a plan for handling cyber incidents.

Roles and Responsibilities

The Code outlines key roles for stakeholders in Al development and deployment:

e Developers: Design Al systems with security in mind, conducting thorough testing to
prevent vulnerabilities.

e System Operators: Maintain secure Al environments, monitor for potential threats, and
ensure security patches are applied.

e Data Custodians: Protect sensitive data used in Al training and operations.



e End-users: Stay informed on system limitations and adhere to usage guidelines.

Comparison to EU Al Regulations

Unlike the mandatory EU Al Act, the UK'’s Al Code of Practice is voluntary, providing flexibility
while promoting innovation. However, businesses that adopt these best practices will be better
positioned to meet future international regulatory requirements.

Benefits of Adopting the Al Code

Enhanced Customer Trust

Adhering to the Code demonstrates a commitment to safeguarding sensitive data, fostering trust
with clients and stakeholders.

Stronger Resilience to Cyber Threats
Proactive security measures minimise downtime and financial losses due to cyberattacks.

Boosted Innovation

Secure Al systems enable businesses to innovate confidently without fear of security
disruptions.

Competitive Advantage

Early adopters of the Code are better positioned to win contracts with security-conscious
partners.

Long-Term Cost Savings

Preventing breaches through proactive measures saves costs related to fines, legal fees, and
reputational damage.




Checklist for Al Security Compliance

Action Responsibility Status

Train staff on Al security risks System Operators, Developers [1
Conduct risk assessments Developers, System Operators [
Implement secure design principles Developers []
Document data, models, and prompts Developers [
Test and evaluate systems Developers, System Operators [
pre-deployment

Monitor system performance System Operators [1
Maintain security updates and patches Developers, System Operators [

Tip: Regularly review this checklist to ensure ongoing compliance.

Building on Previous UK Government Initiatives

The Al Code complements existing government efforts to enhance Al security:

e Spring 2024: Introduction to Al Assurance, a guide on building trustworthy Al systems.
e National Cyber Security Centre’s Guidelines: Established secure Al system
development practices.




What’s Next for Businesses?

Although the Code is voluntary, businesses should view it as a framework for future-proofing
their Al investments. Here’s how to get started:

Assess current Al security measures against the 13 principles to identify gaps.
Train staff on recognising Al-specific risks.

Engage external cybersecurity experts to audit and strengthen defences.
Monitor evolving regulations and standards.

How Keeping Ahead Can Help Your Business

At Keeping Ahead, we specialize in helping businesses navigate the complexities of Al and
digital transformation. Our expert team provides tailored solutions to ensure your Al systems

are:

Secure by Design: We help you integrate security throughout the Al lifecycle.
Compliant: Ensure alignment with the UK’s Al Code and other relevant standards.
Efficient: Optimize your Al systems to achieve both security and business performance
goals.

Our Services Include:

Al security audits and risk assessments.

Customised staff training on Al-specific cyber threats.
Secure design and development of Al systems.
Compliance assessments and documentation.
Ongoing monitoring and incident management.

Take Action Today

Secure your Al systems and future-proof your business. Contact Keeping A Head today for a
consultation and see how we can help you:

Stay compliant with evolving regulations.
Protect your data, systems, and stakeholders.
Lead in your industry by adopting cutting-edge security practices.



Contact Us:

o Website: www.keepingahead.co.uk
e Email: Info@keepingahead.co.uk

Let us help you keep ahead of the competition by safeguarding your Al systems and ensuring
compliance. Together, we can build a secure and innovative future.


https://www.keepingahead.co.uk
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