
Deep Dive in Packet Analysis - Using Wireshark
and Network Miner

OBJECTIVE: 
CompTIA Security+ Domain: 
Domain 3: Threats and Vulnerabilities

CompTIA Security+ Objective Mapping: 
Objective 3.7: Given a scenario, use appropriate tools and techniques to discover security threats and
vulnerabilities.

OVERVIEW: 
Packet Analysis is the process of sifting through network traffic and finding relevant artifacts. Analyzing
network traffic is critical to the protection of information systems.

OUTCOMES:
In this lab, you will learn to:

Use Wireshark to view protocol traffic.1.

View protocols using Wireshark.2.

Parse objects from network traffic.3.

Use NetworkMiner.4.

Key Term Description
FTP File Transfer Protocol is a clear text protocol used to transfer files between systems.
TELNET TELNET is a clear text protocol that is used to remotely administer a machine.
ping uses internet control message protocol to check for connectivity between two systems
SSH Secure shell is used to securely transfer files between two systems.
DNS The Domain Name System converts IP addresses to names and names to IP addresses.

Reading Assignment
Introduction
Packet analysis is the process of sifting through network traffic and finding relevant artifacts. Analyzing
network traffic is critical to the protection of information systems. Figure 1 shows the lab topology for this
lab. You will be using a pcap file with previously captured network activity in Wireshark to explore that



network traffic.

FIGURE 1 – LAB TOPOLOGY

Overview of TCP/IP
Recall, the Transmission Control Protocol/Internet Protocol (TCP/IP) networking model consists of four
layers: application, transport, network, and data link. Figure 2 shows the different TCP/IP layers. Services
run at the application layer and interact with the transport layer using ports. Port numbers are assigned to
different services on the operation system. Services, such as File Transfer Protocol (FTP), Telnet, Hypertext
Transport Protocol (HTTP), and others, use unique port numbers assigned to them by the operating
system. FTP has a port number of 21, Telnet uses the port number of 23, and HTTP has a port number of
80. Port numbers are assigned to a particular protocol and service by the operating system. These port
numbers are how TCP/IP knows how to communicate from the transport layer to the application layer.
TCP/IP was not initially designed with security in mind so these applications are configured by default to
send traffic over the network in plaintext. There are newer services the use encryption like Secure Shell
(SSH) and Hypertext Transport Protocol Secure (HTTPS) that are used in place of these older, less secure
protocols.

  Application (FTP, Telnet, HTTP, etc.)
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FIGURE 2 – TCP/IP NETWORKING MODEL

There are several protocols used in this lab which will have an image of the header format to assist in
analyzing network traffic when you are using Wireshark.

Address Resolution Protocol (ARP)
ARP is a protocol used for discovering Media Access Control (MAC) addresses associated with an IP
address. When the TCP/IP stack using ARP to determine the MAC address for an Internet Protocol (IP)
address, the mappings are stored in an ARP cache and can be manipulated with the arp command. (Note:
arp is both a protocol as well as a command).



FIGURE 3 – ARP PROTOCOL (SOURCE: ARP)

Internet Protocol (IP)
IP is a connectionless network layer protocol that transmits packets from a source host to a destination
host. It uses a 32-bit address space and usually represented in decimal dotted notation (192.153.10.1).
One of the functions of the IP protocol is a routing function that allows for communications between hosts
on a local area network (LAN) and a wide area network (WAN). The successor to IP is IPv6. Figure 4 shows
the IP protocol.

FIGURE 4 – IP PROTOCOL (SOURCE: IP)

Internet Protocol (IPV6)
IPv6 is the successor to IP, which is also known as IPv4. It is an upgrade to IPv4 to allow for more



addressing, and its addresses include both numbers and hexadecimal letters. IPv6 also allows for a much
larger 128-bit address space. Notice the difference in the size of the IP address. Figure 5 shows IPv6
protocol.

FIGURE 5 - IPV6 (SOURCE: IPV6)

Internet Control Message Protocol (ICMP)
ICMP is a supporting protocol. ICMP is typically used with the ping and traceroute (tracert in Linux)
commands. It allows network devices to send error messages and other diagnostic information.  Figure 6
shows the ICMP protocol.

FIGURE 6 – ICMP PROTOCOL (SOURCE: ICMP)

Transport Control Protocol (TCP)
TCP is a protocol that sits at the transport layer of the TCP/IP stack. It is a reliable, ordered, connection
oriented, and error checked. TCP’s job is to make sure that a connection is created between the source
and destination host and reliably send packets over the network. TCP works in three phases: connection
setup, data transmission, and connection termination. Port numbers are assigned to particular application
layer protocols to allow for applications to talk to each other from source to destination. Figure 7 shows the
TCP protocol.



FIGURE 7 – TCP PROTOCOL (SOURCE: TCP)

User Datagram Protocol (UDP)
UDP is a protocol that sits at the transport layer of the TCP/IP stack. It is a connectionless protocol. It
provides minimal error checking unlike TCP. It also allows for port numbers to communicate with
application layer protocols. Figure 8 shows the UDP protocol.

FIGURE 8 – UDP PROTOCOL (SOURCE: UDP)

File Transfer Protocol (FTP) (Port 20/21)
FTP, which uses TCP, is a protocol that allows for transfer of files between systems and runs on top of TCP.
The different layers and protocols that run FTP are shown in Figure 9. All data and credentials are
transmitted over the network in clear text. It is a very insecure protocol. FTP can be secured in different
ways using the Secure Sockets Layer (SSL) as one example, but Secure Copy (SCP) can be used as the
secure alternative also and it is easier to configure because it comes with SSH. In this lab, the Kali machine
will act as the FTP client and the Windows Server will host the FTP server.
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  Transport   TCP
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FIGURE 9 – FTP PROTOCOL STACK



Post Office Protocol (POP3) (Port 110)
POP3, which uses TCP, is an application layer protocol that provides a way for users to read e-mail from an
e-mail server. Figure 10 shows the protocol stack for POP.

  Application   POP
  Transport   TCP
  Network   IP
  Data Link   Ethernet

FIGURE 10 – POP PROTOCOL STACK

Simple Mail Transfer Protocol (SMTP)
SMTP, which uses TCP, is an application layer protocol that provides a way for users to send e-mail from an
e-mail server.  Figure 11 shows the protocol stack for SMTP.

  Application   SMTP
  Transport   TCP
  Network   IP
  Data Link   Ethernet

FIGURE 11 – SMTP PROTOCOL STACK

Domain Name System (DNS)
DNS, which uses UDP and TCP, is a hierarchical naming system for network devices on a network called a
domain. DNS uses UDP for lookups and TCP for zone transfers. Each network device can have a domain
name associated with it. DNS allows for translation between a fully qualified domain name (F.Q.D.N) and
an IP address on a network. Users will use the domain name at the application layer, and the TCP/IP
translates that into an IP address to be transmitted onto a network.

FIGURE 12 – DNS PROTOCOL (SOURCE: DNS)

Figure 13 shows the protocol stack for DNS.
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FIGURE 13 – DNS PROTOCOL STACK

Examining Protocol Traffic in Wireshark
Wireshark is a network protocol analyzer. It allows you to inspect and capture packets on your network. It
allows you to inspect the traffic that is transmitting on your network.

The format for a packet that is transmitted over a network usually looks like in Figure 14.

FIGURE 14 – PACKET FORMAT

This relates to the layers in the TCP/IP protocol stack. Media Access Control (MAC) header is Ethernet,
Internet Protocol (IP) header is the network/Internet layer, TCP header is the transport layer, and the
message is the application layer. When a message is transmitted over the network, it encapsulates the
header from each of the layers before it transmits onto the network. When the message is received, the
headers are stripped off as it works its way up the protocol stack to the application. Figure 15 illustrates
how a message flows from the client to the server.

FIGURE 15 – MESSAGE FLOW FROM CLIENT TO SERVER AND BACK

Wireshark provides a user interface that allows you to filter your network traffic and analyze that traffic. A
system administrator can use Wireshark if he or she suspects there might be nefarious traffic that the
firewall and intrusion detection system is not detecting. A system administrator needs to know the
protocols in depth to grasp the information being transmitted on the network. Figure 16 shows the user
interface for Wireshark. You open a captured network traffic file and the first step is to filter the traffic
which is called a DisplayFilter.

A DisplayFilter allows you to only see traffic that you want to see. You can filter on items like the tcp.port
number, the protocol type, IP addresses, etc. For more information on DisplayFilter, see this link. To fully



appreciate the details of the headers of the different protocols at the different layers, you need to review
the header information. Wikipedia is a good source of header information for the different protocols used
on a network. Once the filter is set, the results appear in #2. As you change the DisplayFilter, you can zero
in on what you want to see. When you click on a packet, the packet info appears in #3. Details about the
selected link is in the second part of the window. You can examine the details of that particular part of the
captured data. The #4 of the screenshot shows the file in hexadecimal format on the left side of the pane.

FIGURE 16 – WIRESHARK INTERFACE

Network Miner
Network miner is Network Forensic Analysis tool (NFAT) that runs on Windows, Linux, MacOS X, and
FreeBSD. It can be used as a passive packet sniffer or a network analysis tools using PCAP files. Network
Miner can extract images, files, e-mails, certificates, credentials, cookies, passwords, and others artifacts
using a PCAP file or by directly sniffing network traffic. Figure 17 shows the user interface for Network
Miner.



FIGURE 17 – NETWORK MINER INTERFACE (SOURCE: NETWORKMINER)

 

CONCLUSION: 
In this lab, you will be using Wireshark to analyze different protocols at different layers. You will also use
Network Miner to extract images and files.

Viewing Protocols With Wireshark
Click on the external Windows 8.1 icon on the topology.1.



WINDOWS 8.1 MACHINE

Double-click on the lab11.pcap Wireshark file in the list.2.

CAPTURE FILE

Type ipv6 in the Wireshark filter pane and then click Apply to view IPv6 traffic.3.



WIRESHARK FILTER

Type ip and !ipv6 in the Wireshark filter pane and then click Apply to view IPv4 traffic.4.

WIRESHARK FILTER

Type ip.addr == 224.0.0.0/8 in the filter pane and then click Apply to view multicast5.
traffic.



WIRESHARK FILTER

Type ip.addr == 172.16.200.255 in the filter pane and then click Apply to view broadcast6.
traffic.

WIRESHARK FILTER

Type icmp in the filter pane and then click Apply to view ICMP traffic.7.

WIRESHARK FILTER

Type arp in the filter pane and then click Apply to view ARP traffic.8.



WIRESHARK FILTER

Type tcp in the filter pane and then click Apply to view TCP traffic. In the bottom pane, expand9.
Transmission Control Protocol and then expand flags to view TCP flags.



TCP FLAGS

Type udp in the filter pane and then click Apply to view UDP traffic.10.



WIRESHARK FILTER

Type ftp in the filter pane and then click Apply to view FTP traffic.11.

WIRESHARK FILTER

Type pop in the filter pane and then click Apply to view POP traffic.12.

WIRESHARK FILTER

Type smtp in the filter pane and then click Apply to view SMTP traffic.13.



WIRESHARK FILTER

Type dns in the filter pane and then click Apply to view DNS traffic.14.

WIRESHARK FILTER

Type tcp.port == 17 in the Wireshark filter pane and then click Apply to view QOTD traffic.15.
Right-click the first frame and then select Follow TCP Stream.



WIRESHARK FILTER

Read the Quote of the Day. Click the Close button to close the TCP Stream.16.



TCP STREAM CONTENT

Type telnet in the Wireshark filter pane and then click Apply to view TELNET traffic. Right-17.
click on the first frame and select Follow TCP Stream.



WIRESHARK FILTER

Read the plain text credentials. Click the Close button to close the TCP Stream.18.



WIRESHARK FILTER

Type tcp.port == 19 in the Wireshark filter pane and then click Apply to view CHARGEN19.
traffic. Right-click on the first frame and select Follow TCP Stream.

WIRESHARK FILTER



Read the generated characters. Click the Close button to close the TCP Stream.20.

TCP STREAM CONTENT

Type tcp.port == 13 in the Wireshark filter pane and then click Apply to view DAYTIME traffic.21.
Right-click on the first frame and select Follow TCP Stream.



WIRESHARK FILTER

Read the date and time. Click the Close button to close the TCP Stream.22.

WIRESHARK FILTER

Type tcp.port == 7 in the Wireshark filter pane and then click Apply to view ECHO traffic.23.
Right-click on the first frame and select Follow TCP Stream.

FOLLOW TCP STREAM

Read the doubled characters. Click the Close button to close the TCP Stream.24.



TCP STREAM CONTENT

Type ssh in the Wireshark filter pane and then click Apply to view secure shell traffic.25.

WIRESHARK FILTER

Type rdp in the Wireshark filter pane and then click Apply to view Remote Desktop Protocol26.
traffic. 

WIRESHARK FILTER

Type smb in the Wireshark filter pane and then click Apply to view Server Message Block traffic. 27.



WIRESHARK FILTER

Type nbns in the Wireshark filter pane and then click Apply to view NetBIOS Name Service traffic. 28.

WIRESHARK FILTER

Type http in the Wireshark filter pane and then click Apply to view Hypertext Transfer Protocol29.
traffic. 



WIRESHARK FILTER

DISCUSSION QUESTIONS: 
What is ICMP?1.

What is ARP?2.

What is FTP?3.

What is SMTP?4.

Parsing Objects With Wireshark
Right-click File, then select Export Objects, then click HTTP. 1.



HTTP OBJECTS

Click Save All.2.

SAVE ALL

For the folder name, type lab11. Click OK.3.



WIRESHARK 

Click OK to the message that some files cannot be saved.4.

WIRESHARK 

Close the HTTP object list and Wireshark by clicking the two Xs in the top right corner.5.



CLOSE THESE WINDOWS

Double-click on the newly created lab11 folder on your desktop.6.

PARSED FILES

Right-click in the white space and select View and Medium icons.7.

PARSED FILES

Find a picture icon and double-click on it. Then Close the picture file and the lab11 folder.8.



PARSED FILES

Double-click on the flags.pcap Wireshark file in the list.9.

CAPTURE FILE

Type tcp.port == 17 in the Wireshark filter pane and then click Apply to view QOTD traffic. Right-10.
click the first frame and then select Follow TCP Stream.

WIRESHARK FILTER



Read the Quote of the Day. Click the Close button to close the TCP Stream.11.

TCP STREAM CONTENT

Notice the flag of 999818. Click on the Challenge icon and type the flag number into the left hand12.
pane in the field for flag#1answer box. This is just to show you how to capture Challenge Flags you
will see throughout this lab.

Challenge Sample #

Challenge #

Challenge #

Challenge #

DISCUSSION QUESTIONS: 
What is HTTP?1.

What is the port of QOTD?2.



Using Network Miner
Double-click on the shortcut to NetworkMiner on your desktop.1.

NETWORKMINER

Drag the lab11.pcap file into the NetworkMiner window.2.

NETWORK MINER

Wait for the lab11.pcap file to fully transfer. Then click on the Hosts tab and view the hosts3.
running the Microsoft operating systems.



NETWORKMINER

Click on the Images tab and view some of the images pared from the capture file.4.

NETWORKMINER

Click on the Messages tab. Then click on the bottom email message and view it in the pane.5.



NETWORKMINER

Click on the Credentials tab. View the parsed usernames and passwords. 6.

NETWORKMINER

Click on the Files tab, and right-click on the first file, and then select Open file. View the PDF. 7.



NETWORKMINER

View the opened PDF file.8.

PDF FILE

 

Click on the Red X in the coren to close network miner.9.

NETWORKMINER

Double-click on the shortcut to NetworkMiner on your desktop.10.



NETWORKMINER

Drag the flag2.pcap file into the NetworkMiner window.10.

NETWORK MINER

Challenge #

Challenge #

Note: Press the STOP button to complete the lab.

DISCUSSION QUESTIONS: 
What is NetworkMiner?1.

What is the messages tab?2.

What is the credentials tab?3.

What is the images tab?4.
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