INFOSEC
LEARNING:

Deep Dive in Packet Analysis - Using Wireshark
and Network Miner

OBJECTIVE:

CompTIA Security+ Domain:
Domain 3: Threats and Vulnerabilities

CompTIA Security+ Objective Mapping:
Objective 3.7: Given a scenario, use appropriate tools and techniques to discover security threats and
vulnerabilities.

OVERVIEW:

Packet Analysis is the process of sifting through network traffic and finding relevant artifacts. Analyzing
network traffic is critical to the protection of information systems.

OUTCOMES:

In this lab, you will learn to:

1. Use Wireshark to view protocol traffic.
2. View protocols using Wireshark.
3. Parse objects from network traffic.

4. Use NetworkMiner.

Key Term Description

FTP File Transfer Protocol is a clear text protocol used to transfer files between systems.
TELNET  TELNET is a clear text protocol that is used to remotely administer a machine.

ping uses internet control message protocol to check for connectivity between two systems
SSH Secure shell is used to securely transfer files between two systems.

DNS The Domain Name System converts IP addresses to names and names to IP addresses.

Reading Assignment

Introduction

Packet analysis is the process of sifting through network traffic and finding relevant artifacts. Analyzing
network traffic is critical to the protection of information systems. Figure 1 shows the lab topology for this
lab. You will be using a pcap file with previously captured network activity in Wireshark to explore that



network traffic.

Windows 8.1 Attack Machine

FIGURE 1 - LAB TOPOLOGY

Overview of TCP/IP

Recall, the Transmission Control Protocol/Internet Protocol (TCP/IP) networking model consists of four
layers: application, transport, network, and data link. Figure 2 shows the different TCP/IP layers. Services
run at the application layer and interact with the transport layer using ports. Port numbers are assigned to
different services on the operation system. Services, such as File Transfer Protocol (FTP), Telnet, Hypertext
Transport Protocol (HTTP), and others, use unique port numbers assigned to them by the operating
system. FTP has a port number of 21, Telnet uses the port number of 23, and HTTP has a port number of
80. Port numbers are assigned to a particular protocol and service by the operating system. These port
numbers are how TCP/IP knows how to communicate from the transport layer to the application layer.
TCP/IP was not initially designed with security in mind so these applications are configured by default to
send traffic over the network in plaintext. There are newer services the use encryption like Secure Shell
(SSH) and Hypertext Transport Protocol Secure (HTTPS) that are used in place of these older, less secure
protocols.

Application (FTP, Telnet, HTTP, etc.)
Transport (TCP/UDP)

Network (IP)

Data Link

FIGURE 2 - TCP/IP NETWORKING MODEL

There are several protocols used in this lab which will have an image of the header format to assist in
analyzing network traffic when you are using Wireshark.

Address Resolution Protocol (ARP)

ARP is a protocol used for discovering Media Access Control (MAC) addresses associated with an IP
address. When the TCP/IP stack using ARP to determine the MAC address for an Internet Protocol (IP)
address, the mappings are stored in an ARP cache and can be manipulated with the arp command. (Note:
arp is both a protocol as well as a command).
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FIGURE 3 - ARP PROTOCOL (SOURCE: ARP)

Internet Protocol (IP)

IP is a connectionless network layer protocol that transmits packets from a source host to a destination
host. It uses a 32-bit address space and usually represented in decimal dotted notation (192.153.10.1).
One of the functions of the IP protocol is a routing function that allows for communications between hosts
on a local area network (LAN) and a wide area network (WAN). The successor to IP is IPv6. Figure 4 shows

the IP protocol.
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FIGURE 4 - IP PROTOCOL (SOURCE: IP)

Internet Protocol (IPV6)

IPv6 is the successor to IP, which is also known as IPv4. It is an upgrade to IPv4 to allow for more



addressing, and its addresses include both numbers and hexadecimal letters. IPv6 also allows for a much
larger 128-bit address space. Notice the difference in the size of the IP address. Figure 5 shows IPv6
protocol.
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FIGURE 5 - IPV6 (SOURCE: IPV6)

Internet Control Message Protocol (ICMP)

ICMP is a supporting protocol. ICMP is typically used with the ping and traceroute (tracert in Linux)
commands. It allows network devices to send error messages and other diagnostic information. Figure 6
shows the ICMP protocol.
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FIGURE 6 - ICMP PROTOCOL (SOURCE: ICMP)

Transport Control Protocol (TCP)

TCP is a protocol that sits at the transport layer of the TCP/IP stack. It is a reliable, ordered, connection
oriented, and error checked. TCP’s job is to make sure that a connection is created between the source
and destination host and reliably send packets over the network. TCP works in three phases: connection
setup, data transmission, and connection termination. Port numbers are assigned to particular application
layer protocols to allow for applications to talk to each other from source to destination. Figure 7 shows the
TCP protocol.
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FIGURE 7 - TCP PROTOCOL (SOURCE: TCP)

User Datagram Protocol (UDP)

UDP is a protocol that sits at the transport layer of the TCP/IP stack. It is a connectionless protocol. It
provides minimal error checking unlike TCP. It also allows for port numbers to communicate with
application layer protocols. Figure 8 shows the UDP protocol.
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FIGURE 8 - UDP PROTOCOL (SOURCE: UDP)

File Transfer Protocol (FTP) (Port 20/21)

FTP, which uses TCP, is a protocol that allows for transfer of files between systems and runs on top of TCP.
The different layers and protocols that run FTP are shown in Figure 9. All data and credentials are
transmitted over the network in clear text. It is a very insecure protocol. FTP can be secured in different
ways using the Secure Sockets Layer (SSL) as one example, but Secure Copy (SCP) can be used as the
secure alternative also and it is easier to configure because it comes with SSH. In this lab, the Kali machine
will act as the FTP client and the Windows Server will host the FTP server.

Application FTP
Transport TCP
Network IP

Data Link Ethernet

FIGURE 9 - FTP PROTOCOL STACK



Post Office Protocol (POP3) (Port 110)

POP3, which uses TCP, is an application layer protocol that provides a way for users to read e-mail from an
e-mail server. Figure 10 shows the protocol stack for POP.
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FIGURE 10 - POP PROTOCOL STACK

SMTP, which uses TCP, is an application layer protocol that provides a way for users to send e-mail from an
e-mail server. Figure 11 shows the protocol stack for SMTP.
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FIGURE 11 - SMTP PROTOCOL STACK

Domain Name System (DNS)

DNS, which uses UDP and TCP, is a hierarchical naming system for network devices on a network called a
domain. DNS uses UDP for lookups and TCP for zone transfers. Each network device can have a domain
name associated with it. DNS allows for translation between a fully qualified domain name (F.Q.D.N) and
an IP address on a network. Users will use the domain name at the application layer, and the TCP/IP
translates that into an IP address to be transmitted onto a network.
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Figure 13 shows the protocol stack for DNS.
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FIGURE 12 - DNS PROTOCOL (SOURCE: DNS)
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FIGURE 13 - DNS PROTOCOL STACK

Examining Protocol Traffic in Wireshark

Wireshark is a network protocol analyzer. It allows you to inspect and capture packets on your network. It
allows you to inspect the traffic that is transmitting on your network.

The format for a packet that is transmitted over a network usually looks like in Figure 14.
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FIGURE 14 - PACKET FORMAT

This relates to the layers in the TCP/IP protocol stack. Media Access Control (MAC) header is Ethernet,
Internet Protocol (IP) header is the network/Internet layer, TCP header is the transport layer, and the
message is the application layer. When a message is transmitted over the network, it encapsulates the
header from each of the layers before it transmits onto the network. When the message is received, the
headers are stripped off as it works its way up the protocol stack to the application. Figure 15 illustrates
how a message flows from the client to the server.
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FIGURE 15 - MESSAGE FLOW FROM CLIENT TO SERVER AND BACK
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Wireshark provides a user interface that allows you to filter your network traffic and analyze that traffic. A
system administrator can use Wireshark if he or she suspects there might be nefarious traffic that the
firewall and intrusion detection system is not detecting. A system administrator needs to know the
protocols in depth to grasp the information being transmitted on the network. Figure 16 shows the user
interface for Wireshark. You open a captured network traffic file and the first step is to filter the traffic
which is called a DisplayFilter.

A DisplayFilter allows you to only see traffic that you want to see. You can filter on items like the tcp.port
number, the protocol type, IP addresses, etc. For more information on DisplayFilter, see this link. To fully



appreciate the details of the headers of the different protocols at the different layers, you need to review
the header information. Wikipedia is a good source of header information for the different protocols used
on a network. Once the filter is set, the results appear in #2. As you change the DisplayFilter, you can zero
in on what you want to see. When you click on a packet, the packet info appears in #3. Details about the
selected link is in the second part of the window. You can examine the details of that particular part of the
captured data. The #4 of the screenshot shows the file in hexadecimal format on the left side of the pane.

M ti-netflec-problems-2011-07-06.pcap = [m} X

File Edit View Go Capture Analyze Stabistics Telephony Wireless Tocls Help

d4mce nBBRecsTiEacan

c Destination

343 65,142415 192.168.0.21 174,129.249,228 TCP 66 48555 -+ 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ TSval=491519346 TSecr=551811827
344 65.142715 192.168.0.21 174.129.249.228 HTTP 253 GET fclients/metflix/flash/application.swf?flash_version=flash_lite_2.18v=1.5&nn
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= 348 65,242532 192.168.0.21 192.168.0.1 TDNS 77 Standard query @x2188 A cdn-@.nflximg.com |
349 §5.276870 192.168.8.1 192.168.8.21 DS 489 Standard query response @x2188 A cdn-8.nflximg.com CNAME images.netflix.com.edge
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FIGURE 16 - WIRESHARK INTERFACE

Network Miner

Network miner is Network Forensic Analysis tool (NFAT) that runs on Windows, Linux, MacOS X, and
FreeBSD. It can be used as a passive packet sniffer or a network analysis tools using PCAP files. Network
Miner can extract images, files, e-mails, certificates, credentials, cookies, passwords, and others artifacts
using a PCAP file or by directly sniffing network traffic. Figure 17 shows the user interface for Network
Miner.



Caze Panel

4 Stop

MD5
XiNc2...

Filename

snort log...

28 MetworkMiner 2.0

File Tools Help
— Select a network adapter in the list —

Keywords  Anomalies

Hoste {129) Files (131) Images (33) Messages Credentials () Sessions (113) DNS (271) Parameters (1199)

Fitter keyward: | L | [] Case eensttive | ExactPhrase | | Clear Apphy
D. port Protocol Filename BExdension Size  Details A
TCP 53130 TisCertificate nr-data.net.cer cer 1203 B TLS Certfficate: C
TCP 53130 TisCertificate GeoTrust S5LCA - G2.cer cer 1117 B TLS Certfficate: C
TCP 53130 T=Cerificate GeoTust Global CA cer cer 897 B TLS Certfficate: C
TCP 53138 HttpGetMomal indezx html[2] ocspresponse oCspTESpOnse 14558 gb.symcd.comd
TCP 53139 HitpGetChunked indeshtml hitrml 86958 B  www mestup.con
TCP 53142 HttpGetMomal almand min js javascript javascript 2788 B static? mestupsta
TCP 53140  HitpGetMaormal meetup_jqueny_ui.css css 6725 B static2 mestupsta
TCP 53144  HttpGetMomal client.min js javascript javascript 3692 B staticZ mestupsta
TCP 53145 HitpGetMormal info\Widget .min js javascript javascript 206398 static? mestupsta
TCP 53151 HitpGetMarmal group Metadata.min js javascript javascript 2405B static1.mestupsta
TCP 53145 HttpGetMomal mt+woButtonCTAtestimonial css £ss 445 B static1 meetupsta
TCP 53147  HitpGetMaormal print.css css 2171 B static1.mestupsta
TCP 53141  HttpGetMomal meetup-modem .cas cas 223971 B staticZ meetupsta
TCP 53135 HitpGetMomal indezx html 60 1A30C 1 css 0S5 55828  www meetup.con
TCP 53146  HitpGetMaormal whitney.css css 83455 B static1.mestupsta
TCP 53150  HttpGetMomal ghome min js javascript javascript 102378 B static] mestupsta
TCP 53148 HttpGetMomal chapterbase css oS5 165101 B static] mestupsta
TCP 53143  HttpGetMomal Meetup.Base jquery.min js javascrpt  javascript 414355 B  staticZ meetupsta
TCP 53152 HttpGetMomal thumb_156167702 jpeq jpeg 2611 B photos3 mestupst
TCP 53156  HitpGetMaormal thumb_ 151659612 jpeg PNG PNG 2571 B photos3 mestups! v
{-mn e s ] T e e R e et s At 0 i -

Live Sniffing Buffer Usage:

Reload Case Files

FIGURE 17 - NETWORK MINER INTERFACE (SOURCE: NETWORKMINER)

CONCLUSION:

In this lab, you will be using Wireshark to analyze different protocols at different layers. You will also use
Network Miner to extract images and files.

Viewing Protocols With Wireshark

1. Click on the external Windows 8.1 icon on the topology.
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2. Double-click on the lab11.pcap Wireshark file in the list.
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CAPTURE FILE

3. Type ipV6 in the Wireshark filter pane and then click Apply to view IPv6 traffic.



Filter: | ipv6 ﬂﬁprusicm... Clear hpplyl¢
Ho. Emz Source Destination Protocol Length Infn
593 52.853953 feB0::78d5:d63:3edeff02::1:3 LLMNR 94 standard query Ox4edd4 A METASPLOITABLE
505 52.959123 feB0::78d5:d63:3edeff02::1:3 LLMNR 94 standard guery Oxdedd A METASPLOITABLE
622 77.415018 feB0::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: Oxf42084 CID: 00010001162e8742000c29166864
624 78.412214 feB0::78d5:d63:3edeffO2::1:2 DHCPvG 152 solicit xID: Oxf42084 CID: 00010001162e8742000c29166864
625 B0.412283 feB0::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: Oxf42084 CID: 00010001162e8742000c29166864
626 84.412245 feB0::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: Oxf42084 CID: 00010001162e8742000c29166864
627 92.412302 feB0::78d5:d63:3edeffO2::1:2 DHCPVE 152 solicit XID: Oxf42084 CID: 00010001162e8742000c29166864
680 108.412424 feB0::78d5:d63:3edeffO2::1:2 DHCPVE 152 solicit XID: Oxf42084 CID: 00010001162e8742000c29166864
831 140.412547 feB0: :78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: 0xf42084 CID: 00010001162e8742000c29166864
5084 433.781238 feB0: :78d5:d63: 3edeff02::1:3 LLMNR 84 standard query O0x6385 A wpad
5086 433. 880572 fe80::78d5:d63:3edeff02::1:3 LLMNR 84 standard query Ox6385 A wpad
5187 504.414508 feB0::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: 0x258b3 CID: 00010001162e8742000c29166864
5188 505.411983 feB0::78d5:d63:JedeffO2::1:2 DHCPVE 152 solicit XID: Ox258b3 CID: 00010001162e8742000c29166864
51890 507.411999 fe80::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: 0x258b3 CID: 00010001162e8742000c29166864
5190 511.412020 fe80::78d5:d63:3edeff02::1:2 DHCPVE 152 solicit XID: 0x258b3 CID: 00010001162e8742000c29166864
5191 519.412001 feB0::78d5:d63:Jedeffo2::1:2 DHCPvG 152 solicit XID: 0x258b3 CID: 00010001162e8742000c29166864
5192 535.412099 feB0::78d5:d63:3edeffO2::1:2 DHCPVE 152 solicit XID: Ox258b3 CID: 00010001162e8742000c29166864
5271 567.428199 feB0::78d5:d63:3edeffO2::1:2 DHCPVE 152 solicit XID: Ox258b3 CID: 00010001162e8742000c29166864
19550 825, 880090 feB0::78d5:d63:3edeff02::1:3 LLMNR 86 standard query Ox6la2 A server
19552 B25.975150 feB0::78d5:d63:3edeff02::1:3 LLMNR 86 standard query Ox61a2 A server
19576 833.892281 fe80::78d5:d63:3edeff02::1:3 LLMNR 84 standard query Ox6ed4a A wpad
19578 833.990496 fe80: :78d5:d63: JedeffO2::1:3 LLMNR 84 standard query Ox6eda A wpad
19584 B36.445026 feB0::78d5:d63:Jedeff02::1:3 LLMNR 86 standard aquerv Oxbe70 A server
WIRESHARK FILTER

4. Type ip and !ipv6 in the Wireshark filter pane and then click Apply to view IPv4 traffic.

File Edit View Go Capture Analyze 3tatistics Telephony Tools Intemals Help
coamd BEXR A¢esaTi[EE QaaD FEBX B
[

Filter, | ip and lipvé H Expression... Clear || Apply

Mo, ﬁrn: Source Destination Protocol Length Info
19585 836.445163 172.16. 200. 200 224.0.0.252 LLMNR 66 standard guery Oxbe70 A server
19587 £836.552534 172.16. 200. 200 224.0.0.252 LLMNR 66 Standard query Oxbe70 A server
19588 836.755678 172.16. 200. 200 172.16. 200.2535 NENS 92 Name query NB SERVER<QOD>
19589 836.755753172.16. 200.100 172.16. 200,200 NBNS 104 Name query response NB 172.16.200.100
19501 £36.756206 172.16. 200. 200 224.0.0.252 LLMNR 66 standard query OxOadf a4 server
19593 836.865581172.16.200. 200 224.0.0.252 LLMNR 66 standard guery OxOadf A server
19594 837.068805172.16. 200. 200 172.16. 200.100 TCP 66 1255-80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=256 SACK_PERM=1
19595 837.068886172.16. 200.100 172.16. 200. 200 TCP 66 B0-1255 [SYN, ACk] Seq=0 ack=1 win=65535 Len=0 M55=1460 wS=1 SACK_PERM=1
19596 837.068960172.16. 200. 200 172.16. 200.100 TCP 54 1255-80 [ACK] Sege=l Ack=l Win=65536 Len=0
19597 837.069065 172.16. 200. 200 172.16. 200.100 HTTP 149 OPTIONS / HTTP/1.1

19598 837.203652172.16. 200.100 172.16. 200. 200 HTTP 460 HTTP/1.1 200 OK

19599 837.412421172.16. 200. 200 172.16.200.100 TCRP 54 1255+80 [acK] Seq=96 Ack=407 wWin=65280 Len=0

19601 840.199281 172.16.200. 200 224.0.0.252 LLMNR 64 standard guery Oxa%98f A wpad

19603 840.302589172.16. 200. 200 224.0.0.252 LLMNR 64 standard query Oxa98f A wpad

19604 B40.506206 172,16, 200, 200 172.16.200,253% NENS 92 Name query NB WPAD<0Q:=

19605 841.255473172.16. 200. 200 172.16.200.255 NBNS 92 Name query NB WPAD<00»

19606 842.005596172.16. 200. 200 172.16.200.2355 NENS 92 Name query NB WPAD<DO>

19608 842.758863172.16.200. 200 224.0.0.252 LLMNR 66 standard guery O0x9b28 A server

19610 842.865587 172.16. 200. 200 224.0.0.252 LLMNR 66 Standard guery Ox9b28 A server

19612 843.069116172.16. 200. 200 224.0.0.252 LLMNR 66 standard guery Ox7600 A server

19614 843.177555172.16. 200. 200 224.0.0.252 LLMNR 66 standard query Ox7600 A server

19615 843, 3B0884 172.16. 200, 200 172.16. 200,100 TCP 66 1256-B0 [S¥N] Seq=0 wWin=8192 Len=0 MS5=1460 WS=256 SACK_PERM=1
19616 843.380952172.16.200.100 172.16. 200. 200 TCP 66 80-1256 [S¥N, ACK] Seq=0 Ack=l Win=65535 Len=0 M5S5=1460 wS=1 SACK_PERM=1

WIRESHARK FILTER

5. Type ip.addr == 224.0.0.0/8 in the filter pane and then click Apply to view multicast
traffic.



IFiIter. ip.addr == 224.0.0.0/8 v | Expression.. Clear | Apply @

Mo, Time Source Destination Protocol Length Info
594 52.854161 172.16.200.200 224.0.0.252 LLMNR 74 standard guery Oxded4 A METASPLOITABLE
596 52.959186 172.16.200.200 224.0.0.252 LLMNR 74 standard query Oxded4 A METASPLOITABLE
5085 433.781349172.16. 200. 200 224.0.0.252 LLMNR 64 standard gquery 0x6385 A wpad
5087 433.880633 172.16. 200. 200 224.0.0.252 LLMNR 64 standard guery 0x6385 A wpad
19551 B25.880200172.16.200. 200 224.0.0.252 LLMNR 66 standard guery 0x6laz A server
19553 B25.975251 172.16.200. 200 224.0.0.252 LLMMNR 66 Standard query 0x6la2 A server
19577 B33.892405172.16.200. 200 224.0.0.252 LLMNR 64 standard gquery Ox6eda A wpad
19579 B33.990558172.16. 200. 200 224.0.0.252 LLMNR 64 standard guery Ox6eda A wpad
19585 B36.445163172.16. 200. 200 224.0.0.252 LLMNR 66 standard guery Oxbe70 A server
19587 B36.552534 172.16.200. 200 224.0.0.252 LLMNR 66 standard query Oxbe70 A server
19591 B36.756206172.16.200. 200 224.0.0.252 LLMNR 66 standard guery 0x0a4f A server
19593 B36.865581 172.16. 200. 200 224.0.0.252 LLMNR 66 standard gquery 0x0a4f A server
19601 840.199281 172.16.200.200 224.0.0.252 LLMNR 64 standard query 0xa98f A wpad
19603 B40.302589172.16.200. 200 224.0.0.252 LLMNR 64 standard guery 0xa98f A wpad
19608 B42,758863172.16.200. 200 224.0.0.252 LLMNR 66 standard guery 0x9b28 A server
19610 B42. 865587 172.16.200. 200 224.0.0.252 LLMMNR 66 Standard query 0x9b28 A serwver
19612 B43.069116172.16.200.200 224.0.0.252 LLMNR 66 standard query Ox7600 A server
WIRESHARK FILTER

6. Type ip.addr == 172.16.200.255 in the filter pane and then click Apply to view broadcast

traffic.
IFiIten ip.addr == 172.16.200.255 i: Expression... CIear@
Mo. Time Source Destination Protocol Length Info
19604 B40. 506206 172.16. 200. 200 172.16.200.255 MENS 92 Name query NE WPAD<0O>
19605 841.255473172.16. 200. 200 172.16.200.255 NBNS 92 Name query NB WPAD<00>
19606 842.005596172.16. 200. 200 172.16.200.255 MENS 92 Name query NE WPAD<0O>
19625 843.694679172.16. 200. 200 172.16.200.255 NBNS 92 Name query NB WPAD<00>
19626 844.443542172.16. 200. 200 172.16.200. 255 NENS 92 Name guery NB WPAD<0O0>
19627 845.193512172.16. 200. 200 172.16.200. 255 NBNS 92 Name query NB WPAD<0O0>
19668 866. 615769 172.16. 200. 200 172.16.200. 255 NENS 92 Name query NB WPAD<0O0>
19674 867.365565 172.16. 200. 200 172.16.200.255 NENS 92 Name query NB WPAD<0O>
197982 868.115540172.16. 200. 200 172.16.200. 255 NENS 92 Name gquery NB WPAD<QO>
20469 869. 256212 172.16. 200. 200 172.16.200.255 NENS 92 Name query NB WPAD<DO>
20968 870.005540172.16. 200. 200 172.16.200.255 NENS 92 Name query NB WPAD<QO>
21421 870.755597 172.16. 200. 200 172.16.200.255 NENS 92 Name query NB WPAD<0O>
22081 940. 505928 172.16. 200.100 172.16.200.255 BROWSEF 243 Local Master Announcement SERVER, Workstation, Server, 5QL Server, Domain t
27846 1132.34164 172.16. 200. 30 172.16.200.255 BEROWSEFR 286 Local Master announcement METASPLOITABLE, workstation, Server, Print Queue
27847 1132. 34167 172.16. 200. 30 172.16.200. 255 BROWSEF 257 Domain/workgroup Announcement WORKGROUP, NT workstation, Domain Enum
27926 1132.90909172.16. 200. 100 172.16.200.255 MENS 92 Name query NE TSCLIENT<0O0>
27927 1132.90928 172.16. 200.100 172.16.200.255 NENS 92 Name query NB TSCLIENT<20>
27956 1133, 64663 172.16. 200.100 172.16.200. 255 NENS 92 Name query NB TSCLIENT<00>
27957 1133.64678172.16. 200.100 172.16.200.255 NENS 92 Name query NB TSCLIENT<20>
28055 1134, 39658172.16. 200.100 172.16.200. 255 NENS 92 Name query NB TSCLIENT<00>
28056 1134, 39663 172.16. 200.100 172.16.200.255 NENS 92 Name query NB TSCLIENT<20>
7R1949 1135.14703172.16. 200.100 172.16.200. 255 NRNS 92 Name auerv NR TSCI TENT<=

WIRESHARK FILTER

7. Type icmp in the filter pane and then click Apply to view ICMP traffic.

anIm: iemp E&prmion... Clear | Apply @
No. ﬁme Source Destination Protocol Length Info
565 34.955034 172.16.200.100 172.16. 200. 50 ICMP 98 eEcho (ping) reply 1d=0x072d, seq=16/4096, ttiI=128 (request in 564)
566 35.954026 172.16.200.50 172.16.200.100 ICMP 98 Echo (ping) request id=0x072d, seq=17/4352, ttl=64 (reply in 567)
567 35.954110 172.16.200.100 172.16.200. 50 ICMP 98 echo (ping) reply id=0x072d, seq=17/4352, tt1=128 (request in 566)
568 36.954058 172.16.200.50 172.16. 200.100 ICMP 98 echo (ping) request id=0x072d, seq=18/4608, ttl=64 (reply in 569)
569 36.954156 172.16.200.100 172.16.200. 50 ICMP 98 Echo (ping) reply id=0x072d, seq=18/4608, tt1-128 (request in 568)
570 37.954008 172.16.200.50 172.16.200.100 ICMP 98 echo (ping) request {d=0x072d, seq=19/4864, tt1=64 (reply in 571)
571 37.954107 172.16.200.100 172.16. 200. 50 ICMP 98 echo (ping) reply 1d=0x072d, seq=19/4864, tt1=128 (request in 570)
572 38.953051 172.16.200.50 172.16. 200.100 TICMP 98 echo (ping) request id=0x072d, seq=20/5120, ttl=64 (reply in 573)
573 38.953162 172.16.200.100 172.16. 200. 50 ICMP 98 Echo (ping) reply id=0x072d, seq=20/5120, tt1=128 (request in 572)
574 39.953034 172.16.200.50 172.16.200.100 ICMP 98 echo (ping) request 1d=0x072d, 5eq=21/5376, ttl=64 (reply in 575)
575 39.953125 172.16.200.100 172.16. 200. 50 ICMP 98 Echo (ping) r‘ep‘ly 1d=0x072d, seq=21/5376, trl=128 (request in 574)
576 40.953027 172.16.200.50 172.16.200.100 ICMP 98 echo (ping) reguest id=0x072d, seq=22/5632, ttl=64 (reply in 577)
577 40.953121 172.16.200.100 172.16.200. 50 ICMP 98 echo (ping) reply id=0x072d, seq=22/5632, ttl1=128 (request in 576)
578 41.953038 172.16.200. 50 172.16.200.100 ICMP 98 echo (ping) request 1d=0x072d, seq=23/5888, ttl1=64 (reply in 579)
579 41.953129 172.16.200.100 172.16.200. 50 ICMP 98 echo (ping) reply 1d=0x072d, seq=23/5888, ttl=128 (reguest in 578)
580 42.953048 172.16.200.50 172.16.200.100 ICMP 98 Echo (ping) request 1d=0x072d, seq=24/6144, ttl=64 (reply in 581)
581 42.953140 172.16.200.100 172.16. 200, 50 ICMP 98 echo (ping) reply 1d=0x072d, seq=24/6144, tt1=128 (regquest in 580)
582 43.953072 172.16.200.50 172.16.200.100 ICMP 98 echo (ping) request id=0x072d, seq=25/6400, ttl=64 (reply in 583)
583 43.953153 172.16.200.100 172.16. 200. 50 ICMP 98 echo (ping) reply id=0x072d, seq=25/6400, ttl=128 (request in 582)
384 44.953062 172.16.200,50 172.16.200,100 ICMP 98 echo (ping) request 1d=0x072d, 5eq=26/6656, ttl=64 (reply in 585)

WIRESHARK FILTER

8. Type arp in the filter pane and then click Apply to view ARP traffic.



IFiIter. arp
Mo. Time Source Destination Protocol

5194 566. 587001 vmware_f3:68:90 Vmware_98:00:1a ARP
18087 717.046052 vmware_98:00:1a Broadcast ARP
18088 717.046133 vmware_43:c9:0d vmware_98:00:1a ARP
19669 866.870242 vmware_f3:68:90 Broadcast ARP
19670 B66.870321 vmware_98:00:1a vmware_f3:68:90 ARP
21998 921.974873 vmware_98:00:1a vmware_f3:68:90 ARP
21999 921.974893 vmware_f3:68:90 vmware_98:00:1a ARP
22068 936.474805 vmware_98:00:1a vmware_43:c9:0d ARP
22069 936.474873 vmware_43:c9:0d vmware_98:00:1a ARP
22082 945.671060 vimware_98:00:1a Broadcast ARP
22083 945.671137 vimware_fa:dd:2a vmware_98:00:1a ARP
24344 1022.53769 vinware_98:00:1a Broadcast ARP
24345 1022.53783 vmware_%a:be:cl vmware_98:00:1a ARP
24425 1026.21676 vimware_f3:68:90 Broadcast ARP
24426 1026. 21690 Vmware_9a:be:cl Vmware_f3:68:90 ARP
24461 1027.42744 Vinware_98:00:1a Broadcast ARP
24462 1027.42750 Vmware_43:c9:0d Vmware_98:00:1a ARP
25986 1067.78329 vinware_fa:dd:2a Vmware_98:00:1a ARP
25987 1067.78338 vmware_98:00:1a vmware_fa:dd:2a ARP
27332 1111. 97451 Vmware_98:00:1a Vmware_f3:68:90 ARP
27333 1111.97453 Vvmware_f3:68:90 Vmware_98:00:1a ARP
27859 1132.73412 vmware_43:c9:0d Broadcast ARP

WIRESHARK FILTER

Length Info

42 172.

42 who

42 172,

42 who

42 172,

42 who

42 172,

42 who

42 172.

42 who

42 172.

42 who

60 172.

42 who

60 172.

42 who

42 172.

42 who

42 172.

42 who

42 172.

42 who

Iv Expression... Clear @

16.200.2 is5 at 00:50:56:f3:68:90

has 172.16.200.1007 Tell 172.16.200.200
16.200.100 is at 00:0c:29:43:c9:0d

has 172.16.200.2007 Tell 172.16.200.2
16.200.200 is at 00:50:56:98:00:1a

has 172.16.200.27 Tell 172.16.200.200
16.200.2 is at 00:50:56:f3:68:90

has 172.16.200.1007 Tell 172.16.200.200
16.200.100 is at 00:0c:29:43:c9:0d

has 172.16.200.307 Tell 172.16.200.200
16.200.3230 is at 00:0c:29:fa:dd:2a

has 172.16.200.507 Tell 172.16.200.200
16.200.50 is at 00:0c:29:9a:be:cl

has 172.16.200.507 Tell 172.16.200.2
16.200.50 is at 00:0c:29:9a:be:cl

has 172.16.200.1007 Tell 172.16.200.200
16.200.100 is at 00:0c:29:43:c9:0d

has 172.16.200.2007 Tell 172.16.200.30
16.200.200 is at 00:50:56:98:00:1a

has 172.16.200.27 Tell 172.16.200.200
16.200.2 is at 00:50:56:f3:68:90

has 172.16.200. 507 Tell 172.16.200.100

9. Type tcp in the filter pane and then click Apply to view TCP traffic. In the bottom pane, expand
Transmission Control Protocol and then expand flags to view TCP flags.



Bile [Edt Meew Go Capture Analyze Habsbes Telephony Tools [ntemals  Help

1?2 16 200, 200
0

172.16. 200. 30
172.1

C@ AN d ERXS LesaTFR Qean EER X H
Filter: | tep Iv Expression... l.'_lu_
e —
No. Time Source Destination Protocol Length Info
| 599 53.165537 172.16.200.200  172.16.200.30 TP 66 1050130 [SYN] Seq=0 win=8192 Len=0 M55=1460 ws=256 SAC
| 600 53.165622 172.16.200.30 172.16.200.200  TCP 66 130-1050 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=146(
601 53.165708 172.16.200.200 172.16. 200. 30 126 Sessfon request, to METASPLOITABLE <20> from STUDENT-PC«
602 53.165822 172.16.200. 30 172.16. 200. 200 TCP 54 139-1050 [Ack] Seq=1 Ack=73 win=5856 Len=0
603 53.168737 172.16.200.30 172.16. 200. 200 MBSS 58 positive session response
MB Request

213 ngnt.'l ate Pr utucul
1 Response

L.
1?2.16.200.200

172.16. 200. 30

606 53.170481 SMB 195 Session Setup dx Request, NTLMSSP_MNEGOTIATE

607 53.171335 172.16.200.30 172.16. 200. 200 SMB 354 Session Setup AndX Response, NTLMSSP_CHALLEMGE, Error:
608 53.172052 172.16.200.200 172.16. 200. 30 SMB 256 Session Setup AndX Request, NTLMSSP_AUTH, User:

609 53.172615 172.16.200. 30 172.16. 200. 200 SMB 180 Session Setup AndX Response

610 53.172793 172.16.200. 200 172.16. 200. 30 SMB 152 Tree Connect Andx Request, Path: '\ \METASPLOITABLE\IPCS
611 53.173783 172.16.200.30 172.16. 200. 200 SMB 106 Tree Connect AndxX Response

612 53.173940 172.16.200. 200 172.16. 200. 30 LANMAMN 176 NetServerEnum? Request, wWorkstation, Server, SQL Server
613 53.174218 172.16.200. 30 172.16. 200. 200 LANMAMN 219 netServerEnum? Response

614 53. 381075 172.16. 200. 200 172.16. 200. 30 TCP 54 1050-139 [ACK] Seq=796 Ack=779 win=64768 Len=0

615 65.6T8391 172.16.200. 200 172.16. 200. 30 MB 931 Tree Disconnect Request

616 65.6TB558 172.16. 200. 30 172.16. 200. 200 MB 931 Tree Disconnect Response

617 65.6TBE55 172.16.200. 200 172.16. 200. 30 MB 97 Logoff Andx Request

618 65.6T8BT20 172.16.200. 30 172.16. 200. 200 MB 97 Logoff andx Response

621 65.682516 172.16.200. 200 172.16. 200. 30 TCP 54 1050-139 [ACK] Seq=870 Ack=862 Win=64768 Len=0

Frame 605: 1B5 bytes on wire (1480 bits), 185 bytes captured (1480 bits)
E'I:hlrnl'l: II, Src: v-nrq_fa dd 21 (00:0c:29:fa:dd

Transmission CONLro] Protocol, Src POrt: 130 (139), Dst Port: luin mmmm

1 B =

21). Dst: vnnrq_!l 00:1a (00:50:56:98:00:1a)

Dl:nnlnun Port: 1050 (1050)

[stream index: 0]

[TCP Segment Len: 131]

Sequence number: 5 {relative sequence number)

[Mext sequence number: 136 (relative sequence number)]
acknowledgment number: 232 {relative ack number)

E .... 0000 0001 1000 = F1

0...
N
-
1...
0.
.
.

Nonce:
Congestion window Reduced (CwR):
ECH-Echo: Mot set

Mot set

NOT set

urgent: Mot set
acknowledgment : Set
Push: Set

Reset: Mot set

Syn: Not set

Fin: Mot set

e

TCP FLAGS

10. Type udp in the filter pane and then click Apply to view UDP traffic.

IFiIter: | udp Izl Expression... CIearS@

No. Time Source Destination Protocel Length Info
£2114 Y94b,42/49249 TeB0: : /8a>:abd: JedeTTUZ::1:2 DHCPVb 152 So11C1t XID: UX/TTass CID: UUULLUUL1bLZed/42000C291bb804
22555 962.427996 fe80: :78d5:d63:3edeff02::1:2 DHCPVE 152 Solicit XID: Ox7ffd83 CID: 00010001162e8742000c29166864
22700 968.943458172.16.200. 200 8.8.8.8 DNS 76 standard query Ox2bfc A dns.msftncsi.com
22701 968.960298 8.8.8.8 172.16.200. 200 DNS 92 standard query response Ox2bfc A 131.107.255.255
22702 968.960558 172.16.200. 200 8.8.8.8 DNS 76 standard query O0x3bc8 aAaaa dns.msftncsi.com
22703 968.978583 8.8.8.8 172.16.200. 200 DNS 104 standard query response Ox3bc8 AaaA fd3e:4f5a:5b81::1
23495 994,428106 feB0: :78d5:d63:3edeff02::1:2 DHCPVE 152 solicit xID: Ox7ffd83 CID: 00010001162e8742000c29166864
24424 1026.19597 172.16. 200. 50 B8.B.8.8 DNS 87 standard query Ox1bf5 PTR 200.200.16.172.in-addr.arpa
24427 1026.21692 8.8.8.8 172.16. 200. 50 DNS 87 standard query response O0x1bf5 No such name
25038 1046.32344172.16.200. 200 8.8.8.8 DNS 76 standard query Ox8f96 A aus3.mozilla.org
25039 1046.34162 8.8.8.8 172.16.200. 200 DNS 140 standard query response 0x8f96 CNAME aus3.external.zlb.f
25049 1046.49664 172.16.200. 200 8.8.8.8 DNS 75 standard query Oxbl56 A ocsp.thawte.com
25050 1046. 58356 8.8.8,8 172.16.200.200 DNS 177 standard query response Oxbl56 CNAME ocsp-ds.ws.symante
25065 1046.78512 172.16.200. 200 B.B8.8.8 DNS 80 standard query 0xf05b A download.mozilla.org
25066 1046.80526 8.8.8.8 172.16. 200. 200 DNS 145 standard query response 0xf05b CNAME bouncer-bouncer-ell
25093 1046. 84482 172.16.200. 200 8.8.8.8 DNS 84 standard query Oxc402 A download.cdn.mozilla.net
25096 1046.88790 8.8.8.8 172.16. 200. 200 DNS 235 standard query response 0xc402 CNAME 2-01-2967-001b. cdx
27846 1132.34164 172.16.200. 30 172.16. 200. 255 BROWSEF 286 Local Master Announcement METASPLOITABLE, workstation, S¢
27847 1132.34167 172.16.200. 30 172.16.200. 255 BROWSEF 257 Domain/workgroup Announcement WORKGROUP, NT workstation,
27926 1132.90909172.16.200.100 172.16. 200.255 NENS 92 Name query NB TSCLIENT<00>
27927 1132.90928 172.16.200.100 172.16. 200. 255 NENS 92 Nameé query NB TSCLIENT<20>
27956 1133.64663172.16.200.100 172.16.200.255 NENS 92 Name query NB TSCLIENT<00>
27957 1133.64678172.16.200.100 172.16. 200.255 NENS 92 Name query NB TSCLIENT<20>
28055 1134.39658172.16.200.100 172.16. 200. 255 NENS 92 Name query NB TSCLIENT<00>



WIRESHARK FILTER

11. Type ftp in the filter pane and then click Apply to view FTP traffic.

IFiIter: fo I« Expression.. CIearI a‘-.:pl;l¢

Ma. Time Source Destinaticn Protocol Length Info
975 235.207846 172.16. 200, 200 172.16. 200,100 FTP 60 RequesT: NLST
963 231. 381941 172.16. 200. 200 172.16. 200. 100 FTP 69 Request: PASS PRsswOrd
032 215.020082 172.16. 200. 200 172.16. 200, 100 FTP 67 Request: PASS mypass
973 235.206246172.16. 200. 200 i72.16. 200.100 FTP B0 Request: PORT 172,16,200,200,4,30
000 254.621111 172.16. 200. 200 172.16. 200. 100 FTP B0 Request: PORT 172 ,16,200,200,4,31
2512 262.108525172.16. 200. 200 172.16.200.100 FTP B0 Request: PORT 172,16&,200,200,4,32
3795 268.124263 172.16. 200. 200 172.16. 200. 100 FTP B0 Request: PORT 172,16,200,200,.4,33
937 217.287010172.16. 200. 200 172.16.200.100 FTP 60 ReguestT: QUIT
4993 270.515938172.16. 200. 200 172.16. 200. 100 FTP 60 RequesT: QUIT
992 254.623150172.16. 200. 200 172.16. 200. 100 FTP BS Request: RETR Security_Plus_Lab_o01.pdf
2514 262.110506172.16, 200, 200 172.16. 200.100 FTP B5 Request: RETR Security_Plus_Lab_02.pdf
3797 26B.126278172.16. 200. 200 172.16. 200. 100 FTFP B5 Request: RETR Security Plus_Lab_03.pdf
071 235. 205887 172.16. 200. 200 172.16. 200. 100 FTP 62 Request: TYPE A
968 233.83B023 172.16. 200. 200 172.16. 200. 100 FTP 62 Request: TYPE I
OB7 235.414368 172.16. 200. 200 172.16. 200. 100 FTP 62 Request: TYPE I
960 228.086400172.16. 200, 200 172.16. 200, 100 FTP 74 Reguest: USER administrator
929 211.046240172.16. 200. 200 172.16. 200. 100 FTF 64 RequesT: USER frp
976 235.207974 172.1%6. 200,100 172.16. 200, 200 FTP 109 Response: 150 Opening ASCII mode data connection for file Tist,
993 254.623410172.16. 200.100 172.16. 200. 200 FTFP 140 Response: 150 opening BINARY mode data comnection for Security_Plus_Lab_01.pdf{2069076 bytes,
2515 262.110752 172.16. 200. 100 172.16. 200. 200 FTP 140 Response: 150 opening BINARY mode data connection for Security Plus_Lab_02.pdf{1744189 bytes;
3798 268.126932 172.16. 200. 100 172.16. 200. 200 FTFP 140 Response: 150 opening BINARY mode data comnection for Security_Flus_Lab_03.pdf (1624900 bytes,
074 235.206340172.16. 200.100 172.16. 200. 200 FTP B4 Response: 200 PORT command successful.
901 254.621263 172.16. 200.100 172.16.200. 200 FTFP B4 mresponse: 200 PORT command successful.
2513 262.108674 172.16. 200. 100 172.16. 200. 200 FTP B4 Response: 200 PORT command successful.
3796 268.124417 172.16. 200. 100 172.16. 200, 200 FTP B4 pesponse: 200 PORT command successful.
WIRESHARK FILTER

12. Type pop in the filter pane and then click Apply to view POP traffic.

Filter: | pop v | Expression... Clear]] &pply @

Ma. Time Source Destination Protocol Length Info
5107 452.283961 172.16. 200. 200 172.16.200.100 FOP 62 C: DELE 1
5155 461.740768172.16. 200. 200 172.16.200.100 POP 62 C: DELE 1
5103 452.137498172.16. 200. 200 172.16.200.100 FOP 60 C: LIST
5151 461.729983172.16. 200,200 172.16.200.100 POP 60 C: LIST
5021 326.132124 172.16. 200,200 172.16.200.100 POP 69 C: PASS P@sswird
5076 430.033951 172.16.200. 200 172.16.200.100 FOF 69 C: PASS P@sswird
5097 452.134340172.16. 200, 200 172.16.200.100 POP 69 C: PASS P@Esswird
5145 461.728907 172.16. 200. 200 172.16.200.100 FOP 69 C: PASS P@sswird
5023 326.141365172.16. 200,200 172.16.200.100 POP 60 C: QuiT
5078 430.036231 172.16. 200. 200 172.16.200.100 FOP 60 C: QuIT
5109 452. 285207 172.16.200. 200 172.16.200.100 FOF 60 C: QuIT
5157 461.741400172.16. 200,200 172.16.200.100 POP 60 C: QuIT
5105 452.139167 172.16. 200. 200 172.16.200.100 FOP 62 C: RETR 1
5153 461.731518172.16. 200. 200 172.16.200.100 POP 62 C: RETR 1
5009 452.137208172.16. 200,200 172.16.200.100 FOP 60 C: STAT
5147 461.729680172.16. 200. 200 172.16.200.100 POP 60 C: STAT
5101 452.137354 172.16. 200,200 172.16.200.100 POP 60 C: UIDL
5149 461.729839172.16.200. 200 172.16.200.100 FOF 60 C: UIDL
5019 326.131958172.16. 200. 200 172.16.200.100 POP 74 C: USER administrator
5074 430.033767 172.16. 200. 200 172.16.200.100 FOP 74 C: USER administrator
5095 452.134189172.16. 200, 200 172.16.200.100 POP 74 C: USER administrator
5143 461.728741172.16. 200. 200 172.16.200.100 FOP 74 C: USER administrator
5020 326.132030172.16.200.100 172.16.200. 200 FOF 59 5: +0K

WIRESHARK FILTER

13. Type smtp in the filter pane and then click Apply to view SMTP traffic.



Filter: | smtp
Mo. Time Source Destination
5058 429, 802368172.16.200. 200 172.16.200.100
5125 457.657742172.16.200. 200 172.16.200.100
3173 470. 686202 172.16.200. 200 172.16.200.100
3175 470.687924 172.16. 200. 200 172.16.200.100
5060 429, 803191 172.16.200.200 172.16.200.100
5127 457.660210172.16.200. 200 172.16.200.100
5119 457. 651467 172.16. 200. 200 172.16.200.100
5167 470.683761172.16.200.200 172.16.200.100
5003 326.101977 172.16.200. 200 172.16.200.100
5033 326.142700172.16.200.200 172.16.200.100
5052 429, 801480172.16.200. 200 172.16.200.100
5054 429. 801901 172.16.200. 200 172.16.200.100
5121 457.657271172.16.200. 200 172.16.200.100
5169 470.68B4752172.16.200. 200 172.16.200.100
5005 326.105451172.16.200. 200 172.16.200.100
5035 326.143139172.16.200.200 172.16.200.100
5009 326.129395172.16.200.200 172.16.200.100
5039 326.144856172.16.200.200 172.16.200.100
5064 430.031416172.16.200.200 172.16.200.100
5132 460. 302696 172.16.200. 200 172.16.200.100
5180 473. 318764 172.16.200. 200 172.16.200.100
5056 429, 802130172.16.200. 200 172.16.200.100
3123 457.657525172.16.200. 200 172.16.200.100
3171 470. 685744 172.16. 200. 200 172.16.200.100
5007 326.128880172.16.200.200 172.16.200.100
5037 326.143406172.16.200.200 172.16.200.100

WIRESHARK FILTER

v | Expression...

Protocol

SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP

Clear § Apply
Length Info

60 C: DATA
60 C: DATA
60 C: DATA
1199 C: DATA
447 C: DATA
944 C: DATA
70 C: EHLO
70 C: EHLO
70 C: HELO
70 C: HELO
70 C: HELO
97 C: MAIL
97 C: MAIL
97 C: MAIL
97 C: MAIL
97 C: MAIL
60 C: QUIT
60 C: QUIT
60 C: QUIT
60 C: QUIT
60 C: QUIT
95 C: RCPT
95 C: RCPT
95 C: RCPT
95 C: RCPT
95 C: RCPT

<

fragment, 1145 bytes
fragment, 393 bytes
fragment, 890 bytes
studentPC

studentPC

studentPC

studentPC

studentPC

FROM :
FROM :
FROM:
FROM :
FROM :

<administrator@<YZcompany.
<administrator@yZcompany.
<administrator@yZcompany.
<administrator@university.
<administrator@university.

coms
com=
com=
edu=
edu=

TO:
TO:
TO:
TO:
TO:

<administrator@yZcompany.
<administrator@xXyYZcompany.
<administrator@xXyYZcompany.
<administrator@university.
<administrator@university.

com=
com=
com=
edu=
edus

14. Type dns in the filter pane and then click Apply to view DNS traffic.

Filter:  dns ¥ | Expression... Clear - ¢
No. Time Source Destination Protocol Length Info
18045 692. 988897 172.16. 200. 200 8.8.8.8 DNS 80 standard query Ox0001 PTR 8.8.8.8.1n-addr.arpa
18047 693.011736172.16.200. 200 8.8.8.8 DNS 72 standard query Ox0002 A www.espn.com
18049 693.032206172.16. 200. 200 8.8.8.8 DNS 72 standard query Ox0003 AAAA www.espn.com
10438 594.513171172.16. 200. 200 8.8.8.8 DNS 75 standard query Ox0085 A ssl.gstatic.com
19686 868. 005717 172.16.200. 200 8.8.8.8 DNS 89 standard query 0x0110 A safebrowsing-cache.google.com
12265 631. 593297 172.16. 200. 200 8.8.8.8 DNS 72 standard query Ox0185 A www.Ssway.com
5313 571. 526837 172.16. 200. 200 §.8.8.8 DNS 79 standard query Ox02af A fxfeeds.mozilla.com
531 2.053271 172.16.200.50 B8.8.8.8 DNS 86 Standard query Ox03ef PTR 50.200.16.172.in-addr.arpa
14057 637.175999172.16. 200. 200 B8.8.8.8 DNS 87 standard query 0x0470 A www.thefemalecelebrity.info
5382 572.746128 172.16.200. 200 8.8.8.8 DNS 73 standard query Ox04bl A a.espncdn.com
5685 573.740244 172.16. 200. 200 B8.8.8.8 DNS 73 standard query Ox04bl A a.espncdn.com
19620 843. 388449 feB80::78d5:d63:3edeff02::1:3 LLMNR 84 standard query Ox04c6 A wpad
19621 B43, 388569 172.16.200. 200 224.0.0.252 LLMNR 64 standard query Ox04c6 A wpad
19622 843.490539 fe80::78d5:d63:3edeff02::1:3 LLMNR 84 standard query 0x04c6 A wpad
19623 B43.490602 172.16. 200. 200 224,0.0.252 LLMNR 64 standard query 0x04c6é A wpad
9421 576.375279172.16.200. 200 8.8.8.8 DNS 73 standard query Ox04f2 A s.adzmath.com
5272 568.481043 172.16.200. 200 B.B.B.8 DNS 77 standard query Ox08f8 A sb-ssl.google.com
19590 B36.756108 fe80::78d5:d63:3edeff02::1:3 LLMNR 86 standard query Ox0adf A server
19591 B36.756206172.16. 200. 200 224,0.0,252 LLMNR 66 standard query Ox0ad4f A server
19592 836. 865484 feB0::78d5:d63:3edeff02::1:3 LLMNR 86 Standard query Ox0adf A server
19593 836. 865581 172.16.200. 200 224.0.0.252 LLMNR 66 standard query Ox0adf A server
14123 637.612323 172.16. 200. 200 B.B.B.8 DNS 77 standard query Ox0ccQ A www.ecenglish.com
14105 637.417673172.16. 200. 200 8.8.8.8 DNS 76 Standard query 0Ox0Ocd2 A www.popsugar.com
9379 576.281849172.16.200. 200 §.8.8.8 DNS 70 standard query 0x0d39 A Tog.go.com
12173 ©31.422907 172.16. 200. 200 E.B.8.8 DNS 72 standard query 0x107d A www.bing.com
5195 566. 587097 172.16. 200. 200 B8.B.8.8 DNS 80 standard auerv 0x12d6é A snippets.mozilla.com

WIRESHARK FILTER

15. Type tcp.port

17 in the Wireshark filter pane and then click Apply to view QOTD traffic.
Right-click the first frame and then select Follow TCP Stream.



File Edit Miew Go Capture Analyze 3Statistics Telephony Tools Internals Help

CHCNE N A=

Filter: |tcp.port ==17

MNo. Time Source

18308 766. B73482 172.16. 2§

18310 766. 874082 172.16.2
18311 766. 874274 172.16.2
182313 766.875105172.16.2
18315 766. 879241 172.16.2

18318 770.922120172.16.2
18319 770.922308172.16.2
18321 770.923101172.16.2
18323 770.927129172.16.2

1097. 3

26908 1097. B65549

2 'J. [ 10 98 . 365 57

Frame 18308: 66 bytes on
Ethernet II, Src: Vmware

Destination

Mark Packet (toggle)
Ignore Packet (toggle)
(© Set Time Reference (toggle)
(O Time Shift...
Edit Packet
i7] Packet Comment...

Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream
Follow UDP Stream
Follow S5L Stream

Copy
Protocol Preferences

& Print..
Show Packet in New Window

AT A *9DTFT L

=

S5 QQaQ B e®Em|mK%|

u Expression... Clear J Apply § Save

v v w 2w w

Protocol Length _Info
TCP 66 1247-17 [SYN]

TCP 54 124717
TCP 188 17=-1247

[ackK]
[PsH,

TCP 54 1247-17 [ACK]

TCP 54 17-1247 [ACK] seg=13

TCP 54 1248-17 [ACK] Seg=1 .
TCP 216 17-1248 [PSH, ACK] s

54 1248-17 [AckK]
54 171248
54 17-2014

54 17-2014

4 17-2014

)

# Tnternet Protocnl Version 4. Src:

WIRESHARK FILTER

aptured (528 bits)

Dst: Vvmware_43:c9:0d (00:0c:29:4

172 16_.200.200 M72 162002000 . nst: 17216 200100

16. Read the Quote of the Day. Click the Close button to close the TCP Stream.



~Stream Content

"Here's the rule for bargains: "Do other men, for they would do you."

That's the true business precept.” Charles Dickens (1812-70)

|Er1tire conversation (134 bytes) IEl

. End | SaveAs | Pint | O Ascll () EBCDIC () Hex Dump () C Arrays ® Raw

e o [ o |

TCP STREAM CONTENT

17. Type telnet in the Wireshark filter pane and then click Apply to view TELNET traffic. Right-
click on the first frame and select Follow TCP Stream.




File Edit View Go Capture Analyze Statistics

ecodm s EEXS

NesDTF L

Teleph ony Tools Internals

s

53? 99 533565 1?2.16 200 100

638 99.633597 172.16.

639 99.633639 172.16.
641 101. 805111 172.16.
642 101.805271172.16.
643 101.805335172.16.
644 101. 805624 172.16.
646 103.099865172.16.
647 103.099969172.16.
649 103.459777 172.16.
650 103.459874 172.16.
651 103. 635767 172.16.
652 103.635878172.16.
654 103.883792172.16.
655 103. 883903 172.16.
657 104.123775172.16.
658 104.123879172.16.
660 104.379744 172.16.
661 104.379864 172.16.
662 104.563749172.16.
663 104, 563871 172.16.
665 104, 891715172.16.

200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

200
100
200
100
200
100
200
100
200
100
200
100
200
100
200
100
200
100
200
100
200

DBEEE

Frame 635: 75 bytes on wire (60(
Ethernet II, src: vmware_43:c9:¢

Transmission control Protocol,

WIRESHARK FILTER

Mark Packet {t:oggle]
Ignore Packet (toggle)
(O Set Time Reference (toggle)
@ Time Shift...

Edit Packet
i/l Packet Comment...

Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Expression... Clear Save

v v w w w

Follow TCP stream | <

ollow tream

Follow SSL Stream

Copy

Protocol Preferences
2} Decode As...
& Print...

Show Packet in New Window
Internet Protocol version 4, Src: 172.16.200.100 (172.16.200.100), Dst: 172.16. 200

Help

Qeef eem

62 Telnet
81 Telnet
89 Telnet
62 Telnet
92 Telnet
99 Telnet
63 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet
55 Telnet

bits)
vmware_98:00:1a (00:50

src Port: 23 (23). Dst pPort: 1051 (1051). Sea: 1. A

18. Read the plain text credentials. Click the Close button to close the TCP Stream.



~Stream Content

. SFUTLNTVER. SFUTLNTMODE. . . . welcome to
M1 crosoft Telnet Serwvice

. SFUTLNTVER. 2. SFUTLNTMODE. Console.

aaddmmiinniissttaarr. . .Fraattoorr

login:

password: PAsswird

E2;1Hwe'l come to Microsoft Telnet serwver.
3;1H*
[4;1HC:\Documents and Settings‘Administrator>

[5;1H. [K. [6;1H. [K. [7;1H. [K. [8;1H. [K. [9;1H. [K. [10;1H. [K. [11;1H. [K. [12;1H. [K. [13;1H. [K
[14 1H. [K. [15;1H. [K. [16 1H. [K. [17;1H. [K [18;1H. [K [19;1H. [K [20;1H. [K [21;1H. [K [22;1H.
[K. [23;1H. [K. [24;1H. [K.[25;1H. [K. [4;41Hccdd . [4;44H\N

. [6;1HC :>nneett .[6;9Huusseerr .[6;14Hssuuppeerr . [6; 20HPPEAsssswwl0rrdd . [6;29H//aadddd
. [7;1HThe command completed successfully..[10;1HC: >nneett .[10;9H1looccaallggrroouupp .
[10; 20Haaddmmiinniissttrraattoorrss . [10; 35Hssuuppeerr . [10;41H//aadddd

. [11;1HThe command completed successfully..[14;1HC:">eexxiitt

|Er|tire conversation (1165 bytes)

. End || Savess | () EBCDIC ® Raw

WIRESHARK FILTER

Print | O AsCl ) Hex Dump ) C Arrays

Filter Out This § @3’

19. Type tcp.port == 19 in the Wireshark filter pane and then click Apply to view CHARGEN
traffic. Right-click on the first frame and select Follow TCP Stream.

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
coAma BEXRZIAS +9 T2 EE ccaan gomx B

Filter: tcp.p-ort:: 19 E]Expressinn... Clear Apply Save

MNo. Time Source Protocol Length Info

2 800.991815172.16.

Destination
172.16.200.

200. 200 100 =8192 Len=0 M55=1460

WIRESHARK FILTER

Mark Packet (toggle)

800.992219 172, 16. 200. 200 172.16. 200,100 Ignore Packet (toggle) k=1 win=65536 Len=0
18335 B00.992501 172.16.200.100 172.16. 200. 200 TCP (=) Set Time Reference (toggle) k=1 Win=65535 Len=1460
18336 800.992503 172.16. 200.100 172.16. 200, 200 Tcp R Ack=1 win=65535 Len=1460
18337 800.992809 172,16, 200. 200 172.16. 200,100 Tcp _ k=2921 Win=65536 Len=0
18338 800. 992862 172.16.200.100 172.16. 200, 200 Tcp IRkl ack=1 Win=65535 Len=1460
18339 B0O. 992865 172.16.200.100 172.16. 200. 200 Tcp i) Packet Comment... Ack=1 Win=65535 Len=1460
18340 800.992866 172.16.200.100 172.16. 200, 200 Tcp L5841 Ack=1 Win=65535 Len=1460
18341 800.993693 172.16.200. 200 172.16. 200,100 TCp Manually Resolve Address k=7301 Win=65536 Len=0
18342 800.993756172.16.200.100 172.16. 200, 200 TCP ApplyasFiIler » Ack=1 win=65535 Len=1460
18343 800.993759172.16.200.100 172.16. 200, 200 Tcp i , | Ack=1 win=65535 Len=1460
18344 800.993760172.16.200.100 172.16. 200, 200 TP e | ack=1 Win=65535 Len=1460
18345 800.993762 172,16.200.100 172.16. 200, 200 Tcp Conversation Filter ' ) Ackel Win=65535 Len=1460
18346 800.994238 172.16. 200. 200 172.16. 200.100 Tcp Colorize Conversation * k=13141 Win=64000 Len=0
18347 800.994294 172,16.200.100 172.16. 200, 200 Tcp SCTP v L Ack=1 win=65535 Len=1460
18348 B00.994295172,16. 200.100 172.16. 200,200 TCcP ¢ | Ack=1 win=65535 Len=1460
18349 B00.994297 172.16. 200.100 172.16. 200. 200 TCP Follow UDP Stream | Ack=1 Win=653535 Len=1460
18350 800.994299 172.16. 200.100 172.16. 200, 200 Tcp ) Ack=1 Win=65535 Len=1460
18351 800.994300172,16.200.100 172.16. 200, 200 Tcp e 18981 Ack=1 Win=65535 Len=1460




20. Read the generated characters. Click the Close button to close the TCP Stream.

Stream Content

!”#$%&'()*+,—.f0123456?89:;{=>?@ABCDEFGHIJKLMNUPQRSTUVWXYZ[\]h_"abcdefﬁ
!"#$%&'()*+,—.f0123456?89:;{=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]A_‘abcdefﬁ
"#3%&" (F+,-. /0123456789 ; ==>TEABCDEFGHIJKLMNOPQRSTUVIWXYZ [ ]A_"abcdef
#$%&'()*+,—.fﬂ123456?89:;{=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]A_“abcdefﬁ E
$3%&" %+ ,-. /0123456789 ; «<=>7BABCDEFGHI JKLMNOPQRSTUVIWXYZ [\ ]A_" abcdef
%&'()*+,—.fn123456?39:;<=}?@ABCDEFGHIJKLMNGPQRSTUVHXYZ[\]ﬂ_"abcdefﬁ i 1
&'()*+,—.f0123456?39:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]n_‘abcdefﬁ
'()*+,—.f0123456?89:;<=}?@ABCDEFGHIJKLMNGPQRSTUVHXYZ[\]h_‘abcdefﬁ
()*+,—.f0123456?39:;<=>?@ABCDEFGHIJKLMNDPQRSTUVWXYZ[\]ﬂ_‘abcdefﬁ
)*+,—.f0123456?89:;{=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]n_‘abcdefﬁ
*+,—.f0123456?39:;<=>?@ABCDEFGHIJKLMNOPQRSTuvwaZ[\]ﬂ_‘abcdefﬁ
+,-./0123456789: ; <=>7BABCDEFGHI JKLMNOPQRSTUVWXYZ [ ]4_ " abcdef
,—.f0123456?39:;{=}?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]A_‘abcdefﬁ
-. /0123456789 ; «<=>7EBABCDEFGHI JKLMNOPQRSTUVWXYZ [ ]4_" abcdef
.f0123456?39:;{=}?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]ﬂ_"abcdefﬁ
/0123456789 ; «==>7EBABCDEFGHI JKLMNOPQRSTUVWXYZ [ ]4_" abcdef
0123456?39:;{=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]h_‘abcdefﬁ
123456789 ; <=>7@ABCDEFGHIJKLMNOPQRSTUVWXYZ [ ]A_ " abcdef
23456?89:;{=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]h_‘abcdefﬁ
3456?39:;<=>?@ABCDEFGHIJKLMNGPQRSTuvwaz[\]n_‘abcdefﬁ
456?89:;<=>?@ABCDEFGHIJKLMNOPQRSTUVHXYZ[\]h_‘abcdefﬁ
56?39:;<=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]A_"abcdefﬁ
6?39:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_‘abcdefﬂ
?39:;<=>?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]ﬂ_"abcdefﬁ
89:; === @ABCDEFGHIJKLMNOPQRSTUVWXYZ [%]4_" abcdef
9:;{=}?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]ﬂ_"abcdefﬁ
1 ==>PEABCDEFGHIJKLMNOPQRSTUVWXYZ [M]A_" abcdef
;{=}?@ABCDEFGHIJKLMNGPQRSTUVWXYZ[\]h_"abcdefﬁ
<=>7@ABCDEFGHIJKLMNOPQRSTUVIWXYZ [4]A_" abcdef
=>7@ABCDEFGHI JKLMNOPQRSTUVIWXYZ [\ ]+_" abcdef E
>T@ABCDEFGHI JKLMNOPQRSTUVIWXYZ [4]A_" abcdefghi jk

1mn
E Tmno
E Imnop
E Tmnopg
E Tmnopgr
E Tmnopgrs
E Imnopgrst
E Imnopgrstu
E Imnopgrstuv
E Imnopgrstuvw
E Tmnopgrstuvwx
E Imnopgrstuvwxy
E Imnopgrstuvwxyz
E Imnopgrstuvwxyz{
E Imnopgrstuvwxyz{ |
E Imnopgrstuvwxyz{ | ¥
E Imnopgrstuvwxyz{ |}
E Imnopgrstuvwxyz{|} !
E Imnopgrstuvwxyz{|} '"
E Imnopgrstuvwxyz{ |} '"#
E Imnopgrstuvwxyz{ | T ! "#%
E Imnopgrstuvwxyz{ |} ! "#%%
Imnopgrstuvwxyz{ | F ! "#3%&
Tmnopgrstuvexyz{ |} !"#3%&"°

v

|Entire conversation (1319069 bytes)

]

| Eind | SaveAs || Print | O ASCI () EBCDIC () Hex Dump ) C Arrays

(@ Raw

TCP STREAM CONTENT

Filter Out Th'@ I| S I

21. Type tcp.port == 13 inthe Wireshark filter pane and then click Apply to view DAYTIME traffic.
Right-click on the first frame and select Follow TCP Stream.

File Edit View Go Capture Analyze Statistics Tdephnn[ Tools Internals Help
ceodms EEXR Aes0T2EE Qeaan FEB% B

Filter: tcp.port== 13 aExpussion... Clear Apply Save

MNo. Time Source Destination Protocol Length Info
18089 717.046637 172.16. 200. 200 172.16.200.100 TCP

Mark Packet (toggle)

18091 717.046764 172.16.200. 200 172.16.200.100 TCP
18092 717.047077 172.16.200.100

172.16. 200. 200 DAYTI (O Set Time Reference (toggle)

Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream ¢

ollow UDF Stream

v v w w w

Follow S5L Stream

Win=8192 Len=0 M55=1460 W5

Ignore Packet (toggle) Ack=1 Win=65536 Len=0

18094 717.047591 172.16. 200. 200 172.16. 200.100 TCP © ;mepShlr:t Ack=24 Win=65536 Len=0
Edit Packet
18096 717.048842172.16.200.100 172.16. 200. 200 7 Packet Comment... Ack=2 Win=65535 Len=0

256



WIRESHARK FILTER

22. Read the date and time. Click the Close button to close the TCP Stream.

Strearmn Content

11:44:34 PM 3,/21,/2016

|Entire conversation (22 bytes)

| Eind || SaveAs || Print O ASCl (O EBCDIC O HexDump () CAmays @ Raw

Help

WIRESHARK FILTER

23. Type tcp.port ==

Right-click on the first frame and select Follow TCP Stream.

Filter: tcp.port ==

Mo. Time Source
18239 730.956146172.16. 200. 200

18241 730.956739172.16.200. 200
18242 732.107111172.16. 200. 200
18243 732.107206172.16. 200.100
18244 732.302978172.16.200. 200
18245 732.339004 172.16. 200. 200
18246 732.339102 172.16. 200.100
18247 732.552981 172.16. 200. 200
18248 732.611139172.16.200. 200
18249 732.611250172.16.200.100
18250 732.817991 172.16. 200. 200
18251 733.187101 172.16. 200. 200
18252 733.187198172.16.200.100
18253 733.395995172.16. 200. 200
18254 733.410968 172.16. 200. 200
18255 733.411057 172.16. 200.100
18256 733.614975172.16. 200. 200
18257 733.803120172.16. 200. 200
18258 733.803211172.16. 200.100
18259 734.005979172.16. 200. 200
18260 734.035009172.16. 200. 200
15261 734.035098 172.16. 200.100

18262 734.154895172.16. 200. 200
<

FOLLOW TCP STREAM

24. Read the doubled characters. Click the Close button to close the TCP Stream.

Destination

172.16. 200.100

172.16. 200,100
172.16. 200.100
172.16. 200. 200
172.16. 200.100
172.16. 200.100
172.16. 200. 200
172.16. 200.100
172.16. 200,100
172.16. 200. 200
172.16. 200.100
172.16. 200.100
172.16. 200, 200
172.16. 200.100
172.16. 200.100
172.16. 200, 200
172.16. 200.100
172.16. 200.100
172.16. 200. 200
172.16. 200,100
172.16. 200.100
172.16. 200. 200
172.16. 200.100

Eile Edit Yiew Go Capture Analyze Statistics Telephony Tools [ntemals Help
ceo AR BEEXR A¢e»aT L BB acaan 28 % B

ﬂ&cptession... Clear Apply Save
Protocol Length Info

ECHO
ECHO
TCP

ECHO
ECHO
TCP

ECHO
ECHO
TCP

ECHO
ECHO
TCP

ECHO
ECHO

ECHO
ECHO
TCP

ECHO
ECHO
ECHO

Mark Packet (toggle]
Ignore Packet (toggle)
(&) Set Time Reference (toggle)
@ Time Shift...
Edit Packet
i’ Packet Comment...

Manuazlly Resolve Address

Apply as Filter

Prepare a Filter
Conversation Filter

Colorize Conversation

SCTP
&

ollow UDP Stream
Follow S5L Stream

Copy

Protocol Preferences
2 Decode As...

- v w v w

wWin=65336

Win=65536

Win=65536

wWin=65536

Win=63536

wWin=65536

Win=65536

7 in the Wireshark filter pane and then click Apply to view ECHO traffic.

Len=0

Len=0

Len=0

Len=0

Len=0

Len=0

Len=0



Stream Content

hheelllloo tthheerree

|Er1tirv.=_- conversation (30 bytes)
| Eind || SaveAs | Print (O ASCl (O EBCDIC O HexDump O CArmays @ Raw

S ——

TCP STREAM CONTENT

25. Type ssh in the Wireshark filter pane and then click Apply to view secure shell traffic.

IFiI‘ter: |ssh IzlExpression... Clear f Apply @

Mo. Time Source Destination Protocol Length Info
24360 1022.66931 172.16. 200. 200 172.16. 200. 50 55HV2 70 Client: Diffie-Hellman Group Exchange Imit
24357 1022.54568 172.16.200. 200 172.16.200. 50 55HV2 70 Client: Diffie-Hellman Group Exchange Reguest (01d)
24472 1028.11568172.16. 200. 200 172.16.200. 50 S5Hv2 350 Client: Encrypted packet (len=296)
24628 1033.06711172.16. 200. 200 172.16.200. 50 S5Hv2 350 Client: Encrypted packet (len=296)
24742 1036.70699172.16.200. 200 172.16.200. 50 S5Hv2 350 Client: Encrypted packet (len=296)
24395 1024.23097 172.16. 200. 200 172.16.200. 50 S5Hv2 106 Client: Encrypted packet (len=52)
24423 1026.19542172.16. 200. 200 172.16.200. 50 S5Hv2 122 Client: Encrypted packet (len=68)
24353 1022.54532172.16. 200. 200 172.16.200. 50 S5Hv2 182 Client: Key Exchange Init
24394 1024.23076172.16.200. 200 172.16.200. 50 S5Hv2 70 Client: New Keys
24350 1022.54499172.16. 200. 200 172.16.200. 50 S5Hv2 82 Client: Protocol (S5H-2.0-PuTTY_Release_0.61)
24358 1022.55972.172.16.200. 50 172.16.200. 200 SSHV2 590 server: Diffie-Hellman Group Exchange Group
24362 1022.67417 172.16.200. 50 172.16.200. 200 SSHV2 1158 server: Diffie-Hellman Group Exchange Reply, New Keys
24397 1024.23112172.16.200. 50 172.16.200. 200 SSHV2 106 server: Encrypted packet (len=52)
24428 1026.21728172.16.200. 50 172.16.200.200 55HV2 122 server: Encrypted packet (len=68)
24522 1029.78137 172.16.200. 50 172.16.200.200 55HV2 122 server: Encrypted packet (len=68)
24660 1034.41631172.16.200. 50 172.16.200.200 55HV2 122 server: Encrypted packet (len=68)
24814 1039.27245172.16.200. 50 172.16.200.200 55HV2 122 server: Encrypted packet (len=68)
24356 1022.54556172.16. 200. 50 172.16. 200. 200 S5HV2 1006 server: Key Exchange Init
24349 1022.543094 172.16.200. 50 172.16.200.200 SSHV2 86 server: Protocol (SSH-2.0-0penSSH_6.7pl Debian-5)

WIRESHARK FILTER

26. Type rdp in the Wireshark filter pane and then click Apply to view Remote Desktop Protocol

traffic.
[EE B
IFiH:er: |ldp M Expression... Clear § Apply @
do. Time Source Destination Protocol Length Info
27866 1132.73574 172.16.200.50 172.16.200.100 RDP 512 ClientData
27867 1132.73599172.16.200.100 172.16.200.50 RDP 399 serverData Encryption: 128-bit rRc4 (cTient compatible)

27. Type smb in the Wireshark filter pane and then click Apply to view Server Message Block traffic.



[Fiter smb

Me.
533
586
590
604
605
606
607
608
609
610
611
612
613
615
616
617
618
623
043
945
946
047
949
951

Time

18.115120
50. 606290
50. 608170
53.169045
53.169954
53.170481
53.171335
53.172052
53.172615
53.172793
53.173783
53.173940
33.174218
65. 678391
65. 678558
65. 678655

Source

172.16. 200.100
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
172.16.200. 30
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
172.16. 200. 30
172.16. 200. 200
65. 678720 172.16,200. 30
78.115368 172.16.200.100
218.537170172.16. 200.100
218.537285172.16. 200. 30
218.537317 172.16. 200. 30
218.646824 172.16. 200.100
219.646831 172.16. 200.100
220.646845172.16, 200.100

WIRESHARK FILTER

Destination

172.16.200. 255
172.16.200. 255
172.16. 200, 200
172.16.200. 30
172.16.200. 200
172.16.200.30
172.16.200. 200
172.16.200. 30
172.16.200. 200
172.16.200. 30
172.16.200. 200
172.16.200. 30
172.16.200. 200
172.16.200. 30
172.16.200. 200
172.16.200.30
172.16.200.200
172.16.200. 255
172.16.200. 255
172.16.200.255
172.16.200. 255
172.16.200. 255
172.16.200. 255
172.16.200,255

Protocol
BROWSEF
EROWSEF
EROWSEF
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
LANMAN
LANMAN
SMB
SMB
SMB
SMB
BROWSEF
EROWSEF
EROWSEF
BROWSEF
BROWSEF
EROWSEF
EROWSEF

249
216
231
213
185
196
354
256
180
152
106
176
219

93

a3

a7

97
249
225
286
257
23
231
231

Iv| Expression... Clea ¢

Length Info

pomain/workgroup Announcement XYZCOMPANY, NT
Get Backup List Request

Get Backup List Response

Negotiate Protocol Request

Negotiate Protocol Response

session Setup AndxX Request, NTLMSSP_NEGOTIATI
session Setup AndxX Response, NTLMSSP_CHALLEN
session Setup Andx Request, NTLMSSP_AUTH, USi
session Setup AndxX Response

Tree Connect AndX Reguest, Path: \\METASPLOTI
Tree Connect AndX Response

NetServerEnumz Request, wWorkstation, Server,
NetServerEnumz Response

Tree Disconnect REqUESt

Tree Disconnect Response

Logoff AndX Request

Logoff AndX Response

pomain/workgroup Announcement XYZCOMPANY, NT
Browser Election Request

Local Master Announcement METASPLOITABLE, Woi
pomain/workgroup Announcement WORKGROUP, NT |
Browser Election Request

Browser Election Request

Browser Election Request

28. Type nbns in the Wireshark filter pane and then click Apply to view NetBIOS Name Service traffic.

[Fitter. nbns || epression... Clear¢
Ne. Time Source Destination Protocol Length Info
587 50.606393 172.16.200.200 172.16.200. 255 NENS 92 Name query NB WORKGROUP<1b:>
591 51.350114 172.16.200.200 172.16.200. 255 NBNS 92 Name query NB WORKGROUP<lb>
592 52.100090 172.16.200.200 172.16.200. 255 NENS 92 Name query NE WORKGROUP<lb>
597 53.162375 172.16.200.200 172.16.200. 255 NENS 92 Name query NB METASPLOITABLE<20>
598 53.162505 172.16.200.30 172.16.200. 200 NENS 104 Name query response NB 172.16.200.30
633 99.632672 172.16.200.100 172.16.200. 200 NENS 92 Name query NBSTAT *<00><00><00><00><00><00><00><
634 99.632785 172.16,200. 200 172.16. 200,100 NBNS 217 Name query response NBSTAT
944 218.537277172.16.200.100 172.16.200. 255 MENS 110 registration NB XYZCOMPANY<lb:>
948 219.286788 172.16.200.100 172.16.200. 255 NENS 110 Registration NB XYZCOMPANY<lb>
950 220.036755172.16. 200.100 172.16.200.255 NENS 110 Registration NB XYZCOMPANY<lb>
952 220.786783172.16.200.100 172.16.200. 255 MEBNS 110 registration NB XYZCOMPANY<lb>
5088 434.083953172.16.200. 200 172.16.200. 255 NENS 92 Name query NB WPAD<00>
5089 434.833580172.16.200. 200 172.16.200. 255 NENS 92 Name query NB WPAD<QOQ>
5090 435.583589172.16.200. 200 172.16.200, 255 NEBNS 92 Name query NB WPAD<OO0>
14276 642.332539172.16.200. 200 172.16.200. 255 NENS 92 Name query NB FILMVZ.COM<00>
14847 643.068663 172.16.200. 200 172.16.200. 255 NENS 92 Name query NB FILMVZ.COM<00>
15273 643, 818629 172.16.200. 200 172.16.200. 255 NENS 92 Name query NB FILMVZ.COM<00>
19554 B26.177639172.16.200. 200 172.16.200. 255 MENS 92 Name query NB SERVER<20>
19555 826.177711172.16.200.100 172.16.200. 200 NENS 104 Name query response NB 172.16.200.100
19581 834.193661 172.16. 200. 200 172.16.200. 255 NENS 92 Name query NE WPAD<QO=>
19582 834.943443172.16.200. 200 172.16.200. 255 MENS 92 Name query NB wWPAD<00>
19583 835.693537 172.16.200. 200 172.16.200. 255 NENS 92 Name query NB WPAD<00>
19588 836.735678 172.16. 200. 200 172.16.200. 255 NENS 92 Name query NE SERVER<Q0>
19589 836.755753172.16.200.100 172.16.200. 200 NBNS 104 Name query response NB 172.16.200.100

WIRESHARK FILTER

29. Type http in the Wireshark filter pane and then click Apply to view Hypertext Transfer Protocol

traffic.



Filter: ' http v | Expression... Clear¢
MNa. “« Time Source Destination Protocol Length Info
5213 566. 817780172.16. 200. 200 £2.21.91.29 OCSP 565 Request
5215 566.82948372.21.91.29 172.16. 200. 200 OC5P 842 Response
5216 566. 831921 172.16. 200. 200 72.21.91.29 OCSP 565 Request
5218 566. 844050 72.21.91.29 172.16. 200. 200 OCSP 842 Response
5238 567.094739172.16. 200. 200 72.21.91.29 OCSP 565 Request
5240 567.10498072.21.91.29 172.16. 200. 200 OCSP B42 Response
5288 568.579495172.16. 200. 200 216.58.217.142 OC5P 563 RequestT
5290 568, 606724 216, 58.217.142 172.16. 200,200 OCSP 800 Response
5298 568.727748172.16.200. 200 23.13.171.27 OC5P 546 Request
5301 568.73961023.13.171. 27 172.16. 200. 200 OCSP 311 response
5318 571.628711172.16.200. 200 63.245.213.56 HTTP 439 GET /fen-us/firefox/headlines.xml HTTP/1.1
5320 571.708469 63.245.213. 56 172.16. 200. 200 HTTP 665 HTTP/1.1 302 Found (text/html)
3321 571.709352172.16. 200. 200 63.245.213.56 HTTP 411 GeT /firefox/headlines.xml HTTP/1.1
3326 571.786590 63.245.213. 56 172.16.200, 200 HTTP 735 HTTP/1.1 302 Found (text/html)
5332 571.829505172.16.200. 200 184.51.126.99 HTTP 435 GET /rss/newsonline_world_edition/front_page/rss.xml |
5334 571.841919184.51.126.99 172.16. 200. 200 HTTP 620 HTTP/1.1 301 Moved Permanently (text/html)

5344 571.960694 172.16.200. 200
33533 571.977021 23.202.207.209
3366 372.476830172.16,200. 200

23.202.207.209
172.16. 200, 200
68.71.212.159

HTTP 411 GET /news/rss.xml?edition=int HTTP/1.1
HTTP/Xv 1223 HTTP/1.1 200 OK
HTTP 383 GET / HTTP/1.1

WIRESHARK FILTER

DISCUSSION QUESTIONS:

1. What is ICMP?
2. What is ARP?
3. What is FTP?
4. What is SMTP?

Parsing Objects With Wireshark

1. Right-click File, then select Export Objects, then click HTTP.

A

Eile I Edit View Go Capture Analyze Statistics Telephuni Tools
= Open... Cr+0 Ka & &9 7 X
Open Recent r
Merge...
Import from Hex Dump... Destinaticn
3 Close Ctelewy | 68.71.212.159
195.181.133.61
o Save Ctrl+5 | 216. 58.217.142
B Save As.. Shift+ Ctrl+s | 216.38.217.132
204.79,197. 200
File Set b | 52.86.71.202
204.79,197. 200
Export Specified Packets... 204.79.197. 200
Export Packet Dissections b 204.79.197.200
Export Selected Packet Bytes... Ctrl+H | 204.79.197. 200
Export PDUs to File... ggj- ;g-ig;- igg
Export 551 Session Keys.., ———————
|_Export Objects | HTTP éum




HTTP OBJECTS

2. Click Save All.

Packet num Hostname Content Type Size Filename
5213 ocspdigicert.com application/occsp-request 115 bytes
5215 ocsp.digicert.com application/ocsp-response 471 bytes %
5216 ocsp.digicert.com application/ocsp-request 115 bytes %
5218 ocsp.digicert.com application/ocsp-response 471 bytes
5222 ocspudigicert.com application/occsp-response 471 bytes %
5238 ocsp.digicert.com application/ocsp-request 115 bytes %
5240 ocsp.digicert.com application/ocsp-response 471 bytes
5267 ocspdigicert.com application/occsp-response 471 bytes
5288 clientsl.google.com application/ocsp-request 107 bytes  ocsp
5290 clientsl.google.com application/ocsp-response 463 bytes ocsp
5292 clients1.google.com application/occsp-response 463 bytes  ocsp
5208 g.symecd.com application/ocsp-request 102 bytes %
5301 g.symecd.com application/ocsp-response 1362 bytes %
5320 fifeeds.mozilla.com text/htrmnl 232 bytes  headlines.
5326 fufeeds.mozilla.com text/html 256 bytes  headlines,
3334 newsrss.bbo.co.uk text/html 256 bytes  rssxml
5336 fifeeds.mozilla.com text/htrmnl 256 bytes  headlines.
5338 newsrss.bbec.couk text/html 256 bytes  rssaml
5353 feeds.bbci.co.uk text/xml 33 kB rssxmlfed
5368 WWW.ESPN.COM text/html 227 bytes %
5372 WWWLESDN.COM text/html 227 bytes v
- : . o e
T T (- =
SAVE ALL

3. For the folder name, type lab11. Click OK.



Create in folder: Z| = Administrator

| Create Folder

Places
=, Search

@® Recently Used

Desktop

Administrator

Desktop

¥ Floppy Disk Drve (A
% Local Disk (C:)

&2 DVD Drive (D) Desktop

WIRESHARK

4. Click OK to the message that some files cannot be saved.

WIRESHARK

MName

= captures

[ Malware

£ steg

% Bruter.exe - Shortcut.ink

& Cain.Ink

% cmd - Shortcut.nk

[ Consolel.msc

1 iexplore - Shortcut.ink

& lab11.pecap

£ Im_alphaz1-7_0_2400::40000000_oxid-000.rt
% LOIC, exe - Shortcut.Ink

3 MetworkMiner.exe - Shorteut.Ink
% Nmap - Zenmap GULInk

% Opera Mail.Ink

% putty.exe

Madified
382016
31872016
6/3/2015
578 bytes 3/18/2015
1.8 kB T/29/2015
1.4 kB 52042015
63.1kB  4/28/2016
1.5kB B/7/2014
2AMB 32272016
640.0 ME 6/24/2009
1.4 kB 08:48
1.5kB 6/25/2015
929 bytes 7/29/2015
2.0kB 702015
433.3kB 97/20M

Al

Q Some files could not be saved.

=Y e [

5. Close the HTTP object list and Wireshark by clicking the two Xs in the top right corner.

1.12.6 (v1.12.6-0-geelfceb from master-1.12

i Packet num Hostname
5213 ocsp.digicert.com

Content Type Size Filenarme ~

application/ocsp-request 115 bytes %
471 bytes

annliratinn/nren-rennect 115 hues

5215 ocsp.digicert.com application/ocsp-response

821A nren dinicert Fnm



CLOSE THESE WINDOWS

6. Double-click on the newly created lab11 folder on your desktop.

PARSED FILES

7. Right-click in the white space and select View and Medium icons.

v 0
v O Search lab11
’ Date modified Type Size
fox-12(1).0-completefio... 6/3/20169:12AM  0-COMPLETE&OS... 1KB
fox-12.0-completeBios=... 6/3/20169:12AM  0-COMPLETE&OS... 1KB
vK9r52GPmgWOv&Q_L..  6/3/2016 %12AM  COM%2F&T=145.. 1KB
vKOr52GPmgWov&Q L.  6/3/2016 %12 AM  COM%2F&T=145... 1KB
act8urnd=1458621734635... 6/3/20169:12AM  File 1KB
act8irnd=1458621734635... 6/3/20169:12AM  File 1KB
6/3/2016%:12AM  File 1KB
6/3/2016 9:12) ) z
. . Extra large icons l View 3 l
6/3/20169:12)
632016012 gedeacons Soitty :
6/3/2016 9:12 ¢ Eroup oy '
6/3/20169:12 Small icons Refresh
6/3/2016 912 | Lt fie b ki
5/3/2016 9:12| 2| Dee e
6/3/20169:12 Tiles
Paste shortcut
6/3/2016 9:12) Content
6/3/2016%:12AM  File Share with .
6/3/20169:12AM  File New ,
6/3/2016%:12AM  File ;
6/3/20169:12AM  File s tie
6/3/2016 %12 AM  File 3KB
6/3/2016%:12AM  File 1KB
6/3/2016%:12AM  File 1KB
6/3/2016%:12AM  File 1KB

PARSED FILES

8. Find a picture icon and double-click on it. Then Close the picture file and the lab11 folder.



Home Share View Manage v @

T o lab1l v & Search lab11 -]
H£034arol 1} H£034aT10. )5 I riaT¥a4.p £1s4.pngod £330 1.pngoed £3r.pngoc J0IFOVUS.JS  S955TACH 1) 4Y35TOCY.p J10/3040.)5 IHILTOICS A
<% Favourites Js ng h=1008w= h=1008w= w=110&h=%3fbu=rms .png%3fbu ng%3fbu=r
100 100 110 +serp+Ajax  =rms+ans  ms+answer
I Deskiop %24ajaxh...  wers+Mul...  s+Multim...
1§ Downloads

i—-‘?‘_ Recent places

|| e

8 This pC 6466e142js  8384b3b0js  9985ab3T7js  21215%3fli  20226d30.p  85570cddjs  081600dejs  B41757f2js  56304213.p § 2013020323 2016032110
is

mit=5&so0u ng ng 0225a0de28 § 1236768643
rce=ESPM.c ocfObxjudq. 1jpeg
om+-+FA...
> Open ~ 0

PARSED FILES

9. Double-click on the flags.pcap Wireshark file in the list.

010101
011010
011100

flags.pcap

10. Type tcp.port == 17 in the Wireshark filter pane and then click Apply to view QOTD traffic. Right-
click the first frame and then select Follow TCP Stream.

Filter: ‘tcp.port — 1Ty |E| Expression... Clear Apply Save
Jo. Time Source Destination Protocol Length Info
3742 1338.98473192.168.1.20 192.168.1 .28 ol x] L 2E20.17 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 W5=256 S

Mark Packet (toggle)
Ignore Packet (toggle)
(O Set Time Reference (toggle)

3775 1347.99142 192.168.1. 20 192.168.14 o L e 17 [ACK] Seq=1 Ack=1 Win=64240 Len=0

3776 1347.99196 192.168.1.10 192.168.1 fme SAitt.. 29 [PSH, ACK] Seq=1 Ack=1 Win=64240 Len=20
Edit Packet |

3778 1347.99252 192.168.1. 20 192.168.1, i) Packet Comment... 17 [AcK] seg=1 Ack=22 win=64220 Len=0

3780 1348.00559192.168.1.10 192.168.1 Manually Resolve Address 29 [AcK] Seq=22 Ack=2 Win=64240 Len=0
Apply as Filter

Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream

v v v v v

WIRESHARK FILTER



11. Read the Quote of the Day. Click the Close button to close the TCP Stream.

-Stream Content
. lsamp] ef1ag:999818

lEntire conversation (20 bytes) E
| Find | Saveds | Pint | ASCI ) EBCDIC O Hex Dump O C Arrays ® Raw At
cti
Filter Out This Stream || Close “OT

TCP STREAM CONTENT

12. Notice the flag of 999818. Click on the Challenge icon and type the flag number into the left hand
pane in the field for flag#lanswer box. This is just to show you how to capture Challenge Flags you
will see throughout this lab.

Challenge Sample #
Challenge #

Challenge #

Challenge #

DISCUSSION QUESTIONS:

1. What is HTTP?
2. What is the port of QOTD?



Using Network Miner

1. Double-click on the shortcut to NetworkMiner on your desktop.

Wirezshark

NETWORKMINER

2. Drag the labl1.pcap file into the NetworkMiner window.

(<) MetworkMiner 1.6.1
File Tools Help

|— Select a network adapter in the list — ™ | b Start

Case Panel

Hosts I_Flarnes i Files I Imag&si Messages I Credentials i Sessions I DMS I Parameters ! Key.rwordsl Filename  MDS

Sort Hosts On: ! IP Address (ascending) W | | Sort and Refresh |

Cpera Mal

n'®

n

lab11.pcap

Consolel...

Reload Case Files |

Live Sniffing Buffer Usage:

NETWORK MINER

3. Wait for the lab11.pcap file to fully transfer. Then click on the Hosts tab and view the hosts
running the Microsoft operating systems.



@ NetworkMiner 1.6.1 - o

File Tools Help

— Select a network adapter in the list — v || b Start

n@m} Files (742) | Images (406) | Messages (3) | Credentials (57) | Sessions (1110) | DNS (492) | Parameters (3046) | Keywords | Cleatext | Anomalies Tz Fod
Filename  MD5

Sort Hosts On: | IP Address (ascending) e Sort and Refresh lab11pc... alef3aa...

5.185.168.184 background-pictures picphotos net]

-1 83838

eﬂ‘ 13.107.5.80 [e-0001 e-msedge.net] [api-bing-com e-D001 e-msedge net] [api bing.com] (Windows)
e’ﬂ-‘ 23.6.21.231 [e6913 dscx akamaiedge.net] [ocsp.entrust.net edgekey net] [ocsp.entrust.net] (Windows)
- 23.13.171.27 (28218 dsch 1 akamaiedge net] [ocsp-ds ws symantec.com edaskey net] [a.symed com] [ss.symed.com] [sr.symed.com] [s2 symcb.com] [ocsp thawte com] (Windows)

[a1 0 skamai net] |b scorecardresearch com edgesuite net]

0 .zkamai net] |b zcorecardresearch.com.edgesuite net]

akamai net] [b.scorecardresearch .com.edgesuite net] [b.scorecardresearch.com] (Windows)
0. akamai net] |b.scorecardresearch.com.edgesuite net]

kamai net] [b.scorecardresearch .com.edgesuite net]

- microsoft com-c.edgekey net globalredir skadns net]

chartbeat net]
pr.chartbeat net]

23.21.137.152 [pespn chartbeat net]
v

79 31 147 130 Inmann rhartheaat netl
£ >
Reload Case Files

Live Sniffing Buffer Usage:

NETWORKMINER

4. Click on the Images tab and view some of the images pared from the capture file.

<y MetworkMiner 1.6.1

File  Tools Help

— Select a network adapter in the list —

Hosts (263) | Frames (2000 | Files {?4“ h—:ﬁ:@m Credentials {57) | Sessions (1110) | DNS (492) | Parameters (9046) | Keywords | Clearte

; T
ﬁ m ul

i.9154BFF jpeg i.A1EDBD21 jpeg i, 7F91B222jpeg  icon-espne-@2cpng logo-espn-82¢20png  icon-menu-hoop . png i.CFE'Ii'DSE1 jpeag
1256x518, 105 156 B 512324, 30121 B 15201080, 119 5... 3434 12468 8220, 571 B 22, 461 B 284¢180, 13 262 B

ii hl‘ ﬁ it

i.337FCDCD jpeg i.A3ADBE3E jpeg i.517935F6png  silver_natecircle_6... i 4AFDZ8AZ png i.A71ER3IG3 jpea i.AATABRAT PO

284160, 6 3108 76Bx307. 50174 B 2020, 833 B 6x60, 5858 B 2020, 842 B 21118, 73218 30060, 3243 B
.
ama
| oribiiE e
. 1l #
i.1D752189 jpeg i.ABACEDSjpeg  esprfanshop_logo?...  i.38CE2104png i.35B21DF3 jpeg i.EC56268A png i.18581EE3 png
76307, 335858 2A1x118.9211B 38450 4 7e4 B 2020, 1068 B T6Ex307, 36670 B 2020, 639 B 2020, 776 B

~ M P

- | . -
i.32E7BT03 png i CD8F9CTY2 jpeg i.h392EDD5 png i.B1712585 jpeg i.CES55F1B png i.451242A5 jpeg i.AB30D48EZ jpeg
2020, 555 B T6Ex307, 40 742 B 2020, 782 B 21x118. 9554 B 2020, 1056 B 21118, 104828 210118 135218

NETWORKMINER

5. Click on the Messages tab. Then click on the bottom email message and view it in the pane.



File  Tools Help

— Select a network adapter in the list —

v || b Start

Case Panel

 Hosts (269) | Frames (2%000) | Files (742) | Images (406} Messages (3) MCredentials (57) | Sessions (1110) | DNS (452) | P (9046) | Keywords | Cleartext | Ar
Famerr. Source .. Destinat.. From To Subject Protocal Attribute Value
5062 17216... 17216... <admini.. <admini.. Microsoft Office Outl... Smtp From “administrator” <...
g 7716 7716 "=dmini <admini EE- Microsoft Office mto To "administrator™ ...
7216 7216 "admini "admini RE: Microsaoft Office In-Reply-Ta <SERVERIQ6ul.
Subject RE: Microsoft Of ...
Date Tue, 22 Mar 201...
MIME-Version 1010
Content-Type text/plain text/pl...
charsat \15-Asni 1s-AsCi
Whats up?
—{riginal Message—

NETWORKMINER

From: administrator [mailto-administrator@XYZcompany .com]

|Sent: Tuesday, March 22, 2016 12:40 AM
| To: administrator@XY Zcompany.com
1Subject: RE: Microsoft Office Outlook Test Message

6. Click on the Credentials tab. View the parsed usernames and passwords.

File Tools

Help

— Select a network adapter in the list —

Hosts (269) | Frames (2%0c) | Files (742) | Images (406) | Messages (3) e (LLID)

Show Cookies Show NTLM challengeresponse [ Mask Passwords
Cliert Server Protocol |semame Password Valid login  Login ti...
172162 17216... FTP fip mypass wn 3/22/2
172162 17216... FTP administrator P@szwind @v«m 32272,
172162 135104 HTTPC. Bl : nknown  3/22/2
17216.2... 155.181... HTTPC.. SWID=2BEEICS... N/A Unknown  3/22/2..
172162 18451 HTTPC... SWID=2BEEICS... N/A Unknown  3/22/2.
172162 21658, HTTPC.. HNID=77=5hEBoE... N/A Unknown  3/22/2.
172162 6B712.. HTTPC.. SWID=2BEEICS... NAA Unknown  3/22/2.
172162 184581 HTTPC... SWID=2BEEI1CS... N/A Unknown  3/22/2
172162 152243 HTTPC... SWID=2BEE1CS... NAA Unknown 372272
172162 152243 HTTPC.. SWID=2BEE1CS... NAA Unknown 372272
172162 18451 HTTPC.. SWID=2BEEICS... NAA Unknown  3/22/2.
17216.2... 138108.. HTTPC.. IMRID=dBc37-... NAA Unknown  3/22/2..
172162 23158.. HTTPC.. UID=15B23a15a8.. MNAA Unknown  3/22/2.
172162 21658, HTTPC.. HNID=77=5hEBoE... N/A Unknown  3/22/2.
172162 21658 HTTPC.. HNID=77=aYJ3H1.. MN/A Unknown  3/22/2.
172162 20479 HTTPC.. SRCHD=AF=NOF_.. N/A Unknown  3/22/2
172162 204790 HTTPC.. SRCHD=AF=NOF.. MN/A Unknown 372272
172162 20479 HTTPC.. SRCHD=AF=NOF.. NAA Unknown 372272
172162 204790 HTTPC... SRCHD=AF=NCF.. N/A Unknown  3/22/2.
17216.2.. 20479.. HTTPC... SRCHD=AF=NOF.. HNAA Unknown  3/22/2..
172162 20479 HTTPC.. SRCHD=AF=NOF.. NAA Unknown  3/22/2.
172162 20479 HTTPC.. SRCHD=AF=NOF.. NAA Unknown  3/22/2.
NETWORKMINER

Filename ~ MD5
lab11pc... a7eflaa..

7. Click on the Files tab, and right-click on the first file, and then select Open file. View the PDF.



File Tools Help

— Select a network adapter in the list —

e
| Hosts (269) | Frames (23000} Files (742) limages (406) | Messages (3) | Gredentials (57) | Sessions (1110} | DNS (492) | Parsmeters (3046) | Keywords | Cleartext | Anomalies|
Framenr. Recons... Source .. 5. port Destinat... D. port Protocol

Filename  Bdension Size Timesta... Details =
Securty... pdf 20690. 34222 RETR..
Secunity...  pdf 17441, 372272 RETR ..

CAUser.. 17216.. TCP20 _17218  Tro 10RR_FTP
2517 CiUser.. 17216.. TCP20 T

NETWORKMINER

8. View the opened PDF file.
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network devices and technologies

Document Version: 2012-08-15 (Beta)
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PDF FILE

9. Click on the Red X in the coren to close network miner.

File Tools Help

-— Select a network adapter in the list-—

NETWORKMINER T

10. Double-click on the shortcut to NetworkMiner on your desktop.




Wireshark

NETWORKMINER

File Tools Help

- Select a network adapter in the list — V| P Start
Cleartext| Anomalies Case Panel

Hosts |Frames I Files I Images I M [} ICredenﬁaIs ISessions I DNS | Parameters I Kevwords| Filena.. MD5

Sort Hosts On: |IP Address (ascending) b4 | | Sort and Refresh

Opera Mail

b

010101
011010

Reload Case Files

Live Sniffing Buffer Usage:

NETWORK MINER

Challenge #

Challenge #

Note: Press the STOP button to complete the lab.

DISCUSSION QUESTIONS:

1. What is NetworkMiner?

2. What is the messages tab?
3. What is the credentials tab?
4. What is the images tab?
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