@ . COLORADO SUDS Website: sudscolorado.org
w State Unit on Aging .
g SUDS Email: cdhs_sudshelpdesk@state.co.us

State Unit Data System (SUDS)

SUDS Tip Sheet: How to Log in to the SUDS Community

Portal for the First Time

Before You Begin

Please download the Salesforce Authenticator App from the Apple App Store for iPhone or

Google Play for Android. The app icon looks like this:

& salesforce

IMPORTANT!

You MUST enable Push Motifications
and Location access for the Salesforce
Authenticator app to work. If you

don’t do this, you’re login will fail.

Motification and Location options are
typically listed within your phone’s
settings.
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https://apps.apple.com/us/app/salesforce-authenticator/id782057975
https://play.google.com/store/apps/details?id=com.salesforce.authenticator&hl=en_US

Create Your Password and Security Answer

To set up your new SUDS account, you’ll get two emails: a Welcome email from the SUDS
Help Desk and an account setup email from Salesforce. If you don’t see the Salesforce email,

check your spam or trash folders.

1. In the Salesforce email, click the long hyperlink.

15‘Wﬁ I@SMWM==_-.,::-I:-l‘.,j:5.';!-:5‘:'cec-:urﬁ's Cll{:k th]ﬁ l]nk

Your Salesforce administrator recently reset the password for the username [ s .

To finish resetting your password, to the following link. This link expires in 24 hours.
rmmgﬂ&mw?wwmum gin/ A

AdminNewUserPasswordinterstitial 7c=lodgstUIgtZa94 XrZPY?c=

kQc. JdjKvySinRr TQYHXP3g17s8ZZFTUUWzceuggSY KAilQcbu. EHHnS2zSidHOvy XGEMIoZzUOgM

K 4Y IKWEYIDDsPxl B47wOlnrPMHdrlcj5LiXJ FFPKIQHZEF697x2f HepidIL Sx2t1xSjUrl

I~.E.’eIE‘aSIIJ"‘Z'sfiIuclr‘|‘|'.'.'.li."E.‘ﬂurlc..'!"I'Iu:u"l_n' 08ZSqvKuAUlpzw"%30%30D Y.

If you didn’t ask for your passworto be reset, contact you Salesforce administrator:
lamy.goodbar@state co.us.

2. Click the Reset Password button.

salesforce

Ready for a new password?

Click Reset
Heset Passworrd
Password

SUDS Tip Sheet: Logging in to the SUDS Portal for the Version: 20261014_Portal_TS_Jones
First Time

Page 2 of 16



3. If you receive the Verify Your Identity prompt, check your email for the code. Enter the
code into the empty field and click Verify.

salesforce

Verify Your Identity

Youre trying 1o log in to Salesforce. To make sung your
Salesforce account Is secure, we have to verify your
identity.

Enter the verification code we emalled to

geem T gy ey g

Having trouble receiving 8 code? Contact your admirn

Enter Code from
A EL

Don't ask again

Resend Cade
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4. Next, you will see the Change Your Password prompt. Create a password that meets the
requirements: 8 characters, including 1 letter and 1 number. You will also need to select a

New Security Question and New Answer. Once you are done, click Change Password.

salesforce

Change Your Password

Enter a ngw password for

platform test@state couws suds. Maie sure 1o include at

least

-
) Bchamcters

Q1 etier
Q) 1 number

* New Pasiword

* Confirrn New Passwond

\,

" New Security Question
»  Inwhat city wers you bom?

" FdEw A rawer

o

= pesy L]

m)

Password waes |ast changed on 1079/ 2006

1:36 Pid
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Password twice

Select and Answer the
New Security Question

When you're done, the Change
Password button will turn blue.
Click Change Password to finish.
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5. Once SUDS finishes loading, click your profile picture (the bear icon) in the top-right

corner, then click Log Out. You’ll need to log back in to SUDS to set up your
multi-factor authentication (MFA).

4
Platform Test =
= socgov22--lammy.sandbox.my.salesforce.com

<
wrds Settirgs
hly Chien
DISPLAY DENSITY
hly Units Comfy Click Log Out

hly Refer + Compact
OPTIONS

s Add Username

Register the Salesforce Authenticator App for MFA

1. Go to the SUDS Login page. The URL is in the “Welcome” email from the SUDS Help

Desk.

Platform Users (System Admins): https://socgov22.lightning.force.com
Portal Users: https://socgov22.my.site.com/SUDSPortal
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https://socgov22.lightning.force.com
https://socgov22.my.site.com/SUDSPortal

2. On the login page, enter your Username, including any suffix at the end such as .suds

or .portal. The suffix will be in your “Welcome” email. Click Log In.

salesforce
This is important! If you

do not add .portal or

.suds to your username,
your log in will fail.

Salesforce login

] Remember me

Forgot Your Password? Click ng In
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3. Enter your Password, then click Log In.

salesforce

Salesforce login

B Remember me

Forgot Your Password? b

4. If you receive a Verify Your Identity prompt (Step 3 in the previous section), check
your email for a verification code from Salesforce, enter it in the empty field, and

click Verify.
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5. At this point, the Create a Passkey prompt will appear. Do not click Create a
Passkey. Click Choose Another Verification Method at the bottom of the screen.

salesforce

Create a Passkey

.a??{

Passkeys ensure anly you, on your own devices, Can sign in to
yaur account, no passwords needed. They're the most secure

easiest, and fastest way 1o log in 10 Salesforce

= Enhanced Security

Stronger protectson than passwornds

+ Fast and Easy

Log in quickly on your devices

4 Seamless Experience DO NOT CLICK CREATE

Log in with Face 1D or Touch 10,

managers, or security keys PASSKEY!

Click Choose Another
Verification Method
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6. On the next screen, select Salesforce Authenticator.

salesforce

Choose a Verification Method

To keep your account secure, Salesforce requires extra
verification. Set up multi-factor authentication (MFA) to finish

logaging in.

Passkey

a

Use a built-in authenticator on your dewce

_)] Salesforce Authenticator Click Salesforce
Use the Salesforce Authenticator mobile app Authenticatﬂr

One-Time Password App

E] Use verification codes from an authenticator app (such

as Google Authenticator or Authy)
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7. The Connect Salesforce Authenticator prompt will appear on your computer. This

prompt asks for a Two-Word Phrase.

Connect Salesforce Authenticator

Connect Salesforce Authenticator 1o your seeount S0

¥OU £an use the app to verify your Identity. To ses now,
watch this video

1. Install Salesforce Authenticator on your mobile
desice from the App Store or Google Play.

2. Open Salesfiorce Authenticator and add your
account

3. The app shows a two-word phrase. Enter the phrase
here

Cancel

=]

nnect
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8. Open the Salesforce Authenticator app on your phone. You’ll see a prompt to Add an

Account. Tap Add an Account.

&

Salesforce >

Salesforce p

Salesforce >

Salesforce )

¢ ¢ ¢ ¢

Salesforce }

[ Add an Account ] - Tap Add an
Account

Note: If this is your first/only Salesforce account, your phone screen will be
blank.

SUDS Tip Sheet: Logging in to the SUDS Portal for the Version: 20261014_Portal_TS_Jones
First Time

Page 11 of 16



9. After you tap Add an Account on your phone, a new screen will appear with the

Two-Word Phrase. This is an example:

Close Connect Your Account

For These Accounts

o 0 EAQ
Q Q =

On your computer, enter this
two-word phrase when
prompted @

[ lonely winter ]
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10. Return to your computer and enter the Two-Word Phrase displayed on your phone.

Connect Salesforce Authenticator

Connect Salesforce Authenticator to your account so
you can use the app to verify your identity. To see how,

watch this video.

1. Install Salesforce Authenticator on your mobile
device from the App Store or Google Play.

2. Open Salesforce Authenticator and add your
account

3. The app shows a two-word phrase. Enter the phrase
here.

Two-Word Phrase

- - - Enter Two-Word
lonely winter | Phrase Here
‘ Cance ‘ Click Connect

Choose Another Verification Method
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11.Your computer will now display a Check Your Mobile Device screen.

Check Your Mobile Device

Use Salesforce Authenticator to verify the connection to your
platform test@state.co.us.suds Salesforce account.

&

- = fivers
Connect Account Verify the

details

Having Trouble?

12.0n your phone, you will receive a new prompt asking you to Connect. Tap Connect.
13.0n your computer screen, a green checkmark will briefly display, then you will be
fully logged into SUDS.

Additional Tips

1. For Portal Users: Delete any existing SUDS bookmarks you may have and bookmark the

new portal link: https:/socgov22.my.site.com/SUDSPortal

a. Bookmark instructions by browser:

i Chrome
ii Edge
iii.  Safari

iv.  Firefox
2. Do you save your password in your browser? Most browsers and password managers

cannot distinguish between the previous SUDS link and the new Portal link. Delete any
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https://socgov22.my.site.com/SUDSPortal
https://support.google.com/chrome/answer/188842?hl=en&co=GENIE.Platform%3DDesktop
https://support.microsoft.com/en-us/microsoft-edge/add-a-site-to-my-favorites-in-microsoft-edge-eb40d818-fd1f-cb19-d943-6fcfd1d9a935
https://support.apple.com/guide/safari/bookmark-webpages-to-revisit-ibrw1039/mac
https://support.mozilla.org/en-US/kb/bookmarks-firefox#w_how-do-i-bookmark-a-page

saved SUDS passwords. The SUDS Help Desk team does not recommend saving
passwords to your browser.

3. The SUDS Help Desk cannot see your password—do not share your password with the
SUDS Help Desk team.

When to Contact the SUDS Help Desk

1. You created a Passkey.
2. You’ve been locked out of SUDS.

3. You got a new phone.

SUDS Help Desk Email

cdhs_sudshelpdesk@state.co.us

SUDS Office Hours

Could you use some extra SUDS support? Please come to one of our open office hours, held
twice a month. This is a space to drop in and ask any questions you may have about SUDS.

Dates and times are also listed on our website at sudscolorado.org.

SUDS Office Hours: First Thursday of Each Month at 9:00 AM

Video call link: https://meet.google.com/zmz-ggxm-tdd
Or dial: (US) +1 502-410-3888 PIN: 800 442 334#

SUDS Office Hours: Fourth Tuesday of Each Month at 2:00 PM
Video call link: https://meet.google.com/mag-pocb-evu
Or dial: (US) +1 316-512-3890 PIN: 250 517 917#
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The Colorado Department of Human Services (CDHS) is committed to accessibility. For

more on CDHS’s accessibility policies, please visit Accessibility at CDHS. If you have

difficulty using this document's content, please email the State Unit on Aging at
cdhs_stateunitonaging@state.co.us or call 303-866-2800.
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