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State Unit Data System (SUDS)

SUDS Tip Sheet: Multi-Factor Authentication (MFA) Setup for
the SUDS Portal

Before you begin

Please ensure you have downloaded the Salesforce Authenticator App from the Apple App Store for

iPhone or Google Play for Android. The app icon looks like this:

@ salesforce

You must also enable Push Notifications and Location Access in order to use the mobile

authenticator.

Starting on your computer

1. Go to the SUDS Portal login page at htips://socgov22.my.site.com/SUDSPortal
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salesforce

2 Password

o
= Username

Login
Forgot your password?

Are you an employee? Login here

2. Enter your SUDS Portal username and password

a. Example username: example@email.com.portal

b. If you do not include the ".portal” portion of your username, your login
will fail.

3. Click Log In
4. A new window will appear, asking you to register a security key. Click the "Choose

Another Verification Method" link at the bottom of the window.

salesforce

Register a Security Key

Register your security key (U2F or Webauthn) so that
you can use it to verity your identity

Insert the securlty key Into your USE port. If the key has

a buftton, touch it.

['.' hioose Another Verification Method l

5. Another window will appear, asking you to choose a verification method.
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salesforce

Choose a Verification Method

How wiolild you ke 1o virify your Identity?

o Use a Universal Second Factor {U2F) or Webauthn
(FIDOR) kay

) Use the Salesforce Authenticator moblle app

I Use verifcation codes from an authenticator app
(such as Google Authenticator or Auwthy)

6. Click "Use the Salesforce Authenticator mobile app”
7. Click Continue

8. A new window will open asking for a two-word phrase.

For saCurniny radsond, you R 0 ConmecT Salesfons
Authenticator to your socount. The spp sends &
nification when we need 1o verify your entily, and
youl wanly wilh just & g, You can ako enable locaton
ABrVICER 10 have Thie Spp werity you automatically from
trusted locations. The app provides codes B0 e a% an
altirrule wiriAealion et Fod

1. Imvitall Saleiforce Acthentcalor on ol mabile

davice from the Apg Siome on Googhe Pley

2. Opan Sslesforcs Authenticstor snd Sod yor
account

3. The app shows a two-word phease. Enter the pheane
hare

Twwis-Ward Phrasie

e _

Choose AnctPeer WerBcathon et
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On your cell phone

9. Open the Salesforce Authenticator app
10. Tap “Add an Account”

11. A two-word phrase will appear on your screen

For These Accounts
o ]
+¥;

‘ E +"+"+

On your computer, enter this
two-word phrase when
prompted @

lonely winter

Return to your computer

12. Enter the two-word phrase shown on your phone into the two-word field on the SUDS

Portal screen.

Connect Salesforce Authenticator

lonely winter
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13. Click Connect

On your cell phone

14. The Salesforce Authenticator app should display a “Connect Account” prompt. Tap

“Connect Account.”

15. You should now be logged into SUDS

Some reminders

1.
2.
3.

If Salesforce sends you a verification email, follow the instructions in the email.
Have the Salesforce Authenticator app open every time you log in to SUDS.

Each time you log in to SUDS, the Salesforce Authenticator app will display an
Approve or Deny button.

If you are trying to log in to SUDS, click Approve. If you are not trying to log in to
SUDS, tap Deny and report this to the SUDS Help Desk; your account could be

compromised.

Could you use some extra SUDS support? Please come to one of our open office hours, held

twice a month. This is a space to drop in and ask any questions you may have about SUDS.

Dates and times are also listed on our website at sudscolorado.org.

SUDS Office Hours: Fourth Tuesday of Each Month at 2:00 PM
Video call link: https://meet.google.com/mag-pocb-evu
Or dial: (US) +1 316-512-3890 PIN: 250 517 917#

SUDS Office Hours: First Thursday of Each Month at 9:00 AM

Video call link: https://meet.google.com/zmz-ggxm-tdd
Or dial: (US) +1 502-410-3888 PIN: 800 442 334#
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The Colorado Department of Human Services (CDHS) is committed to accessibility. For

more on CDHS’s accessibility policies, please visit Accessibility at CDHS. If you have

difficulty using this document's content, please email the State Unit on Aging at
cdhs_stateunitonaging@state.co.us or call 303-866-2800.

SUDS Tip Sheet: MFA Setup for SUDS Portal Tip Sheet_Portal_MFA Setup_v2.0
Page 6 of 6


https://cdhs.colorado.gov/accessibility-at-cdhs
mailto:cdhs_stateunitonaging@state.co.us

	SUDS Tip Sheet: Multi-Factor Authentication (MFA) Setup for the SUDS Portal 
	Before you begin 
	Starting on your computer 
	On your cell phone 
	Return to your computer 
	On your cell phone 
	Some reminders 


