HIPAA – Health Insurance Portability and Accountability Act

HIPAA was enacted in 1996 to protect patient rights by providing them access to their health care information and control over how it will be used and disclosed.  

Since you work in a medical practice, you come in contact with and have access to patient information.  You are obligated, both legally and ethically, to safeguard this information, and keep it private and confidential to the patient, regardless of how you obtained it.

1. Notice of Privacy Practices for Confidential Information

Effective April 14, 2003, we are required to give each patient our Notice of Privacy Practices (NPP) which describes how we will use, disclose and protect the patient’s confidential health information, as well as how the patient can access their information.  This is required to be given at the first visit, and upon request, and must also be posted.

We will have approximately ten (10) copies of our Notice of Privacy Practices in our waiting room in addition to two master copies, once at the front office and one in the office manager’s office.

2. Acknowledgement of Receipt  We will try to obtain acknowledgement of receipt of our notice.  Since/Although written notice is not required, we will attempt to get a signature.  In the absence of a signature, we will document that the notice was provided.

We will be obtaining stickers to put on every chart which will indicate that we have provided the pt with the NPP.  

3. Uses and Disclosures  The NPP describes the types of uses and disclosures of patient information that we are allowed to make, including those for treatment, payment and health care operations (TPO).  In addition, it describes any other uses and disclosures that we plan to make without the patient’s express written authorization.

You do not need an authorization to release PHI to another healthcare provider involved in the pts. care.

Other uses of pt information not described in our NPP require the patient’s written consent or authorization.  An authorization is required for each use, and the use must be specified.  The patient may revoke an authorization at any time.

4. Exceptions  Uses and disclosures for the good of the public do not require authorizations.  These include uses and disclosures:

· Required by law

· For judicial and administrative proceedings

· Required by a public health authority

· For law enforcement

· For child abuse or neglect

· For coroners and funeral directors

· For victims of abuse, neglect, or domestic violence (including to social service agencies)

· For \cadaveric organ, eye, or tissue donation purposes

· Required by the FDA

· For research

· For communicable diseases

· To avert a serious and imminent threat to health or safety

· For employee workplace medical surveillance

· For specialized government functions

· For health oversight activities

· For worker’s Compensation

5. Other Requirements  For routine disclosures, the information should be limited to the amount necessary to achieve the purpose of the disclosure.  For example, if a referring physician requests a report from the last visit, don’t provide reports from the last three visits.

6. Access of Individuals to Confidential Information
The HIPAA Privacy Rule establishes a federal right for individuals to have access to and obtain copies of the health information that we maintain.  It does not give an individual the right to information compiled in reasonable anticipation of or for use in a civil, criminal, or administrative action or proceeding.

7. Procedures for Requesting Access  We require the pt/parent to complete a form to request access to inspect and/or obtain a copy of their health information.  We have a form, “Request to Inspect and Copy” for this purpose.

You may not leave an individual alone with their original records.

8. Amendment of Confidential Information  Individuals have the right to have their health information created by us amended by us, if we agree that

 an error or omission was made.  We require a written request, and have a form for this purpose.

9. Maintaining Privacy and Protecting Confidentiality
We are responsible for safeguarding the information we create or maintain.  Some examples of ways we can do this are:

Not discussing confidential patient information with other.

Conducting phone conversations and dictation in areas where they cannot readily be overheard by others.

Positioning computer monitors away from visitor’s view.

Log off unattended computers.

Limit release of patient information to staff authorized to do so

Pre-program fax machines to frequently used numbers, and conduct a test fax first.

Ensure confidential information that needs to be discarded is shredded, or appropriately stored before shredding.

Written authorization for use and disclosure of PHI is required by law for purposes other than:

Treatment, payment, healthcare operations

Any use or disclosure made directly to the patient

Emergencies

Those required by law, such as public health activities.

Our practice has developed an Authorization Form for the patient to sign for all other purposes not listed above.

