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E-commerce - Safely Navigating Online Marketplaces by | itebHaus international Lid

What is E-Commerce

SHOPPING
E-COMMERCE
INFOGRAPHIC

Ecommerce i1s a method of buying and
selling goods and services online.

You can use ecommerce channels such
as your own website, an established
selling website like Amazon, or social
media to drive online sales.

INn short it is buying and selling online.
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e Buy, Swap, Sell | BER
Taobao.c:m
e Facebook Marketplace/Gumtree ‘
Walmart
e Ebay/Wish -
Express eb Do

Flipkart g
e AMmazon & other stores amazon
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There are many ways you can buy
online, some more trustworthy then
others. We will be going through 4
examples, talking about the pros and
cons, as well as the risk of buying
from them. What should you look out
for and the best way to avoid any
Issues with online shopping.
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e Good to buy items that you may need second
hand

e Can be useful if you are trying to sell something

e Allows easy navigation to try and find what you

want
e More prone to being tricked TD,,,,‘,“.E E,u,,g-,,h.,,.;.,:,e.
e Scammers love to use these pages S LBNEIDTLODS BAED

e Thieves use it as well

e People sometimes try to rip you off

e People may not want to buy or may sell to
another
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e Buy, Swap and Sell is a difficult one, these ones are usually run by people on pages on
Facebook which have the name of your local area.

e For example, Townsville buy swap sell, Townsville ONE Buy Swap Sell, etc. This is a good
way for people to sell their stuff only in the area but comes with a lot of risks. Whilst it is
easy to use and allows you to find what you want, it is risky.

e You must make sure you are not being scammed, never put money into someone's
account as a deposit or pay before you see it in person. This is hunting grounds for
scammers who will post a lot of advertisements, then in the discussion say put a deposit
down to hold the item for you.

e The same can be done in reverse, they may try to find out your details, they may not be
Interested Iin buying at all, but will ask you questions and say | am too far away to see the
item and then look for alternatives to try and trick you.
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e One of the biggest issues that went
around recently on buy swap sell,
was the Pay ID Scam.

For this scam, the buyer will respond
to your listing with an offer to pay for
the item you're selling using PayID.

e The scammer then tricks you Into
paying a fee to “activate” or
“upgrade” your PaylD account, by
sending you a fake email or text
message informing you there has
been a problem with the transaction.

Dear customer,

A new payment of $350.00 AUD has been made into your account and
has been placed on a security hold as this is a new payee, so some
verification has to take place to avoid any fraudulent activity. You are
required to follow the instructions below to get the payment off hold as
soon as possible.

1. You are required to contact the payee to make an
additional payment of $500.00 AUD to check that the money
is going to the right person or business to avoid mistaken
payments.

. As soon as the additional payment is received, an email
confirmation will be sent to you with instructions to follow for
the total of $850.00 AUD to be released into your account
with no further delay.

. Contact the payee right away to proceed with the additional
payment, as a copy of the email has been sent to them as
well about the extra payment to be made.

Terms and Conditions | Privacy Policy

PaylD is an initiative from the New Payments Platform (NPP); fast
payments infrastructure built by the Australian financial services sector
and the Reserve Bank of Australia.

©2023 NPP Australia Limited. ABN 68 601 428 737 All rights reserved

6

$350-LG 6. :kg Top Load Washi

Mark as pending More

Ok that’s great, I'm
very willing to buy it
now so you don't have
to sell to others, I'm
currently working
would it be okay if my
nephew come pick it
up tomorrow I'll pay
now through paylD to
secure it is that okay?
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e The Dbest way to avoid the
scammers is to first check the

: : N Gray Dolan Cecilia
profile. If there Is not a lot of ] Sy S —
activity, or Iits been created
recently. They are most likely a e
scammer.
e Second is to always do the pay In e
person or cash, if anything if they b Iy ™

want to transfer you money, It N H R '

should be straight Iinto your
account using a BSB and account
number. But be careful about

doing the same when buying.

e If they feel dodgy, don’t continue Not Safe
. -Minimal Photos, all look Ilike they are off the
with the sale or buy, trust your nternet/professional site

instinct. Buying or Selling, your WIRITTEL FRiSRes

. -Profile isn't even complete
Safety comes first. -Time for profile pic to be created is very new, no prior photos
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Looks Safe

e This is a real seller | took off one of

the buy, swap, sells. | have gotten
rid of any personal information.
But the way | checked this
person, was to go to their profile,
see how much activity they have
nad.

also scrolled down on the selling
Istings and checked his other
sales, he has a number sold ana
Nno one has said anything in the
comments about a scam.

So it Is a good sign so far that this
guy Is legitimate in what he sells.

Group posts Daniel's contributions

Intro

‘e Member of Townsville Buy Swap Sell since October 12, 2016

Recent Photos

Group posts

SEEE > Townsville Buy Swap Sell
21m d

Chest freezer 200

Qutside fridge 150

Queen bed and mattress 200
Qutside table and chairs 100
Tv unit 300... See more

Furniture

FREE - @ 4812

Chest freezer 200

Qutside fridge 150

Queen bed and mattress 200
Qutside table and chairs 100
Tv unit 300

Buffet style desk 150

Leather couch 150 - has damage on corner from cat...
.. See more
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Online marketplaces such as Gumtree and Facebook have become a popular place to buy, sell,
share, swap and give away unwanted items. While the vast majority of experiences on these
sites are successful and hassle-free, online marketplaces are also popular among thieves and
scammers. There are a few tips users should follow to ensure they get the best out of their use

of these sites:

« If it sounds too good to be true, then it probably
isn’t true, always use common sense. You should inspect
the item carefully in person to ensure it is as described
in the ad and any issues are known upfront before you
exchange any money.

= Know who you're dealing with. If you've only ever
met someone onling or are unsure of the legitimacy of
a business, take some time to do a bit more research.

It is better to use online sites thal you know and trust.
Scammers will set up fake online stores or post goods for
sale in buyswap-sell groups or online classified sites to
trick people into buying items that don't exist.

« For personal safety and ease, if possible, you should

arrange to meet in 3 busy public place. Also, it's a good
idea to take a family member or friend with you.

«  Never send money to anyone you don't know. V/hile

online transactions can be simple and convenient, please
remember that face to face transactions are the best way
to minimise the risk of fraudulent activity.

= When buying or selling an item online, always transact

in person, in public, with cash or through payment
methods with buyer protection, such as PayPal
or Afterpay.

BUY, SWAP AND

SELL SMART

= x

+  Ascheduled payment receipt is not 2 confirmation of
money transfer, but a notification of a payment scheduled
to be made in the future. This can easily be cancelled by
the buyer after goods are exchanged.

* Dops, | paid you too much! Buyer's will purposely
overpay for an item by cheque and request the
overpayment be refunded to them by other means,
such as cash. The cheque may appear cleared into your
account but can be stopped or refused weeks later. Then
you've lost the item, the money from the cheque and the
amount you refunded to the scammer. Oops!

+ A seller claims that there are brokerage fees, import
duties, or other such fees required to get an item into
the country. Do not pay such fees, as you will most often
never et the product and will have lost any money

you paid.

Car theft

Be aware when selling a vehicle on online there have been
instances where a ‘buyer’ takes the car on a test drive and
never retumns or, in an accompanied fest drive, forces the
owner from the car and steals it

Always sight buyer’s identification and record details before
allowing a test drive or access to your vehicle. Have a friend
or family member accompany you and the buyer on 3 test
drive. Never leave the buyer alone with access to your car.

Delivery Scam via Whatsapp / SMS

If you receive any Whatsapp or SMS messages from patential
buyers offering Gumtree or similar delivery as a service, do
NOT click on the link or enter your payment details, this is

a scam,

BET N

raew mon [ tootoe om ccmpesicee [ e coe remzage

Brand name spoofing / phishing

You get an email/SMS that claims to be from Gumtree,
Adevinta, Western Union, or anather company and offers
buyer protection or an online payment system or perhaps a
cash prize. Legitimate companies will never send out such
emails. Phishing attempts can also come in the form of
emails/SMS messages telling you that your account has been
disabled, suspended, locked, or something similar and you are
asked to click on a link. Do not click on the link.

SMS Scam

An SMS message from a potential buyer asking you to
respond by email is most likely a scam. Legitimate buyers
and sellers are unlikely to want to be emailed if they are
already texting you.

For more information on how you can protect yourself
online, visit the Australian Government’s anline safety
section hitps://info.australia.gov.au/information-
and-services/public-safety-and-law/online-safety

or SCAMWATCH online shopping scams hittps://www.
scamwatch.gov.au/types-of-scams/buying-or-
selling/online-shopping-scams
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e People need to create
accounts and requires more
iInformation (Gumtree)

e Safety measures in place
(Gumtree)

e Generally moderated better
(Both) e i S 5 oot

e Less risk of scams/thieves
(Both)

Marketplace

e Scammers and thieves are
determined, so they may
still go through the effort

e The product may not be to
your liking, a dispute Is
harder on sites like this
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The next option Is a bit more safer, but Is also still prone to
scammers and thieves, but this i1s a lot less compared to the buy,
swap, sell as there i1s a company backing It, compared to a group
made by a person or a few people on a social media platform.
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e First Is to always make sure you
see the product in person, if you
are unable to, have someone
you trust go look at the item for
you if they live close by.

e In cases like vehicles, hire a
mechanic who lives In the area
to go check, take steps to be
safe. Otherwise make the trip
yourself to see If it suits what
you heed and is up to your
expectation.
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e Second, like before is to always do the pay in person or cash, if anything if they want
to transfer you money, it should be straight into your account using a BSB and
account number. But be careful about doing the same when buying, you can do
the transfer on the spot Infront of them Iif you wish, in case the money they are
asking for is a lot to carry in person.

e and once again if they feel dodgy, don't continue with the sale or buy, trust your
Instinct. Buying or Selling, your safety comes first.
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Can be good if you are wanting to sell
items

Offer protection against fake/broken
products (Ebay)

Good to shop and buy from small
business

Can be sent a fake item/broken or
scammed

Some items are clearly fake, given the
price (Wish)

Not guaranteed to get a refund (Wish)
Prone to a lot of fake reviews to make
the product look good

It's a look-good,
feel-good Thing

y y e .
Embrace your personal style with 1 > = eyt t "' e
i o

unique pre-loved finds. Q E\ﬁeryone has a Thlng

. |
[ shopnow | £ iﬁ 91
L . =i
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.Ituh.. i *

wish What do you want 10 find?

Extra long distance

= 10000/9980000M
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Sell your car with $0 fees!*

Find a buyer who shares your project car Thing. Ends 3076 | *Opt

Road trip essentials for the long weekend Refro Adustable e 2023 Summer W00 Du Focusing Mnoc.
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e First check the product being sold, if it seems
fishy or too good to be true. Then it is probably
fake or a scam and you will not receive the
InNtended product.

Second, check the profile of the buyers, usually
you can tell if they have good business or not,
also check the description of the items, check
prices elsewhere for the same products just in
case.

Make sure there is protection for you, if there is
safety nets in place for buyers and sellers against
scams, fake products and they allow payment
through paypal. These are all good signhs that you
are being protected while shopping online.

Overview

-

Related

WIFI HD Dual Camera
GPS

Intelligeg@
obstacle
avoidance

New Drone 8K 5 GP5 Drone
Professional HD Aerial Photography
Obstacle Avoidance Drone Four-
Rotor Helicopter RC Distance6km

76 Item ratings

$52.50

Flat rate eligible

4 interest-free payments of 51313 with
afterpay® @

Option:

1set/(single camera-1 batt...

Option:
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baterias, s6 chegou uma! Ndo recomendo Overview Related

Intelllg : 0 New Drone 8K 5G GPS Drone
Professional HD Aerial Photography

(o) bStﬂCle Obstacle Avoidance Drone Four-
- Rotor Helicopter RC Distanceskm
avoidance

Hani
Its pocket size drone cam is not 8 k also 6 km is a big lie arrived damaged

$52.50

Tee
Super cool works great!

4 Interest-free payments of 51313 with
afterpayc® @

Option:

1set/(single camera-1 batt...

5 oer g - _d

1.#4

P - Option:
et

4 o
e GPS

LS.
L

The drone doesn't work and the remote won't do anything! =

il
HD Dual Camera
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e Comes straight from the business/warehouse
e Lessrisk of damage

e Refunds if broken/damaged

e Policies to protect you as a buyer

e Trusted sellers

e Good will be what is advertised

e Good could arrive damaged
e Postal service could lose It

Note: That is why there are policies in place
to help In case these happen, refunds or
replacements

= Al Todsy's Deals  Browiing Higtory = Kindle Bocks  Lachlan's Amaconcoman  Beit Sellers  Books  Home Improvement  Gifi Cardi ~ Giftldeas Sponts, Fitness & Outdoons.  Health & Peoral Care Blectronics  New Release)

4 Herw Beleanes Mowers and Shakers Mt Wisheed F

Amazon Best Sellers

T Best Sellers in Home Improvement <.«

Baspdcy

i Gift Cards 35 Sign Up © Sanre finder s Catslogue ) Help & Support & Account <& Track Order

Curee S @mm fRER
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e The good thing about stores like Amazon, Harvey Norman, Petbarn, or any other
reputable business with an online site is that you are most protected as a buyer
with these online purchases.

e The stores have a reputation and have policies in place to protect the product and
you as the buyer, usually with warranty for up to a year on products, as well as a
replace or refund policy depending on the situation, such as the device coming
broken, not working after 2 weeks, and other potential issues.

e This is by far the safest way to shop in the online shopping world.
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e Check your address is correct, make sure that if it is something important that you
sign for it or have a safe storage for the delivery person to put it in.

e |f damaged take a photo straight away and send it to the customer support of the
business you bought it from, do not use or try to fix it yourself.

e Make sure you understand the policies in place, make sure you are aware of your
right as a consumer and follow the instructions given for anything to do with the
Issue you have.
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Replacements may be available for items that are damaged, defective, or not as expected.
Replacements are not available for items returned pursuant to the Amazon AU and

AmazonGlobal Change of Mind policy.

If your item is damaged, defective or not as expected, there are two ways you can request a
replacement:

» [f your request relates to an item that was delivered in the last 30 days, you can request a
replacement using the Online Returns Centre. Items fulfilled by Amazon AU but sold by
third party sellers are unable to be replaced by Amazon AU, but are eligible for a refund
using the Online Returns Centre. See below for more information regarding items eligible
for replacements via the Online Returns Centre.

« [f your request relates to an item that was delivered more than 30 days ago, please Contact
Us so we can determine if you are entitled to a replacement, including under the
Australian Consumer Law. You can request a phone call or instantly chat with us by
clicking the Contact Us link and selecting “Something else” and then “Contact Us”. Items
fulfilled by Amazon AU but sold by third party sellers are unable to be replaced by

Amazon AU, but may still be eligible for refunds.
Returns and Refunds » Refunds, Replacements and Exchanges » Y J

Which it ligible f Free Repl t th h Online Ret Centre?
AbOUt Replacements ichi ergs are_e igible ?ra ree Rep acemen rough Online Returns Centre

If you receive an item that is damaged, defective, or not as expected, you can request a
replacement through our Online Returns Centre within 30 days of the item being delivered, if

You can create a replacement request if your replacement meets certain criteria. )
the item:

Learn more on how replacements work, eligibility for replacements and more.

= Was shipped to an address in Australia,

e Was sold and fulfilled by Amazon AU. Items fulfilled by Amazon AU but sold by a third-
party seller are unable to be replaced by Amazon AU.

« s still in stock with Amazon AU for shipping to your delivery location. If the item is not
currently in stock with Amazon AU we will not be able to process a replacement but, you
can return the item for a refund.

* s returned to Amazon AU within 30 days of requesting the replacement. Note: if the item
is not returned within 30 days of requesting the replacement, you will be charged for the
replacement item. This does not apply to items that are non-returnable. Please see Items
that Can't be Returned for a list of items that are not returnable to Amazon.
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