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e Trusted computer antivirus and protection programs
e What can be safely downloaded

e Web browsers and programs to help keep you safe

e Keeping up to date

e Firewalls

e Parental Control
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e There are many types of software out there for protecting yourself from viruses as

well as onling, each of them offer different services and like many services, some
are better then others.

e Bitdefender is a suggested program to help defend from any issues, it does

require payment. But some people may not want this kind of service, there are
free ones out there.

e |t is best that you check out each one, check the reviews and choose the one that

best suits you. They will help block websites, save you from downloading potential
viruses and give you further protection on your devices.
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Settings

{m Home W]ﬂdOWS Upd ate

2024-02 Cumulative Update Preview for Windows 10 Version 22H2 for x64-based Systems (KB5034843)

Update & Security

Help from the web

R peete This PC doesn't currently meet the minimum system

requirements to run Windows 11
Get the details and see if there are things you can do in the PC
Health Check app.

Delivery Optimization
Windows Security

Files backup Get the latest updates as soon as they're available

Troubleshoot
Pause updates for 7 days
Recovery cit 2
Activation Change active hours
Find my device . .
y View update history
For developers
Advanced options

Windows Insider Program




Computer Safety & How to Troubleshoot

AR

&
-

https -'.-'ww-r' - el . ‘
-t_ 2 Bad traffic Y N
- Y A
? L o‘ _ . \ ¥y N Firewall b
oY @ .- - i J blocks bad
. O o traffic
Internet Firewall Private network

Bitdefender VPN

I

Best match

Turn On to Secure

: M Firewall & network protection
Your Connection ' p l

System settings

®

Apps
PP Firewall & network protection

& Windows Defender Firewall with System settings
i Advanced Security

©
0
o}
®

Settings
Windows Defender Firewall

Check firewall status

Allow an app through Windows
Firewall

Windows Security

Virtual Location
Automatic

# Find and fix problems with Windows
Firewall

Daily traffic left
200 MB of 200 MB




Computer Safety & How to Troubleshoot

e Firewalls provide protection against outside cyber attackers by shielding your
computer or network from malicious or unnecessary network traffic. Firewalls can
also prevent malicious software from accessing a computer or network via the
internet.

e A VPN works by creating a secure encrypted connection between your device and
a remote server. This way, your data can travel in secrecy instead of through your
iInternet service provider. A VPN hides your real IP address and encrypts your
internet connection to make your browsing safer and more private.

e |tisimportant to understand the benefits of firewalls as well as VPNs and the
benefits they can provide to you and your safety. Many programs listed before
with Internet security and antivirus will also provide these services. All of these are
about keeping your information and personal files safe on your own computer.
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Parental Control
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e The world of the internet is a big place, and it can be a lot to trust and monitor.
Luckily there are many programs you can download and programs already on
your computers that you can use to help track, limit and keep your child safe.

e There are a few examples on the slide, but once again it is about what you are

after, whether its free or you want to pay and what you think you want to get out
of it.

e |f it sounds like something you would want to use to monitor your kids and their
usage, it will probably be best for you.
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Common troubleshooting problems

e General tips to keep in mind
e Using the process of elimination

e Simple solutions to common problems

: Power button will not start computer

: Power button will not start computer

: An application is frozen

: All programs on the computer run slowly

: The computer is frozen

: The mouse or keyboard has stopped working
: The sound isn't working

: The screen is blank

e Solving more difficult problems
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Is a systematic approach to solving a problem. The goal of
troubleshooting is to determine why something does not work as expected and
explain how to resolve the problem. The first step in the troubleshooting process
Is to describe the problem completely.
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o Once you start troubleshooting, you may want to each
step you take. This way, you'll be able to remember exactly what you've done and can avoid
repeating the same mistakes. If you end up asking other people for help, it will be much easier
If they know exactly what you've tried already.

0 about error messages: If your computer gives you an , be sure to
write down as much information as possible. You may be able to use this information later to
find out if other people are having the same error.

o If you're having trouble with a specific piece of computer ,
such as your monitor or keyboard, an easy first step is to check all related cables to make sure
they're properly connected.

o When all else fails, Is a good thing to try. This
can solve a lot of basic issues you may experience with your computer.
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If you're having an issue with your
computer, you may be able to find
out what's wrong using

This means you'll
make a list of things that could be
causing the problem and then test
them out one by one to eliminate
them. Once you've identified the
source of your computer issue, it will
be easier to find a solution. This will
depend on your knowledge and
capabilities with using a computer.
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Most of the time, problems can be fixed
using simple troubleshooting
techniques, like and

the program. It's important to try these
simple solutions before resorting to
more extreme measures. If the problem
still isn't fixed, you can try other
troubleshooting techniques. Listed in
the next few slides are common issues.
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It your computer does not start, begin by checking
the power cord to confirm that it is plugged securely into the
back of the computer case and the power outlet.

If it is plugged into an outlet, make sure it is a
working outlet. To check your outlet, you can plug in another
electrical device, such as a lamp.

It the computer is plugged In to a surge protector,
verify that it is turned on. You may have to reset the surge
protector by turning it off and then back on. You can also plug a
lamp or other device into the surge protector to verify that it's
working correctly.

If you are using a laptop, the battery may not be
charged. Plug the AC adapter into the wall, then try to turn on
the laptop. If it still doesn't start up, you may need to wait a few
minutes and try again.
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° Close and reopen the
application.

o Update the application.
U PDATE To do this, click the Help menu and

T look for an option to check for

Updates. If you don't find this option,

i} another idea Is to run an online

search for application updates.
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Sometimes an application may become stuck, or frozen. When
this happens, you won't be able to close the window or click any
buttons within the application.

° Force quit the application. On a PC, you can press
(and hold) Ctrl+Alt+Delete (the Control, Alt, and Delete keys)
on your keyboard to open the Task Manager. On a Mac,
press and hold Command+Option+Esc. You can then select
the unresponsive application and click End task (or Force
Quit on a Mac) to close it.

° Restart the computer. If you are unable to force
quit an application, restarting your computer will close all
open apps.
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0 Run a virus scanner. You may
have malware running in the background
that is slowing things down.

° Your computer may be running
out of hard drive space. Try deleting any files
Oor programs you don't need.
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Sometimes your computer may become completely
unresponsive, or frozen. When this happens, you won't be
able to click anywhere on the screen, open or close
applications, or access shut-down options.

° (Windows only): Restart Windows Explorer.
To do this, press and hold Ctri+Alt+Delete on your
keyboard to open the Task Manager. Next, locate and
select Windows Explorer from the Processes tab and
click Restart. You may need to click More Detalls at the
bottom of the window to see the Processes tab. -~
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Press and hold the Power button. The Power
button is usually located on the front or side of the
computer, typically indicated by the power symbol. Press
and hold the Power button for 5 to 10 seconds to force the
computer to shut down.

If the computer still won't shut down, you can
unplug the power cable from the electrical outlet. If you're
using a laptop, you may be able to remove the battery to
force the computer to turn off. Note: This solution should
be your last resort after trying the other suggestions above. -~
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Problem:
The mouse or keyboard
has stopped working

Solution 7t If you're using a wired mouse or
keyboard, make sure it's correctly plugged into the
computer.

Solution 2: If you're using a wireless mouse or
keyboard, make sure it's turned on and that its
batteries are charged.
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Check the volume level. Click the audio button in
the top-right or bottom-right corner of the screen to make
sure the sound is turned on and that the volume is up.

Check the audio player controls. Many audio and
video players will have their own separate audio controls. Make
sure the sound is turned on and that the volume is turned up
IN the player.

Check the cables. Make sure external speakers are
plugged in, turned on, and connected to the correct audio port
or a USB port. If your computer has color-coded ports, the
audio output port will usually be green.

Connect headphones to the computer to find out if
you can hear sound through the headphones.
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° The computer may be in Sleep mode.
Click the mouse or press any key on the keyboard
to wake It.

° Make sure the monitor is plugged in
and turned on.

o Make sure the computer is plugged in
and turned on.

° If you're using a desktop, make sure
the monitor cable is properly connected to the
computer tower and the monitor.
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If you still haven't found a solution to your
problem, you may need to ask someone else
for help. As an easy starting point, we would
recommend searching the Web. It's possible
that other users have had similar problems, A how fo fix a slow computer windows 10
and solutions to these problems are often I A SO EODRee
posted online. Also, if you have a friend or
family member who knows a lot about
computers, they may be able to help you.

Q. How to fix 4
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Keep In mind that most computer problems have simple solutions,

although it may take some time to find them. For difficult problems, a
may be required, like reformatting your hard

drive or reinstalling your operating system. If you think you might need a

solution like this, we recommend first. If
you're not a computer expert, It's possible that attempting these

solutions could make the situation worse.
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