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How are Police Using Drones?

Across the country, police departments are using myriad means and resources
at their disposal to stock up on drones. According to the most recent tally on the
Atlas of Surveillance (a project of EFF and the University of Nevada), at least
1,172 police departments nationwide are using drones. And over time, we can
expect more law enforcement agencies to deploy them. A flood of COVID relief
money, civil asset forfeiture money, federal grants, or military surplus transfers
enable more departments to acquire these flying spies.

But how are police departments using them?

A new law in Minnesota mandates the yearly release of information related to
police use of drones, and gives us a partial window into how law enforcement
use them on a daily basis. The 2021 report released by the Minnesota Bureau of
Criminal Apprehension documents use of drones in the state during the year
2020.

According to the report, 93 law enforcement agencies from across the state
deployed drones 1,171 times in 2020—with an accumulative price tag of almost
S1 million. The report shows that the vast majority of the drone deployments
are not used for the public safety disasters that so many departments use to
justify drone use. Rather, almost half (506) were just for the purpose of
“training officers.” Other uses included information collection based on
reasonable suspicion of unspecified crimes (185), requests from other
government agencies unrelated to law enforcement (41), road crash
investigation (39), and preparation for and monitoring of public events (6 and




12, respectively). There were zero deployments to counter the risk of terrorism.
Police deployed drones 352 times in the aftermath of an “emergency” and 27
times for “disaster” response.

This data isn’t terribly surprising. After all, we’ve spent years seeing police
drones being deployed in more and more mundane policing situations and in
punitive ways.

After the New York City Police Department accused one racial justice activist,
Derrick Ingram, of injuring an officer’s ears by speaking too loudly through his
megaphone at a protest, police flew drones by his apartment window—a clear
act of intimidation. The government also flew surveillance drones over multiple
protests against police racism and violence during the summer of 2020. When
police fly drones over a crowd of protestors, they chill free speech and political
expression through fear of reprisal and retribution from police. Police could
easily apply face surveillance technology to footage collected by a surveillance
drone that passed over a crowd, creating a preliminary list of everyone that
attended that day’s protest.

As we argued back in May 2020, drones don’t disappear once the initial
justification for purchasing them no longer seems applicable. Police will invent
ways to use their invasive toys—which means that drone deployment finds its
way into situations where they are not needed, including everyday policing and
the surveillance of First Amendment-protected activities. In the case of
Minnesota’s drone deployment, police can try to hide behind their use of drones
as a glorified training tool, but the potential for their invasive use will always
hang over the heads (literally) of state residents.
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India Requires Internet Services to
Collect and Store Vast Amount of
Customer Data, Building a Path to Mass
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Privacy and online free expression are once again
under threat in India, thanks to vaguely worded
cybersecurity directions—promulgated by India’s
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earlier this year—that impose draconian mass
surveillance obligations on internet services,
threatening privacy and anonymity and weakening
security online.Directions 20(3)/2022 -...
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you rely on a social media platform, you’re putting
your voice, your privacy, and your safety in the



hands of the people who run that system. Many
people are looking to Mastodon as a backup or
replacement for Twitter, and...
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NOVEMBER 30, 2022

Let Data Breach Victims Sue Marriott

A company harvested your personal data, but failed
to take basic steps to secure it. So thieves stole it.
Now you’ve lost control of your data, and you’re at
greater risk of identity theft. But when you sue the
negligent company, they say you haven’t really been
injured, so you...
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Coalition of Human Rights, LGBTQ+
Organizations Tell Congress to Oppose
the Kids Online Safety Act

Yesterday, nearly 100 organizations have asked
Congress not to pass the Kids Online Safety Act
(KOSA), which would “force providers to use
invasive filtering and monitoring tools; jeopardize
private, secure communications; incentivize
increased data collection on children and adults; and
undermine the delivery of critical services to minors
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Experts Condemn The UK Online Safety
Bill As Harmful To Privacy And

Encryption
The British Parliament may start debating the



Online Safety Bill again as soon as this week. The
bill is a deeply flawed censorship proposal that
would allow U.K. residents to be thrown in jail for
what they say online. It would also force online
service providers to use...
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Top Prosecutors in CA, NY and DC Are
Speaking Up For End-to-End
Encryption

We all should have the ability to have a private
conversation, and it follows that we need ways to
communicate privately online as well. In the digital
world, end-to-end encryption is our best chance to
maintain our privacy and security. In the fraught
legal landscape following the U.S. Supreme...
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EFF, Coalition of California Privacy
Advocates Caution Against Weakening
CA Privacy Rights

EFF on Monday joined Privacy Rights Clearinghouse,
ACLU California Action, Oakland Privacy, Media
Alliance and the Consumer Federation of America in
submitting comments to the California Privacy
Protection Agency. The Agency is currently writing
rules for the California Consumer Privacy Act as
amended by 2020’s California Privacy Rights
Act.In...
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VICTORY! Congress Sends the Safe
Connections Act to the President’s
Desk

In the 21st century, it is difficult to lead a life
without a cell phone. It is also difficult to change
your number—you’ve given it to all your friends,
family, doctors, children’s schools, and so on. It’s
especially difficult if you are trying to leave an
abusive relationship where your...
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Monetization, Not Human Rights or
Vulnerable Communities, Matter Most
at Twitter Under Musk

Billionaire Elon Musk says Twitter can be an
“incredibly valuable service to the world,” a global
forum where ideas and debates flourish. Yet, much
of what he has done since taking over the company
suggests that he doesn’t understand how to
accomplish this, doesn’t appreciate the impact of his
decisions...
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Leaving Twitter's Walled Garden

This post is part of a series on Mastodon and the
fediverse. We also have a post on privacy and security on
Mastodon, and why the fediverse will be great—if we
don't screw it up, and more are on the way. You can
follow EFF on Mastodon...
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