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strategic implications of blockchain technology and produce practical 
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Foreword
The New York Times business books bestseller list of 24 August 
2014 was one of remarkable contrasts.1 At the top was Malcolm 
Gladwell’s Outliers: The Story of Success, where the successful “are 
invariably the beneficiaries of hidden advantages and extraordinary 
opportunities and cultural legacies that allow them to learn and 
work hard and make sense of the world in ways others cannot.”2 
At the bottom was Michael Lewis’ Flash Boys: A Wall Street Revolt, 
where trader Brad Katsuyama of the Royal Bank of Canada recounts 
the moment when he saw the US stock market for what it was—an 
illusion. “‘I realized the markets are rigged,’” he told Lewis. “‘And I 
knew it had to do with the technology.3 That the answer lay beneath 
the surface of the technology.’” In a commentary on the book, then-
PhD student Elaine Wah wrote,

What [University of Michigan professor Michael Wellman and I] 
found may be even scarier than Lewis’ book-selling punchline: 
it’s not simply a matter of the [high-frequency trading] 
crowd taking profits away from regular investors. Predatory 
strategies like latency arbitrage have the potential to reduce 
trading gains for all market participants—high-frequency 
traders and Average Joes alike.4 

Halfway between them, at number five on the list, was Thomas 
Piketty’s Capital in the Twenty-First Century, translated from French 
to English by Arthur Goldhammer. In this 700-page tour de force 
of academic scholarship, Professor Piketty explained why economic 
inequality is accelerating and will likely continue to do so as long as 
the return on capital exceeds long-term economic growth. He wrote 
about a “modern redistribution” of wealth, not as an explicit transfer 
of income from the rich to the poor, but as a rights-based “equal 
access to a certain number of goods deemed to be fundamental,” 
perhaps the “cultural legacies” leveraged by Gladwell’s outliers or the 
high-speed technologies leveraged by Lewis’ flash boys.5 

To us, the bestseller list was a vivid reminder of the disparity 
between the advantaged and the disadvantaged, those with access 
and those without, by fate rather than by virtue. For the first 
time in modern history, the global economy is growing but few 
are benefiting. On one hand, the digital age is bringing limitless 
possibilities for innovation and economic progress. Corporate profits 
are ballooning. On the other hand, standards of living and quality of 
life have barely moved. Last year, median life expectancy actually 
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declined in the United States for the second year in a row—something 
not experienced since the 1960s.6 Median wages are stagnating in 35 
member countries of the Organisation for Economic Cooperation and 
Development.

According to the International Labour Organization, youth 
unemployment in most of the world is stuck at about 20 percent. 
“Young people [are] nearly three times as likely as adults to be 
unemployed,” the ILO reported.7  In many developing nations, the 
numbers are significantly higher. Such unemployment is corrosive to 
all societies, no matter what their level of development. Most citizens 
want to contribute to their community. Anyone who has been jobless 
knows how it erodes self-esteem and well-being. Those with power 
and wealth are getting ahead, and those without are falling behind.

In Chapter 7 of our book, Blockchain Revolution, we called this the 
“new prosperity paradox.” We are reminded of the words of 19th 
century economist Henry George: “Discovery upon discovery, and 
invention after invention, have neither lessened the toil of those who 
most need respite, nor brought plenty to the poor.”8 In 1880, he 
dedicated his book, Progress and Poverty—a prosperity paradox—“to 
those who, seeing the vice and misery that spring from the unequal 
distribution of wealth and privilege, feel the possibility of a higher 
social state and would strive for its attainment.”9 

Setting aside the merits and disadvantages of modern redistribution, 
we found ourselves wondering whether blockchain technology could 
enable individuals to begin deriving benefits from the data they 
generated from their birthday forward. For every newborn, could we 
create a digital identity, protect it in “digital black box,” and license 
the baby’s parents to decide whether to share that information, with 
whom, and for access to which services—without ever revealing their 
child’s identity? Could we change how wealth gets created in the 
first place by democratizing wealth creation, engaging more people 
in the economy, and then ensuring that they get fair compensation? 
Could we hold these truths to be self-evident, that all human beings 
were created equal and endowed with certain inalienable rights, 
that we could codify and capture on the blockchain in perpetuity? 
In other words, could we pre-distribute wealth through blockchain 
technology?10 

In our book, we explored several ways to do this, among them 
eliminating the middleman in personal financial transactions such as 
remittances and turbocharging peer-to-peer transactions involving 
such assets as spare rooms, ride-shares, or underutilized equipment 
such as lawnmowers, special kitchenware, boat motors, musical 
instruments, or sports paraphernalia—without such intermediaries 
as Airbnb and Uber. We examined putting land titles on blockchain to 
ensure that the rightful landowners—especially in volatile developing 
countries—could leverage their property rights.

Are these disruptive? Yes. Fairer? Yes. Vital to global stability? 
Absolutely! Are we making progress? Not nearly enough. “Our 
collective inability to secure inclusive growth and preserve our scarce 

Most citizens want 
to contribute to their 
community. Anyone who 
has been jobless knows 
how it erodes self-esteem 
and well-being.

Could we change how 
wealth gets created in the 
first place by democratizing 
wealth creation, engaging 
more people in the 
economy, and then 
ensuring that they get fair 
compensation?
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resources puts multiple global systems at risk simultaneously,” said 
Klaus Schwab, founder and executive chairman of World Economic 
Forum. “Our first response must be to develop new models for 
cooperation that are not based on narrow interests but on the 
destiny of humanity as a whole.”11 

We couldn’t agree more. Rachel Robinson feels as passionate 
as we do on the matter. This research project was designed to 
catalyze entrepreneurial thinking and action in the area of global 
economic inclusion, where financial inclusion is a prerequisite. 
Rachel interviewed several of the pioneers in the collaborative 
marketspace—among them Elizabeth Rossiello, founder of BitPesa; 
Vladimir Grinevsky, project advisor to MicroMoney; and George Li, 
co-founder of WeTrust—and analyzed the start-ups, M-Pesa and 
Veem. We see the potential of blockchain to open up the economy so 
that it works for everybody, and everybody’s rights work for them. 
It is our hope that this research will motivate Blockchain Research 
Institute members to explore how their own organizations could 
innovate to be more inclusive.

DON TAPSCOTT AND ALEX TAPSCOTT 
Co-Founders
Blockchain Research Institute

Children of Uganda by Charles Nambasi (Numbercfoto), 2005, used under CC0 
1.0.

“Our first response must 
be to develop new models 
for cooperation that are not 
based on narrow interests 
but on the destiny of 
humanity as a whole.”

KLAUS SCHWAB
Founder and Executive 
Chairman
World Economic Forum

https://pixabay.com/en/children-of-uganda-uganda-village-2314806/
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Idea in brief
 » Intermediaries facilitate the functioning of our financial system 

by coordinating the exchange of value by acting as a trusted 
middleman and performing business logic like clearing, 
settling, and record keeping. They should use blockchain 
technology to extend their reach, and offer financial services 
to the unbanked and underserved, thereby creating new 
revenue streams and increasing financial inclusion.

 » Intermediaries cost market participants money and time at 
each phase of a transaction by collecting fees to support 
overhead costs of physical facilities, human resources, 
regulatory compliance, and profit. While intermediaries play 
a crucial role in the current financial system, the fees create 
a barrier to entry for many, thus limiting opportunity and 
innovation in the global market.

 » Blockchain technology creates a platform for people to trade 
with each other directly without the hierarchy, cost, and 
friction inherent in the current financial infrastructure. As with 
all new technologies, this shift to distributed and collaborative 
marketplaces may be a perceived threat to incumbents who 
do not see the potential and who are afraid to move on it.

 » Future financial intermediaries will build customer ecosystems 
around blockchain technology into previously unreachable 
markets and improve service provisions in current markets. 
Blockchain will increase participation and competition in 
financial services, unlocking creative potential, and opening 
doors to greater global prosperity. 

 » While some intermediaries have embraced blockchain as a 
cost-saving tool, they would be smart to consider the revenue 
side of their business and ask themselves what new products, 
services, and markets open up because of the blockchain.

While intermediaries play a 
crucial role in the current 
financial system, the fees 
create a barrier to entry for 
many.
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Introduction
A network of heavily regulated intermediaries facilitates transactions 
between parties by reconciling transaction data and assuming some 
of the inherent risk to make the current financial system possible. 
This network was developed piecemeal, in response to different 
needs at different times and utilizing different technologies. Within 
this network, financial institutions maintain proprietary ledgers of 
transactions with minimal transparency into each version. Therefore, 
these institutions, and all market participants must invest in costly 
software to reconcile transaction data, which remains vulnerable to 
error and fraud. They must also submit to periodic audits to ensure 
their proprietary ledgers have been recorded accurately.

If all relevant parties could see the same ledger of transactions at 
the same time, then it could eliminate the expensive inconveniences 
and much of the accompanying risk; everyone could easily work from 
one accessible source of truth. Enter blockchain.

Blockchain technology is computer software that provides an 
immutable, transparent, fraud-proof ledger that shares transactions 
between participants in real-time via the Internet. With an Internet 
connection, a smart device, and access to a blockchain ecosystem, 
financial opportunities can be at the fingertips of those in previously 
unreachable markets. Blockchain can function within, without, or 
alongside current financial systems, opening economic possibilities 
for newcomers and incumbents alike. Indeed, some estimates predict 
that blockchain technology can save the financial sector as much as 
$20 billion annually in compliance and infrastructure costs.12 

The solution to financial exclusion around the world 
The primary hallmark of financial inclusion is access to financial 
services, namely a bank account that affords the basic kinds of 
services: a means to move and store value and access credit. Those 
currently excluded from the global economy are sometimes served—
if they are served at all—by micro finance organizations such as the 
Grameen Foundation, Vaya India, Bharat Financial Inclusion Limited 
(formerly SKS Microfinance), and Oxfam International. Traditional 
banks rarely serve these people. Indeed, the World Bank’s recent 
Global Findex report, which measures financial inclusion around the 
world, estimated that two billion adults are unbanked.13

The unbanked and financially underserved span the globe: Africa, 
Latin America, India, and even the United States. Some populations 
are excluded from the financial sector for three reasons: 

 » Lack of government resources to build an infrastructure to 
reach physically hard to access people

 » Corruption in the financial sector

 » Inability to create an economic identity

Some estimates 
predict that blockchain 
technology can save the 
financial sector as much 
as $20 billion annually 
in compliance and 
infrastructure costs.
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Current global financial 
infrastructure consists of 
many different service 
providers who handle 
different aspects of the 
trade process and are 
subject to different 
regulations.

Blockchain technology requires little infrastructure and is an 
inherently trustworthy, agnostic technology; it can disrupt corrosive 
practices and support equitable economic growth throughout the 
world’s poorest regions.

The current system
Trade used to be relatively simpler. A merchant or an investor 
exchanged assets of value for payment. Financial transactions 
are now complex and multinational, and we have a system of 
intermediaries (e.g., securities clearing houses, banks, exchanges, 
and broker-dealers) that manage and verify them. As markets 
became more complex, governments created regulations to 
protect investors from abuses and harmful systemic practices of 
intermediaries and other financial institutions. As a result, the 
current global financial infrastructure consists of many different 
service providers who handle different aspects of the trade process 
and are subject to different regulations.

Every legal jurisdiction in the world has its own laws and procedures 
governing financial transactions, sometimes even within their 
national borders. For example, in the United States, federal and state 
governments regulate securities differently. The federal government 
focuses on disclosures while states regulate risk. That is, an entity 
issuing corporate shares violates federal securities laws when it fails 
to disclose required information and leaves the risk-reward analysis 
to investors themselves. A state, however, may disallow an offering 
within its jurisdiction if it deems an offering too risky.

Woman in Black Hijab Headscarf Walking on Field by Samuel 
Silitonga, 2017, used under CC0 1.0.

https://www.pexels.com/photo/woman-in-black-hijab-headscarf-walking-on-field-789555
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Meanwhile, international financial institutions and service providers 
must be mindful of cross-border requirements. Many regulators 
have joined regulatory consortia that attempt to set broad principals 
to guide regulators in their rule-making and supervisory roles to 
lessen the potential of unduly restricting international trade through 
redundancy and expense.

The Financial Stability Board (FSB) is an international body made up 
of prudential and securities regulators that make recommendations 
about the global financial economy. The International Organization of 
Securities Commissions (IOSCO) gathers to set global standards for 
securities transactions. The Basel Committee on Banking Supervision 
(Basel) provides an international forum for analyzing banking 
supervisory issues and prudential regulation.

These entities seek to ease regulatory friction through collaboration 
and consensus on general financial principals. They intend to increase 
predictability and decrease compliance redundancy for regulated 
entities. Similarly, these consortia likely hold the key to coherent 
regulation of blockchain as applications rapidly move from ideas to 
proofs of concept to pilots to mass release on the global stage.

Peer-to-peer collaborative markets in the 
making    

Weaknesses in the current system
Silos of information maintained in centralized databases require 
costly software to reconcile and are especially vulnerable to 
cyberattacks and technical failure. Because each part of the current 
system has been assembled piecemeal over time, it is not well 
integrated.14 Moreover, many processes are still manual, causing 
delay and risk of error and fraud. Though digital technology has 
been sutured to this technology stack, it’s mere digital wallpaper, 
concealing the kludge of technologies beneath.15

The global financial system’s evolution has been a “march against 
friction.”16 An IBM executive report identified three persistent 
and interrelated frictions that impede global business and trade: 
information friction, interaction friction, and innovation friction.17

 » Information friction. Imperfect or inaccessible information 
puts transaction participants at a disadvantage when making 
decisions. Incorrect or inconsistent information reduces 
transaction value by causing delays in reconciliation. In 
this new age of big data, the technical challenges, including 
cyberthreats to data storage on centralized databases, 
accompany data processing and analysis, which diminishes 
the value of information.

The global financial 
system’s evolution has 
been a “march against 
friction.” An IBM executive 
report identified three 
persistent and interrelated 
frictions that impede 
global business and 
trade: information friction, 
interaction friction, and 
innovation friction.
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In the developing world 
we have a better chance 
to reinvent the industry 
from the ground up with 
new ideas and, importantly, 
blockchain.

 » Interaction friction. Transaction costs resulting from complex 
business practices limit interactions and create barriers to 
certain markets.

 » Innovation friction. “Institutional inertia and restrictive 
regulation” stifle innovation in larger organizations that 
are subject to comprehensive regulations.18 Regulatory 
uncertainty deters innovation and investment in start-ups.

Many individuals and businesses have been excluded from the 
benefits of a robust suite of financial services because of the costs 
associated with these frictions. Fixing these problems in developed 
markets, where legacy financial and technology infrastructure is 
firmly rooted, will be challenging. But in the developing world, where 
most of the world’s unbanked live, we have less to tear down and, 
thus, have a better chance to reinvent the industry from the ground 
up with new ideas and, importantly, blockchain.

Financial exclusion and inclusion defined

Financial exclusion refers to individuals’ lack of access to financial 
services. The most common indicator is the lack of a bank account; 
however, even those with bank accounts may not know how to use 
them. As a result, some individuals may abandon their accounts 
and suffer economic consequences such as overdraft penalties. In 
contrast, financial inclusion is a broad concept that speaks to the 
convenient, affordable, and safe access to financial services and 
education.19 Within this group, people have access to the full suite of 
financial services that include provisions for ensuring that they make 
informed financial decisions.20

According to the World Bank’s Global Findex Database, two billion 
people around the world are unbanked.21 The Center for Financial 
Inclusion reported that the lower 40 percent of the population 
in emerging economies constitute $3 trillion in annual spending 
and disposable incomes continue to rise.22 In total, the financially 
excluded make up a $380 billion market revenue opportunity for 
institutions that can find a way to provide services efficiently and 
inexpensively.23

Peruvian economist and president of the Institute for Liberty and 
Democracy Hernando de Soto, one of the world’s foremost economic 
minds, suggests that as many as five billion people in the world 
are barred from participating fully in the value created through 
globalization because they have a tenuous right to their land. 
Blockchain, he argues, could change all that.

The central idea to blockchain is that the rights to goods can 
be transacted, whether they be financial, hard assets or ideas. 
The goal is not merely to record the plot of land but rather to 
record the rights involved so that the rights holder cannot be 
violated.24

The financially excluded 
make up a $380 billion 
market revenue opportunity 
for institutions that can 
find a way to provide 
services efficiently and 
inexpensively.
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Universal property rights could lay the groundwork for a new agenda 
of global justice, economic growth, prosperity, and peace. In this new 
paradigm, rights are protected, not by guns or militias or minutemen, 
but by technology. “Blockchain is for a world that’s governed by 
real things instead of fictitious things. And I think that’s good,” said 
de Soto.25 And it’s decentralized. No central authority controls it, 
everybody knows what’s happening and it remembers forever.

Financial exclusion deprives individuals of access to life, liberty, 
and property, and it impedes development. The overall economic 
participation of a nation’s citizens increases its overall wealth. To 
that end, financial inclusion strengthens society because it spurs 
innovation and creates more wealth. By tapping into the potential of 
as many citizens as possible, a nation builds a strong economic base 
that can adapt to changes in the global economy.

Blockchain can construct new bridges leading to a more innovative, 
frictionless, inclusive future. By developing resilient economic 
bridges, nations can tap into each other’s potential and further 
strengthen their economies while contributing to advancing 
humankind.

Financial exclusion deprives 
individuals of access to life, 
liberty, and property, and it 
impedes development.

Action Analysis Business 2277292 by rawpixel, 2017, used under CC0 1.0.

Causes of financial exclusion

There are many reasons for financial exclusion: politics, war, natural 
disasters, corruption, lack of physical infrastructure, and lack of 
capability. In certain emerging economies, a wealthy minority may 
purposefully promulgate laws that perpetuate their monopoly on the 
country’s wealth in what economists call “rent seeking behavior.” 
Corruption lowers trust in emerging markets, thus restricting 
liquidity and impeding foreign investment. Those who would open a 

https://pixabay.com/en/action-analysis-business-2277292/
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Blockchain technology 
cannot prevent wars, 
natural disasters, or other 
political instabilities, but 
it can help individuals and 
businesses overcome some 
of the frictions.

bank account, start a business or pay taxes may think twice when 
the possibilities for corruption and abuse are commonplace. The 
upshot is that most economic activity is informal, trapped in the grey 
economy or black market. In less-developed countries, the physical 
infrastructure required for traditional financial institutions may not 
exist, compounding the difficulties for individuals to access and use 
available financial services.

For example, individuals who live in rural areas in less-developed 
countries may not have access to proper roads or public 
transportation to go to a bank and open an account physically. Nor 
do they have access to education that would enable them to learn 
online: while literacy rates continue to rise with each generation, an 
estimated 750 million adults (two-thirds of whom are women) remain 
illiterate.26 Because of this lack of access, these populations are not 
able to learn about how financial services can improve the quality of 
their lives.

Underserved populations in highly developed nations also suffer from 
a lack of financial capability and access. For example, according to 
England’s Financial Inclusion Commission, at least one million of its 
citizens are unbanked, and nine million have no access to credit.27 In 
the United States, the Federal Deposit Insurance Corporation (FDIC) 
estimates that nine million households are unbanked, and 24.5 million 
households are underbanked.28

For the financially excluded, access to financial services is more 
expensive because this population may only qualify for high-interest 
loans and credit cards and may miss out on discounts those who are 
included are given for using digital payment systems.29 Consequently, 
many new bank account holders incur penalties that supersede 
the amount they deposit. Ultimately, these expenses add up to 
a “poverty premium” that prevents the financially excluded from 
enjoying the benefits of financial services.30

Resolution of friction

Blockchain technology cannot prevent wars, natural disasters, or 
other political instabilities, but it can help individuals and businesses 
overcome some of the frictions identified above in the following ways:

 » Information friction resolved. All transaction participants 
access the same source of truth in near real time, making 
reconciliation unnecessary. Additionally, information stored on 
a blockchain is highly resilient. That is because the data are 
replicated on all computers on the network and persists even 
if one or even many computers fail.

 » Interaction friction resolved. Transaction participants can trust 
the authenticity of data on a blockchain, which eliminates data 
reconciliation costs. This increases interactions and lowers 
barriers to underserved markets.
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 » Innovation friction resolved. Despite regulatory uncertainty, 
entrepreneurs, investors, technologists, and large financial 
institutions have charged ahead into the blockchain territory. 
These innovators seek to use the technology to solve 
important problems in the world and they endeavor to 
understand how they can improve it so that solutions can 
move from proofs of concept to scale.

Because payment systems administered on a blockchain do not 
require intervention from the government or intermediaries, users 
can circumvent unstable currencies, corrupt practices, or abuses of 
power that negatively affect trade and finance.

The potential for blockchain solutions
Digitization and agent banking

The digitization of financial services is allowing financial institutions 
to go where no other institutions have gone before—into the $380 
billion global market made up of low-income customers and small and 
medium enterprises.31 In July 2016, the Center for Financial Inclusion 
published a study of 24 banks in emerging economies to determine 
what they are doing to increase financial inclusion in their regions.32

The primary ways that these banks reach excluded regions are 
through digitization and agent banking. Digitization takes advantage 
of the proliferation of mobile devices to provide access to account 
holders. Agent banking consists of a network of agents that replace 
bank branches as the in-person touch point for customers. These 
tactics help banks in emerging economies leap frog the cultural and 
physical barriers that typically impede customer access to traditional 
banks.

A major obstacle that these banks encounter when trying 
to administer agent-banking networks is the lack of internal 
technological capability. Traditional banking systems were created 
to function within a bank branch.33 Any technology serving the 
agent networks must address compliance, risk, operations, and 
information security in order to be viable.34 Additionally, these agents 
operate in low-margin markets, so the cost of service provision, data 
collection and analysis, and identity verification can prevent outreach 
altogether.

There are also concerns surrounding data management: privacy, 
security, cost, lack of ability to analyze data, lack of parties’ 
willingness to share data, and regulations surrounding these issues.35 
Existing protocol for sharing data are weak or non-existent in some 
emerging economies, which creates confusion, especially where 
regulators have a hard time keeping up with the pace of technology.36

Blockchain could be an efficient, low-cost, and safe technology 
solution for managing banking agent networks. Costs would stay 
low because the settlement of transactions would be automated; 

The digitization of financial 
services is allowing financial 
institutions to go where 
no other institutions have 
gone before—into the 
$380 billion global market 
made up of low-income 
customers and small and 
medium enterprises.
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usage data could be easily accessed and shared with different bank 
divisions and across financial institutions so that each unit could 
identify and cross-sell appropriate financial products. Data would 
be maintained on internal servers, eliminating the cost and risk of 
maintaining those data on centralized servers, thus safeguarding 
identities and reputation.

Many governments have 
begun to create digital 
identities based on 
biometrics. These digital 
identities are stored on 
centralized databases, 
where data can be used 
to prove identities across 
platforms. The most 
notable example is aadhaar 
in India.

Identity management

Besides lack of access and capability, another key reason for financial 
exclusion is that individuals cannot prove their identity. Those 
financially excluded may reside in highly developed nations as well 
as in emerging economies. In response, many governments have 
begun to create digital identities based on biometrics. These digital 
identities are stored on centralized databases, where data can be 
used to prove identities across platforms. The most notable example 
is aadhaar in India.

In 2009, India passed the Aadhaar Act, which empowered the 
Unique Identification Authority of India (UIDAI) to create a 12-digit 
unique identification (UID) number, called an aadhaar (which means 
foundation in Hindi) for all the residents of India.37 The purpose of 
aadhaar is to provide a digital identity that can be authenticated 
anywhere at any time.38 Enrollment agencies spread throughout the 
country to collect demographic information, including eye scans and 
digital fingerprints. The identity information is stored in the Central 
Identities Data Repository (CIDR), which answers requests for 
verification instantaneously. 

Grandmother kids laptop by Sasin Tipchai (sasint), 2016, used under CC0 1.0. 

https://pixabay.com/en/grandmother-kids-laptop-dear-1822560/
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The Aadhaar Act stipulates that the aadhaar number must be 
accepted as proof of identity any time identity information is 
required.39 In April 2016, the National Payments Corporation of India 
(NPCI) unveiled the unified payment interface (UPI) which makes 
peer-to-peer (P2P) and e-commerce payments easier by, among 
other things, allowing the aadhaar number to serve as payment 
verification. This system works well in India, with 99 percent of 
adults participating according to The Hindu.40 Anyone with an aadhaar 
number can use it to complete any transaction, such as exchanging 
commerce or receiving government benefits. There are, however, 
three potential weaknesses to using digital identities:

 » The system stores all of the identity information in a 
centralized database, which must be monitored and secured 
from cyberthreats or system failures. Were these systems 
to be hacked or damaged, many people could lose their 
identities. (In January 2018, a journalist provided evidence 
that the aadhaar system had indeed been hacked, exposing 
the personal data of 1.19 billion Indians.)41

 » While other, lower income countries could benefit 
tremendously from digital identities, P2P commerce, 
e-commerce, government benefits, and intervention by NGOs, 
the process of creating these identities may be too expensive. 

 » The government, not individuals, owns identities; therefore, 
citizens can use their digital identities only within the 
country’s borders for purposes prescribed by the government.

Blockchain technology could improve this system by decentralizing it 
(making it more secure) and giving more agency to individuals over 
their data (making it more private). In practical terms, governments 
could avoid the costs and risks of maintaining large databases. Digital 
identities would require little physical infrastructure: computers, 
Internet connections, and biometric scanners. The government could 
strategically place agents throughout the country to collect biometric 
information. Those data could then be cryptographically hashed 
(stored in a way where the original information is obfuscated) on a 
blockchain so that individuals can use the “proof” of their biometric 
data without having to give it to the government or a corporation, 
where it could be misused, hacked, or stolen.

Biometric information is but one example: using their mobile phones, 
individuals could also upload various data such as their addresses 
and then prove their residency without revealing the actual address. 
We could use this capability in a myriad of applications, from opening 
a bank account to voting in an election. It’s a win-win. Individuals 
win because they have better privacy, and firms win because they 
have better and more accurate information to satisfy regulatory 
requirements, such as know your customer (KYC) rules. The identity 
information is portable: individuals could use it to identify themselves 
for any purpose in any location, such as for medical treatment, 
foreign aid, or international travel. 

It’s a win-win. Individuals 
win because they have 
better privacy, and firms 
win because they have 
better and more accurate 
information to satisfy 
regulatory requirements.
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BanQu is a for-profit software technology company that seeks to 
use blockchain technology to connect unbanked and underserved 
people to the global economy and to provide them with secure and 
portable digital identities. BanQu has created an identity application 
on a blockchain that runs on any cell phone and allows individuals 
to control their own data and share their identities as needed and 
to build a credit history that they can use in the global economy.42 
Thus, an individual’s identity and the associated data belong to that 
individual and confer benefits to that individual.

BanQu’s vice president of account management, Shailee Adinolfi, 
explained, “Our belief is that end users should have control of their 
data and permissioning capabilities.”43 Because over 60 percent of the 
unbanked have access to cell phones, BanQu’s application will provide 
economic access to more people than ever before. The identity 
stored on BanQu’s application is different from that of current 
centralized digital identities in that it is transactional; it presents a 
full identity by tracking an individual’s various transactions rather 
than static characteristics.44

Individuals are on-boarded into the BanQu system by trusted 
organizations within the country where they are located. The BanQu 
application program interface then pings all of the individuals’ 
activities and aggregates it onto one platform secured on a 
blockchain.45 Unlike aadhaar and other centralized identities, BanQu 
is more than just a digital identity; it is the combination of an “ID, 
wallet, and records together in one small package, accessible by any 
Internet enabled device.”46 The application is currently live in Jordan, 
Kenya, Indonesia, and will soon be operating in the Congo.

“Our belief is that end users 
should have control of their 
data and permissioning 
capabilities.”

SHAILEE ADINOLFI
Vice President of Account 
Management
BanQu

Indian Street Vendor Selling Sweets by Vitamin (M Ameen), 2014, used under CC0 
1.0.

https://pixabay.com/en/indian-street-vendor-selling-sweets-837344/
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Payment systems

Blockchain technology can improve current systems by simplifying 
information sharing and securing digital identities, but its potential is 
truly unlocked when it is used to transfer value. Blockchain secures 
and transfers digital representations of value via cryptocurrencies 
to provide the possibility for full economic participation because 
transaction participants do not need bank accounts. The minimum 
infrastructure required to trade is a smartphone with Internet. In 
regions where traditional financial services are lacking, people can 
use cryptocurrency. 

Consider Venezuela, where political unrest has caused hyperinflation 
of the Venezuelan bolivar. As of this writing, the official exchange rate 
was around 10 bolivars to one dollar.47 However, the black market 
rate (the rate that the Venezuelan public uses) was approximately 
41,153 bolivar to one dollar, and has been fluctuating wildly.48 
CNBC interviewed Daniel Osorio of Andean Capital Advisors in late 
September 2017. He described how citizens have resorted to utilizing 
bitcoin mobile payments to purchase a five-dollar lunch:

The equivalent of a four to five dollar lunch at the black 
market exchange rate is well over 100,000 bolivar. Up 
until recently, the largest denomination was 100 bolivars. 
Therefore, you needed an entire backpack full of cash to 
pay for lunch … The country is not yet dollarized. Usually, in 
a place … that experiences hyperinflation, the…people just 
start transacting in dollars. There is not enough dollars in 
Venezuela for that to have happened. [So] you wire the money 
to the owner of the restaurant. … It’s becoming a cashless 
society. … And we are beginning to see, potentially, the first 
bitcoinization of a sovereign state.49

Marches in Protest in Venezuela by Maria Jose Ramirez Braiz, 2009, used 
under CC0 1.0.

The minimum infrastructure 
required to trade is a 
smartphone with Internet. 
In regions where traditional 
financial services are 
lacking, people can use 
cryptocurrency. 

https://pixabay.com/en/marches-protests-venezuela-563885/
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Several countries are experimenting with cryptocurrencies. A 
sovereign cryptocurrency could drastically change how the financially 
excluded participate in the economy. Currently, those who use mobile 
money must typically still use cash to reload their phones, or they 
may want to exchange their mobile money for cash. Obtaining cash 
requires traveling to store fronts that may be far away. Even if the 
stores are nearby, they may be out of cash because of the difficulties 
in transporting cash to rural areas.

If we digitized all sovereign currency, then we wouldn’t have as great 
a need for cash. Individuals with mobile devices could manage their 
finances. Combined with digital identity systems that use blockchian, 
banks could more easily get to know their customers and provide 
appropriate financial services. Likewise, regulators would more easily 
be able to detect irregularities in the market early enough to prevent 
crimes and crises.

Remittances

Blockchain technology allows for cheaper and more transparent 
remittances in two ways: 

 » The transmission of sovereign currency from one bank 
account to another. An individual or entity would initiate a 
payment from a bank or through a money transmitter that is 
operating on a blockchain. The payment would automatically 
be added to the receiving bank account in near real time 
without the risk of error or fraud.

 » The transfer of cryptocurrency from one wallet to another. An 
individual or entity could transfer cryptocurrency through the 
same, simple mechanism with instantaneous transfers and 
minimal or zero fees.

Remittances are cross-border payments that can be peer to peer, 
business to business, or business to consumer. According to the 
World Bank, “Remittances are an important and fairly stable source 
of income for millions of families.”50 In 2015, $431.6 billion in 
remittances were reportedly sent to developing countries.51 Payments 
are also sent to businesses in emerging economies, especially small 
and medium enterprises (SMEs) that are not able to support high 
transaction fees. Blockchain technology could potentially allow this 
“missing middle” to buy and sell on the global market.

An SME is a business that generates revenue, maintains assets, and/
or employs a number of people below a certain threshold defined by 
the jurisdiction within which it is domiciled.52 SMEs play an important 
role in emerging economies, contributing up to 60 percent of formal 
employment and creating an estimated four out of five new jobs.53 
The World Bank estimates that SMEs make up 40 percent of GDP in 
emerging economies.54 Nevertheless, these important businesses are 
constrained by the inability to access proper financing. Although the 
expanding workforce will need an estimated 600 million jobs over the 

Small and medium 
enterprises play an 
important role in emerging 
economies, contributing 
up to 60 percent of formal 
employment and creating 
an estimated four out of 
five new jobs.
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next 15 years, around 70 percent of SMEs lack access to the formal 
credit that will allow them to meet this demand.55

With blockchain technology, SMEs can thrive and expand in three 
ways: 

 » They can receive funds from investors cheaply and easily from 
anywhere in the world. 

 » They can begin to establish credit histories on the blockchain 
that they can use to secure financing as lenders can attest to 
their accuracy. 

 » They can reach a wider market with their goods. For example, 
the rural carpet maker in Mexico can sell her wares on the 
Internet for cryptocurrency, which, if she so chooses, can 
then exchange for pesos from her mobile device. She can 
also accept cross-border payments directly into her bank 
account in any currency if her bank or local money transmitter 
implements a fee-free, blockchain-based payment system.

Initial coin offerings are 
opportunities to buy tokens 
that represent a stake in a 
new company, technology 
network, or protocol or 
that provide access to the 
application the company is 
building.

Economy Barclays Remittance Money Transfer by AMISOM Public Information, 
2013, used under CC0 1.0.

Investing opportunities: Initial coin offerings

Initial coin offerings (ICOs) are investment vehicles wherein people 
buy tokens that represent a stake in a new company, technology 
network, or protocol. Sometimes, the tokens provide access to the 
application the start-up is building. In that case, a token represents 
membership to the service that the start-up provides (like a high-
tech book of the month club).

https://www.flickr.com/photos/au_unistphotostream/10471081853
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ICOs are similar to initial public offerings (IPOs) of corporate shares 
in that investors can hold and resell their tokens later for a profit if 
the company becomes successful. However they are different from 
IPOs in that they can be tailored and customized to virtually any kind 
of asset, rather than simply shares. ICOs are also different from IPOs 
in that the purchase and sale of tokens are P2P transactions that take 
place on a blockchain—no need for investment bankers, custodians, 
clearinghouses, and stock exchanges.

If investors decide to sell their tokens on the secondary market, 
they can do so peer to peer, through a centralized exchange or 
increasingly, through decentralized exchanges, essentially smart 
contracts where order books are maintained and transactions 
in tokens self-execute peer to peer. Because of the lack of 
intermediaries or heavy regulation, ICOs are a more seamless, 
immediate way for start-ups to raise funds for their projects.

One benefit of ICOs for start-ups is that they provide a fast, direct, 
and convenient way for individuals to invest in innovative ideas at the 
early stage. Individuals may see ICOs as a way to get involved with 
start-ups at the grass roots and be part of their community as they 
scale to launch their products or platforms.

Another benefit is liquidity. Whereas a typical venture capital 
investment might remain private for years, if not indefinitely, ICOs 
offer investors liquidity early in the life cycle of an investment.

ICOs provide capital and public buy-in for their innovations. Not only 
do these start-ups garner the money needed to innovate quickly in 
this fast-paced space, they also have a market for the product once 
complete. Creating a market is especially important for blockchain 

If investors decide to 
sell their tokens on the 
secondary market, they 
can do so peer to peer, 
through a centralized 
exchange or increasingly, 
through decentralized 
exchanges, essentially 
smart contracts where 
order books are maintained 
and transactions in tokens 
self-execute peer to peer.

Gambian Women on the Beach by Hella Nijssen, 2013, used under CC0 1.0.

https://pixabay.com/en/gambia-beach-africa-waves-woman-239857/
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start-ups, as they require communities that cross networks of 
participants. Having networks in place once the products launch 
helps to ensure success. 

Nevertheless, there may be problems with the relationships start-
ups have with ICO investors. There are also concerns about fraud 
and proper disclosures. When a start-up launches an ICO, the 
founders may not build relationships with their investors. In contrast, 
those start-ups that turn to venture capital firms, angel investors, 
or incubators, may benefit from mentorships that can help them 
succeed. Such start-ups are more accountable and more inclined, or 
contractually obligated, to spend investment funds wisely.

ICOs do not enforce that type of responsibility on the founders 
of start-ups nor do they present the same opportunity to learn 
from people who have succeeded at business before. This lack of 
accountability, to say nothing of minimum regulatory oversight, may 
contribute to fraud. Some promoters of ICOs create websites and 
announce projects that they do not intend to complete. They may 
also be utilizing the promise of this new technology to carry out 
unlawful investment schemes.

To help monitor and prevent this harm to investors, the US Securities 
and Exchange Commission (SEC) has assigned its cyber unit to 
oversee ICOs. The SEC also determined that some ICOs are, in 
fact, securities offerings and that their issuers must register with 
the SEC.56 According to the SEC, an investor should consider the 
following before investing in an ICO:

 » Whether the offering must be registered with the SEC or 
is subject to an exemption. Under the Howey Test, the 
SEC defines a security as an investment of money in a 
common enterprise with an expectation of profits earned 
predominantly from the efforts of others.57 

 » What the funds will be used for. The start-up should have a 
clear business plan that includes how investors can spend the 
funds and an explanation of investors’ rights.

 » Whether the investor can afford to lose the money invested. If 
an ICO is found to be fraudulent or to violate securities laws, 
law enforcement has limited ability to recover the funds. The 
promoters, third-party wallet services, payment processors, 
and virtual currency exchanges are located all over the world 
and may be outside of local law enforcement’s jurisdiction.

ICOs come with their own set of risks. However, they also provide 
opportunities for more people to invest in the blockchain space and 
for start-ups to receive funding for their innovations.

ICOs come with their own 
set of risks but they also 
provide opportunities for 
more people to invest 
in the blockchain space 
and for start-ups to 
receive funding for their 
innovations.
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M-Pesa versus BitPesa

M-Pesa
In 2002, the Department for International Development UK funded 
research that revealed information that led to possible mobile 
banking solutions in Africa when it reported that people in Uganda, 
Botswana, and Ghana were trading airtime minutes as currency.58 
Five years later, in March 2007, Vodafone, launched M-Pesa initially 
to allow microfinance borrowers to receive and repay loans from 
their mobile phones.59 In Kenya, Safaricom, a local telecom company, 
operates M-Pesa and Vodafone owns, hosts, and develops it.60

A blockchain-based mobile 
payments app could 
eliminate the cumbersome 
and sometimes dangerous 
repayment process of a 
microfinance institution.

M-Pesa’s pilot began in 2005 in collaboration with the microfinance 
institution (MFI) Faulu Kenya. Faulu was a local MFI with thousands of 
borrowers, most of whom ran small businesses. M-Pesa developers 
thought that Faulu’s customers would benefit from the mobile 
payments app because of its cumbersome repayment process. 
Borrowers made loan payments in person to a group treasurer every 
week.61 A group of the borrowers would then act as bodyguards 
and escort the treasurer on the risky journey to the nearest bank.62 
Mobile payments were to eliminate the time, cost, and physical 
danger involved in that process.

Unfortunately, because of Faulu’s complicated manual back-end 
processes, Vodafone decided a mass-market launch with an MFI was 
not feasible.63 Instead, the developers decided to use M-Pesa for cash 

Mobile Phone Payment Service by Jerry Michalski, 2008, used under CC 
BY-SA 2.0.

https://commons.wikimedia.org/wiki/File:Poster_for_the_Mobile_phone_Payment_service_M-Pesa_-_from_Flickr_3109301035.jpg
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withdrawals and deposits, P2P payments, and to buy prepaid airtime 
from Safaricom.64

As an alternative to signing up for a bank account, users register an 
M-Pesa account with a Safaricom dealer, exchange cash for e-money, 
and then use their mobile phone to transfer money to other mobile 
phone users within Kenya.65 While the service and deposits are free, 
M-Pesa charges senders a fee that varies based on the type and 
amount of the transaction.66

BitPesa
In November 2013, Elizabeth Rossiello founded BitPesa, which 
utilizes the Bitcoin blockchain to facilitate remittances in and out 
of Africa. Rossiello started this company to solve the problem of 
“… the very high cost of remittances in Africa.”67 An apt example is 
that Western Union and MoneyGram International Inc. charges up 
to a 12 percent fee to send funds to Kenya from the United States.68 
These transactions are both expensive, and they take up to five 
days or more to process.69 BitPesa promised to provide immediate 
payment processing for a three percent fee, which is a fourth of 
what traditional money transmitters were charging.70 BitPesa kept 
its promise with fees that range between one and three percent, 
depending on the size of the transaction.71

Rossiello also wanted to remedy the risky, cumbersome ways 
SMEs completed international payments. For example, some SMEs 
would send a representative abroad with large amounts of cash. 
Traditional intermediaries would wire money to a hotel abroad, send 
a representative to retrieve and exchange the money, then hand-
deliver it to the intended recipient.72 She saw bitcoin as a simple, 
intuitive, secure alternative.73

Initially, to use BitPesa, a sender would buy bitcoin and specify 
where to send it. This process was fine for the early adopters who 
were technologists familiar with bitcoin and excited to use it for their 
international P2P remittances. BitPesa now accepts any currency 
and submits the equivalent bitcoin to an exchange that then delivers 
the local currency equivalent into the receiving account. While 
transactions can be bank to bank, bitcoin transactions obviate the 
need for the respective banks to have a corresponding relationship.

M-Pesa and BitPesa similarities and differences
While M-Pesa and BitPesa both seek to simplify payments through 
mobile technology, they have their differences. M-Pesa started as a 
platform for intranational payments for the extremely poor in rural 
Kenya while BitPesa immediately provided intra and international 
payments for SMEs and urban individuals in Kenya. M-Pesa is mobile 
money, which is a closed system. That is, users can make payments 
only on the mobile network. Bitcoin is a borderless currency that 
BitPesa can transfer across systems, including mobile money rails. 
Finally, unlike BitPesa, M-Pesa places limits on transfer amounts, 
limiting its usefulness to growing businesses.

As an alternative to signing 
up for a bank account, 
users register an M-Pesa 
account with a Safaricom 
dealer, exchange cash 
for e-money, and then 
use their mobile phone to 
transfer money to other 
mobile phone users within 
Kenya.

BitPesa promised to 
provide immediate payment 
processing for a three 
percent fee, which is a 
fourth of what traditional 
money transmitters were 
charging.
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M-Pesa and BitPesa both dealt with implementation challenges. At 
the start, M-Pesa had to contend with users’ technological education, 
many of whom were semi-literate and had never accessed financial 
services.74 BitPesa customers, on the other hand, were more 
financially and technologically savvy from the start. Also, for BitPesa 
to use bitcoin, it did not require teams of experts from various 
sectors. Rather, a software developer could log BitPesa into the 
Bitcoin ecosystem and start doing business.

M-Pesa had to collaborate with global telecommunications 
companies, banks, and microfinance institutions while addressing 
their respective, at times contradictory, regulatory requirements.75 
Similarly, although bitcoin is not subject to the burdensome 
regulations with which M-Pesa had to grapple, BitPesa has dealt with 
regulatory resistance.

Initially, African regulators put BitPesa in a state of limbo because, 
while they did not go so far as to make bitcoin illegal, some simply 
disallowed BitPesa to enter their market. In an interview with Forbes 
in June 2016, Rossiello opined, “It’s sad to say that, in some markets, 
the regulator is just not investing the time to really understand it and 
realize that this is just a piece of technology that can be used by all 
the businesses here.”76

Then Rossiello struck a more optimistic tone: 

Two thousand thirteen [when BitPesa was founded] was still 
very early to be a bitcoin company and BitPesa was the first. 
… Much has changed globally since then. South Africa, Nigeria, 
Tunisia, Senegal, and many other African countries have 
regulators very open to the technology. 

At the start, M-Pesa had 
to contend with users’ 
technological education, 
many of whom were semi-
literate and had never 
accessed financial services.

M-Pesa Kenyan Kiosk by RealtOn12, 2005, used under CC BY-SA 3.0.

https://en.wikipedia.org/wiki/M-Pesa#/media/File:M-Pesa_Kenyan_Kiosk.JPG
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Still, BitPesa’s home country is putting up a fight: “Kenya remains the 
only country where we have had resistance.”77

Although Rossiello founded BitPesa in Nairobi, it has been enjoying 
international success; however, Kenyan regulators have prevented 
BitPesa from opening bank accounts. As of 1 September 2017, 
BitPesa froze acceptance of new Kenyan subscriptions and imposed 
a $25,000 minimum for transactions in Kenyan Shillings.78 Rossiello 
noted, “Even now in Kenya, the Capital Markets Authority has invited 
us to lead them in understanding bitcoin and blockchain and they are 
creating a regulatory sandbox to welcome fintech companies.”79

These regulatory obstacles have not slowed BitPesa’s momentum 
elsewhere. In 2017, Q1, BitPesa obtained $2.5 million in investments 
and landed Greycroft Partners venture capital firm as a lead 
investor.80 In one year, BitPesa has jumped from managing $1 million 
in transactions per month to $10 million, with a monthly growth 
rate of 25 percent.81 BitPesa has added three more offices in Lagos, 
Nigeria; Dakar, Senegal; and in London, England. It planned to launch 
services in Ghana and Morocco in December 2017 and to open offices 
in the United Arab Emirates and South Africa in the first quarter of 
2018.82

M-Pesa has seen similar success. Within one month of its 2007 
launch, M-Pesa obtained 20,000 registrants.83 In celebration of 
M-Pesa’s ten-year anniversary, it now has 30 million users in ten 
countries.84 M-Pesa started processing local micropayments; it has 
grown to include international transactions, and savings, loans, and 
health products.85

While M-Pesa began using mobile technology to overcome challenges 
of moving money, BitPesa’s utilization of bitcoin demonstrates how 
much further blockchain technology can take these solutions.

Other use cases

Veem: Blockchain simplifying international B2B 
payments
Veem, formerly Align Commerce, utilizes the Bitcoin blockchain 
to provide free cross-border payments for SMEs. Align’s mission 
is to improve the global economy by supporting SMEs.86 It seeks 
to modernize international payment systems by eliminating the 
outdated process of wiring funds.87

To send or receive payments from any of the 60 countries in which 
Veem operates, a customer signs up with an email address and 
verifies their business information. The customer can then log in and 
make payment requests.88 Payments are then transferred directly 
from the sender’s bank account to the receiver’s. Veem offers a 

In one year, BitPesa has 
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million in transactions per 
month to $10 million, with a 
monthly growth rate of 25 
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ten countries.
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tiered authorization system, which allows a business to assign 
appropriate roles and permissions. 

 » An “admin” updates account information and assigns 
privileges. 

 » An “agent” sends invoices and payments, manages contacts, 
and views reports. 

 » A “clerk” manages contacts and views reports but can create 
only payments and invoices.

Veem processes international transactions in one to three days, and 
the transactions are insured against errors, cyberattacks, and theft.89

At Consensus 2017, Sheila James, vice president of operations, 
explained that Veem’s clients value transparency over speed, noting 
Veem’s unique ability to use blockchain technology to provide end-to-
end transaction visibility.90

MicroMoney: Blockchain providing credit scoring, 
loans, and big data
The MicroMoney founders view access to savings and lending 
services as a human right.91 This start-up was established as an 
MFI in 2015 and has evolved into a “decentralized open source and 
big data bureau.”92 Its proprietary credit scoring system allows it to 
determine creditworthiness of the financially underserved in seconds, 
and it can use aggregated customer data to provide access to crypto 
and traditional financial services.

Veem processes 
international transactions 
in one to three days, and 
the transactions are 
insured against errors, 
cyberattacks, and theft.

Source: CoinMarketCap.com/currencies/micromoney, 18 Dec. 2017–18 Jan. 2018.

Figure 1:  MicroMoney (AMM) price movement and market capitalization

https://coinmarketcap.com/currencies/micromoney
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MicroMoney provides unsecured loans to customers through a 
mobile application that can approve a loan in 15 seconds. Funds 
are delivered to a cryptocurrency e-wallet within the hour.93 The 
application utilizes artificial intelligence to analyze a customer’s 
behavior through data points accessible through their mobile phone. 
This information predicts creditworthiness and builds a detailed 
profile that the customer can use to obtain other financial services.94 
This method of predictive scoring minimizes risk and lowers the cost 
of assessing creditworthiness. As the product expands, the data set 
grows, which improves the self-learning system’s ability to predict 
the risk of non-repayment.

MicroMoney targets unbanked individuals who have access to 
smartphones and social media and who earn between $200 and 
$500 monthly.95 These individuals live on cash and do not have credit 
histories or debt.96 In 2015, MicroMoney successfully launched its 
application in Cambodia. In 2016 and 2017, it expanded into Myanmar 
and Thailand, respectively, and it aims to expand worldwide.97 Within 
the next six months, it will launch in the Philippines, Indonesia, Sri 
Lanka, China, Hong Kong, and Malaysia.98 It currently has 95,000 
registered users, 90 percent of whom took their first ever loan 
through MicroMoney.99 In 2015, MicroMoney issued 21 loans that 
amounted to $800. By the end of 2017, it expects to have disbursed 
$4.9 million.100

This start-up plans to contribute to the development of a “crypto 
ecosystem” by sharing its data to enable other blockchain companies 
to provide services at scale.101 It has already partnered with Everex 
to provide e-wallets. Going forward, it plans to join forces with 
Golem, Civic, HIVE, Tether, Cosmos, uPort, SONM, and OmiseGo to 
provide a full suite of crypto services to the unbanked and facilitate 
the growth of its partners.102

With the consent of its customers, the big data that MicroMoney 
collects will also be available to traditional financial service 
providers.103 This access to big data will allow users to evolve from 
microloans into established financial institutions that can service, for 
example, mortgages and business expansion.

We asked Vladimir Grinevsky, project advisor to MicroMoney’s $4 
billion enterprise, how he intended to deal with its biggest challenges. 
He recounted the famous Rothschild brothers’ sentiment, echoed 
by Sir Winston Churchill: “He who owns the information, owns the 
world.”104 Grinevsky recalled the excitement that the discovery of big 
data stirred in the financial market. “Now, companies use the data 
to enhance services, automate processes, gain insights into target 
markets, and improve overall performance.”105 

MicroMoney employs its neural network to collect and analyze 
big data then applies its proprietary credit-scoring algorithm to 
determine creditworthiness within seconds. This process has been 
found to predict default risk with around 95 percent accuracy.106

MicroMoney provides 
unsecured loans to 
customers through a 
mobile application that 
can approve a loan 
in 15 seconds. Funds 
are delivered to a 
cryptocurrency e-wallet 
within the hour. 
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Grinevsky identified MicroMoney’s significant challenges as the 
inability of traditional financial institutions to adapt to blockchain 
innovations, government regulations limiting social lending and 
microfinance, and general restrictions on cryptocurrency that impede 
expansion into certain markets. However, he explained, “As it was 
shown with recent attempts to ban ICOs in China, South Korea, 
[and] with the stricter regulations in the western world, the market 
bounces back quickly.”107 With that in mind, MicroMoney still has its 
sights set on reaching one million people by 2020. “Our system is 
transborder, transnational, and unstoppable,” he told us.108

WeTrust: Blockchain administering rotated savings 
and credit associations
WeTrust has created the trusted lending circle (TLC), which utilizes 
blockchain technology to administer rotated savings and credit 
associations (ROSCA). A ROSCA consists of trusted associates who 
contribute funds to a fund pool in agreed upon intervals. Depending 
on the type of ROSCA, it will disburse the money to participants in 
accordance with an agreed upon method for lending or insurance. 
For example, money may be disbursed based on a bidding or lottery 
system. Similarly, the WeTrust’s TLC is composed of “a group of 
individuals who agree to meet for a defined period in order to save 
and borrow together, a form of peer-to-peer banking and peer-to-
peer lending.”109

ROSCAs suffer scalability issues because they depend on relational 
trust “commonly built along clan, geographical, social, or professional 
networks.”110 The TLC utilizes smart contracts to automate fund 

Figure 2:  WeTrust (TRST) price movement and market capitalization

Source: CoinMarketCap.com/currencies/trust, 18 Dec. 2017–18 Jan. 2018.

https://coinmarketcap.com/currencies/micromoney
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and trust disbursements efficiently, building it into the blockchain 
technology, thereby unleashing the ROSCA model from its local 
roots. That is, participants no longer need to have close social or 
professional ties. WeTrust ameliorates the conflict of interest inherent 
in the role of banks and insurance companies as intermediaries by 
utilizing blockchain technology to scale the ROSCA model.

Co-founder George Li first learned about ROSCAs while working at 
Google. “I learned about chit funds (as they are called in India), and 
how they were used by my fellow colleagues when on a business trip 
in India,” he recalled in a recent interview.111 After some research, he 
learned that “[ROSCAs] are used across the world, and (have) helped 
communities sustain and thrive for thousands of years.”112 Li then 
created WeTrust on the premise that blockchain technology “could 
help this system operate with greater transparency, safety, and 
(help) its users build a credit identity.”113

WeTrust’s TLC taps into social capital and democratizes access to 
financial services with less risk of abuses and fraud. It intends to 
build on the TLC platform to develop credit identities people can 
use to demonstrate their creditworthiness in other contexts. It is 
currently working on a mutual insurance platform to enable peer-to-
peer (rather, peer-with-peer) wealth accumulation on a blockchain.

According to Li, the newness of blockchain technology presents the 
greatest obstacle to widespread adoption of WeTrust. “The blockchain 
ecosystem is still nascent and in its infancy. The ease of use for users 
and their ability to communicate and interact with blockchain aspects 
will have to be made much smoother before there will be widespread 
user adoption.”114 Despite these challenges, WeTrust’s TLC may have 
an advantage because it is not creating a new product but improving 
upon one with which its target users are already familiar.

Michael Casey, a WeTrust consultant and co-author of The Truth 
Machine: The Blockchain and the Future of Everything recently 
remarked on the difficulty other blockchain start-ups face when 
trying to convince people to forgo the old ways and try something 
new.115 He observed that WeTrust’s TLC “seeks to enhance the impact 
of an established cultural tradition. … In this case, the application 
seeks to build on something that already exists.”116

Obstacles to mainstream implementation 
of blockchain
A number of obstacles preclude blockchain implementation: 
regulatory, interoperability and scalability, and sociopolitical. The 
financial services using blockchain technology must show how this 
technology will be cost efficient and effective. 

WeTrust was created on the 
premise that blockchain 
technology “could help 
this system operate with 
greater transparency, 
safety, and (help) its users 
build a credit identity.”

GEORGE LI
Co-Founder
WeTrust
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Regulatory obstacles 
Blockchain developers and potential users face legal uncertainty. 
Legal costs are inevitable, but incumbents and developers must 
be confident enough to invest and innovate when they can predict 
legal exposure and understand how regulated entities that share 
information will protect it. Dispute resolution across jurisdictions 
is another concern. The regulatory consortia are responsible for 
handling legal questions. Three major concepts dominate the 
regulatory debate: 

 » Lack of regulation in some jurisdictions

 » Trust boundary regulation

 » A piecemeal imposition of current regulations onto technology 
applications in areas that are already heavily regulated, such 
as securities disclosure requirements for ICOs

In spring 2016, Commissioner Giancarlo of the US Commodity 
Futures Trading Commission warned regulators to “do no harm” 
to blockchain technology by overregulating it too early. He 
compared the development of this technology to the evolution of 
the Internet, stating that blockchain “has the potential to link legal 
recordkeeping the same way the Internet connects networks of 
data and information.”117 In that speech, Commissioner Giancarlo 
encouraged regulators to consider the United States’ approach 
to the early Internet, specifically, the “Framework for Global 
Electronic Commerce” launched during the Clinton Administration.118 
Accordingly, the private sector should initiate an innovative, 
predictable, simple regulatory environment that respects bottom-up 
development of blockchain and avoids undue restrictions.119

In 2016, the Depository Trust and Clearing Corporation suggests 
another approach to regulating blockchain technology—to focus 
on the trust boundary. Because blockchain is an open source, 
agnostic technology, this approach would allow regulators to protect 
consumers and investors by regulating the administration and 
use of blockchain technology and providing guidance for start-ups 
and established financial institutions that want to implement the 
technology.

Similar to trust boundary regulation, current piecemeal regulation on 
technology focuses on blockchain technology users. A difference in 
this approach, however, is that this approach is piecemeal regulation 
reacts rather than predicts. That is, regulators enforce actions after 
a certain use of the technology that seemingly contravenes existing 
law. This approach is problematic in two ways: 

 » It does not provide the predictability and simplicity that will 
facilitate blockchain achieving its full potential

 » It may lead to regulatory overreach

In spring 2016, 
Commissioner Giancarlo of 
the US Commodity Futures 
Trading Commission warned 
regulators to “do no harm” 
to blockchain technology 
by overregulating it too 
early. He compared the 
development of this 
technology to the evolution 
of the Internet.

In his spring speech, 
Commissioner Giancarlo 
intimated that the private 
sector should initiate an 
innovative, predictable, 
simple regulatory 
environment that respects 
bottom-up development 
of blockchain and avoids 
undue restrictions.
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This approach is unpredictable because innovators may not know 
when they are doing something wrong. Because of the experimental 
nature of start-ups, especially in this space, outcomes may be 
unknown such as the mishaps at Mt. Gox and the decentralized 
autonomous organization (DAO). As a result, using a piecemeal 
implementation of regulations may stifle development.

To avoid regulatory overreach, regulators must understand the 
nature and actual risks that blockchain poses and then (1) define 
blockchain technology in a way that lawfully brings it within their 
jurisdiction, or (2) alter existing definitions to include blockchain 
technology.

Regulation through reactive enforcement rather than prospective 
rules negates the constitutional requirement that individuals have 
fair notice of their duty under the law. Publishing administrative 
guidance that is not subject to notice and comment seems to push 
the Administrative Procedure Act to its limit. The SEC has decided on 
a different regulatory approach.

In a recent briefing before the House Financial Services Committee, 
new SEC Chair Jay Clayton explained, “Instead of starting with 
enforcement actions, we decided to start by level-setting … to notify 
people in the space that there are ways to do this right and some 
things that trouble us.”120 This openness to regulatory engagement 
versus enforcement is more likely to educate regulators without 
discouraging necessary risk-taking and experimentation.

In the United States and elsewhere, we are encouraged to see 
regulators and policymakers engaging in this fast-paced, highly 
technical space. Their continued effort to “do no harm” by being 
responsive, uncovering risks early, and dispensing with unnecessary 
regulation is a positive step.

The “do no harm” efforts 
of US regulators and 
policymakers in the 
technical space is a positive 
step.

Transportation System Water Sea Boat, used under CC0 1.0.

http://maxpixel.freegreatpicture.com/Transportation-System-Water-Sea-Boat-Watercraft-3056345
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Interoperability and scalability obstacles 
Interoperability and scalability are two related issues in the 
blockchain debate. How well can traditional financial service 
providers integrate blockchain technology into their legacy systems? 
If they cannot, they must decide if the benefits of functioning on a 
blockchain-managed network outweigh the cost of replacing their 
systems. Over time, a blockchain network would seem more efficient 
and cost-effective because financial institutions would no longer 
bear the cost of centralized data management and information 
reconciliation. Many argue that, in order for blockchain to replace the 
traditional system, it must be able to handle hundreds of thousands 
of transactions per second.

A financial transaction consists of a series of messages that 
customers, banks, and intermediaries relay from one to another: 
they check and double-check the information. Blockchain 
automatically updates the messages on the ledger; this process often 
causes delays in the verification of bitcoin transactions because there 
is a limit on how many interactions can fit in each block. Once a block 
is full, subsequent transactions must wait for the next block to be 
created before it can be verified and updated.

Block size affects another scalability issue: fees. The Bitcoin 
blockchain provides a low-cost alternative to traditional commercial 
banking for the unbanked, especially for remittances. Nevertheless, 
there are cost considerations that may pose challenges to widespread 
implementation. Participants on the Bitcoin blockchain voluntarily 
attach rewards to their transactions to incentivize miners to bundle 
their trades in the immediate block. This process has caused Bitcoin 
blockchain fees to increase over time, as more usage means scarcer 
block space.

One solution to these two problems was the recent proposal to 
increase the block size on the Bitcoin blockchain. This referendum 
ultimately failed, but developers have faith that this will change if 
fees become unsustainable.

Another way to lower fees is to operate on a permissioned 
blockchain. The Bitcoin blockchain was developed for the general 
public under the assumption that there would be some bad actors. 
For that reason, the verification process is increasingly difficult by 
design. With a permissioned blockchain, only those with authorized 
access can participate; this speeds up the verification mechanism, 
making it less cumbersome. In addition, data miners would not 
require fee incentives.

The downside to this solution is that some of the benefits of 
operating on a blockchain may be lost. That is, if too many networks 
decide to operate within permissioned blockchains, the financial 
system will remain a set of silos, thus undermining blockchain’s 
potential to facilitate a fully connected, seamless global ecosystem 
that everyone can access and utilize to their benefit.

With a permissioned 
blockchain, only those 
with authorized access can 
participate.
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Ultimately, payment systems managed on a blockchain remain 
cheaper and more accessible than traditional payment mechanisms. 
For example, despite fee increases on the Bitcoin blockchain, 
Rossiello does not foresee any effect on BitPesa’s being able to 
continue to maintain its low fees, which have remained between one 
and three percent. She stated, “The increase in voluntary bitcoin fees 
have not affected us as we transact in larger amounts for our mainly 
B2B clients.”121

The financially excluded are unbanked because traditional banks 
with their traditional technology cannot adequately adapt to serve 
them. Intermediaries drive up costs. Whether blockchain is used to 
improve the provision of traditional financial services or to transfer 
cryptocurrencies, it will provide a viable alternative.

The financially excluded 
are unbanked because 
traditional banks with 
their traditional technology 
cannot adequately adapt to 
serve them. Intermediaries 
drive up costs.

Man Sitting on Bench Between Two Road Bikes by Skitterphoto, 2017, used under 
CC0 1.0.

Sociopolitical obstacles to blockchain 
implementation
Sociopolitical obstacles prevent widespread blockchain technology 
adoption. Misinformation abounds, making potential customers, 
investors, and interested politicians wary. For example, some 
commentators have asserted that criminals have carried out terrorist 
attacks and drug trafficking using blockchain technology. While the 
vast majority of innovators do not use this space (which, notably, 
includes central banks, IGOs, and NGOs) to carry out negative 
actions, criminals use all methods of communication and trade 
available to them. Nevertheless, industrialized societies rely on 
sensible policy and law enforcement that specifically targets these 
hostile, illegal activities. It is important to remind the public not to 
forgo the value of blockchain technology by holding it to a standard 
that even the status quo cannot meet.

https://www.pexels.com/photo/person-sitting-on-bench-between-two-road-bikes-584396/
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Conclusions and recommendations
Blockchain technology is not the future; it is now. Many are already 
using it to solve important problems, thereby creating opportunities 
for the global financial ecosystem to become more efficient and 
inclusive. The Depository Trust and Clearing Corporation described 
blockchain technology as “a once-in-a-generation opportunity to 
reimagine and modernize its infrastructure to address long-standing 
operational challenges.”122 

For blockchain to emerge fully in the mainstream, participants must 
invest their financial, intellectual, and human resources using the 
following strategies.

Existing regulatory consortia should coordinate their 
efforts. Banks and other financial institutions seeking 
to use blockchain for improving systems and reaching 
more customers across jurisdictions need coherent 
and predictable policies. The rules must clearly spell 
out obligations pertaining to data sharing and privacy. 
Blockchain automates many of the roles that trusted 
intermediaries currently play. As Commissioner Giancarlo 
suggested, blockchain technology could have prevented 
the 2008 financial crisis.123 Therefore, it requires a lighter 
regulatory touch.

Global standards should support financial inclusion. 
Certain know your customer (KYC) regulations identify low-
income customers as higher risk, thus impeding incumbents’ 
outreach.124 Blockchain-based identity applications could 
allow banks to reach the unbanked and underserved by 
satisfying KYC requirements in an efficient and inexpensive 
way, especially in jurisdictions that apply a risk-based 
approach.

KYC approach should align compliance mechanisms 
with actual risks. The Financial Action Task Force first 
introduced the KYC concept in 2007 with the underlying 
principle that countries assess and understand the financial 
risks within their jurisdictions and take action to mitigate 
them.125 Tiered-KYC has been instrumental in serving the 
underserved because it allows for a more common-sense 
approach to compliance requirements.

Financial institutions and regulators should have 
the flexibility to reduce controls. While low-income 
customers may not have all of the required documentation 
to prove their identity, they likely do not pose the kind of 
financial risk that banking regulations seek to prohibit. As 
Grinevsky of MicroMoney pointed out, with the widespread 
proliferation of mobile phones, “coupled with blockchain-
based KYC customer record keeping, the unbanked suddenly 
can become bankable.”126

“DLT may be able to provide 
regulators with visibility 
into the trading portfolios 
of swaps counterparties 
that they lacked during 
the financial crisis and that 
Dodd-Frank mandated.”

J. CHRISTOPHER GIANCARLO
Commissioner
Commodity Futures Trading 
Commission
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Blockchain need not fix everything. While blockchain 
technology can revolutionize how way we do business, it 
may not be necessary for every aspect of the financial 
system. Those organizations considering where they may 
want to implement blockchain technology should ask:127

 » Is there a shared database? Certain types of information, 
such as financial transactions, naturally lend themselves 
to a database format. If the information needs to be 
accessed by multiple people or easily shared, blockchain 
technology may provide an efficient alternative.

 » Are there multiple writers? Blockchain technology requires 
a network of users and writers. That is, more than one 
participant must be generating transactions that change 
the database.

 » Is there an absence of trust between writers? Blockchain 
technology was created for transaction participants who 
have different incentives and, therefore, would not allow 
others to modify the contents of a database that it owns. 
Blockchain technology allows these parties to trust each 
other through its automated verification mechanism.

 » Are database entries interrelated or dependent on each 
other? That is, does one transaction depend upon a 
previous transaction? For example, where one person 
pays another person who then pays another person, 
the last payment depends upon the first. Consider data 
that are cross-correlated, yet independent, as in shared 
identity database where multiple entities verify different 
aspects of a person’s identity, contained neatly on a 
blockchain.

Blockchain technology can unshackle the economic potential of 
the millions constrained by the inability of the current financial 
infrastructure. Blockchain can also provide full access, greater 
efficiency, and financial rewards for those with the foresight and 
innovative spirit to invest in its possibilities.

Blockchain technology can 
unshackle the economic 
potential of the millions 
constrained by the inability 
of the current financial 
infrastructure.
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About the Blockchain Research Institute
Co-founded in 2017 by Don and Alex Tapscott, the Blockchain 
Research Institute is a knowledge network organized to help realize 
the new promise of the digital economy. It builds on their yearlong 
investigation of distributed ledger technology, which culminated 
in the publication of their critically acclaimed book, Blockchain 
Revolution (Portfolio|Penguin).

Our syndicated research program, which is funded by major 
corporations and government agencies, aims to fill a large gap in 
the global understanding of blockchain technology and its strategic 
implications for business, government, and society.

Our global team of blockchain experts is dedicated to exploring, 
understanding, documenting, and informing leaders of the market 
opportunities and implementation challenges of this nascent 
technology.

Research areas include financial services, manufacturing, retail, 
energy and resources, technology, media, telecommunications, 
healthcare, and government as well as the management of 
organizations, the transformation of the corporation, and the 
regulation of innovation. We also explore blockchain’s potential role in 
the Internet of Things, robotics and autonomous machines, artificial 
intelligence, and other emerging technologies.

Our findings are initially proprietary to our members and are 
ultimately released under a Creative Commons license to help 
achieve our mission. To find out more, please visit 
www.blockchainresearchinstitute.org.
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Don Tapscott – Co-Founder and Executive Chairman 
Alex Tapscott – Co-Founder 
Joan Bigham – Managing Director, International 
Hilary Carter – Managing Director, Canada 
Kirsten Sandberg – Editor-in-Chief 
Jane Ricciardelli – Director of Marketing 
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