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HighRise v2.0 User’s Guide

1. (U) Overview

(S) HighRise is an Android application designed for mobile devices running Android 4.0
to 4.3. HighRise provides a redirector function for SMS messaging. There are a
number of I0C tools that use SMS messages for communication and HighRise is a
SMS proxy that provides greater separation between devices in the field (“targets”) and
the listening post.

(S) Features at a glance:

Proxy “incoming” SMS messages received by HighRise host to an internet LP
Send “outgoing” SMS messages via the HighRise host

Provide a communications channel between the HighRise field operator & the LP
TLS/SSL secured internet communications

2. (U) Release Information
2.1 (U) Changes for HighRise v2.0

(S) HighRise 2.0 is a port of HighRise 1.4 updated to operate on Android 4.0 to 4.3
devices. In previous versions, Android allowed applications to register for handset
events immediately after the application was installed. For security reasons, in newer
versions of Android, that functionality is disabled. Therefore, the HighRise application
first must be manually run once before it will automatically run in the background or after
a reboot. As a consequence, the HighRise application now shows up in the list of
installed apps so it can be started by the HighRise operator. For Cl reasons, HighRise
is the TideCheck app.

2.2 (U) Delivered Binaries

(S) Delivered binaries:

Filename: tidecheck-2.0.apk
Size: 292596 bytes
MD5SUM: 05ed39b0f1e578986b1169537f0a66fe
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3. (U) System Requirements

B Android 4.0 — 4.3 device (not compatible with previous versions of Android)
B SMS text message service
B Data service with internet connectivity

4. (U) Installation and Re-Installation

(S) Assume the HighRise LP is associated with domain highriseLP.net. To install
HighRise, use a browser to navigate to:

http://highriselP.net/files/highrise.apk

Note, http could be https (note the “s”) and highrise.apk could have a different
name. Once downloaded, tap the entry in your downloads pages and click “OK” to
accept installation. Once installed, proceed to HighRise activation.
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To re-install HighRise, follow the above procedure but first uninstall the HighRise app by
selecting Settings > Applications > Apps > TideCheck. For the HighRise apps, select
Force Stop, Clear Data, and Uninstall, in that order.

’ TideCheck
v version 2.0

Force stop

v Show notifications

STORAGE

Total

App

USB storage app
Data

SD card

Uninstall

1.08MB
0.98MB
0.00B
100KB
0.00B

Clear data

12.00KB

Clear cache
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5. (U) Activating HighRise
With HighRise 2.0, the application requires manual activation after installation. This is

simply done by finding the TideCheck app in the device's app list and starting it (by
selecting it).

= A & 12:47

APPS WIDGETS

=T R T

APl Demos Calculator Calendar Camera

= 8 3

Dev Settings Dev Tools Downloads

& 8B C

Gestures  Messaging Music
Builder

o = &

Search Settings Speech
Recorder

)

TideCheck
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HighRise will start and prompt for a password. Enter inshallah for the password and
then select the button labeled “Enter Code”.

Your trial period has expired.

iInshallah

Enter Code

To activate, select the first option “Initialize”.

Initialize

Show Configuration

Send Message
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Once activated, HighRise will run in the background listening for events. It will also
automatically start when the phone is powered on. Activating HighRise multiple times
will have no adverse affects.

6. (U) Initial Configuration, Reconfiguration, and Viewing Status

Once activated, the HighRise configuration is displayed. To return directly to the
configuration, from the main menu, select the button labeled “Show Configuration”.

Initialize

Show Configuration

Send Message
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The values shown can be changed by selecting the “Edit Configuration” button. For
initial configuration or troubleshooting, ensure the “Check-In Interval” and “LP URL” are
set properly. A reasonable interval is 2-5 minutes. For the “LP URL”, ensure the URL
uses https (not http) and ends with a forward-slash (i.e. “/”). For example,
https://highriseLP.net/

Status and Config

Status:

Active - On

Last Check-in Time - 12/2/133:11 PM
Last Post to Server Time-  Never

Last Received SMS Time- Never

Configuration:

Checkin Interval (Minutes) - 3
Send Delay (Seconds) - 0
Response Delay (Seconds) - 0
Location Reporting - false
Cell Tower Reporting - false
Battery Status Reporting- true
Server URL-  http://10.3.2.43/

Edit Configuration
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7. (U) Sending a Message
HighRise can be used to send short messages from the HighRise host to the LP.

Initialize

Show Configuration

Send Message
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Enter your text message, press the send button, and wait for an indication of success or
failure. Note that these messages are not stored or re-tried on failure.

Enter Message

This is my message. Now press
the button labeled "Send".

8. (U) Troubleshooting Tips

Verify HighRise configuration. Ensure URL has https or http, as appropriate.
Ensure URL contains a trailing forward-slash. (See Sec 6).

Ensure handset has a somewhat correct date. If the date setting is significantly
off, the SSL handshake could fail (certificates of start and end dates they are
valid). If this is the problem, browsing to the https side of the LP would
generate a certificate warning.

Use the browser to verify you have a functional data connection and web access.
Use the browser to hit the apk URL used for installation to ensure end-to-end
connectivity through all pieces of the infrastructure.

If HighRise has worked in your area and stops, try rebooting the phone.

All received SMS messages are processed identically, so if possible, send an
SMS to the HighRise phone from another and see what happens.

If previous steps show the data connection is working but HighRise is not, follow
the installation instructions to uninstall HighRise and then re-install.
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