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of a digital age. This paper presents the first research inside all the

agencies that form the Australian National Intelligence Community

exploring how they are impacted by big data. Intelligence is often opaque

to outsiders, yet understanding the characteristics of good intelligence is

important to societies that rely on intelligence agencies for national

security. This paper reflects the previously unheard perspectives of mem-

bers of the agencies that form the Australian National Intelligence

Community — where there is a significant empirical gap. Semi-structured

interviews with 47 participants explored the impact of big data on intelli-

gence and decision-making in Australia. This paper finds that intelligence

must meet the following characteristics, many established in historical

literature, in order to be considered good intelligence; (i) timely, (ii)

purposeful, (iii) actionable, (iv) accurate, (v) provides value-add for an

intended audience, and, (vi) is unbiased. This article explores and unpacks

each of these characteristics of good intelligence and finds they remain

critical in a big data era.

What we know about good intelligence

Empirical research about intelligence agencies and their activities is notoriously sparse.' Even
though intelligence activities are an enterprise funded by the nation state, with the express purpose
of protecting national interests and keeping citizens safe, little is known about them. The scarcity of
information is arguably necessary; however, the increasing role of intelligence in society requires
greater understanding of the public value of intelligence agencies as well as ensuring their account-
ability in democracies. Intelligence agencies exist to provide strategic advantage, protect national
interests and security and support national responses to threats and emergencies. Gill and Phythian
argue that for too long, citizens have been excluded from knowledge of intelligence policies and
practices. Intelligence is essential to modern statecraft in times of war and peace as well as activities
in the grey zone.? This vital role intelligence plays in statecraft deserves — and requires — better
general comprehension.* Practitioners themselves are often clear about how to define intelligence
and what good intelligence looks like, however it remains an empirical gap.

Empirical research to date on intelligence activities has been extremely limited and much of the
existing knowledge about intelligence comes from the analysis of official government documentation
or historical accounts, especially outside the United States.® As a result, contemporary perspectives of
intelligence leaders and practitioners are limited in scope and often historical. There have been ‘very
few, if any, reflections on how the [Australian Intelligence] community works, its contributions, or of its
importance to policy and decision-makers across government’.° One exception from this paucity of
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information is the development of a contemporary effective intelligence framework based on inter-
views and case study analysis within law enforcement and intelligence agencies in Five Eye countries.’
Walsh presents a framework and offers analysis on effective and sustainable intelligence practice, but
what good intelligence actually looks like is largely outside the scope of this work.2

Furthermore, there is no singularly adopted definition of intelligence.” As Lowenthal points out,
every intelligence text begins with a discussion about what intelligence means and how the author
intends to define the term.'® This article adopts the modern definitions offered by Rolington and
Omand below. Rolington defines intelligence as ‘information [that] is gathered and analysed, some-
times secretly, and then used to understand a particular situation and act with advantage in it’."" In this
article, the definition is narrowed to activity related to national security.”> Omand’s purpose of
intelligence is that it ‘helps to improve the quality of decision-making by reducing ignorance, including
reducing the vulnerability of the decision-maker to uncertainty.'®> The combination of these two
definitions acknowledges the changing information environment, accounts for the impact of big
data and open-source information on intelligence activity and provides insight to a general audience.

Whereas the definition of intelligence is often debated in academia, the characteristics of good
intelligence and the purpose of intelligence have been articulated in the literature. Omand shows that
‘good intelligence can help the policymaker reduce the risks involved in making decisions. It can
reduce the vulnerability to uncertainty itself, making surprise less surprising and less potentially
damaging’.'* Omand describes the process to achieve this as responding to the questions the
decisionmakers need answered and filling the gaps in knowledge needed to make rational decisions,
and to do so in accordance with the timescales set by events.'” Sue Gordon asserts that the funda-
mental premise of intelligence is ‘knowing the truth, seeing beyond the horizon, and allowing our
policymakers to act before events dictate’.'® The primary goal is ‘eliminating or reducing uncertainty
for government decision-makers'’’, and its main purpose is to ‘provide information to policymakers
that may help illuminate their decision options’.'® Whilst ‘it is easy enough to state the core purpose of
intelligence - providing information to policymakers - the challenge of actually gathering, assessing,
and delivering useful insights to those who make decisions is an intricate matter’."®

Attempts to codify the elements of aspirational, good or effective intelligence have proliferated.
Indeed, Kent's consideration of the characteristics of intelligence is one of the reasons he became
known as the father of modern American intelligence.®® Subsequently, scholars have explored the
characteristics of good intelligence, highlighting a number of characteristics identified as essential for
intelligence to be useful to policymakers; however, very few unpack their meaning, and none offer
empirically backed analysis. Indeed, it seems clear that a single term or definition alone cannot fully
encapsulate good intelligence. Rather, it must be a combination of components. Kent outlines that
intelligence is what must be known to arm leaders with the necessary knowledge to make decisions on
foreign policy.?' Decision-makers ‘need knowledge which is complete, which is accurate, which is
delivered on time, and which is capable of serving as a basis for action’.?> Johnson argues that good
intelligence ‘will be relevant, timely, accurate, complete, and unbiased. It must also be “actionable”-
that is, specific enough to allow policy officials to act upon the information’.?®

Accuracy is considered an indispensable component of intelligence,® but according to
Lowenthal it is hard to define because a key part of intelligence work is about operating in
uncertainty and trying to make sense of disparate pieces of information.?> Evaluation of the accuracy
of information and quality of judgments within the uncertain world of political, security, and military
forecasting is complex,?® but nevertheless, accurate intelligence is aspired to because, according to
Haass, it significantly enhances the effectiveness of diplomatic and military undertakings.?” Fingar
argues that intelligence must be accurate and that it specifies clearly; what is and is not known about
the issue, the quantity and quality of available information, what assumptions have been used to
bridge intelligence gaps, what alternatives have been considered and how much confidence analysts
have in the information and their judgements.?® In contrast, Lowenthal asserts that accuracy is not
a useful criterion for defining good intelligence due to the challenge of assessing accuracy in an
intelligence context.?



INTELLIGENCE AND NATIONAL SECURITY e 3

Whilst the literature outlines what constitutes good intelligence broadly, these analyses fail to
define what good intelligence looks like in practice and unpack their deeper meanings and contexts.
Increasingly, scholars have considered the impact of big data, machine learning and emerging
technologies on intelligence broadly.3° The focus in this research - big data — is an amorphous concept
used to refer to large, diverse, growing and changing datasets,*’ colloquially referred to as data that is
too large to be manually processed,®? or defined as 3Vs — volume, velocity and variety®®> - and 5Vs
adding veracity (certainty and consistency in data) and value (insights into and from data).* It has also
been described as a big data landscape, comprising data abundance, digital connectivity, and
ubiquitous technology.®® Big data is the foundation for the ‘constellation of technologies™® that
comprise artificial intelligence and many emerging technologies.?”

Understanding the purpose of intelligence in a democracy and exploring what constitutes good
intelligence, within the emerging technology context, is an important component of demonstrating
public value and enabling democratic debate. This paper presents the first, comprehensive empirical
analysis of what constitutes ‘good intelligence’ in Australia. Furthermore, it explores and reaffirms
the role of good intelligence in national security decision-making in the context of emerging
technologies. Many of these characteristics appear applicable to other democratic countries.

Data and method

This article is part of a larger research project that explores the impact of big data on intelligence
production and national security decision-making in Australia. The project involved interviews with
47 senior and operational decision-makers as well as technologists working in Australia’s national
security and intelligence agencies, as well as a selection of independent subject matter experts. For
the purposes of this research, Australia’s national security agencies are the National Intelligence
Community (NIC)*® as well as the oversight body, the Office of the Inspector General for Intelligence
Security (IGIS). The NIC agencies include a broad range of intelligence functions including security,
foreign, domestic, criminal/law enforcement and defence. Each of these agencies participated in this
research with between one and ten members interviewed per agency. Access was granted by
request with specific anonymising and security measures taken to protect participants.

Interviews were semi-structured to cater for the different roles and responsibilities of interviewees,
and their unique context within the NIC. Interviews were transcribed and coded in NVivo 12, where
a thematic analysis was undertaken. A thematic analysis ‘is used to classify and organise data according
to key themes, concepts and emergent categories’>® and is ‘useful in capturing the complexities of
meaning within a textual data set’.*® Each transcript was initially examined, using line by line coding
with a number of broad themes/categories emerging, and was subsequently re-examined and several
sub-categories identified.*’ Themes were cross-referenced across interviewees from each agency and
category and explored between members of the NIC. To provide anonymity to interviewees and their
respective agencies, interviewees are referred to in this research as senior decision-maker (SDM),
operational decision-maker (ODM) or independent subject matter experts (ISME).

This research was conducted within the context of a broader discussion about big data and
emerging technologies. Participants were asked; what are the key characteristics of good intelligence
and how are they impacted by big data? This paper reflects participant responses to this question, in
the context of the broader research. Discussion about the characteristics of ‘good’ intelligence took
place with 35 of the total 47 interviewees, as these participants had roles and responsibilities related to
intelligence leadership, collection, analysis, decision-making or oversight rather than expertise in
analytics or other technologies interviewed - the non-technologist participants. Some participants
were or had been consumers or end-users of intelligence and this research reflects a range of
perspectives. The researcher was a practitioner and acknowledges that while the terms ‘good or
effective’ can be interpreted in a variety of ways academically, in a practitioner context the question
was pragmatic and allowed latitude for participants to select the most salient ideas. As such, the
interviewees responded with what they saw as both essential and aspirational characteristics of
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intelligence activity. The participants shared their perspectives on essential components of intelligence
production in pursuit of Australian security and often elaborated on what made intelligence effective in
their environment, jurisdiction and field.

Findings: key components of ‘good intelligence’

Whereas academically there is no consensus on the definition of intelligence,** this research demon-
strates that Australian intelligence practitioners and leaders do have a clear definition of intelligence
and an understanding of what good intelligence constitutes. It finds that big data and the emerging
technologies it drives have current and future impacts on what constitutes good intelligence. The
findings of this research highlight six key components of good intelligence; (i) timely, (i) purposeful, (iii)
actionable, (iv) accurate, (v) value-added, and (vi) unbiased, which have been previously published but
not listed together in this way. This paper sets out these components, unpacking their meaning and
prioritisation in the context of big data as seen by contemporary and currently serving intelligence
practitioners and leaders. It is significant that this approach brings well-established practitioner frame-
works into this field of study - especially given that it currently under-represented in the literature.
Each of these components of good intelligence is discussed in this section.

Participants from agencies across the NIC have more common ground than differences when it comes
to understandings and expectations of intelligence. This study shows that participants from within NIC
agencies expressed shared understanding of an intelligence definition and a common framework for
considering good intelligence. Notwithstanding the different missions, values and purposes of each of
the NIC agencies and inevitable nuance within each, this research suggests there is in fact a common
definition to intelligence - albeit broad enough to enable a range of intelligence activities.

Participants clearly articulated or alluded to a definition similar to Omand’s, set out in the
introduction,*® and also added that the activity must be related to reducing some national security
threat or harm to the Australian community. Participants in this study also used the term intelligence
in a way similar to that suggested by Rolington, outlined in the introduction.** The combination of
these definitions acknowledges the changing information environment, accounting for the impact
of big data and open-source information on intelligence activity and provides insight to a general
audience. One participant suggested that intelligence is often defined by the consumers in their
agency, rather than practitioners. Another participant noted that nuanced definitions will exist that
are specific to agencies, or even differ between different members of the same agency. Nevertheless,
participants expressed similar notions of what constitutes good intelligence.

Participants expressed the view that this big data landscape has already irrevocably changed and
continue to evolve the intelligence paradigm.* Six themes emerged from the data as the most important
components of good intelligence. Repeatedly, interview participants began simply with a statement
including three key words before elaborating; ‘Timely, Accurate, Actionable. That's what good intelli-
gence should be’ (SDM) and ‘I have an end user view, but; Timely, Accurate and Actionable’ (SDM).
Despite different agency missions, cultures, purposes and values, almost every participant mentioned
timeliness, accuracy and the need to be actionable; considered a classic working definition. Value-add
and purpose were mentioned by almost every participant but in some cases referred to differently by
participants, depending on their role, agency or experience. Many alluded to the requirement to be
unbiased, while a few - often those most engaged with policy-makers — discussed this at length.

Distinctions asserted in the literature suggest that there are profound differences between security,
foreign and law enforcement intelligence; however, this research indicates that the key components of
good intelligence are in fact areas of consensus between all participants — at least at a macro level. In
the Australian intelligence community - including law enforcement and domestic functions — the key
characteristics of good intelligence look very similar, if not the same. Participants from all agencies in
the Australian National Intelligence Community (NIC) indicated intelligence must meet the following
characteristics in order to be good intelligence; (i) timely, (ii) purposeful, (iii) actionable, (iv) accurate, (v)
provides added value for an intended audience, and (vi) is unbiased, as show in the image below.
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Able to be considered
within decision-making
cycle

The intent with which
it is created

The ability to do
something with it

Exacting, correct,
specific, precise

The value it added to
decision-making

Impartial,
independent,
apolitical

‘Intelligence has got to be made
available in a way and in the time that
it makes a difference to the person who

makes a decision.’

‘Intelligence must have a
purpose. It is not acquired for
its own sake; the acquisition is

determined by its intended use.’

‘What can you do with it
[intelligence]?... ‘If there is no actionable
intelligence you have got to ask
yourself why are you producing it?’

‘The responsibility of leaders in intelligence
agencies is to ensure that the presentation of
their information to decision-makers is properly
balanced in articulating what is definitively known,
what is an opinion and what is not known.’

‘Offers insight, makes
something unknown known,
makes the unseen visible or

reveals something new.’

‘Intelligence should be
independent and impartial, which
is really important for political
decision makers to understand. It
must be apolitical.’

©Miah Hammond-Errey
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Findings: key components of ‘good intelligence’ timely

Timeliness represents an essential and unanimously agreed on component of good intelli-
gence. This research demonstrate that timeliness is perceived as foundational to good
intelligence. Many participants said simply ‘it's got to be timely’ and this was pervasive
throughout the research in all categories of SDM, ODM and ISME. When participants
expressed that intelligence needs to be timely, they were largely talking about the fact
that it needs to be delivered to a decision-maker within a time frame that enabled it to be
included in their considerations. One SDM explained simply what many expressed;
‘Intelligence has got to be made available in a way and in the time that it makes
a difference to the person who makes a decision’. Timeliness in the intelligence community
can be used as shorthand for understanding when a decision-maker needs information and
ensuring that intelligence is delivered in a timeframe than enables those deliberations.
Another SDM described how crucial it is that they received intelligence in a timely way;
‘Twenty-twenty hindsight is a perfect thing, but in a decision-making place you can’t wait for
that. If | wait for all of the answers and knowledge before | need to make a decision, the
time has passed’. In a similar vein, another participant clearly articulated why timeliness is
a characteristic of intelligence needs to be met, perhaps before others can be considered;
‘It's got to be timely so that it can be considered by the policy agencies. If it's not timely
then they’re not going to use it and it's not going to have impact’. (ODM). Another ODM
suggested that timeliness is a minimum criterion; ‘What needs to be learnt is how to be
timely while meeting all the other characteristics of good intelligence’.

A few participants highlighted specifically how big data impacted the timeliness of intelligence
production and delivery. SDM: ‘Timeliness is crucial. The reasons agencies get involved in data
analytics is about timeliness. The data volume has grown, the complexity has grown and people
hide in plain sight in all the noise’. This quote reflects the view frequently expressed by participants
that big data and the information age more broadly have sped up the information ecosystem and
impacted intelligence activities. Furthermore, timeliness was an area some participants high-
lighted for potential improvements, as one SDM suggested: ‘we can always improve in prioritising
intelligence to user needs and in developing and providing it faster'. An ODM outlined why
timeliness (of collection) is critical for their particular work; ‘Timeliness. That also relates to
data - the faster we get it and the nearer to the activity that was supposed to have happened,
the better. So, there is no point getting, for instance, visa movements or border movements four
years after they’'ve happened’. Another ODM elaborated, indicating the important role data
currency plays in timeliness;

Timeliness. Currency - one of the big challenges of data is that it's out of date from the moment you collect it.
This is one of the big challenges for us because we are still in a system where we take captures of data and then
apply analytics over it. We really want to be in a place where we are applying analytics over the data in place so
we can do that in real time or near real time.

Participants talked about data currency and the timeliness of information in a range of
circumstances and a number specifically mentioned residual risk cases. Residual risk manage-
ment refers to a situation where a person has been assessed to see if they pose a security
threat, but do not - at the time of the assessment - meet the designated threshold. An ODM
highlighted the significance of timeliness explaining how it affected their management;

A simple example of that is when | was talking about our residual risk management, some of the work we do
around that is a network analysis around people’s communications so it is only as good as the information we
have. When we closed the case, we knew what the person’s telephone number was but three years down the
track we need to make sure that the numbers we are checking - or the telephone selectors as we call them - are
still the ones that that person is using.
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Findings: key components of ‘good intelligence’ purposeful

Justice Hope, an eminent Australian QC who has conducted two intelligence reviews, observed;
‘Intelligence is not collected in or to establish a library. Its collection is justified only by its use’.*® The
final intelligence advice or product that ends up being delivered by intelligence agencies is arrived at
in myriad different ways, but the first step is always to establish the purpose of conducting the
activity and the purpose the product or advice will be used for. This is defined in the literature as; the
appearance or formulation of the problem,*” defining an intelligence problem,*® an intelligence
question to be answered,*® or intelligence ‘requirements’.>® These initial questions asked of intelli-
gence ‘are critical as they shape and frame the analytic endeavour and provide the basis for
knowledge development’.”>! These characterisations highlight what is to be assessed and restrict
the scope of the activity, based on its purpose.

Purpose emerged from the participant data as an essential component of intelligence, adding
some nuance to what is already known. The participants viewed the purpose of undertaking activity
(i.e., scoping the question, intel collection and analysis) as vital to understanding and specifying the
requisite knowledge required. One participant articulated the views of most stating; ‘Intelligence
must have a purpose. It is not acquired for its own sake; the acquisition is determined by its intended
use’ (ISME). Another ISME responded to the question about key characteristics of good intelligence in
the context of analytical tools, with purpose up front;

Purpose. It's actually purpose. What is it you are there for and how are you answering that problem? So, there is
no point to do intel for Jesus. SIGINT for Jesus is a well-known term, but all agencies actually do it. You go along
and they brief you and you think this is really clever but what's the point, who is going to use that? So, you
actually have to understand what is the purpose you are doing it for? Who is the customer that is going to use
that information? The analysis can be really brilliant and the tools can be really fancy and do amazing things but
actually if there is no outcome at the end of it what is the point?

The purpose of conducting intelligence activities and the ability to use, apply - or action - the
intelligence they produce, are obviously inextricably linked. In this article, they have been separated
to further explore the slight differences, improve understanding and contribute to the body of
knowledge. All the participants in this study with a signals intelligence background talked about
purpose by first mentioning the oft coined phrase in their field ‘SIGINT for Jesus’, which is shorthand
for referring to intelligence activities and products with no customer or decision-maker.>> One SDM
provided more context into the term;

It means ‘is this signals intelligence made only for Jesus and read only by Jesus therefore having no impact on
the material world?’ So, when we look at things, there are a whole bunch of catchphrases you could use, but are
you reinforcing or changing a government policy decision. So, can you provide government certainty about the
fact that its policy position is accurate and having the impacts it wants to have? Or alternatively can you provide
evidence to the government that its policy position is not getting the outcome they would want it to have based
on the intelligence you get from another actor?

The infamous phrase is a useful idiom to understand the key component of purpose and the role it
plays for decision-makers. An ISME provided the background;

Allen Hawker, previous Secretary of [the Department of] Defence [circa 1999-2002], was visiting DSD [now ASD]
at one stage when it was down in Melbourne and people were showing him some very clever work they were
doing ... He asked who were they doing it for and they couldn’t answer and he said ‘SIGINT for Jesus?’ So that’s
a classic of great technical expertise, but the relationships were lacking - who was going to make any use of this?

Each of these statements unpacks a little more about purpose, the importance of customer relation-
ships and reason for work being undertaken. As one participant noted, ‘organisations exist for
a purpose and the outcome of the intelligence needs to have a purpose’ (SDM). Purpose was integral
to the definition of all agency participants with a number of SDM’s expounding what purpose means
for them; ‘A deep understanding of what it is that your customer is trying to achieve or the decision
they are trying to make’. Another noted that ‘good intelligence must be servicing a customer. That is,
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‘what is the intelligence question you are trying to answer?’ (SDM). One participant noted that the
purpose is related closely to the ability of the decision-maker in ‘actioning’ intelligence;

There are lots of ways you could slice it. Whether it's about reducing uncertainty, or providing a decision-maker
an advantage, there is lots of jargon out there but ultimately what it's about is helping our decision makers, be
they the Prime Minister, the Chief of the Defence Force to the soldier in the field, make the right decision at the
right time. (SDM)

Purpose is also a vital element of intelligence in Australia — as in most democracies — because the
purpose for which something is collected is usually legislatively bound (either by definition or
exclusion) and therefore has specific restrictions for how it is used, shared and retained. Many
participants referenced the legislative framework that exists in Australia and its connection to
purpose. One participant for example said; ‘national security advice is what we do for our particular
organisation. It is around threats to security. So, everything we do is about transforming data into
producing that national security advice’ (SDM). There is naturally some conceptual overlap between
purpose and actionable. To help clarify the difference between action and purpose, a good way of
thinking about it is that purposeful is the reason for conducting the intelligence activity — often
linked to legislative responsibility — and actionable is the ability to achieve an outcome directly, or
indirectly such as influencing a decision-maker’s understanding of their environment.

Findings: key components of ‘good intelligence’ actionable

The requirement for intelligence to be actionable is a consistent theme in the literature; however,
what actionable intelligence actually looks like is rarely explicitly described. Scholars, such as
Johnson, say ‘intelligence must be “actionable”>* describing the concept as being specific enough
to allow policy officials to act on the information. Johnson asserts that vague intelligence reports are
of limited value, but goes on to argue that a vague warning (if reliable) is better than no warning at
all.>* Gill and Phythian concur that intelligence is ‘not just about the production of knowledge, but
also includes “action”.> In this study, participants were similarly united on the need for intelligence
to be actionable, however they also organically drew out their meanings of the term and its
implications, providing a deeper understanding of what actionable looks like in the minds of
contemporary practitioners and leaders. One SDM asked; ‘if it [intelligence] relates to something
that is significant, the question is what can you do with it?” Another said, ‘if there is no actionable
intelligence you have got to ask yourself why are you producing it? One SDM outlined what
actionable meant in their context;

Ultimately, intelligence is intended to influence and shape decision-making. So, if it doesn‘t do that, what is the
point? That means it has a good understanding of the intelligence question and is presented to the decision-
maker in a way that is understandable, can be acted upon and is answering, or even pre-empting, a question.

The idea that intelligence is provided to decision-makers for a purpose and in a time frame
within which they could consider it, has been addressed in the first two characteristics of good
intelligence outlined in this paper. What makes intelligence actionable was further considered
by the participants as; the fact that it had an impact on deliberations and decision-making,
achieved an outcome, and/or was delivered in a way that enabled a course of action. As one
SDM stated;

Our main focus is that it has impact. The key impact of intelligence is that we are supporting decision-makers. We
are relevant, we are giving them the right intelligence in the right way at the right time in a way they receive it.
| think at the end of the day, that is the most important thing by far.

Almost all participants suggested that intelligence that is not actionable - or did not inform decision-
making — was considered a failure. One participant explained with a hypothetical example — noting
intelligence agencies would always endeavour to communicate to our allies;
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As far as possible, it's got to be actionable. There is no point in saying to a government, look we've got
information that the NZ PM will be shot tomorrow. If the Australian PM said (as they would do), ‘have we told the
New Zealanders’, but were told ‘oh no we can't tell them'. They'd ask ‘why not?’ and if they were told, we
couldnt’ because it'll reveal this source or whatever then it's totally and utterly useless intelligence. (ISME)

This was one of a large number of similar examples from participants which suggested that if
intelligence was not ‘actionable’ or could not be used effectively by a decision-maker it was
rendered meaningless. This study shows that being actionable is considered a critical compo-
nent of good intelligence across all domains (security, law enforcement, foreign and domestic
agencies) as well as by participants in agencies responsible for tactical, operational and
strategic intelligence activities. Existing research indicates that certain agencies believe they
are more oriented towards response (i.e., law enforcement)®® and seeking intelligence to
inform decisions enabling quick action rather than informing long-term thinking.>” One SDM
addressed this distinction directly; ‘For a law enforcement agency it needs to be actionable.
That is probably different to what intelligence agencies would look at. For us, it needs to be
actionable’.

All participants in this study highlighted the requirement for intelligence to be actionable, within
tactical, operational and strategic intelligence environments and across all domains (security, law
enforcement, domestic and foreign intelligence). Participants raised the requirement for intelligence
to be actionable - irrespective of their agency, role or intelligence focus. There was unanimity on the
need for intelligence to be actionable for decision-makers; however, how that occurred was inter-
preted differently by participants, largely dependent on the kinds of agencies they had worked for
and the types of intelligence work they had undertaken. One SDM summarised the views of many,
although their focus was on defence; ‘Is your intelligence actually leading to consequences in the
real world; whether in policy development or policy implementation, or direct support to military
interventions?’

Many participants discussed the different types of intelligence, in the form of products and
advice, to be delivered to decision-makers but concurred that intelligence must be considered
actionable. Participants agreed that the evaluation of current policy was considered ‘actionable’ -
and one SDM initially talked about the requirement for intelligence to be actionable before summing
up alternatives;

Although it doesn’t have to be actionable sometimes. Sometimes it is really useful to know that what you are
doing is right. So, | have a policy position and we are implementing it like this and the intelligence suggests to
me that that policy position is accurate and having the impact that | want it to have. So, you don’t act on it at all-
you carry on.

The focus on actionable intelligence is exacerbated by big data and as one US report put it;
a ‘reflection of the speed at which events can move in an era when mobile communications are
the norm even in the most remote locations’ noting that decision makers ‘want their “current,
actionable” intelligence not in days or hours, but in real time’.”® A number of participants, especially
those within law enforcement and domestic security agencies, highlighted the need for intelligence
to use data and analytics to prioritise and best direct agency efforts, which were unable to
comprehensively assess all potential security threats. One SDM explained how they saw it working
for their agency, in a discussion where the intelligence process was occurring using big data
technologies;

Intelligence should be there in the first instance to be able to triage and prioritise because again there will always
be greater demand than supply in our space ... So, intel should inform the initial triaging, prioritisation and
decision making in relation to how we are going to go about investigating that matter. What is known? What is
the likely threat being posed? That informs, hopefully, the national security investigative plan that follows. So,
intel should be helping to drive the decision making.



10 (&) M.HAMMOND-ERREY

Findings: key components of ‘good intelligence’ accurate

The view of the vast majority of participants in this research included accuracy as a critical
component to their definition of good intelligence. Emerging from the data was the idea that
accuracy can refer to a range of things and participants talked about; clearly communicating
what is known and not known, the reliability of specific pieces of information and their sources
as well as the requirement for judgements and assessment to accurately reflect the information
and be unbiased.

Specifying clearly what is and is not known is key to accuracy in the intelligence context, as is
clearly articulating the quantity and quality of available information.>® This is both difficult and
critical because ‘intelligence is about dealing with fundamentally uncertain information with
certainty’.%® Intelligence work is often described as an imperfect jigsaw puzzle that practitioners
try to piece together,’’ however there are many problems with this perspective not least that it
assumes a both a goal or end state and one single truth — a completed puzzle.®? A thorough and
insightful assessment of puzzles in intelligence analysis can be seen in Agrell and Treverton, but
suffice to say, there is an inherent tension between intelligence assessment and accuracy.®®
Intelligence analysis is ultimately an assessment of the unknown and uncertain. As one SDM put it;
‘It is called intelligence for a reason. It's not knowledge, it is an imperfect view of the world. It's always
going to be an imperfect view of the world and this idea that the more data you collect that you'll
end up with a perfect view of the world. It doesn’t work that way'. This comment echoes what many
participants noted and implies why understanding and articulating what is and is not known is vital.

Fingar asserts the need to elucidate; ‘what assumptions have been used to bridge intelligence
gaps, what alternatives have been considered and how much confidence analysts have in the
information and their judgements’.%* Participants also discussed this, especially in a big data context,
and many concluded that accuracy — and particularly the need for clearly delineating the known and
unknown - has a newfound significance in this environment. As one ISME claimed;

It's an issue more real today than what it was fifty years ago. Intelligence agencies today collect more
information ... So, they have got more information. Even with that, intelligence rarely provides you with
a 100% picture. | think the responsibility of leaders in intelligence agencies is to ensure that the presentation
of their information to decision-makers is properly balanced in articulating what is definitively known, what is an
opinion and what is not known.

An SDM outlined that ‘intelligence needs to be accurately described ... it is clearly explained in terms
of sourcing and source credibility and the intelligence gaps are clearly articulated’. Another
explained the necessity in their context [domestic security]; ‘As you know, we never have everything
you want to make that assessment ... My job is really thinking about assessments, and you are
making a call based on the intelligence. You are acknowledging what you do and don’t know ... This
is the intelligence we have and so this is what we think is the most likely scenario or assessment’
(SDM). Another participant described the need for specificity, expressed by many; ‘Good intelligence
and assessment should be able to communicate with some nuance about the complexity of
a situation ... and you should be able to articulate that’ (ODM).

Many participants prioritised veracity and verifiability of information sources as well as their
reliability as part of accuracy. ‘It needs to be founded on good information, whether that's obtained
covertly or through open source. It's got to be good information, reliable of high fidelity’ noted an
SDM. Another SDM advised that intelligence needs to be ‘clearly sourced. The source needs to be
reliable and it needs to be timely’, while one SDM participant suggested ‘veracity, or at least an
attempt to understand the veracity, so being aware of biases and accounting for them. A variety of
sources’. Participants described the need for communication about the sources relied on in intelli-
gence products, as the information collected for intelligence purposes was often unable to be
verified. Another SDM offered a perspective on verification and why it matters for decisions —
particularly in law enforcement;
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The key [to good intelligence] is [that it is] verifiable ... Every bit of information sits on a probability scale from
5 percent through to verifiable. Well, it's not intelligence when it gets to 100 percent, it's just evidence. So,
everything along that whole spectrum. And the key to good intelligence is recognising where the information
sits on that probability spectrum because that's important because if you're going to make tactical and strategic
decisions based on that you want it you want to be closer to the probability of one than you want to be to
probability of zero.

The ability to confirm how reliable data is and its veracity was seen as more pertinent in the big data
era, but a number of participants organically raised that this had in fact become more difficult as
a result of big data, especially the use of misinformation and disinformation. The evolving informa-
tion environment was seen by participants as altering the veracity and truthfulness of information.
One SDM argued; ‘It is the validity of the data. Particularly in this increasing world of misinformation,
there is nothing stopping people from using sophisticated machine learning systems to put out
highly classified information that is wrong. We are going to be increasingly challenged in that space.’
A component of sourcing is about reliability and consistency. One ODM articulates the similarities in
traditional intelligence domains and larger data sets; ‘Then you have reliability of intelligence. It's not
totally dissimilar to intelligence from our HUMINT collection, we always assessed that in terms of
reliability and credibility. That comes from the source of the information and then whether or not the
actual information is plausible. The same applies to data sets; who is it obtained from? Can you rely
on it, is it accurate? We need to get it in time, and we need to keep it up to date’. One ODM discussed
the impact of consistency of data sources — and the absence of data — when using big data analytics
for intelligence;

Having people fill in the date of birth field exactly the same way and having agreed standards for phone
numbers, for example. The consistency of data but also the consistency of what is provided. So that we know
that every time we get this kind of material it should have this piece of information attached to it. They've been
things that certainly we’ve seen as important ...

This ODM went on to explain a critical point in understanding the absence of data and changes in
data collection, which have significant ramifications for machine learning technologies, where
implications and inferences can be, and often are drawn, by data absence. The ODM noted that
understanding data sets was critical to accuracy;

A clear understanding of what the absence of data means. Why are things not filled in and what does vacant
data mean in a data set. Sometimes the transfer of data can see dates missing from a range — so you can make an
assessment but if the activity you're looking for happened on that date the absence of data doesn’t mean the
activity didn’t occur. So actually, having that understanding of what is in the data set but also importantly what is
absent from the data set is really key to having good bulk data.

Findings: key components of ‘good intelligence’ value-added

Omand, Bartlett and Miller argue that ‘the “success” of intelligence is not the information or
even secrets that it collects, but the value it adds to decision-making’.®® In order for intelli-
gence agencies to be considered of true value to government, they must produce and
disseminate intelligence that has impact for government.°® Wesley describes the requirement
for the intelligence community to have genuine impact as ‘delivering information that can
inform government actions with transformative effect, at the right time, and to the right
place’.®” This study provides empirical data confirming these perspectives and reaffirms the
role of adding value in national security decision-making. The requirement for intelligence to
add value for the decision-maker is extensively discussed within the intelligence community
and referenced in academic literature although rarely unpacked in detail.®® Participants in this
study discussed the term ‘value-add’ in different ways, suggesting it is a subjective notion that
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evolves with experience and practice. Participants also elaborated on the process of adding
value, however this extends beyond the scope of this article and is an area worthy of future
research.

All participants talked about intelligence needing to provide value to the decision-maker, how-
ever what ‘value add’ looks like depends on the environment and purpose of intelligence activities or
products. What value represents was described in a number of different ways by participants; that it
offers insight - or is ‘insightful’-, is relevant, makes something unknown known, makes the unseen
visible or reveals something new. One ODM suggested that it must offer something valuable and is
not just about ‘describing the data and not about summarising data’. As one SDM said; ‘it should be
able to shed a light on something that without that thought, or effort wouldn’t be seen’. Another
SDM argued that ‘there is a contextual piece to intelligence, especially in the early stages of a threat.
If nothing else, that value add is that it can give you a context within which you start to understand
the nature of the problem’. An ODM argued that it needs to ‘quantify the threat’ for a decision-maker,
while an ISME elaborated that ‘intelligence should be relevant to the policy issues that are at hand'.
An SDM outlined what value-added intelligence looks like from their perspective;

It is obtaining information that is either available or not deliberately available and making that information
available to the right person at the right time. If you unpick that a little bit, who is the right person. Well it starts
from our national leaders, our politicians down to our intelligence community and policy community itself. It's
gotta be valued, it's gotta be valuable. It has got to have validation - it has to be validated with its own sense of
integrity to what it is. It has got to be made available in a way and in the time that it makes a difference to the
person who makes a decision.

Gookins outlines how this happens; ‘the intelligence analyst turns information into intelligence by
connecting data to issues of national security, thereby giving it value’.%® Sometimes this process of
adding value is referred to as the so what factor. In a big data context, Symon and Tarapore offer that
the ‘so what' is the ‘need to provide the necessary context or value-added interpretation of the data
analytics - which requires not only subject matter expertise but also sensitivity to customer
requirements’.”° Indeed, contemporary intelligence theory argues that intelligence activities should
provide an answer to the fundamental intelligence question, or ‘so what'.”’ Whilst the process of
adding value is too large to be comprehensively considered within this article, it is undoubtedly
worthy of further study and participants unanimously agreed it was fundamental to good intelli-
gence. One SDM suggested; ‘it is just information until analysed. The value-add by good intelligence
officers is what provides good intelligence’, while an ISME stated; ‘It has to add value. If it's not of any
use to anyone what’s the point? This is perhaps most relevant to the modern world in which we live,
it has to add value. In the sense that it's information that’s not available somewhere else’. One SDM
further elaborated, ‘I used to hate getting intelligence reports that told me something | read in the
Economist'.

Wesley argues that demands for instant advice and analysis mean that intelligence organisations
must constantly examine how they are communicating against the requirements of end users.”?
Wesley makes the point that intelligence product does not have, among ministers, an audience for
whom reading it is compulsory, and that to the extent that there is an audience, it is notoriously time
and attention poor.”® This was reflected in participants comments. One SDM noted that ‘no one
wants to read a 50-page brochure quite frankly. No one has time for that so it has to be relevant. It
has to be succinct and to the point’. Another SDM noted that there is ‘no point investing in huge data
stores and analytical techniques if the intelligence we produce at the end of the day is not useful to
anyone or it's not delivered in a way that policy and decision-makers need it to be’.

Participants were clearly cognisant of the need to consider the decision-maker and what value
they are providing. As one SDM noted ‘you need to understand how your intelligence feeds the
national security mission, how you can help value-add to those decisions’. Another SDM highlighted
the links between actionable and value-added intelligence;
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We are very conscious that there is a significant role for us in assisting either policy-makers or the people who
take action, such as police knocking on the door, to | guess operationalise in all senses of the word, the
intelligence we are giving and we need to add value to the information to help that decision be made.

While some characteristics appear uniform across sectors in the intelligence community, value-
added intelligence depends on the context and expertise of the intelligence practitioner, the
needs of the decision-maker and the environment within which it is delivered. One SDM highlighted
the growing challenge of policymakers with diverse experience and the impact big data and artificial
intelligence might have on the relationship between intelligence producers and consumers or
decision-makers;

The people that use intelligence are not especially good at driving the intelligence machine to match users
priorities. The intelligence machine is not especially good at communicating how it can meet decision-makers
priorities. | think that the end users of machine intelligence are going to experience a similar challenge. | don't
know that the end user will be good at asking the machine the right questions either. The intelligence producer-
user divide will be exacerbated by machines. (SDM)

Findings: key components of ‘good intelligence’ unbiased

Unbiased intelligence is high on the list of desirable intelligence qualities — the highest of all,
according to Johnson, where the goal is to keep information free of political spin.”* Despite this
strong assertion, very few scholars provide insight into or detail on what constitutes bias and
unbiased or objective intelligence. Whilst the discussion about individual cognitive bias affecting
analysis is extensively considered, the requirement for intelligence products and advice to be
unbiased and free from influence is mentioned frequently but discussed in depth rarely in the
intelligence literature.”> Objectivity is, as British expert Michael Herman argues, an ‘elusive ideal’’®
and as an input to national policy-making is a world standard of good governance. Lefebvre argues
that despite the challenges, objectivity ‘remains important if intelligence analysts are to produce
estimates that are as unbiased and free of logical fallacies as possible’.”” Analysts (or anyone else)
cannot ever really be ‘objective’ in the strictest sense of that word for everything we know ‘comes
from interpretation which is subjectively different for every human being - it depends on our
experience, state of mind, motivations, all mostly accessed unconsciously’.”®

What policymakers ‘can demand of analysts is that they are independent, impartial and politically
neutral, and honest’.”® Whilst not a universally discussed issue in this study, a number of participants
indicated that being unbiased was an important characteristic of good intelligence products and
advice and particularly to the practice of intelligence. One ODM spoke of the requirement for
intelligence to be; ‘an objective analysis of whatever the subject is, so it's not, it shouldn’t be biased,
it shouldn’t be presenting just one view and it should just be clear and succinct in relation to
whatever the issue is’. One ISME noted that, ‘intelligence should be independent and impartial,
which is really important for political decision makers to understand. It must be apolitical’.
Participants described unbiased in a variety of ways. Some articulated it as objective, while others
saw a need to explore how to mitigate cognitive bias as much as possible. As one ODM described; ‘I
think objective might be a better term than unbiased because we all have biases and it’s impossible
to move away from them. The best we can do is acknowledge our biases and try our best to be
objective’. A number of participants, especially ODMs, indicated that one of the steps to delivering
good intelligence was becoming conscious of bias (your own and within your data).

Participants extensively discussed biases of big data. According to participants, assessment of
a source must take into account the source’s bias and any bias built in to data sources needs to be
acknowledged, including collection bias and implications for machine learning. Participants sug-
gested that ‘objectivity’ is a primary challenge of big data, machine learning and artificial intelli-
gence. As one participant highlighted;
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| think you have just got to proceed with a profound understanding of the inherent limitations. Just because it is
a machine is making the decision doesn’t mean it is going to be free of bias. You have got to think about your
data sets ... You can’t do good data science on poorly curated data. You have got to make sure you understand
the data you have got, that you understand its provenance, its strengths and weaknesses from a bias perspec-
tive, from a quality perspective. (SDM)

The notion that intelligence should be unbiased was pervasive throughout the research, however
described in different ways particularly by participants who had experience interacting with policy-
makers. According to participants, the need for intelligence to be unbiased was often interwoven
with other requirements such as the need to be accurate and persuasive as highlighted in this SDM
comment;

I think good intelligence is characterised by argumentation rather than assertion. Sometimes there is a tendency,
particularly in strategic intelligence agencies, that with the demand to be succinct they become pieces of
assertion rather than reasoned argument which should convince the reader that the judgements reached are
well founded. So, | think that element of argumentation.

Touching on bias and the perception of remaining unbiased but still having influence, one SDM
offered a view that they acknowledged as unconventional;

It's [intelligence] got to be politically astute, so we sort of expect intelligence now to be aligned with the policy
and agency mission, so there’s an awareness that the relationship between policy and intelligence is closer than
it's ever been before. Before, it was seen as a threat and the analysts would be very proud that they were
independent, but | think today intelligence, like anything, has a context, so as long as it's not impacting on the
analytical integrity of the product you need the policy to set the context because in that way it's framed for the
decision-maker ... If intelligence is all about influence and your message is at odds with the other factors of
influence you have less chance of influencing, so what you have to do is align to have that influence.

Discussion and conclusion

This paper provides new data to support the key characteristics of good intelligence, finding that
‘good intelligence’ must be; (i) timely, (i) purposeful, (iii) actionable, (iv) accurate, (v) provide added
value for an intended audience, and (vi) unbiased. The big data landscape has cemented the
significance of these characteristics; however, it has in many ways transformed the environment or
context of intelligence production and how in practice these characteristics are achieved. The paper
unpacked how contemporary intelligence leaders and practitioners in Australia think about and how
they prioritise the characteristics of good intelligence in an emerging technology context.

Timeliness, or timely intelligence - able to be considered within decision-making cycle - remains
of extant importance. The big data landscape - comprised of data abundance, digital connectivity,
and ubiquitous technology — has shortened parts of the decision-making cycle and as a result
expectations have increased about the speed of intelligence production. Purpose - the intent for
which it is created — remains at the core of intelligence, although some suggest in practice it is more
important and more difficult in an environment of data abundance. The challenge too of purpose is
more complex within legislative frameworks not yet keeping pace with the evolution of digital
technologies. Actionable intelligence - the ability to do something with it - is, like timeliness,
significantly impacted by the speed of digital transformation and contemporary communications
environments. Additionally, the requirement for actionable intelligence — which is used by decision-
makers, often publicly — has increased existing tensions between transparency and secrecy.®° Further
research into best-practice actionable intelligence - and provision to decision makers — would
provide insight for scholars and practitioners, informing practice and training. Additionally, research
examining the impact of declassification on intelligence activities and capabilities would be
welcome.

Accurate intelligence - that is exact, correct, specific and precise - is critical, and according to this
study its delivery requires good leadership. The impacts of mis and disinformation were raised as
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a crucial challenge of big data and emerging technologies and one which requires deeper con-
sideration. Value-added intelligence - the requirement to add value to decision-making - has
increased significantly given the myriad information sources available to contemporary decision-
makers. Value-add is a practitioner mantra but often the area of least consensus, based on a variety
of different users. Understanding what different groups of decision-makers (be they operational or
policy) require and can reasonably expect out of intelligence — and the national intelligence
apparatus — in a big data landscape is an area of utmost importance. Additionally, understanding
the shifts in how new stakeholders, from academia to industry to citizens themselves, use and can
access intelligence is rising in importance.®’

Unbiased - impartial, independent and apolitical - intelligence continues to be of critical
importance to intelligence as a process, practice and profession. Ensuring political users of intelli-
gence uphold systems and oversight is necessary to maintaining unbiased intelligence capabilities.
Of course, many of the key characteristics of good intelligence; the requirement to be timely,
purposeful, actionable, accurate, value-added and unbiased, are inextricably linked. For something
to be actionable, it must also be timely and purposeful. The key characteristics of good intelligence
are interwoven and inexplicably linked. Additionally, according to participants, good intelligence
takes good leadership as well as lots of practice and experience. The contemporary processes and
practices of producing good intelligence in a digital era is emerging as a field of research® but
remains an area for future study, especially in relationship to leadership and innovation.

A clear understanding of what constitutes good intelligence and how it is achieved is critical for
consumers of intelligence - and for the general public to appreciate the value of the intelligence
community and demystify this critical part of our national security apparatus. This is particularly
important when intelligence itself is unable to be shared to protect national security. Given the
dearth of literature — and indeed public commentary - on ‘how the community works, its contribu-
tions, or of its importance to policy and decision-makers across government’,®> most aspects of the
NIC operations are opaque and research into these are necessary. Despite being a three-billion-dollar
10,000-person-strong enterprise in Australia, the intelligence community and the work it does is not
particularly well understood.®* This broader research project, and these characteristics specifically,
offer the start of a meaningful, working definition of good intelligence for the Australian NIC and
contributes to a broader public discussion. As the Office of National Intelligence leads the transition
of the Australian Intelligence Community to NIC, developing common ground, a cohesive intelli-
gence community and centralised training is essential for Australian national security. More research
is needed to support this work and some specific areas in particular that arise from this study include;
research within the community about the possible differences between agencies, research into the
impact of intelligence and how it affects national security decision-making, and, the impact of big
data, artificial intelligence and machine learning on national security agencies.

Given their historically different origins, much has been made of the differences between the
intelligence produced by different agencies, such as security, foreign and law enforcement, in
different intelligence disciplines, such as collection or assessment, and for the kind of decisions
the intelligence is intended to improve; tactical, operational and strategic intelligence. However, this
study finds that despite these many ways of categorising intelligence activity, there is in fact
consensus on what constitutes ‘good intelligence’, with the most variation seen in participant
assessments of value-add. Throughout this research, there was near unanimity that the essential
characteristics of good intelligence are that it is timely, purposeful, actionable, accurate, value-added
and unbiased. This view was consistent across all domains; security, law enforcement, defence and
foreign intelligence and types of intelligence; tactical, operational and strategic. Participants in this
research, representing senior and operational decision-makers in the Australian NIC agencies,
indicated that despite strong academic views about the differences; there are in fact many areas
of consensus among practitioners.

The characteristics of good intelligence - that it is timely, purposeful, actionable, accurate, value-
added and unbiased are likely applicable to other nations — especially within the Five Eye alliance as
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the comprising nations share many similarities. Further research is needed in different jurisdictions to
see if the view of ‘good intelligence’ is replicated across nations and findings can be generalised
more broadly, as well as how new and emerging technologies can improve intelligence in practice.
Alignment of the understanding and practice of intelligence is important among allies as coopera-
tion and the expectations of intelligence and information exchanges increase. The process of
intelligence analysis was outside the scope of this article but is nonetheless a worthy topic of future
research. Participants also raised the process of new ways to add value through the intelligence
cycle. Additionally, how intelligence is prioritised by Australian intelligence practitioners, leaders and
policy makers — especially when supported by algorithms - remains an area ripe for future research.
More research into the process of adding value in intelligence is needed, both to guide current and
future practitioners and decision-makers as well as illuminate aspects of intelligence activities to the
public, whom the intelligence community ultimately serves.
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