Appendix E: Disruption Drill Checklist: Calm Under Pressure Is a Trained Skill
Purpose
Drills turn chaos into checklists. They build muscle memory so when a system fails, people don’t freeze; they act. Run one monthly, alternating between tabletop and live drills, each under an hour. Always record (with consent) to train new hires later.
How to Use This Checklist
Use this checklist to plan, run, and review a disruption drill. Complete all sections before, during, and after the exercise.
1. Setup
☐ Schedule monthly drill (alternate between tabletop and live)
☐ Notify department heads and secure consent for recording
☐ Select drill scenario from list below:
☐ WMS outage or server downtime
☐ Label system or printer failure
☐ Missed carrier pickup or trailer swap delay
☐ Sorter jam or conveyor breakdown
☐ Cyber incident or ransomware attack on WMS
☐ Global supply chain delay or customs hold
☐ Power outage, network loss, or fire alarm evacuation
2. Assign Roles
☐ Supervisor: Leads drill, manages pace, and decision timing
☐ Label Captain: Handles manual ticketing and printing recovery
☐ Manual Pick Lead: Oversees paper or offline pick execution
☐ Comms Lead: Coordinates updates and status messages
☐ IT Contact: Available for remote troubleshooting
☐ Safety Coordinator: Monitors evacuation, lighting, and worker safety
3. Disruption Kit Checklist
☐ Printed pick tickets & BOLs
☐ Clean laptop with local drivers
☐ Offline label PDFs (saved locally)
☐ Master contact sheet
☐ Battery-powered radio
☐ Flashlights or emergency lighting
4. Run the Drill
☐ Brief (5 min): Announce drill type, assign roles, review safety.
☐ Execute (30–45 min): Run full simulation; document issues live.
☐ Debrief (15 min): Ask three key questions:
   1. What slowed us down?
   2. What tool or rule would help next time?
   3. What changes by Friday?
☐ Post results on the huddle board.
5. Post-Drill Scorecard
	Metric
	Goal
	Scale (1–5)
	Notes

	Response Time
	< 30 minutes to manual operations
	
	

	Communication Clarity
	Clear, consistent updates
	
	

	Team Confidence
	Calm, coordinated actions
	
	


☐ Log issues by category and assign fix owners.
☐ Review follow-up actions weekly until resolved.
6. Drill Evolution (Progression Plan)
☐ Beginner: Printer or label outage
☐ Intermediate: Sorter jam + partial WMS failure
☐ Advanced: Full network outage or cyber lockdown
☐ Keep drills short and frequent: repetition beats duration.
7. How to Measure Success
☐ Team transitions to manual ops in under 30 minutes
☐ No safety incidents during the drill
☐ Each drill yields at least one rule or tool improvement
☐ New hires trained using recorded footage within one week
Field Tip
You can’t teach calm in a crisis; you can only train it. Run small drills until your team stops calling them “drills.”
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