
History of Romanian 
Skimming Crimes
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Why is this 
important?

• Suspects we have arrested in 
California for EBT theft and 
skimming are Romanian by 
descent (Exceptions)

• Direct connection between 
Romanian thieves and EBT theft 
crimes

• Skimming has been around for 
25 years.  Why did EBT theft 
explode in 2020?

• History tells us how we got 
here



Romania
• Borders

• Main Cities
• Bucharest “Little Paris”
• Craiova

• People
• Ethnic Elements of Roman/Greek
• ROMA (Ethnic Term) vs. ROMANI 

(Geographic Term)
• Based on family connections and gypsy 

lifestyle

• Soviet Occupied Post WWII
• Cold War “Eastern Bloc” County
• Government overthrow in 1989

• Moved to a free market economy
• Early and quick movement into technology
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Bucharest

• Bucharest is located in the 
Southeastern portion of 
Romania and its closest border 
is Bulgaria



Craiova
• Craiova is the southern most city in Romania to Bulgaria.
• Bucharest to Craiova is about 3 hours travel by vehicle
• Almost all of our ATM Skimming Crews originate from either 

Bucharest or Craiova
• Starting to see a connection with Constanta (Beach Tourist 

Town on Black Sea)



Romanian Mafia

• Known worldwide for ATM Skimming

• Intel suggests a strong connection between the American 
Romanian Mafia and the Sinaloa Cartel

• Romanian Mafia made a Mexico Connection in 2015

• Romanian Mafia Clans:
• Bucharest

• Setup into 6 different clans.  Chira Clan is 
most known for skimming

• Craiova
• Specialize in Human Smuggling (through the 

use of “Tour Operators”) and ATM Skimming
• Smuggle through the south from Mexico
• “Canadian Pipe”
• Hold family members in Romania as 

collateral



Connection with 
ATM Skimming 

Romanian Niche

Bulgaria to the 
South is 

occupied by a lot 
of Romanians, 

especially Roma

Prior to the fall, 
Bulgaria was the 
"Silicon Valley of 
the Eastern Bloc“

Technology was 
present and 

technical 
expertise existed.  

Romanians 
capitalized on it.



Craiova Connection



Florian Tudor

• Who is Florian Tudor
• Godfather of ATM Skimming 

Operations
• Aka:  “El Tiburon”  THE SHARK
• Alleged to be part of the 

“Tandarei Mafia”
• Tandarei is a luxury town in 

Craiova known to house 
affluent gangsters



Florian Tudor • Originally immigrated to Brazil, 
where he honed his craft in ATM 
Skimming Operations

• Married to a Brazilian National, 
Jucilene Belmonte do Amaral

• Tudor owned Brazil Money 
Exchange Centro Cambiario

• Brazil Money Exchange started 
operations in 2012. It was set 
up by Juliano Belmonte do 
Amaral (Jucilene’s Brother)

• 2016 Olympics perfected the 
Shimmer and stole chipped 
cards in Brazil



Florian Tudor to 
Mexico



Top Life Servicios

• Company whose mission is to 
service and operate ATM 
machines in Mexico

• Founders of the company were 
Florian Tudor (Shark) and Paul 
Daniel Ionete



Ion Damian 
Nedescu
• Recruited by Florian Tudor

• Well respected Romanian 
Businessman

• Nedescu fell on hard times and 
Tudor took advantage of it

• Nedescu ran business setting up 
back contracts, etc.  (Multiva)



Riviera Maya Gang • Florian Tudor (the Shark)

• Paul Daniel Ionete (Mufa or the Jack)

• Ion Damian Nedescu (The Brains)

• Constantin Sorinel Marcu  (the Muscle)



Recruits
• Top Life Servicios 

• Recruited highly skilled radio 
technicians from Romania and 
Eastern Europe

• Sent them to training in ATM 
Technology

• Technicians were used to build 
chips to install inside the ATM 
machines

• Capture 12% of the global 
skimming market in 2 years ($240 
million)

• Use over 1000 pullers, mostly 
Romanian immigrants to pull cash 
from ATM’s





Investcun

• Owned by Florian Tudor’s 
Stepbrother, Adrian Enachesu

• Reinvested skimming profits into 
real estate

• Connected to politician, 
Governor Roberto Borge Angulo

• Uses the government to 
seize and resell property

• Investcun would buy up 
Governor’s seized 
properties

• Purchase property in Craiova 
and Paraguy



Riviera Maya 
Gang Hit

• Police Raids and Arrest in 2019

• Riviera Maya Gang Exposed

• 1000 pullers out of work



Fallout
• Romanian Organized Crime thirst for $$$
• Trained and Skilled Criminal Workforce
• Organized Crime System to install skimmers and 

export $$$
• Looking for a new and easy target?  (EBT to the 

Rescue)



EBT Fraud and Theft in California and the US

• Direct correlation between the Riviera Maya Gang take down and 
increases in EBT Skimming and Theft
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ROMANIAN ORGANIZED CRIME 
AND ATM SKIMMING OPERATIONS 
IN THE UNITED STATES



Romanian Organized Crime
US Territories



Romanian Organized Crime
US Territories

Section for California:

Covers Washington, Oregon, 
Idaho, California, and Nevada.

Look for Washington ID’s
Washington has very liberal 

laws for obtain DL’s and use of 
false addresses





Romanian 
Organized 

Crime in the 
US

• Romanian OC in the US sets up similar to Mexico 
Cartels.  They each have their designated areas of 
control.

• Each section has a “MAIN BOSS” that oversees the 
section wide activity – Setup is similar to Mexico Cartels 
Plaza Bosses

• Section 1 that encompasses California most common 
families are the MICLESCU, SERDARU, CHICIU, 
TOMESCU, NISTOR, IANCU, DUMITRU and GHIOCEL.  
(Can move around but this is their base)

• Sections can shift to maximize profit sharing

• Investigations and arrests result in moving families to 
new sections or to train others

• Or arrests or investigations result in return to Mexico 
and/or Romania



Section 1 Section 2 Section 3 Section 4 Section 5 Section 6

MICLESCU
TOMESCU
IANCU
CHICIU
NISTOR
SERDARU
DUMITRU
GHIOCEL

CALDARARU
DRAGOMIR
CONSTANTIN

DUMITRU
HORNEA
TOMEI
TUDOR
FULGUTA
IORDACHE

POPA
POPESCU
HORBAS
MUNTEAN
STOICA

BARBU
BADANAC
MUNTEANU

DEMIR
ANGHEL
BOGDAN
CIURAR
COVACIU
TUDORACHE
KVEC
ROSTAS



Miclescu and 
Ghiocel (Yokul) 
Families



ROMANIAN ORGANIZED SKIMMING 
ACROSS THE UNITED STATES



Cell Phones and 
Romanian OG

• They always have multiple phones 
they use for different purposes.

• One is normally to talk with 
family, friends, your normal 
conversation

• Second Phone for the criminal 
activity they are involved in.

• Third Phone if they are involved 
in Organized Retail Theft and 
Skimming



CELL PHONE 
COMMUNICATIONS

• Most Romanian criminal operations are communicated through Apps 
• WhatsApp
• Signal
• Snapchat
• Telegram. 

• It is extremely rare that they will carry on conversations about 
criminal activity through normal messaging apps on the phone. 



• You can normally find the “plaza 
bosses” cell phone or contact 
name/number when you look at 
the calls or texts that have the 
least number of communications 
and combine that with the 
evidence you have gathered in 
the case. 



SENDSPACE



MONEY APPS
• Money Apps Commonly Used:

• Zelle
• Remitly
• Venmo



EBT SKIMMING 
PROCESS



EBT Skimming 
CalWorks
• Crews in each section, work in sync installing skimming devices
• Pullers within the section, work to withdraw funds from devices and split 

the proceeds:
• % Stays with the Crew
• % Crew Leader
• % Section Leader
• % Back to OG Group
• (ADD MICLESCU SLIDES INTO HOW THE OG SECTION CONNECTS 

TO HUMAN SMUGGLING)

• Cash gets moved through the crew, section, and OG group.  Proceeds 
eventually get converted to legitimate purchases (i.e. real estate, cars, 
jewelry, BITCOIN)  

• Use pawn shops to broker trading in and purchasing high end jewlery



EBT Skimming and CalFresh
• Focus is on POS devices at food businesses.  Small grocery stores, self service 

POS devices, even big box stores like Walmart, Sams Club, and Costco.

• Stolen CalFresh data is transferred to another section and used to purchase large 
quantity goods.  

• Example:  Funds stolen in California, then used in Florida within 1-2 days

• Stolen CalFresh data is stolen by one crew, and another crew within the section 
uses the funds to make large purchases that can be sold on the black market.  (i.e.  
Baby formula, diapers, soda, energy drinks, etc.)

• Stolen CalFresh data is stolen by one crew, and another crew within the section or 
another section uses the funds to make purchases to support a restaurant or food 
business (i.e. food trucks)



Flow of Stolen Benefits



DUMITRU

• DUMITRU CLAN IS PRESENT IN 
BOTH SECTION 1 AND 3

• WORK AS BOTH INSTALLERS, 
PULLERS, AND TRAINERS



BOGDAN DUMITRU

• Lived in Craiova

• 2016 entered the United States

• May 2023 OCDA & GGPD executed a search 
warrant @ his residence in Garden Grove.

• Bogdan seen by several agencies placing 
skimmers and conducting cash outs.



• 2023 Bogdan moved back to  
Craiova and purchased a 
home

• NO KNOWN INCOME OTHER 
THAN ATM SKIMMING



Skimmers Design and 
Production
• Skimmers are manufactured two 

different ways:
• Shipped in from outside the 

country
• Built with a 3d Design through a 

metal fabrication shop



OTHER CRIMES
• Residential Burglary 

• Distraction Theft
• Retail Theft 

• Commercial Burglary
• Pan Handling

• Assault



TEODORA 
VELCU

• Residential Burglary
• Retail Theft
• Over 50,000.00 stolen from Ulta





OPERATION 
ROBIN HOOD

OCDA Operation 
Goals: 

Provide training and 
logistical support to 

local LE agencies

Help develop probable 
cause for detention 

and arrest of 
skimming suspects

Provide charging 
information and 

prosecutorial support



Who is 
affected by 
this 
“Victimless 
Crime”?

• The Public Assistance Program Recipients and their Families – Some of 
the most vulnerable members of our community who depend on public 
assistance program benefits to help them pay for housing, food, 
utilities, clothing, transportation and other necessities.

• The taxpayers who support our public assistance programs and who 
ultimately bear the cost of replacing the stolen benefits.

• The Public Social Service Agencies that administer our public 
assistance programs and whose employees and administrators are 
forced to expend  additional funds, time and energy to track, 
document, report and replace the stolen benefits.

• Our local economies which suffer from decreased spending by public 
assistance program recipients who, in many cases, are never fully 
reimbursed for their losses.

• The victims of other crimes perpetrated by the criminals who steal 
these public assistance benefits and use the stolen funds to facilitate 
their other criminal enterprises.

• Local, County, State and Federal Law Enforcement Agencies whose 
personnel must spend countless hours combating these crimes. 





27 Cloned EBT 
Cards



4427434131136259
4427434264482298
4427434278433113
4403933572561485
4427434284725072
5432401739242417
4427434132775055
4427777014737241
5077190939053480
5077190390403695
5077190413354800
5077190433520703
5077190901675047
4427434162440141
4427434253377483
4427434271130732
4427434281554624
4427434281561520
5077190906715731
5077190410582999
5077190415036645
5077190905775017
5077190906128653
5077190439123924
5077190433493927
4427434245357742
5077190939193278
4457850045734595

28 Cloned EBT 
cards





• 5 Stater Bros in OC
• Over 30k stolen 

benefits



JUVIES



Evidence to be seized and/or information to be documented:

Cell phones 
(utilize Faraday 

bags if possible)

All cash All access cards Passports and 
foreign 

identification 
cards or drivers 

licenses (IDs are 
frequently 

false).

Rosters with 
account 

information or 
store addresses

Forged 
documents 
Attempt to 
determine 
where the 

suspect(s) are 
staying (Hotel 
keys, air B&B 
information).

Search and 
photograph car. 

Store or 
impound as 
necessary 
based on 

circumstances.

Cars are often rented 
through private 

services. Photograph 
the rental agreement.

Forging equipment, 
skimming devices, 

and shims are often 
located in their cars.

Obtain a search 
warrant if necessary.
CHECK FOR HIDDEN 

COMPARTMENTS!!



Possible Felony Charges

• Identity Theft-530.5 (c)(3) PC
• 484e (a) or (b)PC-possession of an access card without consent. “b” 

section is for possession of four or more cards.
• Forgery with intent to use counterfeit access card-484F(a)
• Fraudulent possession of a scanning device-502.6(a) PC (only if located 

during the search)
• Grand Theft over $950-487(a)PC
• Commercial Burglary (grocery store ATMs or ATMs inside banks)-459 PC
• Conspiracy-182 (a)(1) PC



Additional Considerations

• Cars loitering in or circling the area. Suspect vehicles are in constant contact with 
the other suspects via What’s App. 

• Suspects may arrive together but one or more suspect(s) may lay off or return to the 
car.

• Have a plan for both outcomes.

• Attempt to interview suspects and gain admissions of guilt and/or intelligence. In 
most cases, the suspect(s) will not talk to the police. 

• Make sure we can ID them (Book and live-scan). Assume that their identification 
documents may be forged.



Fake Passport Supplier 
• texasarizonastatue@protonmail.com



Open 
Discussion 

and 
Questions

What is happening in terms of 
handling EBT theft in your area?

Is there any additional intelligence 
you can offer to the class?

Is there a unique EBT theft case 
you want to share?



Contact 
Information

Shawn Ferris, Chief of 
Investigations, Riverside 
County DPSS

Email:  Sferris@rivco.org

Phone:  (951) 850-1259

Amanda Veach, DA 
Investigator, Orange County 
DA’s Office

Email: 
Amanda.Veach@ocdapa.org

Phone: (714) 655-3400 


