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Geo Tracking 
for Welfare Fraud Investigations



About the Instructor

» Fresno native and Fresno State graduate.
» Sworn peace officer since 2012.
» Seven years of patrol experience with a 

county sheriff’s office and two police 
departments.

» DHCS Medi-Cal fraud investigator since 
2019.Scan for 

contact card



Objectives



Overview of Technology and Digital 
Data Sources









» WAN Port 
» Wide area network
» (internet)

public IP addresses

» LAN ports
» Local area network
» (business or home)

private IP addresses
» 192.168.0.1
» 192.168.1.1









Types of Data



Internal Welfare Program Data

» CalSAWS backend data 
» EBT transaction address data
» Healthcare claims data
» Electronic Visit Verification (EVV) data (in home care programs)
» Consider any public facing website, portal, app or online service 

your program deploys and what data is being logged, contact 
IT network or server admins



Cellular Network Records and Cell Site 
Geolocation Data

» Phone number
» International Mobile Equipment Identity (IMEI)

• serial number of phone (must validate using online tools)
» International Mobile Subscriber Identity IMSI (serial number of 

SIM)





Precise Geolocation Data 
(mobile device GPS antennas)

» GPS satellite triangulation
» Accuracy measured in meters







Bluetooth Low 
Energy (BLE)

» Beacons form a mesh network that can 
precisely locate a device

» Used in department stores and airports
» Apple Air tags use BLE protocols



» These communications are likely 
logged by payment processing 
companies and access control 
systems

» Apple Pay & Google Pay

Near Field Communication 
(NFC)

 & Radio Frequency 
Identification (RFID)



Internet Protocol (IP) Addresses

203.112.45.76

203.112.45.76

87.250.79.132



Internet Protocol (IP) Addresses

» Come in two flavors
• Version four (IPv4), four octets (192.168.1.1)



Internet Protocol (IP) Addresses

» Version six (IPv6), eight octets
(2001:0db8:85a3:0000:0000:8a2e:0370:7334)

• A double colon in IPv6 abbreviates octets of zeros 
2001:0db8:85a3::8a2e:0370:7334



Connected Cars



Obtaining Geolocation Data



Legal Process

» Legal process
• Search Warrants/Subpoenas

• California Electronic 
Communications Privacy Act 
(ECPA)

• Retention periods
• Preservation requests





Preservation Requests



Consent





Internal 
Program 
Authority
Query data possessed by 
program under known 
authorities



Physical Device 
Extraction



Open-Source Intelligence OSINT

» OSINT relies on information that is legally and openly 
accessible. 

» Great for anyone in eligibility/program integrity/quality 
assurance

» Requires skill in filtering out noise and verifying the credibility 
of the information.

» Training classes are available from various orgnizations



GitHub Repositories
» GitHub is a popular web-based platform used 

primarily for software code version control and 
collaborative software development. 

» Community based open source and free software
» There are public repositories “repos” of various 

OSINT tools you can download.
» Consult with your IT dept or get a separate OSINT 

computer that is not connected to your 
department’s network.

» *Be careful what you install*



Lawful Ruse 
Tactics

» Grabify IP Logger 
https://grabify.link/

» Create or send 
communications to targets in 
effort of obtaining IP 
addresses for legal process 
and geolocation data.
• Phishing for public IP 

addresses
» *Consult with prosecutor*

https://grabify.link/


Grabify Demo





Analyzing Data



Geocoding & Mapping 
Address or Coordinate 
Data

• Internal welfare program data
• Google Earth Pro desktop



IP Address Registry Lookups



Social Media Data Parse Tools



Physical Device 
Extraction 
Analysis

• Cellebrite Reader
• Magnet Forensics AXIOM Examine



Exploring Proprietary ISP and Cellular 
Company Records

» Use https://fileinfo.com/ to learn about uncommon file types 
and what programs are required to open them
• .eml files for example

https://fileinfo.com/




Ask AI



Organizing Information

» Spreadsheets
• Pivot tables

» Microsoft OneNote
• Great for workups and OSINT
• Collect and distill information to identify target accounts and devices 

to gather geolocation data



Geolocation Data Conversion Tools 
and Specialized Software

» Google Earth Pro
» LexisNexis Accurint TraX
» LeadsOnline Cellhawk
» NDCAC LE Portal
» FBI CastViz
» Badge Apps



Google Earth Pro Address Data Import 
Demo



Accurint TraX Geo Data Conversion 
Demo



Law Enforcement Resources

» Search.org
» NDCAC
» Kloving.net
» NW3C
» Badge Apps
» Leads Online



Open-Source 
Intelligence (OSINT) 

Resources

» https://osintframework.
com/

https://osintframework.com/
https://osintframework.com/


Case Examples



Open Discussion

Questions?

Do you have a case type to discuss as a 
group?



Scan the below QR code or visit this URL to download 
bookmarks of OSINT tools.

https://docs.google.com/spreadsheets/d/1TBLYhMe39eJWlAeYQTLMSSRaGL1qFlCq/e
dit?usp=sharing&ouid=110761610925557932464&rtpof=true&sd=true

https://docs.google.com/spreadsheets/d/1TBLYhMe39eJWlAeYQTLMSSRaGL1qFlCq/edit?usp=sharing&ouid=110761610925557932464&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/1TBLYhMe39eJWlAeYQTLMSSRaGL1qFlCq/edit?usp=sharing&ouid=110761610925557932464&rtpof=true&sd=true


Contact Information

Scan for 
contact card
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