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Learning seminar on online and
digital harms for school age
children and young people




House keeping e
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Toilets

No fire drills expected

Exits

Access to wifi: Network CCGuest, Password:C9786COT!
Register with Student Glide

Use of Menti throughout
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We want to hear your views, please -t

add questions and comments councl
throughout

Participation link: https://www.menti.com/ale4j902rng8
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Why we are here today S
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« Ordinary Meeting of the County Council on Friday 21 March 2025, members raised the
issue of the effect of social media and the use of mobile phones in schools on children.

« Adolescence drama on Netflix highlighting digital harms

« Publication of the Director of Public Health annual report on Children and young people’s
mental health and wellbeing and in-depth Public Mental Health Needs Assessment 2024 -
West Sussex JSNA Website highlight the challenges relating to online and digital harms
and mental health.

« There is growing interest and appetite from parents regarding support and for the need
about guidance for how to navigate the complexities

+ Using the internet and being online is a key aspect of many people’s day to day lives.
Whilst the internet provides benefits, it can be associated with harms, including impacting
upon mental health, wellbeing and self-harm, particularly amongst children and young

I people (CYP). '



Purpose @thyl

Through the event, we aim to:

* Review evidence and data regarding different aspects of the online world, social media
and smartphones

* Share legislation and guidance around this issue

* Explore the challenges online and digital harms present for school aged children, young
people and school leaders

* Share insights and approaches from children, young people, schools and professionals
* Highlight the support available for children and young people, parents/carers and schools

» Support plans for next steps to address digital harms as a system with schools and others
in West Sussex
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Opening Address e
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Clir Jacquie Russell
Cabinet Member for Children, Young People and Learning,
and
Member for East Grinstead South & Ashurst Wood
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What the evidence and data tells us
and
support for mental health and wellbeing

Nicola Rosenberg, Public Health Consultant, West
Sussex County Council
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Legislation and guidance e

This continues to evolve, there is:

» DfE Guidance for schools on use of mobile phones at school Mobile phones in schools - February
2024 and Keeping children safe in education 2024 (clauses 136-137)

* Online Safety Act: explainer- GOV.UK

* Online safety (e-safety) and schools |[ NSPCC Learning

Current bill going through parliament Protection of Children (Digital Safety and Data Protection)
Bill - Parliamentary Bills - UK Parliament

Relationships and Sex Education (RSE) & Health Education: Online Safety and
Awareness - new guidance forintroduction 1 Sept 2026. Online safety and awareness is part
of curriculum for primary and secondary schools. Covers: respect in online interactions; social
media sites; sharing of personal information; circulating online material; mapproprlate and
upsetting content and reporting concerns; mdecent/sexual images of chlldren Al and Deepfakes;

technology and social media being used for bullying, harassment, stalking, coercive and
I controlling behaviour; pornography and distortions of sexual behaviour l
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* Sussex wide research project March — Sept 2025: Evidence review on
online lives harms and benefits and engagement with young people

e Survey with children and young people in schools: schools health check
survey
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Evidence review findings @%%%‘ex

The vast majority of CYP own/have access to a smartphones - By the age

of 11, nine in ten children own their own mobile phone, as distinct from
using a family device.

Proportion who have their own mobile phone, by age 96% 99%
61%
27% 26%

Age 3-4 5-7 8-11 12-15 16-17

CYP aged 5 to 7 are becoming increasingly present online
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* The evidence for benefits and harms and the impact of harms on outcomes are
complex. For some kinds of harms, there is stronger evidence. The evidence is
evolving rapidly as is the use of social media and the way in which is it integrated
into the daily lives of children and young people.

* Benefits include: online support and connection, accessing information for
schoolwork, accessing information on topics they may not want to disclose to
parents/carers/health professionals, playing games, entertainment.

* Potential harms include: problematic use (having addictive-like emotions),
coming across inappropriate material (pornography, seuxalised and violent
images, extreme views, sites advocating eating disorders, self-harm, suicide),
cyberbullying, talking to strangers / people they have never met, on-line
blackmail, grooming.




Evidence review findings @gﬁ‘%
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* Overall, 14% of 11- 15-year olds report problematic social media use in England.

Problematic use is most observed among 13-year-old girls, with almost a quarter
(23%) of girls reporting this

* A 2022 survey showed that 46% of CYP aged 8 to 17 in England have come across
inappropriate material, making them worried or upset

* itis estimated that around 10% to 15% of CYP have experienced cyberbullying
* The Children’s Commissioner Big Ambition Survey ran (2023 — 2024, 253,000 responses
from children and adults responding on their behalf) :
— Some are more vulnerable - girls, children with SEND, and children in a mental
health hospital were least likely to agree they felt safe online

— Age impacts how safe a child feels online — youngest children were the least likely
to agree they felt safe online

— Feeling safe online is linked with feeling good about other areas of their lives l



Evidence review findings @gg%%;e&
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* The associations (some stronger than others) with online harms include:
depression, anxiety, mental distress, feelings of isolation, sexual risks,
sextortion, self-harming behaviours, suicidality, poor sleep, poor diet, body

image problems, poor studying performance, decrease in real-life social
interaction.

* There is "opportunity cost”, time on devices reduces time for face to face
relationships and other activities

P B



Evidence review findings @&%ﬁz
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* What children do online is much more important for their outcomes.
Research widely concludes that young people’s exposure to online harms
has adverse effects on their mental and emotional wellbeing. If CYP are
exposed to information on social media that depicts risky behaviour, their
likelihood of engaging in such behaviour increases for themselves (such as
drinking alcohol or using drugs).

* Some groups of CYP are more likely to report benefits: boys, older
children and those who are more socio-economically more advantaged

P B
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* Being vulnerable offline increasing the risks of being vulnerable online.

* Some groups of CYP are more likely to experience harms including: those
with low self-esteem, girls aged about 13.

* Evidence of the effectiveness of interventions to prevent online harm is
complex. Public health interventions can be categorised as delaying media
use among young children, reducing digital media use among children of all
ages, and staying safe online. Intervention programmes should be
implemented throughout childhood, especially before CYP have their own

smartphones. l
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Children and Young People’s
Experiences of Online Harms in West
Sussex: Schools health check survey




West Sussex School Health Check - West Sussex JSNA e o @3; 5 1 Bl
Website Ay j 3]
° 1 1 ‘. . f’vo ¥ ./\i _\_‘ ‘
The School Health Check is a health and wellbeing R yo | - (?"ti!
survey completed by studentsin years 4, 6, 8, 20 and E .ot
12. The questionnaire questions on mental health and */ B ooy
emotional wellbeing, healthy eating, physical activity, I Secondary

Special

oral health, substance use and sexual health.

* In Spring 2025, 59 schools in West Sussex participated, Whiltwe did achieve a good

with nearly 7000 students completing the distribution of schools across
questionnaire. Thisincluded 46 primary schools, 10 the county, as school's self-
secondary schools and 4 special schools. On the12th of selected to take part the
June, each participating school received a confidential findings are not

school report alongside a comparison that reflects the representative of all children

and young people in West
Sussex.

D

average data from all the schools involved.
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* The WS Public Health team are offering to meet with each participating school
for up to an hour to talk through their individual reports and identify ways we can
best support them.

* The meetings are facilitative rather than directive and are led by the school. Each
school receives a targeted email following the meeting with additional information,
guidance and resources.

Positive feedback
Quote from a primary school:

"Thank you for doing this project. We really have been wondering how best to collect
pupil voice, and this gives such a good overview for us and what we need to do going
forwards. This data will really support us with our planning for mental health and
wellbeing and what actions are needed for our school"

D e
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* 7% of Year 4 pupils and 2% of
Year 6 pupils feel 'not at all

safe' when on social media. Howisaterdoryouiselwhenyou ang
* 45% of year 6 girls felt quite 100% grsoctsl miedia?
safe on social media compared 0% 33y 20%  Loontuse
with 34% of year 6 boys. oo = = 17% W Verysafe
- - - l Quite safe
Internet Safety o | 1% 18% 3 BF Neay=Ee
* 96% of pupils said they know how o | M7o Mo, By EHoy
to stay safe online. Boy Girl Boy Girl
* 50% of pupils said they have a Year 4 Year 6

smartphone that can go online.
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* 53% of boys and 23% of girls
said they spend an average of

at least '2-3 hours' gaming On average how much time per day do you
online per day; 23% of boys spend gaming online?
and 7% of girls said they spend 100% B o ihan g hons
more than 4 hours gaming 0 1h - _04 ho:r: N
online. 60% Wm O i
Harmful content 0 2e% 30% 121
. 59% of bOYS and 75% of girls 20% _l ™ Less than an hour
said they would inform a 0% fox
responsible adult if they were o e Boy SR
sent something online that Ll Year6

upset or embarrassed them,
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In the last few weeks, | have often felt happy: Year 6 pupils who 'agree’ or 'strongly agree’
m that they have often felt happy in the last few
Strongly agree 25 21 weeks.
FSM 77%
Agree >4 €0 SEND 74%
Disagree 15 14 AF 67%
YC 84%
Strongly 6 5 Not both parents 77%
disagree EAL 81%
EM(excl.W) 81%
EM(incl. W) 82%
Sadness . . b L o
* 28% of boys and 40% of girls said Boy 83%
they 'agree’ or 'strongly agree' Al 80%
that they have often felt sad in 0% 20% 40%  60% 80%  100%
M Not significant M Significantly worse [ Significantly better
the last few weeks.
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Internet Safety How safe :: sv:cl: afle:evg:;n youare

* 98% of pupils said they know how 100%
to stay safe online. 5% i i I don't use
* 30% of males and 45% of females M Very safe
57% 60%

i G 60%
said the}/ would |n.form a -3
responsible adult if they were sent 40%

. . 44% " Not very
something online that upset or 2% A safe
embarrassed them, while 12% of oo LiS31y 8%y g 6% - let safe at

. a
males and 10% of females said Male  Female  Male  Female
they would tell no-one. Year8 Year 10

D
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* 53% of males and 64% of
females said they spend an

average of at least '2-3 hours On average how much time per day do
on social media per day; 21% you spend on social media
0 100%
of males and 28% of females o i oceibandhous
said they spgnd more than 4 10% 4 hours
hours on social media. 6o% | 17% i
26% 12-3hours
w% | 20% ~ o
Harmful content 20% Ledhows
2
* 30% of males and 45% of = 17% %_ = Less than one hour
females said they would o
. . . Male Female Male Female
inform a responsible adult if
Year 8 Year 10

they were sent something
online that upset or

. embarrassed them. -
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* 58% of males and 73% of

. How often do you...?
females said they at least e e At ;
, . , 100% % responding 'sometimes' or 'often

sometimes' worry about the o

future. 80%
* 32% of males and 61% of
females said they at least
'sometimes' struggle with
their body image. 20%
* 7% of males and 14% of
females said they at least

60%

40%

14% 149
8% 2%14'6

0%

Find yourself Worry about Struggle with  Hurt/harm

'sometimes' hurt/harm introubleat  the future  your body yourself
themselves; 73% of pupils said school image
M Year 8 Male M Year 8 Female

\ '
they never' do. m Year 10 Male m Year10Female

D
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« YMCA Downslink commissioned ran 6 workshops across
secondary schools in Sussex on experiences of 50 young
people aged between 12 - 15 years around online usage, and
what they would like to be different for young children.
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What young people told us o
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1. Parental controls and gradual access
. Many young people described having parental restrictions in place

Mixed feelings with some feeling protected and others feeling
frustrated and left out

2. Addiction and screen times

. Strong awareness and feeling of digital addiction, with impacts on
productivity, sleep and emotional wellbeing
. Shame about amount of time spent online and feeling that apps like

Snapchat encourage usage

3. Negative mental health and emotional impact
. Insecurity from comparison with others was one of main concerns

. Exposure to distressing content and lack of reporting from fear of
judgement/punishment

D e



What young people told us -
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4. Social media and identity

. Pressure to present idealised versions of self, and high levels of
discrimination around race and sexuality.
. Can be a good way to find ‘your people’ and to explore interests.

5. Online safety and risk awareness

. Common experience of inappropriate messaging across all platforms
but not a major concern (as understand when it is happening due to
lessons on itf

. Easy to be scammed or ‘catfished’, shame around this.

6. Platform specific experiences
. YouTube seen as safest; Snapchat worst for grooming and spam.

X (Twitter) noted as high exposure to violence and disturbing content
(though not used by many young people).
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« Most safety advice from parents (although their understanding was
limited) and most self-taught safety practices or from peers

« More guidance needed for parents on age-appropriate apps and
boundaries around screentime

+  Recommended improvements to school learning:
«  Should start earlier and include parents (from Y2-3)
«  More focus on online risks and emotional impact
« Should include what is appropriate to post online
« Include role play scenarios and interactive lessons

«  Should be from external experts or peers- need to know more than
students to be impactful!

D e



Next steps for this work
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«  Sharing full results at event with young people in November/ December
¢  Co-production of recommendations with CYP and schools
*  Further work programme following this event

Support for Schools — more information on the tables

* Thriving in Education — Mental Health and Emotional wellbeing offer to
schools

* Horizons (Includes formerly named Multi-agency Mental Health in Education
Triage) to help identify anglrespond to presentations of children in school
which might progress to the point of a mental health crisis, self-harm, or
potential risk of suicide.

« Safeguarding in a Digital Age Training— WSSCP
* Self-harm and Online Safety Webinars — Self-Harm Learning Network
« Keep Children Safe Online: Information, advice, support - Internet Matters

« And WSCC digital safety team
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WSCC digital safety support and work in
West Sussex

Alex O’Keeffe, Community Safety Manager, lead for digital safety,
West Sussex County Council
Claudia Wilson, Digital Safety & Fraud Prevention, Delivery Officer

D
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Claudia Wilson

Digital Safety & Fraud Prevention
Delivery Officer




WSCC Digital Safety School Package @3‘(5@%@

» Our Digital Safety School Package
supports schools with the delivery of
key online safety learning and
provision as part of the RSHE
curriculum.

+ The package also enables schools to
meet the online safety requirements as
set out in ‘Keeping Children Safe in
Education’.




Curriculum Integration o west
Covers key RSHE count
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themes

. _ . Recognising
Online friendships grooming,

& relationships exploitation &
manipulation

Managing digital Understanding mis-
footprint & information &

reputation media influence

Equips staff with
knowledge &
confidence to

support children

with online safety
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Primary —focus on safe use of internet, boundaries, reporting concerns

Secondary— fexplores more complex topics like: sexting, radicalisation, &
cyber-bullying
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Staff training & parent confidence @’west

1.5 hours
of staff
training -
Staff training &
parent

engagement

Safer children

online

Provides
parent
webinar &
newsletters



Education for Safeguarding (E4s)

« KS1, Ks2 & Ks3 lesson plans and
resources available

« Resources & book packs

« Links to further training and information

« ed4s@estsussex.gov.uk

2% west
sussex
county
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Education for
Safeguarding in West
Sussex Schools

i Get Started >
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Package Purchases for 2025 @g‘(,ﬁgﬁex

Purchases

= Primary = Secondary
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WSCC Digital Safety School Package & Parent Webinar @‘s"(ﬁsstex
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The WSCC 2024/25 Digital Safety School’s package is available to purchase on WSSFS.

Core package offer £129 per annum:

1x staff session via webinar — 1.5hrs to cover online risks and teaching resources

1x live parent webinar session that can be booked onto via a private link. (4 dates to
choose from)

Staff resources document to compliment the training

Seasonal eNewsletter for parents - 1 per quarter

Additional options available:

In person staff session in place of webinar

In person parent session

Assembly (choice of 6 set topics) — primary or secondary level
Assembly (bespoke to meet school’s requirements)
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Financially motivated sexual extortion -
Response to sextortion

Alex O'Keeffe
Community Safety Manager

Staying

safe online

www .westsussex.gov.uk/staying-safe-online
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What is financially motivated sexual extortion? @végﬁsn%

council
« Victims are contacted online, often via social media or sharing platforms and
are encouraged to send videos or pictures of an explicit nature. The criminals
then threaten to post them online or send a copy to friends or family unless

they are paid money.

« This is a form of blackmail known as sextortion.
‘Sextortion' is the short name for 'financially
motivated sexual extortion’.

sussex.gov.uk/staying-safe-online
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* Quarterly fraud data - April to June 2025
+ £54.09K was lost this quarter
« Sextortion accounting for 9.9% of reports

Courier Fraud/Impersonator
Doorstep Crime and Rogue Traders
* 43.3% victims aged 0-29 years Dating & Romance
Sextortion
Investment & Fraud Recovery

+ 13.39%b of victims were female & 86.6% were

male Banking/Card Fraud [
* 44.4% payments methods were iTunes Financial Abuse - Known Person
Phishing
vouchers

*+ 16.6% Victims contacted via Instagram

Op Signature sextortion data breakdown —
April to June 2025

WWW .Westsussex.gov.uk/staying-safe-online
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« Engagement with Crawley

schools

« Survey created
898 visits, with 346 total participants

« Literature Review
We worked with Public Health and conducted Marc
2024 - understand the full extent of this fraud type.
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+ Posters

 Bus shelter campaign

« Train stations

* Further work with
schools

* Project group

Sharing best practice

Digital Safety and Fraud Prevention team
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VW .westsussex .gov.uk/staying-safe-online
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Questions and discussion
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Impact of online line harms on children
young people and schools: Sussex
Police

Daniel Sykes, Cyber Protect Officer, South East Cyber
Team

D
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UK Children's Daily Time Use, 1975-2015
Percent Change Since 1975
\,
E ‘ - Screen-based activities \
52 ot
% ‘ Homework \
o [\
,/‘/ /

Annual ( i
Lo Socializing out of the home

@

Outdoor Play

-40 1 | ' 1

1980 1990 2000 2010

Chart: Zach Rausch * Source: Mullan 2019 - Get the data * Embed + Download image + Created with Datawrapper







B c
Cyber Protect
for Vour_ig People

Hh e

B




cyberprotect@serocu.police.uk FEENSEEESE— !‘W

g




o

west

—

|SUssex







