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About VeraSec Technologies

VeraSec Technologies LLC is a pioneer in Artifact Identity Security
(AIS), focused on moving the security context from the infrastructure
directly to the file itself. While traditional security models rely on
centralized systems to establish and maintain trust, VeraSec’s
patent-pending VeraFile technology empowers files to carry their own
verifiable identity - preparing them for an actual Zero Trust world.

Operating at the forefront of Portable File Identity (PFI) technology,
VeraSec invented the Validation Integrity Key (VIK) process. Using
compact VIKs derived from a file's contents, filename, and metadata,
VeraFile allows files, signed documents, ZIP packages, Al-generated
artifacts, and high-assurance deliverables to be validated locally and
repeatedly across systems, repositories, disconnected
environments, and downstream workflows.

VeraFile is designed for enterprise Al, Zero Trust, regulated industries,
legal evidence, software distribution, defense, air-gapped
environments, critical infrastructure, and any workflow where digital
files must remain trustworthy after they leave the system that created
them. VeraFile helps organizations set up durable, portable trustin
every digital asset, signed or unsigned - wherever it travels.

About The Publisher

Brian Hajost (bhajost@verasec.net) is a cybersecurity entrepreneur
and technologist with more than 30 years of experience in
information security, compliance automation, and trusted computing
systems.

As the founder of SteelCloud, he pioneered the automation of DISA
STIG and CIS benchmark compliance for the DoD, federal agencies,
and enterprise customers. Brian holds 15 patents in information
technology and mobile security. In 2022 he was named one of the
“Top 10 Most Influential People in Cyber Security” by CIO Views.

His current work focuses on solving what he describes as the Artifact
Identity Problem - the absence of durable identity for files as they
move across distributed infrastructures and untrusted networks.
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Addressing Al’s Artifact Integrity Problem
A Portable Integrity Layer for Al-Generated Files

How VeraFile lets Al-generated files prove they are still the files that were generated,
sealed, approved, or delivered

Executive Summary

Artificial intelligence has become a high-volume file-production engine.

Organizations no longer use Al only to answer questions or summarize text; Al systems
now create durable artifacts - reports, presentations, spreadsheets, images, video, source
code, contracts, compliance matrices, software packages, and complete work products.
Once created, these files leave the Al session. They are downloaded and can be renamed,
edited, emailed, stored, compressed, converted, signed, forwarded, filed, reviewed, and
eventually relied upon.

That is where the Al file-integrity problem begins.

Most Al-trust discussions ask whether content is true, biased, infringing, or synthetic.
Many high-value Al outputs eventually become files, and once they do, every file can
change. - renamed, subtly edited, stripped of metadata, converted, repackaged, and
separated from the system that made it, then later presented as an authoritative Al artifact
even though it no longer matches the original output.

Those are important issues, but they do not fully address a more basic operational
question: Is this the same file that the Al system generated, approved, and exported?

That question is becoming critical.

Current Al integrity and provenance methods help, but they are incomplete. Metadata can
be stripped; watermarks are format-dependent and media-specific; PKl signatures are
powerful but heavyweight; they can be stripped, invalidated, or replaced only by another
signing event, and they generally do not bind the operational filename to the file’s integrity
state., and cover afile's bytes but not its name; repository logs prove what happened
inside the repository, not what happened to a file after export; detached manifests are
fragile; cryptographic hashes are strong but operationally cumbersome; and content
credentials add valuable provenance context without providing a simple, portable, file-
level integrity check across every file type. Just as important, nearly all of these are applied
to only a small fraction of the files Al produces, leaving the majority with no integrity
mechanism at all.
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The Al era needs a file-native integrity control. VeraFile seals the file as a self-
validating artifact.

VeraFile makes file validation portable through a compact Validation Integrity Key (VIK)
derived from the file's contents, its base filename, and its metadata. The VIK travels with
the file - included in the filename itself. A validator can later recompute it to determine
whether the file remains intact, whether it has been renamed, resized, altered, or
reconstructed. Because the VIK is bound to both content and name and rides in the
filename, integrity travels naturally with the artifact rather than with the environment that
produced it.

A VIK establishes integrity: whether a file still matches its sealed state. It does not, by
itself, establish truth, and it does not, by itself, establish origin.

The integration model is simple: the Al system generates an artifact, the artifactis
rendered to its final bytes, VeraFile seals the file, and the user receives a self-validating
artifact. VeraFile does not replace C2PA-style content credentials, watermarking, PKI,
hashes, or repository logs; it adds the compact, portable, file-bound integrity signal those
systems lack, and it can validate locally - including in air-gapped environments - without
cloud reach-back.

The Al world is creating more files than ever. Those files need to prove what they are.

ﬁhe File Name Is Outside the Trust Boundary \
Hashes and signatures protect the content. Neither binds the name. VeraFile does.
TRADITIONAL INTEGRITY WITH VERAFILE
Trust boundary — name now included

P
! FILE NAME ;
: final_orders.pdf — can be renamed freely :

FILE NAME + VIK
final_orders.[VIK].pdf

File content (bytes)

the only thing inside the boundary

File content (bytes)

verified by hash / signature as before

( N s N
K v Hash J K v Signature /
- Rename or alter - validation fails

verify bytes / signer — say nothing about the name the (content, name) identity is the protected artifact

e —— , S /

VeraFile gives Al-generated artifacts a portable integrity identity. By combining keyless
architecture with offline local recomputation, VeraFile enables enterprises to seal 100% of
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Al-generated files at the exact moment of creation, ensuring portable, fail-secure trust
across connected clouds, enterprise repositories, and air-gapped enclaves.

Al Has Become an Artifact Factory

The first generation of generative Al was experienced largely as text in a chat window: a
user asked a question, received an answer, and perhaps pasted it elsewhere. That model
is already outdated. Al systems now produce files directly - documents, PDFs,
spreadsheets, slide decks, images, code, archives, audio, video, structured data, and
complete work products. Enterprise Al systems produce them through automated
workflows in which agents gather information, analyze it, generate deliverables, and
package outputs for review or operational use.

This changes the risk surface.

A conversational response is transient while a file is durable. A file can become a contract
exhibit, a board record, the basis for a procurement decision, a software dependency, a
medical or financial work product, or part of a government record. It can be used in
litigation, audits, regulatory filings, and mission operations. Once Al-generated content
becomes afile, it must be governed like any other high-value digital artifact. An
organization needs to know who or what created it, when, whether it has changed since,
whether it has been renamed or converted, whether it still matches the approved artifact,
and whether it can be validated later without returning to the originating platform, after
metadata is stripped, or inside an air-gapped environment.

Most Al governance programs today focus on model risk, prompt controls, data leakage,
hallucinations, copyright, bias, and synthetic-media labeling. Those are important, but
they do not solve the most basic artifact-integrity problem.

Al-generated files need their own integrity architecture, and it needs to be portable.

The Core Problem: Artifact Integrity, Not Content Provenance

The Al file-integrity problem can be stated simply: after an Al system produces a file, how
can anyone prove that the file being used later is the same file that was generated, sealed,
approved, or exported? This is harder than it sounds. A file may be generated in a platform,
downloaded, renamed, edited locally, uploaded to a document system, converted to PDF,
signed, zipped with supporting files, emailed externally, stored in a repository, extracted,
and later reintroduced into another Al system. Every step is an opportunity for integrity to
be lost.
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The risk is not only malicious tampering; ordinary workflows create it. A user changes a
sentence but keeps representing the file as Al-generated. A draft is renamed to look final or
approved. A generated spreadsheet is modified after export. A ZIP package is rebuilt with
similar but not identical contents. Metadata showing Al origin is stripped in transfer. A legal
or audit team cannot later prove which file was originally produced. The artifact may have
begun in a controlled environment, but its trust degrades as it moves - and Al produces
artifacts faster than manual review, detached manifests, or metadata-based provenance
can keep pace.

It helps to separate the questions the Al-trust market routinely conflates.
e Content provenance asks where content came from.
e Al detection asks whether content was generated or modified by Al.
e Watermarking asks whether media contains a detectable embedded signal.

e Digital signing asks whether the object was signed by a private key
associated with a trusted certificate or signing identity.

e Repository control asks what happened while a file was inside a managed
system.

Artifact integrity asks a different question entirely: Is this exact file, with this name and
these contents, still the file that was sealed? With Zero Trust principles in mind, one
must ensure integrity while never trusting the network.

VeraFile is focused on that last question, because for most enterprise workflows the
immediate concern is not whether a file is "real" or "fake," but whether it has changed
since the trusted moment of its generation. VeraFile turns that trusted momentinto a
portable validation identity event.

Zero Trust and the Artifact Layer

Atits core, the problem just described is a Zero Trust problem. Zero Trust replaced the old
assumption that anything inside the perimeter could be trusted with a simpler rule: never
trust, always verify. Most Zero Trust investment applies that rule to actors and channels -
identity, device posture, network segmentation, and least-privilege access. But the artifact
flowing through those channels is typically protected only by encryption in transit and by
access control, and once itis decrypted, downloaded, forwarded, or carried beyond
controlled systems, it carries no self-verifying integrity of its own. The file is the one
element of the workflow that Zero Trust architectures most often leave implicitly trusted.

VeraFile extends the same discipline to the artifact itself. "Verify explicitly" becomes
recompute the VIK at every hop and on every ingestion, so that afile is trusted because it
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validates, not because of where it came from. "Assume breach" means treating every file
as potentially altered in transit and requires it to prove otherwise - with tamper-evidence as
that proof. "Never trust the network; grant least implicit trust" becomes let the file validate
with no reliance on network reach-back, repository memory, or platform trust - which is
exactly what allows verification to continue across organizational boundaries and into the
disconnected enclaves that perimeter-oriented Zero Trust controls cannot reach. In Zero
Trust terms, VeraFile operates in the data pillar: it makes the artifact self-describing and
self-verifying, so that "never trust, always verify" reaches the object and not only the actor
and the connection.

The boundary is worth stating precisely: VeraFile is not a Zero Trust platform. It does not
replace the identity and network-centric controls at the heart of a Zero Trust architecture.
What it adds is the artifact-layer control those architectures ignore: portable, file-bound
integrity that travels with the data and can be verified anywhere. VeraFile does not
compete with Zero Trust; it completes it at the file level.

Why Al Makes File Integrity Harder

File integrity has always mattered; what changes with Al is scale, speed, ambiguity, and
automation. Al increases artifact volume - a single user can produce many reports,
spreadsheets, and packages in one session, and an agent can generate thousands
automatically, at a velocity traditional file governance was never designed for. Al blurs
authorship, because one artifact may be human-authored, Al-authored, Al-edited, Al-
translated, and Al-packaged, so a simple "created by" field is no longer enough. Al creates
false authority, because a polished, professionally formatted output can appear
authoritative even when it is a draft, incomplete, hallucinated, or modified after
generation; integrity does not prove correctness, but it can prove whether the artifactis the
same one that was generated or approved.

Al artifacts also move across platforms - beginning in one system, edited in another, stored
in a third, compressed, and later transferred to a disconnected environment, with no single
platform controlling the full lifecycle. Al provenance is fragile, because provenance
metadata can be lost during conversion, copying, screenshotting, printing, scanning, or
compression, so a control that depends on surviving metadata cannot be the only control.

Al introduces packaging problems, because Al workflows generate multi-file deliverables -
code projects, diligence packages, evidence bundles - where integrity must apply to the
package as a whole and not only to individual files. And Al validation may need to happen
offline, in government, defense, industrial, legal, and healthcare settings that must
validate artifacts without contacting the originating platform. Together these conditions
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make Al file integrity a distinct problem, not just an extension of ordinary document
management.

The Limits of Existing Controls

Several technologies already address parts of the Al-trust problem, and VeraFile is best
understood as complementary to them rather than as a replacement. The table below
summarizes what each control answers well and where it falls short for portable, file-level
artifact integrity.

The question it answers well  Its limit for Al artifact integrity

Metadata & Where did this content come from, Can be stripped, unsupported by a format, or
content and what was done to it? invisible to users without special tools; not a
credentials universal, file-level integrity check.

Watermarking & Was this media likely Al-generated or  Media-specific; does not apply cleanly to
fingerprinting traceable to a source? spreadsheets, code, or archives; affected by
compression, cropping, and re-encoding.

PKI signatures Was this object signed under a valid Beyond simple PKI validation, actual integrity
certificate? depends on chains and revocation; covers bytes, not
the filename; applied to only a small share of Al files.
Signatures can be stripped in downstream
workflows, and recipients may not know that a
signature was even expected.

Cryptographic Are these the same exact bytes? Long and detached; humans compare them poorly;
hashes the hash becomes another object to protect and
match at scale.

Detached What files, sizes, and versions Separate from the files they describe; can be lost,

manifests belong to this set? mismatched, or ignored; files are not self-validating.
Manifests are only as good as the protection
measures around them.

Repository & What happened while the file was Do not prove the integrity of a downstream copy once
platform logs inside this system? the file has left the platform.

Blockchain / Did this hash exist at this time? Still must bind proof to the file in a usable way and
external typically require tools and connectivity for routine
attestations handling.

The pattern across the table is consistent: each control answers a real question, but none provides
a simple, portable, human-readable, file-bound integrity identity that travels with arbitrary Al-
generated files and validates locally - and each of the techniques above are typically applied to
only a small subset of files. That is the gap VeraFile is built to fill, and the section on “Strengthening
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Existing Controls” describes how VeraFile strengthens these controls and closes gaps rather than
displacing them.

VeraFile's Approach: The Validation Integrity Key (VIK)

VeraFile creates a compact Validation Integrity Key for a file, derived from the file's
contents, its base filename, and its metadata. The VIK can be embedded in the filename,
so it travels with it — everywhere it goes. The governing design principle is that the file
should carry enough integrity information to validate itself — in any infrastructure, at any
time, without a separate manifest, repository query, cloud service, or hidden metadata. The
validation marker is compact, human-readable, and locally recomputable.

For Al-generated files this produces a natural pipeline: the Al system generates the artifact,
the renderer produces the final file bytes, VeraFile seals those bytes, the file is delivered
carrying a VIK, and later a validator recomputes the VIK. Any mismatch shows that the file
no longer corresponds to its sealed identity. VeraFile does not alter the model, judge
whether content is

true or classify /Anatomy of a VIK \

whetheritis The filename becomes a control plane: a compact, human-readable validation identity.

synthetic; it
ensures the file final orders ua | n9Hb34Pd -
output can later | |

prove whether it is Status

i H indicator Validation key
still the same file. Base62 of Baseds
That makeS Base Filename 4-13 characters
. Bound into the VIK - Ext -
VeraFile the renaming breaks validation Key length xtension

artifact-integrity
Policy-routine ID
laye r for Al. \ 10f 62 characters - selects public / private / High Trust routines /

Why binding the filename matters

Most integrity systems protect only contents. VeraFile treats the base filename and the
contents together as one trust object, because filenames carry operational meaning -
indicating final or draft status, customer, mission, version, approval state, classification,
case nhame, evidence ID, release, or reporting period. In Al workflows a misleading filename
is itself arisk: a draft renamed to look approved, a preliminary report renamed as final, a
test script renamed as production-ready. A conventional content hash does not detect
improper renaming, because the bytes are unchanged. Because the VIK is derived from the
base filename as well as the contents, unauthorized renaming breaks validation, turning
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the filename into part of the integrity boundary - precisely where humans place their trust
when they read an Al output's name.

What VeraFile proves and what it does not

The value of the VIK depends on being exact about its guarantee. In the portable public
routine, the algorithm is open and the VIK is recomputable by anyone, like a hash can be
recomputed by anyone. This is ideal for detecting accidental change/drift, corruption,
tampering, and renaming - the failures behind most real-world integrity loss - and it does so
anywhere, online, offline, with no infrastructure. It is tamper-evident because any change
to the file contents, size, or protected filename causes validation to fail unless the file is
resealed. Stated plainly, a change or substitution "fails validation" only if the file is not re-
sealed; the public routine catches the accidental and the casual tampering, while Private
and High Trust routines provide a higher level of trust since an adversary cannot effectively
recalculate VIKs.

A note on uniqueness. With a sufficiently long key, VeraFile effectively guarantees a unique
filename for every file it seals, with no keys, coordinator, baselines, or database lookup -
uniqueness falls out of the computation itself, the same coordination-free principle behind
content-addressed storage and universally unique identifiers. “Effectively” is the accurate
word: the guarantee is probabilistic and overwhelming in any realistic namespace, not an
absolute over every file that will ever exist.

The Sealing Spectrum: Public, Private, and High Trust

VeraFile supports three architectural modes, which can coexist in a single deployment. The
distinction matters, because each mode addresses a different threat model and
deployment environment. A single VIK format can carry very different guarantees
depending on the sealing routine used, which a routine identifier records so a validator
always knows which guarantee it is relying on.

Public Mode: Portable Integrity and Anti-mislabeling

The standard VIK routine is open and standardized. Public Mode does not prevent a party
from creating a new valid VeraFile name after changing a file. Its purpose is different: to
make unauthorized change, drift, corruption, and mislabeling evident whenever the
recipient has an expected sealed filename or trusted reference point.

Because a tampered file must carry a new VIK, it presents as a different filename and is
therefore caught by any recipient who knows the name they were supposed to receive. The
human-readable VIK makes that expected name something you can put on a transmittal
sheet, send in an email, or hold in an operator's memory - no infrastructure required.
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The honest boundary: because the routine is public, a knowledgeable party can edit a file
and compute a fresh, internally consistent VIK. Public mode is therefore an integrity and
anti-mislabeling layer, not, on its own, a defense against a determined adversary. For that,
protection of the file name would be required. While this may seem much like a hash, in
reality, VeraFile only requires the protection of the filename, whereas hashing requires
protection of the file, the file name, the hash and the binding/digest.

Private Mode: Substitution Resistance

The derivation routine incorporates organization, tenant, domain, or policy-specific secret
material (a private salt or pepper, a protected reduction routine, rotating secrets with
legacy validation). An outsider holding the file and its visible name cannot reproduce a
valid VIK.

This converts the VIK from a public integrity marker into an organization-controlled trust
artifact, and it is where adversarial claims belong: a tampered or substituted file cannot be
made to validate without the secret, and the check still runs locally and offline on systems
that hold the routine. This is the mode for classified, controlled, partner, supply-chain, and
program-specific use.

High Trust Mode: Governed, Monitored, Highest Assurance

VIK creation and validation are split between a local component and a central protected
service. The local side hashes the file and collects inputs; it can send only derived or
anonymized values (content hash, name hash, size hash, policy identifier) so that
filenames and content need not leave the enclave. The central service applies a protected
routine, returns the VIK or result, logs and throttles requests, detects brute-force patterns,
enforces routine authorization, and manages secret rotation. This mode is appropriate

Three Trust Modes — What Each Guarantees
All three can coexist; one validator handles them concurrently, reading each file’s VIK.

PUBLIC PRIVATE HIGH TRUST

Open, standardized routine Secret material in the routine Split local + central routine
Anyone can recompute the VIK. Outsiders cannot reproduce a Protected routine, governance,
No server, key store, or registry. valid VIK — even with the file. and abuse monitering.

+ corruption & truncation v everything Public catches v everything Private offers

+ stale / mislabeled files ¥ tamper & substitution by v secret rotation

a determined adversary

+ rename without re-seal v brute-force detection on

+ naive substitution 7 still local & offline short, human-readable tags
X determined adversary who # content can stay in enclave

re-seals (knows the routine)

Portable integrity & anti-mislabeling Classified, controlled, supply-chain Highest-assurance, governed use

Adversarial resistance comes from the keyed modes; Public mode is integrity and anti-mislabeling
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wherever a short, human-readable tag could invite brute-force attempts - the central
service can monitor and block exactly that behavior.

A Note on VIK Length

AVIKis 4to 13 Base62 or Base36 characters. VIK length should be selected based on the
expected population of files sharing the same base filename and the risk level of the
workflow. But length interacts with the threat model. Short keys should be reserved for low-
stakes or collision-only purposes. Longer VIKs should be employed for sensitive data or
data that is subject to adversarial attack.

A single validator handles multiple Base62 Character Set (A-Z, a-z, 0-9)

routines concurrently. Because each VIK VIK | Entropy Collision Risk
encodes its own length and policy- Length| Bits 1,000 Files 10,000 Files
routine identifier, one validator can 4 23.8 3.320% 96.6%
process a mixed population of files - 6 35.7 1in 113,700 1in 1,100
varying VIK lengths, and multiple public, 8 47.6 1in437M 1in4.4M
private, and High Trust routines - 10 595 1in1.7T 1in16.8B
choosing the correct routine for each 12 71.5 1in9,000T 1in64.3T

file.

Where VeraFile Fits in the Al Pipeline

The right place to integrate VeraFile is not inside the language model but inside the artifact-
production layer: model output, then artifact renderer, then final file bytes, then the VeraFile
sealing step, then delivery of the sealed file. This matters because the final artifact often
differs from the model's raw output - a PDF renderer, spreadsheet builder, image encoder, or
archive packager produces the final bytes - and the seal must apply to the actualfile the user
receives, not an intermediate representation.

In practice a user requests a deliverable, the Al generates content, the artifact service
renders and seals the file with a VIK, the sealing event is logged, and the user downloads a
sealed artifact that a recipient can validate later. For enterprise platforms this can be policy-
driven - sealing all artifacts, only final artifacts, only regulated artifacts, only files exported
from certain workspaces, or packages before external delivery - which makes VeraFile a
native artifact control rather than a user-initiated afterthought.

A worked example, stated honestly

Consider a user who asks an assistant to produce a board-level Al-risk report as a PDF. The
system generates the content, renders the PDF, and applies VeraFile sealing before the file
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is available, delivering something like Al_Risk_Report_Final_V8a_K7pQ92dF.pdf. If the
routine is public, the platform can accurately report portable, offline integrity: later, anyone
can check locally whether the file is intact and whether it has been renamed.

If the platform also needs to assert that an authorized process sealed the file, it should use
a signature-backed routine so that assertion is verifiable offline - a symmetric issuer-only
claim would require reach-back and should not be presented as offline-verifiable.
Presented this way, the status shown to the user is honest: "sealed at creation; portable
integrity; renaming and content change are detectable; authorized-issuer seal verifiable via
public key."

If someone later edits a paragraph, renames the file to imply a different approval status, or
substitutes a different report, validation fails against the sealed identity - with the one
caveat, in the public routine a party who re-seals can produce a fresh valid VIK, which is
why an authenticated routine is used wherever origin must be proven.

Artifact Types in Practice

The same mechanism applies across the file types Al produces, with the emphasis shifting
by artifact. For documents, reports, memos, contracts, board materials, compliance and
legal work product, VeraFile seals at creation or approval so that afile later reviewed as
"the original" can be shown to match or shown to have diverged; integrity is not truth, but
without it, approval and review cannot be reliably attached to a file.

For spreadsheets, which are especially risky because a single altered formula, cell, or
hidden worksheet can change the meaning of a financial model or control matrix, sealing at
export gives a clear valid-or-invalid status that survives renaming and local editing. For
source code, scripts, and infrastructure-as-code, VeraFile can seal at generation,
developer acceptance, review, build, release, or offline-install, giving code a portable file-
level validation identity outside the repository - important because code so often leaves
controlled systems in tickets, attachments, and offline transfers.

For images, audio, and video, VeraFile adds artifact integrity on top of provenance: a
generated media file may carry a watermark or content credential, but it can still be
renamed, recompressed, stripped of metadata, or repackaged, and VeraFile detects when
the specific file is no longer the approved artifact - protecting, among other things, the file
that carries the watermark.

For ZIP and multi-file packages - VeraFile supports layered validation: seal each
component, seal a manifest where appropriate, and seal the container itself, so a recipient
can tell whether each file is intact, whether the archive was reconstructed, and whether a
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component was substituted, added, or removed. Crucially, because components are
sealed individually, integrity survives extraction from the ZIP rather than ending at the

archive boundary.

mission_pkg.V7c RtdW.zip

LAYER 1 - child VIK on every file

intel summary.V7a_kP3n.pdf

target grid.V7a_9mZx.csv

overlay map.VW7a_2bQ8.png

/Container Protection: Three Layers of Integrity

A ZIF archive or PDF envelope Is sealed as a whole and file-by-file — child VIK = manifest - cantainer VIK.

Three layers of protection

. Layer 3 — Container VIK
the whole archive as one portable antifact

B Layer 2 — Manifest

expected names, VIKS, sizes, hashes, polic

B Laver 1 — child VIK

every file validated on its own

Tells apart four conditions one container hash blurs:

1. container changed, children did not

\

y

2. one or mara children changed
LAYER Z + manifest 3. internal names or paths changed
- 4. membership or structure changed
% manifest.VTh_LgSs.jsan

intel sumeary.pdf - ¥7a kP3n - 18 KB [
- target_grid.csv - ¥7a_9nZx - 4 KB

overlay map.png - ¥7a_2b0E - 96 KB

Transport-only?
Each child VIK rides with its file — extracted files keep

validating dewnstream, long after the archive is gone,

- J

Strengthening Existing Controls

C2PA-style Content Credentials - VeraFile's posture toward the rest of the trust stack is
additive. Alongside C2PA-style content credentials, it seals the file that carries the
credentials, adds filename-level binding that provenance manifests do not, extends to
non-media files where content-credential adoption is thin, and provides a compact, visible
status marker and local validation where credential inspection requires trust lists or
specialized tools. The better model is layered: content credentials explain provenance,
and VeraFile verifies artifact integrity.

Watermarking - Alongside watermarking, VeraFile seals the file that contains the
watermark, creating two complementary layers - the watermark indicating likely Al origin,
the VIK proving the specific file remains intact.

PKI - Alongside PKI, VeraFile can seal the final signed artifact after signing (ideally as one
unified finalize-and-seal step), add filename binding a signature does not provide, and
offer local integrity validation in environments where certificate-chain and revocation
checks are unavailable; PKI proves signature authority, VeraFile proves portable artifact
integrity, and because only a small share of Al files are ever signed, VeraFile also covers
the large remainder that PKI never reaches.
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Hashing & Manifests - Alongside hashes and manifests, VeraFile operationalizes the
same change-detection principle in a compact form that travels with the file, so users need
not manage detached hash lists; full manifests can still serve machine validation while
each component and the container also carry a VIK. And alongside repositories and
document-management systems, VeraFile extends trust beyond the platform boundary:
files sealed on export carry a portable integrity identity, so that when a file is later re-
uploaded the system can check whether it still matches its sealed state - supporting
export control, re-ingestion validation, legal hold, chain of custody, and records
management.

Air-Gapped and Disconnected Workflows

Many high-value Al artifacts must move into disconnected environments - defense,
intelligence, industrial control, critical infrastructure, forensic, legal, and classified
systems that use Al-generated artifacts but cannot depend on constant connectivity to the
originating platform. If a file's trust depends on reaching back to a cloud provider,
repository, or certificate authority, the model fails in these settings.

VeraFile's public and signature-backed routines address this directly: a file can be
generated and sealed in a connected environment, transferred across an air gap, and
validated locally without contacting the original platform. This suits tactical mission
packages, classified transfer, offline legal review, forensic evidence handling, and critical-
infrastructure operations, where connectivity may be limited, prohibited, or operationally
risky, and where integrity must be checkable at the edge.

Itis worth noting the one honest boundary: fully offline validation cannot consult live
revocation, so where near-real-time revocation matters, deployments should pair offline
validation with periodic re-synchronization or short-lived credentials.

Al Agents and Autonomous File Production

Agents strengthen the case for VeraFile, because unlike ordinary users they produce,
modify, move, and package files automatically across tools, repositories, mail, ticketing,
and code environments. As agents gain autonomy, organizations need to know whether an
agent-produced artifact remains intact - for a generated patch, a release note, an updated
compliance spreadsheet, a customer proposal, or a packaged bundle sent to a human
approver. Sealing each output as an artifact gives every agent-generated file a portable
validation identity that any downstream system can check.
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This matters most when multiple agents interact: when one generates a file, another
summarizes it, another packages it, and another sends it, artifact-level integrity is what
makes it possible to tell which file was produced at which step and whether it changed in
between. VeraFile provides the control point - seal the artifact at each trusted transition.

What VeraFile Does and Does Not Claim

A credible integrity architecture is explicit about its limits. VeraFile does not prove that Al-
generated content is true, accurate, or free of hallucination, and it does not replace human
review, model governance, content credentials, PKI, DLP, eDiscovery, repository control, or
secure software development. What it proves is narrower and foundational: the file being
validated either does or does not match its sealed identity - and, in an authenticated
routine, whether an authorized process sealed it.

That integrity fact is what makes the other assurances stable. A legal review means little if
the reviewed file is not the file later used; a content credential matters less if the file
carrying it has been altered; a human approval is weakened if the approved file can be
renamed or modified without detection; a repository record is incomplete if a downstream
copy cannot prove it matches the exported artifact. VeraFile does not replace Al
governance - it makes Al governance enforceable at the file level. And it says only what it
can prove: integrity always, authenticity when an authenticated routine is used, and never
truth.

Layering and threat-appropriate assurance

The right control depends on the value of the asset, and VeraFile is designed to sit within a
stack rather than stand alone. On the large population of low-value and high-volume files
that Al now produces, VeraFile would frequently be the only integrity control present at all -
which is precisely its contribution, since the alternative for those files is nothing. On high-
value files, VeraFile is an additional layer above the heavier controls those files already
warrant, and the layers are complementary rather than redundant because each closes a
gap the others leave open.

A PKI signature proves origin and covers the file's bytes, but not its filename, and it can go
dark in an air-gapped environment or where the certificate chain cannot be validated. A full
SHA-512 manifest provides collision resistance far beyond any compact key, but itis
detached, so it protects a file only to the extent that it is protected and, only as long as the
manifest stays matched to it and someone actually runs the check.

A VIK binds the name to the contents, rides in the filename, survives extraction from a
package, and gives a person a visible, offline, at-a-glance integrity signal exactly where the

Page 16|18



VeraSec

Technologies

other two are invisible or unreachable. On a high-assurance file an organization would
carry all three; an adversary would have to defeat the signature and the manifest, and the
VIK would still add the name-binding and offline human-visible check that neither of those
provides.

This resolves the natural objection about a determined well-resourced adversary. The
second-preimage work factor discussed earlier, is a property of a public VIK used in
isolation - and that situation does not arise for the assets where such an adversaryis in
scope, because those assets carry signatures and full-hash manifests as well.

In short: VeraFile is an additional, portable, name-binding integrity layer, not a replacement
for signatures or manifests. On low-value and high-volume files VeraFile will often be
the only integrity control present; on high-value files it complements the additional
controls, adding filename binding and offline, human-visible verification they do not
provide. In practice, these conditions should not be allowed to fall on the same file: high-
value files should carry signatures and manifests, which VeraFile helps protect, while
lower-value files often have no integrity protection without VeraFile.

Recommended Integration Model

For Al platforms, a straightforward model captures most of the value. Seal on generation,
so that a final artifact is sealed automatically when it is created. Seal on export, so that a
downloaded or exported file is sealed as its final bytes. Validate on upload, so that a sealed
file re-entering the system is checked and reported as intact or changed. Seal packages,
sealing components, manifests, and the container for multi-file deliverables.

Support authenticated sealing, using signature-backed routines where an authorized-
issuer claim must be verifiable - including offline - and reserving symmetric secrets for
cases where reach-back is acceptable. Support offline validation for disconnected
environments, and log sealing and validation events - the routine used, issuer identity
where applicable, and artifact status, for governance and audit. Applied this way, VeraFile
becomes a standard controlinside Al artifact production rather than a manual

fterthought.
atterthoug Where VeraFile Fits: the Al Artifact Pipeline

VeraFile

1 2 3 4 5

User requests -> Al model generates —> Artifact renderer -’ VeraFile seals '> Sealed artifact
a deliverable content final file bytes the final bytes delivered (VIK in name)

The seal applies to the actual final file the user receives — not the model’s raw output or any intermediate representation.
Integration lives in the artifact-production layer, so no change to the model itself is required.

| file then travels: download - rename - edit - email = ZIP = convert « air-gap transfer — and can be re-validated anywhere, offline 7 | 1 8

Seal at the moment of creation, when contents and intended name exist together and uncorrupted.
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Strategic Implications and Conclusion

Al will sharply increase the number of files organizations create, share, and depend on,
produced faster than traditional controls can review them, moving across platforms, and
often modified after generation. The market will need to distinguish three related but
different questions: is the content Al-generated, where did it come from, and is this file still
the same artifact that was generated, sealed, approved, or exported? Existing systems
concentrate on the first two. VeraFile addresses the third — a question that grows more
important as Al artifacts enter business, law, government, healthcare, finance, software,
critical infrastructure, and defense.

Organizations will not be able to rely on visual trust, platform memory, metadata, or user
discipline alone; they will need files that carry their own integrity state. VeraFile provides
that by deriving a compact Validation Integrity Key from a file's contents, filename, and
metadata; by binding integrity to the filename so operational identity tampering is
detectable; by validating multi-file packages; by complementing rather than replacing
content credentials, watermarking, PKI, hashes, manifests, and repositories; and by
supporting both portable offline validation and authenticated sealing for connected
environments.

The future of Al trust is not only knowing that content was generated by Al but knowing that
the file in front of you is still the file that was generated, sealed, approved, or delivered. That
is the Al file-integrity problem, and it is the problem VeraFile was invented to solve -
provided each claim is scoped to what its sealing mode can actually prove, which is the
discipline this paper has tried to model throughout.

ﬂeal Everything — Not the 2-5% \

Selective integrity is a cost compromise. At infrastructure speed, the blind spot disappears.

SELECTIVE INTEGRITY (TODAY)

s
= 95-98% unverified

L where attackers and accidents live J

Q sealed & validated unverified

Protect only the files judged important — often just final versions

VERAFILE: SEAL EVERYTHING

-

every file carries its own VIK

L no triage step, no class of files left out

= 500,000 small files / hour - single thread

When integrity runs at infrastructure speed, the honest Zero Trust move is to seal and validate evely.‘hy

>
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