
• Most black-box adversarial attacks use some variation of greedy select to find words to 

modify.

• Greedy select (and its variations) are inefficient since they check every word individually, 

which leads to at least n (the length of the text) queries before any modification of the text.​

• This inefficiency can be a barrier to researchers with fewer resources, as the size of models 

continues to grow.​

• We propose an alternative selection method BinarySelect which only requires 2*log(n) 

queries to find the first word to modify. ​

• We explore BinarySelect in both theoretical performance and apply it in the adversarial 

attack setting to measure its applied performance against greedy select. ​

Introduction

Theoretical Performance

Ablation Studies

• We introduce a variable k which restricts how many words the attack can modify and explore 

how this affects the performance gain of BinarySelect.

• We find a greater tradeoff with lower k.

• We verify that the tradeoffs hold with character-level attacks.

• We motivate future research by showing an increase in performance when combining greedy 

select and BinarySelect. 
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Greedy Select – Always requires n queries to find any amount of tokens to modify.

BinarySelect

• Best Case: Only 1 word required to be modified, 

2*log2(n) 

• Verified on IMDB dataset:

• Average Case: Approx. with BERT-attack, in the worst case (cannot re-use data structure), 

log2(n) ∗ 2 + log2(n/2) ∗ 2 + log2(n/4) ∗2 + ... + log2(n/(2k − 1)) ∗ 2 

• Verified on AG and IMDB: 

• Worst Case: Every word needs to be explored, 

• worse than greedy select
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BinarySelect to Improve Accessibility of Black-Box Attack Research​

Applied Performance

• We incorporate BinarySelect as part of an adversarial attack. 

• To compare fairly against greedy select, we use the same word replacement method (WordNet 

synonyms) for both.

• We test against 5 classifiers (Albert, Distilbert, BERT, RoBERTa, LSTM) across 3 datasets 

(AG News, Yelp, IMDB) and look at the drop in accuracy compared to the decrease in 

queries.

• We find a tradeoff, BinarySelect reduces the number of queries greatly, with some drop in 

attack effectiveness.



On the Robustness of Offensive Language Classifiers
Jonathan Rusert1, Zubair Shafiq2, Padmini Srinivasan1

Introduction
• Social media platforms are deploying machine learning based 

offensive language classification systems to combat hateful, 

racist, and other forms of offensive speech at scale.

• Robustness of offensive classification systems against 

adversarial attacks has not comphrensively explored.  

• We systematically analyze the robustness of state-of-the-art 

offensive language classifiers against more crafty adversarial 

attacks that leverage greedy- and attention-based word selection 

and context-aware embeddings for word replacement.

Threat Model
• Adversary tries to modify their offensive text such that 

the adversary successfully evades detection, but still 

preserves semantics and readability for humans.

• For feedback in modifications, the adversary has black-

box access to a surrogate classifier (different from the 

classifier used by the online social media platform). 

Offensive Language Classifiers
• NULI (Liu et al., 2019) – BERT based system trained to identify 

offensive language. During preprocessing, emojies are converted 

into English phrases and hashtags are segmented. The top 

ranked system in OffensEval 2019 (Zampieri et al., 2019)

• Vradivchev (Nikolov and Radivchev, 2019) – BERT based system 

trained on offensive language data. Preprocessing includes 

removing symbols (“@”, “#”), tokenization, lowercasing, splitting 

hashtags, removing stopwords. The second best system in 

OffensEval 2019.

• MIDAS (Mahata et al., 2019) – A voting ensemble of a CNN, 

BLSTM, and BGRU. The top non-BERT system in OffensEval.

• Offensive Lexicon (Wiegand et al., 2018) – Simple method that 

uses a lexicon of offensive words to classify.

• Perspective API – Public API which provides a toxicity score for a 

given text. We use a 0.5 threshold to classify text as offensive.  A 

collaborative creation between Jigsaw and Google. 

Proposed Attack (Obfuscation)
Selection

• Greedy Approach (GS) – Remove each word one at a time and calculate drop in classification 

probability for the text from the surrogate classifier. Remove words until label is flipped. 

Removed words make up list of possible replacements. 

• Attention Approach (AS) – Leverage BLSTM trained on offensive language. Examine attention 

weights during classification. Select word with highest attention weight to replace. Continue 

until label flips.

Replacement

Main 
Results
Test on OLID dataset 

(OffensEval 2019) 
(Table shown)

And SOLID dataset 

(OffensEval 2020)

Cases where the 
surrogate classifier is 
the same as the 
online classifier are 
not included as the 
accuracies easily fall 
close to 0.

Human Readability Study 
• Crowdworkers annotate attacked text. Take majority vote of 3 

crowdworkers per text.

Discussion
Comparisons:

• Compare against VIPER (Eger et al. 2019) and Grondahl (Grondahl
et al. 2018) character-based attacks. 

• We find that unlike the above attacks, the proposed attack is not 
easily defended against.

FT Embedding Analysis:

• FT embeddings move evasive substitute words closer to 
offensive probe words. 

• Updated embeddings learn creative replacements.

Verifying results:

• We verify results on a Reddit Moderation dataset and find similar 
outcomes.
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Evasion Embedding (FT)

We fine-tune pretrained 

(Pre) Glove embeddings on 

the Evasion set.

Evasion set created from 

subset of deleted tweets 

which were deemed as 

non-offensive by automatic 

classifiers. 
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Suum Cuique: Studying Bias in Taboo Detection with a Community 
Perspective
Osama Khalid†, Jonathan Rusert†, Padmini Srinivasan

Introduction
• To identify and mitigate bias, prior research has illustrated the 

need to consider linguistic norms at the community level when 

studying taboo (hateful/offensive/toxic etc.) language.

• We propose and test a method to study bias in taboo 

classification and annotation where a community perspective is 

front and center.

• This is accomplished by leveraging community language 

classifiers (CLCs) to represent community level language norms.

• These CLCs help identify bias in both taboo datasets and SOTA 

taboo classifiers. 

Community Language 
Classifiers (CLCs)
Construction:

• Fine-tune pretrained BERT-base-uncased with a linear 
layer on top. A softmax function is used to make binary 
classification on whether an input text belongs to a 
community or not.

• Models are built with publicly available data from select 
subreddit communities via Pushshift (Baumgartner et 
al.). 

• Subreddits are grouped into communities based on 
shared cultural/ethnic heritage determined using 
subreddit descriptions.

Model Validation:

• Verify CLCs on Reddit validation sets. 

• Use 0.85 as a threshold to determine whether text is 
highly aligned (belongs) to a community.

Bias in Taboo Classifiers
Identifying Bias:

• We calculate the Pearson correlation between a CLC’s scores and a taboo classifier’s scores.

• Use instances which a taboo classifier declared to be taboo.

• Ideally expect a negative correlation – higher taboo classifier confidence mapping to lower

community alignment scores and vice versa

Taboo Classifiers Examined:

• NULI (Liu et al.) – BERT based system trained on offensive language data. Top ranked 

system at OffensEval.

• MIDAS (Mahata et al.) – Ensemble of three deep learning models, CNN, BLSTM, and BGRU 

trained on offensive language data. The top non-BERT based system at OffensEval.

• Perspective – API created by Google and Jigsaw which returns toxicity scores of a given 

input text.

Bias in Taboo Datasets
Identifying Bias:

• Calculate the proportion of taboo labelled texts that are highly aligned with each CLC.

• Expect proportions to be tending towards zero since high alignment means  common 
utterance and thus within the norms.

• Also desire proportions to be even across communities or else a bias will be shown to those 
communities with higher proportions. 

Results:

Small Scale User Study
• Asked 2 African American and 2 South Asian participants to judge 

their respective texts as offensive/hateful or not.

• Selected texts which had high alignment with the CLCs and high 
taboo classifier scores.

• both SA annotators disagreed with the classifier assigned taboo 
labels in 60/78 cases (76.9%) agreeing only in 3/78 comments 
(3.8%), mixed results in remaining

• AA annotators disagreed with the classifiers for 27/80 (33.8%) 
comment. They agreed with the classifier’s taboo decision 31/80 
times (38.8%) and gave mixed judgements in 25%

Future Directions
• Large scale user study to further verify results

• Extend CLCs beyond communities defined by race and ethnicity

• Leverage CLCs to mitigate bias in future taboo 
classifiers/datasets.
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Results:

• Strong bias found against African 

American and South Asian 

communities.

• Correlations with other communities 

also far from ideal.
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