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The State and Future of Cyber
Insurance

The Object Management Group has issued a new

white paper prepared by its Cloud Working Group

and called "The State and Future of Cyber

Insurance." It is free and available to all.

The increased in cybera$acks, as well as data

breaches due to negligence, has created a market

for insurance policies that provide financial

compensa'on for the damage suffered. Cloud

compu'ng has made the issue more pressing

because of ambigui'es about who is responsible

for what. Cloud customers now realize that they

cannot expect the providers to "make them

whole" if they lose millions of dollars in business

due to a failure at the provider's facili'es --

especially since the Cloud Service Agreements

they signed contain pages of exclusions,

limita'ons, and indemnifica'on clauses.

The paper covers:

the rise of intangible assets (informa'on,

reputa'on...) and the difficulty of

es'ma'ng their value,

the need to perform solid risk assessments
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in order decide what risks to insure and

which ones to accept,

the addi'onal challenges related to cloud

compu'ng and the alloca'on of

responsibili'es between the par'es,

the emergence of a new type of coverage

called "parametric insurance."

OMG will hold a short webinar to present the

paper on Feb. 10 at 11:00 am EST (16:00 GMT).

Register here.

Two ISO Standards on Cybersecurity

Are you ready to part with some Swiss francs? ISO standards are not free, you need to purchase your

copy online from their Geneva office -- at least if you want to be legal about it. Each of the documents

below costs CHF 88, which is roughly EUR 82 or USD 99.

ISO/IEC 27014:2020, published on Dec. 15, 2020 is called "Informa	on Security, cybersecurity and

privacy protec	on - Governance of informa	on security." According to the abstract, "this document

provides guidance on concepts, objec'ves, and processes for the governance of informa'on security, by

which organiza'ons can evaluate, direct, monitor, and communicate the informa'on security-related

processes within the organiza'on."

ISO/IEC TS 27100:2020, published on Dec. 16, is en'tled "Informa	on Security - Cybersecurity -

Overview and Concepts." The specifica'on describes cybersecurity, its context, and "relevant concepts,

including how it is related to and different from informa'on security."

Business Architecture Innovation Summit

The Business Architecture Guild will present its next Innova'on Summit on March 30 - April 1 (virtually,

of course). This annual event "will once again bring together a cross-section of industries, practitioners,

experts, and beneficiaries to share their business architecture experiences." Registration costs $375.

The BA Guild offers individual as well as corporate memberships. Individual membership costs $125 a

year, and gives (among other resources) the right to download and use the Guide to the Business

Architecture Body of Knowledge® (BIZBOK®Guide), a sizable volume, updated twice a year, which is a

great tool for business and enterprise architects and for consultants in this domain.

Digital Vaccination Passport

The arrival of vaccines against COVID-19 has raised the prospect of according vaccinated people certain

privileges, including travel or returning to the office or school, that would be withheld from those not

(yet) vaccinated. Of course, a paper cer'ficate could easily be falsified. The Mayo Clinic, Oracle,

MicrosoI and several others are teaming together within the Vaccina'on Creden'al Ini'a've to

develop a digital card that can prove the bearer's vaccina'on status. This is not going to be a simple

affair, in part because the system relies on the availability of electronic medical records "using the open,

interoperable SMART Health Cards specifica'on based on W3C Verifiable Creden'al and HL7 FHIR (Fast

Healthcare Interoperability Resources) standards." Great, except that in many countries, including the

U.S., electronic health records are in their infancy. Will a mass vaccina'on center in the Disney parking

lot, or your local pharmacy, provide a compliant record?



Secondly, interna'onal adop'on will be at minimum chao'c: what about travelers who were vaccinated

in another country by a legi'mate health organiza'on that is not a par'cipa'ng "data source" for VCI,

or where there is already a different na'onal health ID card (such as the Carte Vitale in France)?

Every form of digital ID presents challenges of security, privacy, and equitable access across digital

divides. Vaccina'on creden'als will be no different. In addi'on, people with money who want to violate

the rules will incen'vize hackers to break the system's safeguards. And yet, as variants emerge and we

learn about how long a vaccine is effec've, being able to prove one's status is going to literally be vital.

Integrated Industries Digital Showcase

Stay tuned for updates on the next virtual event by Hannover Messe USA. Originally announced for Feb.

23-25 (and the main page for the event s'll shows those dates), it appears from the schedule and

registra'on pages that the event has been moved to June 15-16. Check back here for updates. The

event is free, and should be an excellent opportunity to hear the latest about Internet of Things in

manufacturing.

Seen Recently...

"If you can, do it. If you don't know how to, learn it. If you don't want to, you can leave."

-- Slightly paraphrased version of the mo$o from the CIO's boss at a major university.

talking about the ability of IT personnel to become actors in that ins'tu'on's 2025 digital strategy

"The video and press release drop 'AI' and 'AI-powered' every other sentence in meaningless

incanta	ons."

-- Aaron Gordon, in a "Tech by Vice" ar'cle en'tled

"Saudi Arabia Resurrects the Discredited 'Linear City' Concept in Bigger, Dumber Form"
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