St Albans Steiner Kindergarten

Use of Digital Technology & Online Safety Policy

At St Albans Steiner Kindergarten we recognise the importance of safeguarding and promoting the welfare of children in the digital world. 
The Designated Safeguarding Lead (DSL) Zanna Millicheap, takes lead responsibility for online safety and is responsible for co-ordinating action taken to protect the children.

Principles
In line with Steiner Wardolf principles, we do not introduce the children to the digital world within the Kindergarten setting. Our ethos is to teach the children how to use other non-digital real-world technology such as grinding grain or working the pedal to open the bin and to enable them to acquire real-life experiences in a screen free environment. 
We accept that digital technology is an essential part of everyday life for our families and encourage parents and carers not to use it with their children at an early age and to be very aware of what their children are exposed to and the impact it has on their development. We are aware of the risks and keep staff and parents aware of safeguarding concerns, including child-on-child abuse, cyberbullying, exploitation, radicalisation, misinformation, and emerging harms associated with artificial intelligence (AI).

Phones and other smart digital devices
We take steps to ensure that there are effective procedures in place to protect children, young people and vulnerable adults from the unacceptable use of mobile phones, cameras and other technology.

· In Kindergarten, only staff are able to use the kindergarten phone, camera and laptop for work-related communication and for recording the child’s achievements and development for their personal records. 

· All photographs will be kept on the kindergarten phone and laptop, and will only be printed if needed for evidence of work for the children’s folder, for the kindergarten’s file or for study and research by the kindergarten practitioners. All photographs will be shared with the child’s own family.

· Personal mobile phones and other smart devices belonging to our staff and volunteers are not used on the premises during working hours. 

· At the beginning of each individuals shift, personal mobile phones are stored away safely. In the event of an emergency, personal mobiles phones may be used in privacy, where there are no children present. 

· Our staff and volunteers ensure that the work phone number is known to immediate family and other people who need to contact them in an emergency.

· The kindergarten mobile phone will be switched on and will be placed with the register. It will be used to receive incoming phone calls, outgoing calls and to take pictures for observations.

· No phones or other smart devices are to be taken to the toilet area.

· If our members of staff or volunteers take their own mobile phones on outings, for use in the case of an emergency, they must not make or receive personal calls. The kindergarten phone will also be used on the outings. 

· We maintain robust processes to ensure children to not have access to digital technology within the setting; The Kindergarten phone and Laptop are protected by passwords that only staff have access to and the children are not able to access the devices or the passwords. 

· The phone & laptop have appropriate virus protection installed to safeguard staff, volunteers and trustees when using the technology.

· Parents/carers and visitors are not permitted to use digital technology whilst visiting the kindergarten setting. This includes phones and other smart devices such as watches and glasses. We make sure that the parents and visitors are aware of this e.g. during festival times and other events. 

· Where parents request permission to photograph or record their own children at special events, they will be advised of a quiet private space where they can use their devices or take a photograph of only their own child with no other children present. 

· Parents are advised that they do not have a right to photograph anyone else’s child or to upload photos of anyone else’s children.

· No identifiable photographs of children are used for publicity purposes by kindergarten. If a child is in a photo used for publicity, e.g. a photo of their hands or from behind, parental consents must be given and safeguarding risks minimised. 

· We do not allow children to bring in any personal devices with them to the setting. If a child is found to have a device with them, Their parent of carer will be asked to take it home with them and not leave it on the premises. The parent or carer will be advised that children should not bring devices in the future to kindergarten. 

· Breaches are managed in accordance with safeguarding procedures.


Use and distribution of inappropriate images
Staff are aware that it is an offence to both take and distribute indecent images. In the event of a concern that a colleague or other person is behaving inappropriately, the safeguarding and child protection policy and responding to suspicions of abuse is followed.

Staff are aware that grooming children and young people online is an offence in its own right and concerns about a colleague’s or others’ behaviour will be reported. 



Online Safety

The kindergarten aims to: 
· Promote a culture where online safety is recognised as a shared responsibility with the parents/carers and staff.

· Establish clear safeguarding procedures for identifying, reporting, managing and escalating online safety concerns.

· Ensure staff understand the safeguarding implications of emerging technologies, including generative AI tools.

Parents and staff will be encouraged to be aware of online safety issues, including the following:
· Safe use of the internet, social media and digital technologies
· Online relationships and consent
· Privacy and protecting personal information
· Information literacy, including recognising misinformation and AI-generated content
· Reporting concerns and seeking support
· Recognising grooming, exploitation and coercive behaviour
· Understanding the risks associated with sharing images online
· Responsible and ethical use of AI technologies
· Digital citizenship and responsible online behaviour:-
 – Staff are asked to recognise their professional relationship to all the kindergarten children (past, present and future) and their families, irrespective of any personal relationship they might have with them. They need to be confidential, respectful and mindful when using any social media. In the event that staff name the kindergarten in any social media, they do so in a way that is not detrimental to the kindergarten or anyone connected to the kindergarten.













The four categories of Online risk
In line with Keeping Children Safe in Education (KCSIE), our approach to online safety addresses the four categories of online risk:

	Content
	Contact

	Exposure to illegal, inappropriate, or harmful content, including:
· Pornographic content
· Misinformation, disinformation, fake news and conspiracy theories
· Extremist and radicalising material
· Racist, misogynistic, homophobic, transphobic or discriminatory content
· Self-harm, suicide and eating disorder content
AI-generated harmful, misleading, or manipulated content, including deepfakes and synthetic media
	· Being subjected to harmful online interaction, including:
· Grooming and child sexual exploitation
· Criminal exploitation
· Adults posing as children or young people
· Online coercion and manipulation
· Harmful interactions through social media, gaming platforms, messaging services or AI-powered chatbots
Unwanted commercial advertising or marketing

	Conduct
	Commerce

	Behaviour online that causes, or increases the likelihood of, harm, including:
· Cyberbullying
· Online harassment and hate incidents
· Sharing or creating explicit content
· Consensual and non-consensual sharing of nude and semi-nude images
· Misuse of AI to create manipulated, abusive or harmful content
· Sharing inappropriate images, videos or personal information
Online behaviours that place a child or others at risk
	Risks associated with online financial activity, including:
· Phishing scams
· Fraud and financial exploitation
· Gambling
· Misleading advertising
· Subscription traps and in-app purchases
· AI-enabled scams and impersonation attempts












Artificial Intelligence (AI)
We recognise that generative AI technologies, including AI chatbots, image generators and other AI-powered tools, are becoming increasingly accessible to children and young people. Whilst these technologies present educational opportunities, they also introduce safeguarding, privacy, and reliability risks. 



The Kindergarten will:
· Avoid the children having access to any use of AI technologies within the setting.
· Take a risk-based approach to the use of AI technologies.
· Ensure staff and families understand the safeguarding implications of AI and know how to identify and respond to concerns involving AI-generated content.
· Ensure personal, sensitive or confidential information is not entered into AI tools unless approved and compliant with data protection requirements.
· Monitor developments in AI technology and review safeguarding arrangements accordingly. 


Staff online safety Training
All staff will receive online safety training as part of their safeguarding training, this includes:
· Their safeguarding responsibilities relating to online safety
· Cyberbullying and online abuse
· Online radicalisation and extremism
· Emerging technologies and AI-related safeguarding risks
· Reporting and recording online safety concerns
· Working with Parents and Carers

We endeavour to work in partnership with parents and carers by: 
· Advising parents or carers not to use digital devices with the children at an early age and to avoid the use of screens at a young age. 
· Advising parents and carers to be aware of what both their children and they are watching themselves, when and where, so the parents are in control of what the child is exposed to.
· Providing information and guidance on online safety and emerging digital risks.
· Sharing resources relating to social media, gaming platforms and AI technologies provided by the department of Education or Hertfordshire County Council.
· Encouraging consistent online safety messages.





Monitoring, Review and Evaluation
The Kindergarten will:
· Review safeguarding and child protection policies, including online safety, every year.
· Consider emerging technologies, including AI, when assessing safeguarding risks.
· Ensure lessons learned from incidents are reflected in future practice and policy development.

Key statutory and non-statutory guidance:
· Keeping Children Safe in Education (KCSIE) 2026. 
· DfE: Generative Artificial Intelligence (AI) in Education. 
· DfE Filtering and Monitoring Standards for Schools and Colleges.
· Teaching Online Safety in Schools (DfE).
· UK Safer Internet Centre Guidance.
· Working Together to Safeguard Children.
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