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Cybersecurity Framework

Adopt an effective, robust, and reliable cyber risk management program.

>

Governance

! Educational Program Policies & Procedures

g\ AL A

Supply Chain | Authorization Risk Technical
Management Moncgemen‘r' Management Management Controls

o

Contingency Incidents Record
Plan Management Keeping

) @\L\

Cyber Insurance Policy

Demonstrate diligence to ensure your cyber insurance coverage.

£ sev365° (1) SCY365° /> SCB365° - SC365° | sc865° dhsc365°

ccccc

Multifactor Endpoint Detection Secured, encrypted, Privileged Access Email filtering and web  Patch management and
authentication for and Response (EDR) and tested backups Management (PAM) security vulnerability
remote access and management
admin/privileged
controls
SC365° £2SC365° 476 SCE865° #55C865° TSC365° A SC365°
P=7= Pl ol
O o]
Cyber incident response  Cybersecurity Hardening techniques, Logging and End-of-life systems Vendor/digital supply
planning and testing awareness training and including Remote monitoring/network replaced or protected chain risk management
phishing testing Desktop Protocol (RDP)  protections
mitigation
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®
SECURITY COMPLIANCE & NIST 2.0 CYBERSECURITY FRAMEWORK SC 365
SOLUTIONS
GOVERN (GV) The organization’s cybersecurity risk
management strategy, expectations, and policy
are established, communicated, and monitored.
Organizational Context (Gv.0 ) - [ “Th circutqstén'éé{— mission, stakeholder Compliance
* NIST SP 800-53 Rev. 4 C CP 8 " E\P HE | expecta 'oﬁs, dependencies, and legal, regulatory, Supply
PM-8, PM-8, PM-11, A12 -14 \ ‘ i — i
.lerspsoo1 1 (CMMC) éﬁj\cwﬂb@} &(,\C;?d‘con r t'ual requlremfants. surrounding the Chain &
PS3.9.0;CM 341 — | o ganization’s cybersecurity risk management Contracts
 ISO/IEC 27001 Al 1& AT, M3 decisions are understood
A12.1.3 A151.3 A152.1, Ad52.2,A17.1.1, A17.12,| GV.OC-01: The organizational mission is understood
A17.2.1 -
o ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6 and informs cyber: L ‘ty risk management
« COBIT 5 APO02.01, APO02.06, AP003.01, AP008.04, | GV.0C-02: Wnél\ ternal stakeholders are
AP008.05, AP010.03, APO10.04, APO10. 05 DSSM 02 und"%st Od a_nd th \r N eds and expectations
® HIPAA Security Rule 45 C.F.R. §§ 164:308, l)( , | .
regar rsecurity risk management are
164.308(c)(1)(i)(B), 164. ws(a)m# 8(0)&5)( o) security &
164.308(a)(7), 164. jﬁséaﬂs% 164, ﬂlo(a)(z)(:), underst WOn5|dered
164.312(a)(2)(ii), 64. 316 d V.0C-03: gal, regulatory, and contractual
e GDPRArt. 1 (1- 3),%«13),%% 9);Art.28| requirements regarding cybersecurity — including
frf)‘I:Z 519) Art 37w g 39(1-2); privacy and civil liberties obligations — are understood
o GLBA 314.4 and managed
GV.0C-04: Cr| ieal objea\r\gjpabilities and services
| that ?i taVk/hOI end on or expect from
77\\ % the tbr gmza(cldn/anllhqderstood and communicated
/ (\) (N ) Q?Ol)tWapabllltles, and services that
\t\he o ends on are understood and
N\ \ AL c municated
Risk Management Strate gy;(/(-‘y The organization’s priorities, constraints, risk Compliance
* NIST SP 800-53 Rev. 4 CA-2, CA-8 PM-4, PM-S, | tolerance and appetite state nt and assumptions - Ast)ets
SP,IAV-’114157—A2/’ ;,ZPZ{;G RA-2, RA-3, RA-5, 545, SA-11, | 3re established, commumca used to support Cyber Bl
« NIST SP 800-171 (CMIMC) Rev. 2: CM 3.4.1; SA 3.12.1 | OPerationalrisk. e¢'5 ns \/ Workforce
—3.12.4;AT3.2.1-3.2.2 |G ,QM\OI isk man geme?\jc objectives are Suppl
* ISO/IEC 27001:2013 A.12.6.1, A.18.2.3— / estgblg/he a g\r\eed to)by organizational UP_p v
o ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4 423 12 i id )7 ) — Chain &
eccscsc4 ot F >|0| ‘ew . . Contracts
« COBIT 5 AP012.01, APO12.02, AM Ap\sgwi ﬁw Risk-appetite and risk tolerance statements Propert
AP012.05, APO13.02, DSS04.02 U&Z are established, communicated, and maintained Y
® HIPAA Security Rule 45 C.F.R. §§ 164.308(a)(1)(i), na. . . L
164.308(a)(1)(ii)(A), 164.308(a)(1)(i))(B], GV.RM-03: Cybersgcurlty FIS.k manage.men.t activities
164.308(a)(1)(ii)(D), 164.308(a)(3), 164.308(a)(4), and outcomes are included in enterprise risk
164.308(a)(5)(ii)(A), 164.308(a)(6), management processes
164.308(a)(7)(ii)(D), 164.308(a)(7)(ii)(E), GV.RM-04: Strategic direction that describes
164.308(a)(8), 164.310(a)(1), 164.312(a)(1), iate risk tions is established and
164.316(a), 164.316(b)(2)(iii), 164.312(c), 164.312(e), | APPrOPTIALETISKTESPONSE Options 15 established an
164.314, 164.316 communicated
* GDPR Art. 28 (1-4); Art. 29; Art. 32 (1-4); Art. 35 (1- | GV.RM-05: Lines of communication across the
6)"(;"1‘_’;:@;47; 80; 82-83 organization are established for cybersecurity risks,
¢ ’ including risks from suppliers and other third parties
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SECURITY COMPLIANCE & NIST 2.0 CYBERSECURITY FRAMEWORK SC 365
SOLUTIONS
GOVERN (GV) The organization’s cybersecurity risk
management strategy, expectations, and policy
are established, communicated, and monitored.
ﬁ GV.RM-06: A standardized method for calculating,
/ ) | documenting, categorizing, and prioritizing
/(4 ﬁ - \ \ Cgé) rsecurity risks is established and communicated
N / \\M .RM=07: Strategic opportunities (i.e., positive risks)
.
\\ \ =9 are characterized and are included in organizational
) cybersecurity risk discussions
Roles, Responsibilities, and Authorities Cybersecurity rol§("f’ pnsibilities, and authorities Compliance
(GV.RR) to foster -accounta erformance assessment, IT Asset
o NIST SP 800-53 Rev. 4 controls from allfamllles -~ a nti uous im ment are established and SSels
* NIST SP 800-171 (CMM(C] Rev. 2: AT3 1, % \ m o\ Workforce
RA3.11.1;IR3.62 \ ) o . Supply
. Iso//Ec27001:201/§ 1 47 1,181 & GWRR-Ol;Q[ nizational leadership is responsible and Chain &
* ISA 62443-2-1:2009 23 1,4.2.3, 3,4.2.38 @ ccountab r cybersecurity risk and fosters a culture Contracts
4.2.3.11,4.3.2.4.3,4.3.2.6.3, >M 7\/ o that is risk-aware, ethical, and continually improving
* COBIT 5 AP013.12, DSS04)02 03.01,MEA03.04 o o
« HIPAA Security Ru/@t/pp/_ §6 164.308(a)(1)(i), GV.RR-02: Roles, responsibilities, and authorities
164.308(a)(2), 164.308(a)(3), 164.308(a)(4), 164.308(b), | related to cybersecurity isk-management are
15;3;3}4154'63(112;”1‘(54)'3:4' 234?6 15 (141 Art 28 establlshed c mﬂu?mc derstood, and enforced
. rt. -4) (a); Art. ; Art. -4); Art.
(1-4); Art. 29; Art. 32 (3-4); Art. 33 (1-5); Art. 34 (1-4);—| @V RR/ Adegiiate res are allocated
Art. 37 (1-7); Art. 38 (1-6); Art. 39 (1- 2),;\rt 40 (1-11);7™| cOmmensur téam%:lt\e cybersecurity risk strategy,
Articles 64-66; e (N |role re\iﬁqnsibmm policies
Articles 84-86 \QV. -04:Cybe rity is included in human
o GLBA314.4 \ L )
\\ \ A resources practices
Policy (GV.PO) —~ Organizational cybersecurity policy is established, C I
« NIST SP 800-53 Rev. 4 contr om all families commur"cated and enforced — *’~~ ompliance
« NIST SP 800-171 (CMMC) Rev. 2: AT 3.2.1, 3.2.3; GV.PO-01: Policy fo m ecurit risks is IT Assets
RA3.11.1; IR 3.6.2 Y r Y
« ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.18.1 establlshe% gamza Context,
o ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, 4. 2 .9, \ybe\rsécu ity strat dbrlorltles and is
4.2.3.11,4.3.2.4.3,4.3.2.6.3,4.4.3.7 —— n.ggtm enfor ed
« COBIT 5 APO13.12, DSS04.02, Mﬁ\ M 7 304 02: Policy f b v risk
« HIPAA Security Rule 45 C.F.R. §6.164- QI) 1)(%}\‘3 °_ 22 WV ing cybersecurity risks is
164.308(a)(2), 164.308(a)(3), 164.3 4) (b), q’U updated, communicated, and enforced to
164.310, 164.312, 164.314, 164. 316 reflect changes in requirements, threats, technology,
® GDPR Art. 6 (1-4) (a); Art. 10; Art. 5 ; Art. 28 and organizational mission
(1-4); Art. 29; Art. 32 (3-4); Art. 33 (1- 5), Art. 34 (1-4);
Art. 37 (1-7); Art. 38 (1-6); Art. 39 (1-2); Art. 40 (1-11);
Articles 64-66;
Articles 84-86
e GLBA 314.4
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3.11.1, P$3.9.1, CM 3.4.1 /
« ISO/IEC 27001:2013 A.11.174, . Al 2.2,
A.11.2.3,A.12.1.3,A.15.1.3 A@.E).ll, 2.2,
A17.1.1,A.17.1.2,A17.2.1\
* ISA 62443-2-1:2009 4.2.2.1, 4.2:3.
* COBIT 5 AP0O02.01, APOOZ.W&OL
AP008.04, APO08.05, APO10; 010.04,
AP010.05, DS504.02

* HIPAA Security Rule 45 C.F.R. §§
164.308(a)(1)(ii)(A), 164.308(a)(1)(ii)(B),
164.308(a)(4)(ii), 164.308(a)(6)(ii), 164.308(a)(7),
164.308(a)(8), 164.310(a)(2)(i), 164/3121‘17;!(2)(/
164.314, 164.316

e GDPR Art. 1 (1-3); Art. 3 (1-3) ; ) (a a);
Art. 28 (1-4); Art. 29; Art. 37 (1- 7%‘4%(1 6);
Art. 39 (1-2); Art. 40 (1-11)

e GLBA 314.4

V\ﬁ policies, and processes are
edt by organizational stakeholders

;teg ol

SC;OZ‘ bers curi roles and responsibilities for
s customers, and partners are established,
commumcated and coordinated internally and externally
GV.SC-03: Cybersecurity supply chajrris|
integrated into cybersecurftyand !
managemgn\t r|§/k/ ssmént, and i

/G@(MIZ[\SU plle are'k
GV.SC- eqU| r{\ tcké_rdyrezjs cybersecurity risks in
supply%«;ﬁs r\asgb/shed prioritized, and integrated
|nt0/5 Mln & Contracts and other types of
agreements with suppliers and other relevant third parties
GV.SC-06: Planning and due diligence are performed to
reduce risks before entering into formal supplier or other
third-party relationships

GV.SC-07: The risks posed by a supplier, their products and

services, and other third parties are understood, recorded,
prioritized, assessed, responded to, and monitored over the

ement processes

dy
nd prioritized by criticality

course of the relationship

Oversight (GV.0OV) Results of organization-wide cybersecurity risk Compliance
* NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, PM- | management activities and performance are used to IT Assets
4, PM-9, PM-11, PM-12, PM-16, RA-2, RA-3, inform, improve, and adjust the risk management strategy

RA-5, SA-5, SA-11, SA-14, SI-2, SI-4, SI-5 o Cyber Bl

o NIST SP 800-171 (CMM(C) Rev. 2: CM 3.4.1; GV.OV-01: Cybersecurity risk management strategy Workforce
SA3.12.1-3.12.4;AT3.2.1-3.2.2 outcomes are rewﬁ/ \to inform and adjust strategy and

* ISO/IEC 27001:2013 A.12.6.1, A.18.2.3 d|re1;t|on Supply

* ISA 62443-2-1:2009 4.2.3, 42374239 \ersec/ Chain &
4.2.3.12 0V- '[he cyb urity risk management strategy is Contracts
eccsesca \ revi’é’We\ thusted to ensure coverage of organizational P N

* COBIT 5 APO1 APOlﬁOlzoé / @emﬁn;s))i risks roperty
AP012.04, APO .05, APO13.02 Dssoz}ﬁ\ \5\:/\//03: rganizational cybersecurity risk management

« HIPAA Security Rule 4 c U : ) | d and revi d for adi

164.308(a)(1)(i), 164,308 1)(”)(A performance is evaluated and reviewed for adjustments

164.308(a)(1)(ii)(B), 164.308(a)(T)fii)(D), needed

164.308(a)(3), 164:308(a)(4),

164.308(a)(5)(ii)(A), 164.308(a)(6),

164.308(a)(7)(ii)(D), 164.308(a)(7)(ii)(E), —

164.308(a)(8), 164.310(a)(1), 164.312(a)(1), — |~ /

164.316(a), 164.316(b)(2)(iii), 164/3 2(c); % \ k —

164.312(e), 164.314, 164.3 & m \

o GDPR Art. 28 (1- 4{1 ft. 29; Akt 32 (1-4); At \\\ﬂ

35 (1-6); Articles 77 80; 82= 83\ 7

* GLBA 314.4 \_ ) ]

Cybersecurity Supply C amW Cyber supply chain risk management processes are Supply
Management (GV. identified, established, managed,. monitored, and Chain &

o NIST SP 800-53 Rev. 4 CP-2, CP-8, CP-11, PE-9, improved by organ'za»ti’ﬁﬂal - ‘ders Cont "
PE-11, PM-8, PM-8, PM-11, SA-12, SA-14 T ontracts
* NIST SP 800-171 (CMIMC) Rev. 2:AC3.1.4; RA GV SC 01 rsg\curlty sup ain risk management Workforce
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GV.SC-08: Relevant suppliers and other third parties are
included in incident planning, response, and recovery

activities
GV.SC-09: Supply chain security practices are integrated into
cybersecurity and rise risk management programs,

and their perf rﬁ\:;nd/nonltored throughout the
S oI gy produc service life cycle
| S : r ecurlty supply chain risk management

/a /ﬁ — ~ | p@intl de provisions for activities that occur after the
ru e, | \ \/_\ | \an*

a partnership or service agreement

®
SECURITY COMPLIANCE & NIST 2.0 CYBERSECURITY FRAMEWORK SC 365
D SOLUTIONS
IDENTIFY (ID) The organization’s current cybersecurity risks are
understood
Asset Managemerﬁ (ID. ‘M} V\ /A etsi]e .,\data,/hardware, software, systems, IT Assets
* NIST SP 800-53 Rewg\A ZQKCP Z/RA\-\_/ facilities, services, people) that enable the organization
SA-9, SA-14, bS-7, PM-11 ) to achieve business purposes are identified and Cyber Bl
* NIST SP 800-171 (C Me/ Rel. 2: CM34.1 ) . ] s
« ISO/IEC 27001:2013 A:6.1.1, A.8.1.1, A.8.1.2, managed consistent with their relative importance to
A8.2.1,A11.2.6 organizational objecti\(e5/ ‘ organization’s risk
o ISA 62443-2-1:2009 4.2.3.4, 4.2.3.6, 4.3.2.3.3 strategy (- \
* ISA 62443-3-3:2013 SR 7.8
. CCS CSC1, CSC 2 / — '/ ID. AM-rO Invenﬁorles ware managed by the
* COBIT 5 AP001.02, APO02 Z,7\'P00 03 n| a|n
AP003.04, BAI09.01, BA/090 BA 5 5506 03 2 ye t yries software services, and systems
* HIPAA Security Rule 45 C:F.R. §§ W mdn se e organization are maintained
164.308(a)(1)(ii)(A), 164. 308(a)(2), 164.308 ) ([
164.308(a)(4), 164. 308(0)(7)L11)L)/16j 03 Representations of the organization’s
164.310(a)(2)(ii), 164.310(d) | (a)(1), authorlzed network communication and internal and

* GDPR Articles 35-39; X .
ed by suppliers

« GLBA 314.4 ID.AM-04: In\%fo_mes of/seﬁnc

N aremaln‘t\alne

// @%M))Z A%s re prlorltl ed based on classification,
{ r Cntlbl:i ?gé\mjs/ankaf:t on the mission
\{\\‘ \il /lp.\A@iiL:/ane ies of data and corresponding
tﬂ n:méta ata for designated data types are maintained
ID.AM-08: Systems, hardware, software, services, and

data are managed throughout their life cycles

164.314(a)(2)(i)(B), 164.314(a)(2)(ii), 164.316(b)(2) | external network data flows. ar:@bjned
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Risk Assessment (ID.RA)

The cybersecurity risk to the organization, assets, and

® ISA 62443-2-1:2009 4.3.4. 5&0 4/ 4.3.4
* COBIT 5 BAI01.13

* HIPAA Security Rule 45 C.F.R. §§
164.308(a)(7)(ii)(D), 164.308(a)(8),
164.316(b)(2)(iii))

® GDPR Art. 32 (1.d) (2)

e GLBA 314.4

S

1\ |

ID.IM-01: Improvements are identified from evaluations

ID.IM-02: Improvements are identified from security

)ne in coordination

\ID\)M Q3 Impr vemen identified from execution of

tests and exercises, md{:dg
W|th suppller/s/ u%hlr
ope aﬂo&@ broiises,&rgz/dﬂres and activities
ID.IM ILE ‘CI e plans and other

\d/
/

? rsecurity plans that affect operations are
blished, communicated, maintained, and improved

Compliance
* NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, PM-4, individuals is understood by the organization P
PM-9, PM-11, PM-12, PM-16, RA-2, RA-3, RA-5, SA- o ) N IT Assets
5, SA-11, SA-14, 5I-2, SI-4, SI-5 ID.RA-01: Vulnerabilities in assets are identified, Cyber BI
o NIST SP 800-171 (CMMC) Rev. 2: CM 3.4.1; SA validated, and recorded Supply
3-12-;— 3.12.4;AT3.2.1-322 ID.RA-02: Cybe( \t intelligence is received from Chain &
* ISO/IEC 27001:2013 A.12.6.1, A.18.2.3
* ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9, Ve ,:E)for(ma HQ' rums and sources Contracts
4.2.3.12 ol \\ /(| ID.RA-03: Internal'and external threats to the
eccsesca V) y, ‘\ rganization are identified and recorded
. COBIT5AP61£LZUJAAP01 (02, APO12.03, \ (CS \ Q_/rj ol likelih fth
APO12.04, AP012.05, APO13.02, Dssom ID.RA-04: Potential impacts and likelihoods of threats
* HIPAA Sea»u'(Q;e\t{ C.F.R. §§ 164:308(d)(. (:), -exploiting vulnerabilities are identified and recorded
;gjggg;"j%%?gﬁgog?’ (g(”mi 308(a)(4) ID.RA-05: Threats, vulnerabilities, likelihoods, and
164:308{2}(5)(]:’ :164:308(2)(6)/’ SO, impacts are use(.i tg .u r{tand inherent risk and inform
164.308(a)(7)(ii)(D), 164.308(a)(7)(ii)(E), risk respongg,,p,rt rit @\
164.308(a)(8), 164.310(a)(1), 164.312(a)(1), ID.RA-06: pov chosen, prioritized, planned,
164.316(a), 164.316(b)(2)(iii), 164.312(c), f tracked, an comm\unl =l
164.312(e), 164.314, 164.316
* GDPR Art. 28 (1-4); ATt. Ar//ﬁz’-z; Art, 35 4 = 7 Chang s and exceptions are managed,
(1-6); Articles 77 80/ 82@32 V\ essed ot ris pact, recorded, and tracked
o GLBA 314.4 )a
\\ \\) g\_/ ID.RA=08: Processes for receiving, analyzing, and
d responding to vulnerability disclosures are established

ID.RA-09: The authent|C|tyﬁ *'rn\tegrity of hardware and

software are assessed prio \G@\i uisition and use

1D.RA- ﬁ&lca\ sfgllers sessed prior to

— /ra\cq |s(t| n—

Improvement (ID.IM) — I Timpro e orgﬁnliatlonal cybersecurity risk Compliance
* NIST SP 800-53 Rev. 4 CP'2, R-4, IR-8 \{ *rffana s, procedures and activities are IT Assets
* NIST SP 800-171 (CMM(C) Rev. 2: IR3.6.1,3.6.3 s
* ISO/IEC 27001:2013 A.16.1.6 U fied across a" CSF Functions Cyber BI
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SECURITY COMPLIANCE & NIST 2.0 CYBERSECURITY FRAMEWORK SC 365
SOLUTIONS
PROTECT (PR) Safeguards to manage the organization’s cybersecurity
risks are used
Identity Management, Authentication, | Acce,ssto(p\hy |§:\§ ‘ dlogical assets is limited to IT Assets
and Access Control (PR. AA) adthbr zed use ices, and hardware and managed Workforce
* NIST SP 800-53 Rev. 4AC— AC- %« ACS, /—eem r§te wnth the assessed risk of unauthorized
16, AC-17, AC-19, AC-20, | E4 pE cass \ Cyber BI
6, PE-9, IA Fﬁ'@“ ( :2 - ) . Property
o NIST SP 800-1 (CMMC) ev. 2: AC3.1.1, A-0l:identities and credentials for authorized users,
3.1.5;CM 3. 4&8‘4{7&4 é\1380 S.KS, services, and hardware are managed by the organization
;iipm 10 1305 e 2 1A 3.5.1- PR.AA-02: Identities are proofed and bound to credentials
« ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.6.6, 4.3.3.7.3, | based on the contex%ﬁiﬁifractions
4.3.3.3.8 43351 PR.AA- 03 Ysers ser‘\)\g »and hardware are
* ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4, ayff icated Sl
SR1.5SR1.7,5R 1.8, SR 1.9, SR 1.13, SR 2.1 /SR 2. b
« ISO/IEC 27001:2013 A.6.: 12, Aﬁg}M' 2 R.AA- -04: 1 y assertlons are protected, conveyed,
A.9.2.1,A9.2.2, Agrzé(agu, 31,4941 “|a detified
A9.4.2,A.94.3 A94.4 A11.1.1, A11.12, V} )9 AA-05¢ Access permissions, entitlements, and
f'éé'sl'c‘;’cAl';l'llé(g’lé' 23 N 1 i&A 13/21\\;/ authorizations are defined in a policy, managed, enforced,
. cognsAp'm;_oL W DSSO5.0%, and reviewed, and incorporate the principles of least
DSS06.03, DSS05.05 privilege and separation of
® HIPAA Security Rule 45 C.F.R. §§ 164.308(a)(3), PR.AA-06: Phy5| I accéssrt\:msi ets is managed,
164.308(a)(4), 164.308(a)(7)(i), 164.308(a)(7)(ii)(A), ﬁ}
164.308(b)(1), 164.308(b)(3), 164.310(a)(1), mon|t0)>é d%anf/ced (\.‘O\ surate with risk
164.310(a)(2)(i), 164.310(a)(2)(ii), 164.3 /a(a)(zmll) r) \
164.310(b), 164.310(c), 164, /310(?1 1),
164.310(d)(2)(iii), 164.312(a)(1]; 164.312(a)(2)(i), u
164.312(a)(2)(ii), 164.312(a)(2){iii); 4\4 312\d), ]
164.312(e)(1), 164.312(e)(2)(ii W
e GDPR Art. 5 (1) (a-f) ; Art. 25(1 -3); -4);
e GLBA 314.4 o .
Awareness and Training (PR.AT) The organization’s personnel ar/\” sided with Workforce
* NIST SP 800-53 Rev. 4 AT-2, AT-3, PM-13, PS-7, cybersecurity /awa engsgaan tvo that they can E-Learning
SA-9 -
* NIST SP 800-171 (CMM(C) Rev. 2: AT 3.2.1 - 3%} p;}/formwhew yberse urity- relate tasks
- ISA 62443-2:1:20094.3.24.2,4.3,24.3 | | P Tbl} Pé\rs e\are pro ided with awareness and
* ISO/IEC 27001:2013 A.6.1.1, A.7/2. ( ( tran&m@so\thial ey yossess the knowledge and skills to
* COBIT 5 AP007.02, AP007.03, Al 01&94\ \ Fﬁrfor general tasks with cybersecurity risks in mind
AP010.05, BAI05.07, DSS06.03 \ “tp “Individual lized rol ided
« HIPAA Security Rule 45 C.F R. §6 164.308(a)(2); ){ ndividuals in specialized roles are provide
164.308(a)(3)(i), 164.308(a)(5), 164. ; with awareness and training so that they possess the
164.314(a)(1), 164.314(a)(2)(i), 164.314(a)(2)(ii), knowledge and skills to perform relevant tasks with
164.530(b)(1) cybersecurity risks in mind
 GDPR Art. 28 (1-4); Art. 29; Art. 32 (3-4)
o GLBA 314.4
Data Security (PR.DS) Data are managed consistent with the organization’s risk IT Assets
* NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16 strategy to protect the confidentiality, integrity, and Cyber BI
* NIST SP 800-171 (CMMC) Rev. 2: AT 3.2.1; AC o . .
3.1.1,3.1.2,3.1.4-3.1.6; CM 3.4.1; MP 3.8.1-3.8.3, availability of mfor.matn')n. ) . .
3.8.5,3.8.8 PR.DS-01: The confidentiality, integrity, and availability of
data-at-rest are protected
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PROTECT (PR) Safeguards to manage the organization’s cybersecurity
risks are used
« ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, PR. D§—Z(‘Fh @&\?tlality, integrity, and availability of
A8.3.3 A11.2.7 1
* ISA 62443-2-1:2009 4. 4.3.3.3.9, 43441 / Fdatain’ ransit ected
* ISA 62443-3-3:2013 SRz}z ) L™ \ \ "PRﬂQS " Pﬁ confidentiality, integrity, and availability of
* COBIT 5 BA}@?{OQ 5 r/ 4 \ (ﬁtaﬁwe protected
* HIPAA Seclrity Rule 45 C.F.R. §§ _/JZ; \
164.308(a)(1)(i)(A), 164 100){2){}, . S e ackups of data are created, protected,
164.310(a)(2)/(i]; WW) maintained, and tested
164.310(d)(2)
* GDPR Art. 5}17"7 Art. 32 (1) (a-b); 32(2); Art. 42- —
44.; Art. 45 (1-8); Art. 46 (1-5); r@\
e GLBA 314.4 —— 2 \ )
Platform Security (PR. PS) c// *\\ Tﬁ ardware; sof w%rﬂé.g., firmware, operating IT Assets
* NIST SP 800-53 Rev. 4 AU Fﬂ AC-3, \/’//R/‘r systems,a ions), and services of physical and Cvber Bl
;Z;‘-ngs i_’:’c?fp[/% MP- ) MP -, MP-7; virt \al | the managed consistent with the ¥
 NISTSP 800.171 ( Mcmgv\z &3 11 3@)“ nization’s risk strategy to protect their
3.1.8 confidentiality, integrity, and availability
AT3.2.1; MP3-8-4'3-W5A Ity PR.PS-01: Configuration management practices are
AA 3.3.3-3.3.7; PP 3.1 10.5, : ) P
« ISO/IEC 27001:2013 A.8.2.2, A.8.2.3, A.8.3.1, established and applied “\\
A.8.3.3,A9.1.2,A11.2.9,A12.4.1, A12.4.2, PR.PS-02: Software is ﬁWa' ﬁé}” replaced, and removed
A.12.4.3,A.12.4.4,A.12.7.1,A.13.1.1, A.13.2.1 c urat |th usk
* ISA 62443-2-1:2009 4.3.3.3.9, 4.3. 3-5-;} 3.3. 532 VHar W2 r’r}alntalned replaced, and removed
4.3.3.5.3,4.3.3.5.4, 4.3.3.5.5, 4:3.3.5.6, 4.3,3:5:
4.3.3.5.8,4.3.3.6.1, 43365?:3;634 364, raewkihd/
4.3.3.6.5,4.3.3.6.6, 4.3.3.6\7, 4:3.3.6.8,4.3.3.6.9, dPS L g are generated and made available
4.3.3.7.1,4.3.3.7.2, 4.3.3.7.&4&%7.\4r .3.4.4 E ntinuous monitoring
4.4.2.1,4.4.2.2,4.4.2.4 )
+ 157 62443.3-3:2013 SR 1'1,\&%}? 135714 PR.PS-05: Installation and execution of unauthorized
SR1.5,SR1.6,SR 1.7, SR 1.8, SR 1.9, SR 1.10, SR software are prevented =\
1.11,SR1.12, SR 1.13, SR 2.1, SR 2.2, SR 2.3, SR 2.4, | PR.PS-06: Secure softwa@v@( practices are
e AR was 4, | Iniegiated, and Haelr pefformantatsinonitored
SR5.1,SR 5.2, SR 5.3, SR 7.1, SR 7.6 ,7,' /'ﬁjh&ughcj’t F ftw ve\l\opment life cycle
* COBIT 5 APO11.04, APO13.01, DSSO: [ r
 HIPAA Security Rule 45 C.F.R. §§ ‘ R/D \\ )
164.308(a)(1)(ii)(D), 164.308(a)(3), 164. 308rq) 4),\
164.308(a)(5)(ii)(C), 164.310(a)(2)(iii),
164.310(a)(2)(iv), 164.310(b), 164.3@;{3}%
164.310(d)(1), 164.310(d)(2), 164.312(a)(1),
164.312(a)(2)(i), 164.312(a)(2)(ii), 164.312(a)(2)(iv),
164.312(b)
o GDPR Art. 25 (1-3) ; Art. 30 (1-5); Art. 42-44 ; Art.
45 (1-8); Art. 46 (1-5)
e GLBA 314.4
Technology Infrastructure Resilience Security architectures are managed with the IT Assets
(PR.IR) organization’s risk strategy to protect asset Cvber Bl
confidentiality, integrity, and availability, and ¥
organizational resilience
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PROTECT (PR) Safeguards to manage the organization’s cybersecurity
risks are used

« NIST SP 800-53 Rev. 4 AU Family, AC-3, AC-4, AC- | PR.|
17, AC-18, CM-7, CP-8, MP-2, MP-4, MP-5, MP-7, | o i rlzedl

SC-7 * CCS CSC 14
* NIST SP 800-171 (CMM/)/Rev 2: @/‘5-3 2 ”PR\LR- orgamzatlon s technology assets are

3.1.8 g \ ot cted from environmental threats
AT 3.2.1; MP 3. 438603 .8; SA 3.12. ‘
305 ) echanisms are implemented to achieve

- .
2. M resnllence requirements in normal and adverse situations

d environments are protected from
ccess and usage

e PR.IR-04: Adequate resource capacity to ensure
A1243A12., .1271A1311A1321 ilabilit t N

« ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.1, 4.3.3.5.2, | availability is main a{ ! a \

4.3.3.5.3,4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6, 4.3.3.5.7, 2 v
4.3.3.5.8,4.3.3.6.1,4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4,— S —
4.3.3.6.5,4.3.3.6.6, 4.3.3.6.7, 4.3.3.6:8,4.3.3.6.9;

4.3.3.7.1,4.3.3.7.2, 4,3:3.7. 3 44.7,)
4.4.2.1,4.42.2, 44r4gj

e ISA 62443-3-3:2013 SR1.1 srm 2,5R1.3, SR\1/£_1>
SR1.5,SR1.6,SR1.7, .9, SR 1.10,
1.11, SR 1.12, SR 1. 13@%81/,2//? 2 SR 2.4,
SR 2.5,SR 2.6, SR 2.7,'SR 2.87SR 2.9, SR210 SR
2.11,SR2.12, SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3,
SR5.1,SR5.2,5R5.3,SR 7.1, SR 7.6

« COBIT 5 APO11.04, AP0O13.01, DSS05.02
* HIPAA Security Rule 45 C.F.R. §§
164.308(a)(1)(ii)(D), 164.308(a)(3 J,\164 /;6
164.308(a)(5)(ii)(C), 164.310(a i), |
164.310(a)(2)(iv), 164.310(b), 164.310(c),
164.310(d)(1), 164.310(d)(2),-164.312(a)(1
164.312(a)(2)(i), 164.312(a)(2)(ii), 164\3
164.312(b) —

e GDPR Art. 25 (1-3) ; Art. 30 (1-5); Art. 42-44 ; Art.
45 (1-8); Art. 46 (1-5);

o GLBA 314.4

ai2iv) |
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DETECT (DE) Possible cybersecurity attacks and compromises are
found and analyzed
Continuous Monitoring (DE.CM) Asset§are &O b find anomalies, indicators of IT Assets
® NIST SP 800-53 Rev. 4 AC-2, AU-12, AU- 13 CA-7, /eeﬁ]p on |Se' potentia"y adverse events
CM-3, CM-8, CM-10, CM-11, PE-3, PE{D’PE -2 51- ) } . . Cyber BI
4 /DE.SM ~Networks and network services are monitored
* NIST SP 800/17 MC);T/V?AA @\3/3\5 \ @ind %it/tiglly adverse events
" 154 62443.3- 2%1133;” 241 \DJQK/I “The physical environment is monitored to find
AN f — ;
« HIPAA Security Rule 45 C.E.R. §§ potentially adverse events
164. 308(0)(1)f@(?;, 308(0)(3)(/')(A), DE.CM-03: Personnel activity and technology usage are
164.308(a)(5)(ii)(B), 164.308(a)(5)(ii)(C), monitored to find po ntially adverse events
164.310(a)(1), 164.310(a)(2)(ii), 164.310(a)(2)(iii),
164.310(b), 164.310(c), 164.310(d)(1), DE.CM-06: xtrer/H%I sowder activities and services
164.310(d)(2)(iii), 164.312(a)(2)(i), 161.312{%/" ar‘ onitored. to#m\d entially adverse events
164.312(d), 164.312(e) -~ .CM-09:. Comp ting hardware and software, runtime
* GDPRArt. 32 (1.b),~ | —y 4
. Gleasziq [ (\J [ V\ Wt ,and.their data are monitored to find
|\ S, adverse events
Adverse Event Anﬁs ( E@y Anomalies, indicators of compromise, and other Compliance
* NIST SP 800-53 Rev. 4 AU-6,/CA-7, IR-4, IR-5, IR- | potentially adverse events are analyzed to characterize
8 RA-3, SI-4 IT Assets
¢ ’ the events and detect cybe( ity incidents
* NIST SP 800-171 (CMIMC) Rev. 2: AA 3.3.3-3.3.6; \ Cyber Bl
AC3.1.2-3.0.5 DE.AE-02: Potent(alg/adveWts are analyzed to
o ISA 62443-2-1:2009 4.2.3.10 bett;;r U rstand associate ivities
o ISA 62443-3-3:2013 SR 6.1 ™ .
- COBIT 5 APO12.06 /,,,\ // /B d ’%bu{rm\aﬁofn} correlated from multiple sources
« HIPAA Security Rule 45 GF §§ \‘ \DEAE-‘ : The/estimated‘impact and scope of adverse
164.308(a)(1)(ii)(D), 164. 3 (a)(57(n)(BW %w?ya re eérstood
164.308(a)(5)(ii)(C), 164.308(a ) . . .
164.308(a)(6)(i), 164.308(a)(8), 164.310( ‘AE-06: Information on adverse events is provided to
164.312(b), 164.314(a)(2)(i)(C)-164314(a)(2)(iii) | authorized staff and tools
* GDPR Art. 32 (2); Art. 35 (1-2) DE.AE-07: Cyber threat intelligen @h\other contextual
* GLBA314.4 information ar%m rate{;lfmfo tUsw
| DE.AE-08:Incjdents are décTared when adverse events
/ hﬁfﬁeé/th)egefl&]eg#\ckient cri er

f\&/%>\/v/
D\/
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Incident Management (RS.MA)
* NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8 » NIST

SP 800-171 (CMMC) Rev. 2: IR 3.6.1-3:6.3 \ s
* ISO/IEC 27001:2013 A.16.1. J \ 1

)d cybersecurity incidents are Compliance

Incident
?he incident response plan is executed in

o ISA 62443-21; 43451 N Boordma ion with relevant third parties once an

* COBIT5BAI01.10 | | ) declared

e(Cscscis N RS MA-02: Incident reports are triaged and validated

* HIPAA Security Rule 45 C.F.R. §§ 164. a)(6)(ii),

164.308(a)(7)(1); 164.308(a)(7)(il)(A), RS.MA-03: Incidents are categorlzed and prioritized

164.308(a)(7)(ii){B), 164.308(a)(7)(ii)(C), RS.MA-04: Inudent;/ e-escalated or elevated as

164.310(a)(2)(i), 164.312(a)(2)(ii) - (

o GDPR Art. 32 (1.b); Art. 32 (1.d); Art. 32 (2) needed \W

e GLBA 314.4 //f\ Cmﬁ The criteria-fof initiating incident recovery
~ | |ereapple

Incident Analysiéf&ANJ: ( n est}g tler;si/re/ conducted to ensure effective Compliance
* NIST SP 800-53 Rey. 4-CP-2, IR-4, IR-5, IR-8 \/D r o andsupport forensics and recovery activities

:glg;/:ggg:f;o(fsA.15.RE(‘A' > @/ RS.AN-03: Analysis is performed to establish what has I(':I;Iﬁzsre;;s
*ISA 62443-2-1.-2009@@:4 4.3.4.5.7,4.3.4.5.8 taken place during an incident and the root cause of the
® HIPAA Security Rule 45 C.F.R. §§ 164.308(a)(6)(ii), incident
;gjjgi?g% j%;g 164.308(a)(7)(ii)(C), RS.AN-06: Acti NS pe fo@mg an investigation
« GDPR Art. 32 (1.d); Articles 33-34 P b reﬁfédéd a | the records“integrity and provenance
* GLBA 314.4 o ) K/}ar pre fved\ A

/ (\> | ~RS: 0@0 e;}}/and metadata are collected,

| \‘ and w nd provenance are preserved

\\ \)v \_| RS/AN-08: An incident’s magnitude is estimated and

— validated

Incident Response Reporting and Response activities are coordly( ed with internal and Compliance
Communication (RS.CO) external stake/holders as(requwaws, regulations, Workforce
* NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8 or/pglic{es / Supol
o NIST SP 800-171 (CMM(C) Rev. 2: IR 3.6.1-3.6.2 | upply

« ISO/IEC 27001:2013 A6.1.1, A16.11 - RS:CO-02: Int ala\n rnal stakeholders are

o, / Chain &
« ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4 5:3-4.3.4.5. notified’of i CQ’CS krsr% Contracts
* HIPAA Security Rule 45 C.F.R. §§ 164.308(a)(2), RS.CO-03: In i ared with designated
164.308(a)(6)(), 164.308(a)(7)(ii)(A); h . @twd external stakeholders
164.308(a)(7)(i(B), 164.308(a)(7)(ii)(C),

164.310(a)(2)(i), 164.312(a)(2)(ii)
* GDPR Atrticles 33-34; 37-38

o GLBA 314.4

Incident Mitigation (RS.MI) Activities are performed to prevent expansion of an Compliance
* NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5 event and mitigate its effects

« NIST SP 800-171 (CMMC) Rev. 2: IR 3.6.1-3.6.2 RS.MI-01: Incidents are contained IT Assets

* ISO/IEC 27001:2013 A.12.6.1 ) ) Cyber Bl

« HIPAA Security Rule 45 C.F.R. §§ RS.MI-02: Incidents are eradicated

164.308(a)(1)(ii)(A), 164.308(a)(1)(ii)(B),
164.308(a)(6)(ii)

e GDPR Art. 32 (1.d); Art. 32 (2); Articles 33-34
e GLBA 314.4

Contact us to empower and secure your organization before is too late!

+1(787)620-7575 | info@smartcompliance365.com

www.smartcompliance365.com



SOLUTIONS

Smart Cémpliance . - -
SC365°

COMPLIANCE WORKFORCE CONTRACTS IT
MANAGEMENT CLEARANCE MANAGEMENT ASSETS

®
SECURITY COMPLIANCE & NIST 2.0 CYBERSECURITY FRAMEWORK 5C365
SOLUTIONS
RECOVER (RC) Assets and operations affected by a cybersecurity incident
are restoredrr
Incident Recovery PIP/E* cm \ | R@sto&at on cii\(ities are performed to ensure operational Compliance
(RC.RP) oy 4 \ availability of systems and services affected by IT Asset
* NIST SP 800-53 Rev. 4 CP-10, IR-4, IR- | |\cybersecurity incidents ) STe S
;f;’_’fjﬁ;g_;’”‘% < evz/ﬁ%f;l/ RC:RP-01: The recovery portion of the incident response Crmgipny&
. ,50/15527@1‘.;09)15 . plan is executed once initiated from the incident response Contracts
e (CCSCSC8 process .
* COBIT 5 D5502.05, DSS03.04 RC.RP-02: Recovery ctm\selected, scoped, prioritized,
« HIPAA Security Rule 45 C.F.R. §§ and perforined 2 \ U
164.308(a)(7), 164.310(a)(2)(i) | P - —
e GDPR Art. 32 (1.c); P % .RP-03: The 'nxt'égrity‘ of backups and other restoration
e GLBA 314.4 P // ﬁ | assets mﬁgem using them for restoration
( (Q L \/NE{C. -04: Critical mission functions and cybersecurity risk
\\\\ N2 || management are considered to establish post-incident
ty\ operational norms
RC.RP-05: The integrity of restored assets is verified, systems
and services are resfgg[,ed,}an ormal operating status is
confirmed — & - 4
o 'RCI'F{*F\’QG:‘,{ eend ;\‘i\ht’ﬁie?t recovery is declared based on
) @iy and incident- related documentation is completed
Incident Recovery Com Vunicar/tion RWaﬁoWe@%ordinated with internal and Compliance
(RC.Co) O Wf@/par ‘ Workforce
* NIST SP 800-53 Rev. 4 CP-2, IR-4) ) RC.CO-03: Recovery activities and progress in restoring |
o NIST SP 800-171 (CMMC) W.b‘.l . . o . ) Supply
36.2 operational capabilities are commun cate\d to designated Chain &
* HIPAA Security Rule 45 C.F.R. §§ internal and external stakeholders / /(o | Contracts
164.308(a)(6)(ii), 164.308(a)(7)(ii)(8), RC.CO-04: Public/ug@ye (on"nﬁide \recovery are shared
164.308(a)(7)(ii)(C), 164.310(a)(2)(i), . o | V. .
164.314(a)(2)(i)(C) /usmg@p{ov\edm t/hgd\s nd mes§\ag|ng
« GDPR Art. 32 (1.c); P Y, \ J
* GLBA 314.4 [ | =\ @ )
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