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Digital Transformation

Simplifying GRC and cybersecurity integrated management, reducing the exposure to risks and penalties.

Governance, Risk & Compliance

Educational Policies & Procedures, Nofices &
Program Consents

Supply Chain Assets Risk IT Assets Technical Physical
Management | Management Assessment Management Controls Controls

Registries &
Documents
Management

Contingency Complaints Incidents
Planning Management Management

o sCB865° (1) SCB65° b SC365° . SC1365° (] sc865° dhsC365°

Multifactor Endpoint Detection Secured, encrypted, Privileged Access Email filtering and web  Patch management and
authentication for and Response (EDR) and tested backups Management (PAM) security vulnerability
remote access and management
admin/privileged
controls
N o O o Ial ® ® @ ® ®
SC365° £1 SC365° +f+ SC365° %4t SC365° T SC365° A,SC7365
o o]
Cyber incident response  Cybersecurity Hardening techniques, Logging and End-of-life systems Vendor/digital supply
planning and testing awareness training and including Remote monitoring/network replaced or protected chain risk management
phishing testing Desktop Protocol (RDP)  protections
mitigation
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INTERNATIONAL DATA PRIVACY & SECURITY RULES SC365°
NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS
GOVERN (GV) The organization’s cybersecurity risk management
strategy, expectations, and policy are established,
communicated, and monitored.
Organizational Context (GV.O *\9 / 'Ij}fé’tjircqn‘\st—anges ¥’7nﬁssion, stakeholder COMPLIANCE
* NIST SP 800-53 Rev. 4 C%Z/ CP-8, CP-11, PE-9, | expectations, dependencies, and legal, regulatory, and
PE-11, PM-8, PNI-8, RM-11, 5A-12, SA-14~ C /r/rt}ac\\tualré::»ﬁrements — surrounding the SUPPLY CHAIN
* NIST SP 800-171 Rev. 2:AC 3.1.4; RA 3:11.1, ) °\/ j o L, .. CONTRACTS
3.9.1:CM3.41 —— |\ J rganization’s cybersecurity risk management decisions
aLaMIAL S\ \ ) )| AE DOCUMENT
. ISO/IEC27001:201\3 Al11.4A: 1/?L are understood MANAGEMENT
A.11.2.3,A.12.1.3, A15:1.3, A15:2.1,A.15.2.2, | GV.0C-01: The organizational mission is understood and
A17.11,A17.12,A17.2.1 informs cybersecurity risk-management
o ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6 Y y f%*?}ﬂ\ 8 )
¢ COBIT 5 AP002.01, APO02.06, APO03.01, GV.OC-/OZ:\‘InLje"rfrja,Lénd'\ x:;gfy‘al stakeholders are
AP0O08.04, APO08.05, APO10.03, AP010.04, /,,,,7,\L{ndeé;/o'éﬂ' ahd\/their ne S//a/nd expectations regarding
AP010.05, DSS04.02 P _ (N e ’
« HIPAA Security Rule 45 C.F.R. ;{/,,,j L ) cybé\'rséqyrlty\ rtskm?wgement are understood and
164.308{0){1){ii){A),rr1/64:'308{a)€1){{7){3), | @s\\de/rea\ | o /
164.308(a)(4)(ii), 164.308(a)(6)(ii), 164.308(a)(7), V.Jocibﬁ Léga\‘,—r'é’gulatory, and contractual
;gj.;(l)i(al)éi)é ;g4.3 (a)(2)(i b iﬁﬂ%@@@: ,,,reéuirements regarding cybersecurity — including
. A . 'y e . T . . . _
« GDPRArt. 1 (1_3);/4(;73/7{14);Am 14 (2) (a-g); privacy and civil liberties obllgatlci)I\s are understood
Art. 28 (1-4); Art. 29; Art. 37 (1-7); Art. 38 (1-6); and managed. ///5;\\
Art. 39 (1-2); Art. 40 (1-11) GV.0C-04: Critical objectives, ca i{i\dp:il‘)ities, and services
thaLexterpél}stakehol@grﬁs_debéﬁd n or expect from the
P Oﬁganizptibn{;wegndgrstqoﬁ\ and communicated.
N f 7 GM;éQJ 5: Outcomes, capa ilities, and services that the
£ 4 - . )
\ ‘\ ‘\\ or\g’a niza fidtkdepgm‘dskenﬁ re understood and
-\ |communicated.
Risk Management Stra‘j:egy/(g\l.kM)/ The organization’s priorities, constraints, risk tolerance COMPLIANCE
* NIST SP 800-53 Rev. 4 CA-2,-CA-7,CA-8, PM- | and appetite statements, and assumptions are IT ASSETS
4, PM-9, PM-11, PM-12, PM-16, RA-2, RA-3, . . 7 =
RA-5, SA-5, SA-11, SA-14, SI-2, SI-4, SI-5 estabh:shed, t:.omnjirl:cat(gdn,jgd qsfsg 3%“"’”" CYBER BI
« NIST SP 800-171 Rev. 2: CM 3.4.1; SA 3.12.1 - | OPerational risk decisions (— N/ SUPPLY CHAIN
3.12.4;AT3.2.1-3.2.2 ,,GV\RN}'-OLL\: R\‘isk“’ n‘{anaggn’i\ent,o\bj‘ectives are established CONTRACTS
i \ | & = \
* ISO/IEC 27001:2013A.12.6.1, A.182.3 . /" | and'agreed to by organizational stakeholders.
* ISA 62443-2-1:2009 4.2.3, 4.2.3. f 4238, [ | ™ \k L )] = PROPERTY
4.2.3.12 S GV.RM-02: Risk E)etlt/e/ andrisk tolerance statements DOCUMENT
e CCSCSC4 Sy N | \a‘rrie/es‘tgpi'rgﬁed, communicated, and maintained. MANAGEMENT
* COBIT 5 APO12.01, APO12.02, APO{{:@'/J GV.RM-03: Cybersecurity risk management activities and
AP012.04, APO12.05, APO13.02, DSS04.02 . . o
« HIPAA Security Rule 45 C.F.R. §§ outcomes are included in enterprise risk management
164.308(a)(1)(i), 164.308(a)(1)(ii)(A), processes.
154-308;‘7j51j("")(3)' 15‘(’-?;3‘3(‘7)(1)("")(9)' GV.RM-04: Strategic direction that describes appropriate
164.308(a)(3), 164.308(a)(4), . R . .
164.308(a)(5)(ii)(A), 164.308/a)(6), risk response options is established and communicated.
164.308(a)(7)(ii)(D), 164.308(a)(7)(ii)(E), GV.RM-05: Lines of communication across the
164.308(a)(8), 164.310(a)(1), 164.312(a)(1), organization are established for cybersecurity risks,
including risks from suppliers and other third parties.
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NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS

GOVERN (GV) The organization’s cybersecurity risk management
strategy, expectations, and policy are established,
communicated, and monitored.

164.316(a), 164.316(b)(2)(iii), 164.312(c), *\ | Gv.RM- 06: Astqnaéfdt{ed method for calculating,
164.312(e), 164.314, 164/]'6 L decumentmg,\ca*qegorlzmg, and prioritizing cybersecurity

o GDPR Art. 28(1-4); Art. 29,/AT\32 (1-4);A 3
35 (1-6); Art/p/liﬂnio 82 43 Lr\\ \ rIS\kS\]S estabhébéd and communicated.
,;\\\ \ ) / VﬁMO? : Strategic opportunities (i.e., positive risks)
) \ \ /Q " | are characterized and are included in organizational
= / S cybersecurity risk discussions.

Roles, Responsibilities, and Cybersecurity roles, resy “b{lltles, and authorities to COMPLIANCE
Authorities (GV.RR) foster accountablllw, perf %ance assessment, and IT ASSETS
* NIST SP 800-53 Rev. 4 controls from all families | contyﬁl)eué |mp|roveme e/estabhshed and
* NIST SP 800-171 Rev. 2: AT 3.2.1, 3.2.3; / cq)mmumcated =\ WORKFORCE
RA3.11.1,IR3.62 / ) ‘ - SUPPLY CHAIN
« ISO/IEC 27001:2013 A.6.1.1, A. 7ﬁ A18.1( | RR Gl\p aniz: /hal leadership is responsible and CONTRACTS
o ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, cc th\ab{/forHsybersecurlty risk and fosters a culture DOCUMENT
4.2.3.5,4.2.3.11,4.3.24. 34\4\3\2\6 3,4.43.7 (~that is risk-aware, ethical, and continually improving.
* COBIT 5 APO13.12, Dsso4 02) 03. 01/ _— MANAGEMENT
MEA03.04 = / GV.RR-OZ: Roles, responsibilities, and authorities related
* HIPAA Security Rule 45CF.R. §§ to cybersecurity risk managem%; e established,
164.308(a)(1)(i), 164.308(a)(2), 164.308(a)(3), | communicated 1, understood, and)én rced.
;gj’;gi(i)g)’3§24308(b)' 164.310, 164.312, GV.RR\O3 /Kdeqﬂaté nesource\g}rre llocated
* GDPR Art. 6 (1-4) (a); Art. 10; Art. 15 (14); | 'ﬂmménsuraiewﬁh\IheGV%fseCUrltv risk strategy,
Art. 28 (1-4); Art. 29; Art. 32(3-4); Art. 33(1- rQIe spon |bj|t|es anjl/ohcles
5); Art. 34 (1-4); Art. 37 (1- Q&’t 38 (1- 6)' Art. | GV RR K\ /e/cuh%y s included in human resources
39 (1-2); Art. 40 (1-11); Articles 64- 66\ ol
Articles 84-86 ‘ \\ | practic
Policy (GV.PO) == / | Organizational cybersecurity policy is established, COMPLIANCE
e NIST SP 800-53 Rev. 4 controlsfrom all families commun|cated and enforced - IT ASSETS
;;v;szlsgiiojﬁ Rev.2:AT3.2.1,3.2.3; GV.PO-01: Policy formanagmgﬁyba%eé}ejty risks is
* ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.18.1 establlshed\base/{ on-organizationa xt,

* ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, cy‘b\ergecmlty surategy, andpﬁarl\l‘es and is

4.2.3.9,4.2311,43243 432634437 | /comm mca%/e forced

* COBIT 5 APO13.12, DSS04.02, MEAQ3.01, [ o
MEA03.04 \@ \ ‘\ \| GV.PO- 02 Po K( ahagm cybersecurity risks is
« HIPAA Security Rule 45 C.F.R. §§ \\ \reviewéd, u ated ‘communicated, and enforced to
164.308(a)(1)(i), 164.308(a)(2), 164.@08{@0(3}, I-reflect changes in requirements, threats, technology,
164.308(a)(4), 164.308(b), 164.310, 164.312, and organizational mission.

164.314, 164.316

e GDPR Art. 6 (1-4) (a); Art. 10; Art. 15 (1-4);
Art. 28 (1-4); Art. 29; Art. 32 (3-4); Art. 33 (1-5);
Art. 34 (1-4); Art. 37 (1-7); Art. 38 (1-6); Art. 39
(1-2); Art. 40 (1-11); Articles 64-66;

Articles 84-86
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SOLUTIONS
GOVERN (GV) The organization’s cybersecurity risk management
strategy, expectations, and policy are established,
communicated, and monitored.
Oversight (GV.0OV) Refsufts qf organ\lza\tlon-mde cybersecurity risk
‘ COMPLIANCE
* NIST SP 800-53 Rev. 4 /?%ICA ] tgzérgl\/lZ \ mana}emeni\actlwtles and performance are used to IT ASSETS
4, PM-9, PM-11, PM-12, PM-16, RA-2, RA- ‘
RA-S, SA-5, SA- f& SA 14,512, 514, 51 Y \\ mfo?n,‘lm{iroﬁl)d and adjust the risk management CYBER Bl
* NIST SP 800{71 Reu\Z CM 34.1;5A3. 122 / tra SUPPLY CHAIN
3.124;AT3.21-32 \E / GV.0V-01: Cybersecurity risk management strategy CONTRACTS
* ISO/IEC 27001:2 013 141823 outcomes are reviewed to mform and adjust strategy
o ISA 62443-2-1: 4.2.3,4.23.7,4.2.3.9, PROPERTY
and direction.
$2sa GV.0V-02: Thecybeirsek: rity risk management strategy DOCUMENT
s cescsca ﬁq“ MANAGEMENT

* COBIT 5 AP0O12.01, APO12.02, APO12.03,

AP012.04, APO12.05, AP013.02, D. SMO@ \// —~

® HIPAA Security Rule 45-C.F.R. - ~J

164.308(a)(1)(), 164.308(a)(1)(i)(A), Ay ’

164.308(a)(1)(i)(B), 164:308(a)(1)(i)(D)
164.308(a)(3), 164.3 4), N A
164.308()(5)()A), 164 g}(a 6.
164.308(a)(7)(ii)(D), 164.308(a)(7)(ii)(E),
164.308(a)(8), 164.310(a)(1), 164.312(a)(1),
164.316(a), 164.316(b)(2)(iii), 164.312(c),
164.312(e), 164.314, 164.316

® GDPR Art. 28 (1-4); Art. 29; Art. 32 (1-4); A,rti.x
35 (1-6); Articles 77 80; 82-83 ;

§ reW)Ned and adLusteB\ ensure coverage of
oirgamgatto&al tequ{re\ments and risks.
QV~03\Organ| }nal cybersecurity risk
aggwy performance is evaluated and reviewed for

=" a ustments needed.

L

Supply Chain Risk Maﬁagemer&
(GV.SC) L 5

* NIST SP 800-53 Rev. 4 CP-2, fP& EP PE 9,
PE-11, PM-8, PM-8, PM-11, SA-12, 5A-14
« NIST SP 800-171 Rev. 2:AC 3.1.4; RA 3.11. 1 Ps
3.9.1;CM 3.4.1

« ISO/IEC 27001:2013 A.11.1.4, A.11.2.2,
A.11.2.3,A.12.1.3,A.15.1.3,A.15.2.1,A.15.2.2,
A17.1.1,A.17.1.2,A.17.2.1

* ISA 62443-2-1:20094.2.2.1,4.2.3.6

* COBIT 5 AP002.01, AP002.06, AP003-01, |
AP008.04, APO08.05, AP010.03, APO10.04, |
AP010.05, DSS04.02 \\,,,,,,ﬁ \

« HIPAA Security Rule 45 C.F.R. §§ ) )
164.308(a)(1)(ii)(A), 164.308(a)(1)(ii)(B), /
164.308(a)(4)(ii), 164.308(a)(6)(ii), 164.308(a)(7),
164.308(a)(8), 164.310(a)(2)(i), 164.312(a)(2)(ii),
164.314, 164.316

* GDPR Art. 1 (1-3); Art. 3 (1-3); Art. 14 (2) (a-g);
Art. 28 (1-4); Art. 29; Art. 37 (1-7); Art. 38 (1-6);
Art. 39 (1-2); Art. 40 (1-11)

identi égtaﬁhs/heirmanaged monitored, and
jmpro d by organizational stakeholders.

GV.SC-01: A cybersecurity supply chain risk management
program, strategy, objectives, policj Q\Qd processes are
established and agreed to byrorgam{ﬁéyl
stakeholder§ / — \

/G\QSCOZ\CVberse;cunty roLes ana responsibilities for

Cyberj;p?ly\chﬁm risk n{ ﬂagement processes are
ie

/ supplle{s/ “cuy omefdtgnd partn)ers are established,
\ communlca\te

gfdlnat internally and

lextern ﬂ]x.//

GV.SC-03: Cybersecurity supply chain risk management
is integrated into cybersecurity and enterprise risk
management, risk assessment, and improvement
processes.

GV.SC-04: Suppliers are known and prioritized by
criticality.

GV.SC-05: Requirements to address cybersecurity risks in
supply chains are established, prioritized, and integrated
into contracts and other types of agreements with
suppliers and other relevant third parties.

SUPPLY CHAIN
WORKFORCE
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NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS

GOVERN (GV) The organization’s cybersecurity risk management
strategy, expectations, and policy are established,
communicated, and monitored.

| qv;st-o@: \‘F!Jfann\ing and due diligence are performed to
o / =\ ) ) \ rbqg]’cé\rié—ks"b‘gfdre entering formal supplier or other
=3 | { = Z’\ tf‘/\ird\jpairtylelfa}ibnships
= | \ - /r‘ V;Sfc-67:\Tﬁé/risks posed by a supplier, their products
= ) \\/Q L |and services, and other third parties are understood,
rrr——{/ — recorded, prioritized, assessed, responded to, and
monitored over the couﬁgiiﬁt\he relationship.

_— = N . .
GV.SC-Q,S;,BeI\ev@LSud ‘Ii\e‘@g/amd other third parties are
/,,,7\i\r1clu/u/(e/dfrr1jinc\:\id\@n'g plannir g,/fesponse, and recovery
) (o astities—, L )

- N [/ ] %&C-GQ:Supply,chai security practices are integrated
’\\ | \ int c\yla\efégdur}tvand enterprise risk management

\\\\,,,,,/\ = /,ppégrarﬁgj and their performance is monitored

;,,,// — throughout the technology product and service life cycle.
GV.SC-10: Cybersecurity suppl/y/ch%‘i? risk management

. .. . ‘//,;\.‘

plans include provisions for ag\c{c@m&‘ |that occur after the
conclusion of a partnership or service agreement.

7 T i | ¥

)

= = ) | = L=\
— L~V ) ) | T\ ) )

INTERNATIONAL DATA PRIVACY & SECURITY RULES SC365°
NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS

IDENTIFY (ID) The organization’s current cybersecurity risks
are understood

Asset Management (ID.AM) ,,é\\sséfi(é}., 4ata,,hard\\eléi@"spftuiif/e, systems,
I, L= Vo= )

* NIST SP 800-53 Rev. 4 (M-8, AC-20,CP2 RA/-Z,/ /’faclLll/tIQS,}b“‘('céﬁPeqple) that/enable the

-9, SA- 2 2 =3 I e aa L [
fA N?;ﬁ’:;;bgi;"&’\:vlé M3 4& ¢ | orgaﬁ{zat\lo\n to achieve business purposes are
« ISO/IEC 27001:2013 A.6.1.1, A8.1.1, A8 12 . |identified and managed consistently with their
A8.2.1,A11.2.6 ) \\w[glétlvﬁ/rnportance to organizational objectives and
® ISA 62443-2-1:2009 4.2.3.4, 4236;%3/;4?3 the organization's risk strategy.
o ISA 62443-3-3:2013 SR 7.8
* CCSCSC1,CSC2

IT ASSETS
CYBER BI

ID.AM-01: Inventories of hardware managed by the

« COBIT 5 APO01.02, APO02.02, APO03.03, organization are maintained.
AP003.04, BAI09.01, BAI09.02, BAI0S.05, ID.AM-02: Inventories of software, services, and
DSS06.03

systems managed by the organization are maintained.
* HIPAA Security Rule 45 C.F.R. §§

164.308(a)(1)(ii)(A), 164.308(a)(2), 164.308(a)(3), ID.AM-03: Representations of the organization’s
164.308(a)(4), 164.308(a)(7)(ii)(E), 164.308(b), authorized network communication and internal and

164.310(a)(2)(ii), 164.310(d) 164.314(a)(1), external network data flows are maintained.

164.314(a)(2)(i)(B), 164.314(a)(2)(ii), ) ) . .

164.316(b)(2) ID.AM-04: Inventories of services provided by
suppliers are maintained.

Contact us to empower and secure your organization before is too late!

+1(787)620-7575 | info@smartcompliance365.com

www.smartcompliance365.com



;65 SOLUTION

S
20 -
o ' g g
COMPLIANCE WORKFORCE CONTRACTS iR

MANAGEMENT CLEARANCE MANAGEMENT ASSETS

INTERNATIONAL DATA PRIVACY & SECURITY RULES SC365°
NIST 2.0 CYBERSECURITY FRAMEWORK [T
IDENTIFY (ID) The organization’s current cybersecurity risks
are understood
« GDPR Articles 35-39; 1D.AM-05: Asset: “‘f » prioritized based on
_— /" |classification, criticality, resources, and impact on the
o / "\ A ) ) \\ \fmission.- N )
# (,,J ‘«/ C;\Z‘ \ ID\.,AM-pZ:/Phyéntories of data and corresponding
‘\\\m,,\ o\ 7 ) /?‘ \ Vrjfe;z(dafsrf'ér designated data types are maintained.
\ ) \\ O (- ID.AM-08: Systems, hardware, software, services, and
r""f"i/ R data are managed throughout their life cycles.
Risk Assessment (ID.RA) The <_:yb_er'se/¢/:uVr/lgy‘j rlsrjér%th\e organization, ?sse.ts, COMPLIANCE
* NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, PM-4, and individuals is’'un Qstyo/d by the organization.
PM-9, PM-11, PM-12, PM-16, RA-2, RA-3, RA-5, N N LANED . o IT ASSETS
SA-5,SA-11, SA-14, §I-2, SI-4,51-5 ID. R‘A01 Vylhirab{!ltleﬂn assets are identified, CYBER BI
« NIST SP 800-171 R;V,J;CM 3.44;;,4&}2.\{— ) Z‘ vé\lidgﬁ d,'and recorded. WORKFORCE
3.124;AT321-322 ) [ |  "[ID.RA-02: Cyber thréat intelligence is received from
«ISO/IEC 27001:2013 126141823 )|.] ftﬁk‘ar;;a}tizys\harih/;éforu ms agnd sources SUPPLY CHAIN
« ISA 62443-2-1:2009-4.2.3, 4:2.3.7, 4.2.3.9) = :
42312 D) }‘K»:// | ID.RA-03: Internal and external threats to the
*CCsCsC4 ~ '/ organization are identified and recorded.
* COBIT 5 AP012.01, APO12.02, AP012.03, . ——
AP012.04, APO12.05, AP013.02, DSS04.02 ID.RA-04: Potent@]/p,mpjactfs(/r@@%el|hoods of threats
* HIPAA Security Rule 45 C.F.R. §§ exploitin;v@eré bilities arg‘\mgn/*tified and recorded.
jgj’,'332%Zﬁ%éf"féﬁzﬁf’j}"jﬁ?ﬁ(m p—y /|jj|5;'RA-qs;(fh;e,—<ts\, vulnerabilities, likelihoods, and
. a)(1)(ii)(B), . a)(1)(ii)(D), N W B e ) . .
164.308(a)(3), 164.308(0)(4%1/@3;)8((7)(5‘”@{/4)' /!V[’dpgcts\&arguied\ tgg@gler;s'.canq inherent risk and
164.308(a)(6), 164.308(a)(7)i)(D), | | inform rlsk\(tg;gjnigp[wﬁtlzatlon.
164.308(a)(7)(ii)(E), 164.308@(5')715\4-\31_9@(1)% JD.R&OG:\Risk responses are chosen, prioritized,
164.312(a)(1), 164.316(a), 164'316@)(»2”@1 ~_/ |'ptanned, tracked, and communicated.
164.312(c), 164.312(e), 164.314, 164,316 ]
« GDPR Art. 28 (1-4); Art. 29; Art-32 (1-4); Art. 35 | ID.RA-07: Changes and exceptions are managed,
(1-6); Articles 77 80; 82-83 assessed for risk impacrt;,/[,eca\rdeﬁf é@\ racked.
ID.RA-08: Pro;@s}é@ fo\l; re "'Ving\\éfiaiﬁ//ﬁing, and
ftesirfénqmg to vulnerability disclosures are
o //m\\/.‘j\vi\\w N )
N g esta tg,lj/shgd. Yl lp.
[ C | | |ID.RA-09: The authen ‘ici\tiand/integrity of hardware
\\ \ \ and ioftvvayé a\r?e'aséessed prior to acquisition and use
- ) oL S R
. /J \\,,,JB{ﬁA-IO: Critical suppliers are assessed prior to
N~ acquisition
Improvement (ID.IM) Improvements to organizational cybersecurity risk COMPLIANCE
* NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8 management processes, procedures and activities IT ASSETS
o NIST SP 800-171 Rev. 2: IR 3.6.1,3.6.3 . e R
« ISO/IEC 27001:2013 A16.1.6 are identified across all CSF F.unctl.o.ns. CYBER Bl
o ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4 ID.IM-01: Improvements are identified from
* COBIT 5 BAI01.13 evaluations
* HIPAA Security Rule 45 C.F.R. §§ ID.IM-02: Improvements are identified from security
164.308(a)(7)(ii)(D), 164.308(a)(8), ) . . .
164.316(b)(2)(iii) tests and exercises, including those done in
coordination with suppliers and relevant third parties.
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NIST 2.0 CYBERSECURITY FRAMEWORK [V
IDENTIFY (ID) The organization’s current cybersecurity risks
are understood
* GDPR Art. 32 (1.d) (2) lD\IM((B Imprb\kme ts are identified from
— //exécuthnofo\p atm/al processes, procedures, and
o / ;\\J C - 1 || -activities: \‘
# (,m,l‘ { ‘«/ Ciz‘\ \ D\IM -04: lﬁc/ldent response plans and other
’\\\ |\ ) ) cy@%securlty plans that affect operations are
— \\" \\/Q ‘\;// established, communicated, maintained, and
- — improved.

INTERNATIONAL DATA PRIVACY & SECURITY RULES SC365°
NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS

PROTECT (PR) Safeguards to manage the organization’s
cybersecurity risks are used.

Identity Management Aufh\entlcaforr " | Access to physical and logical assets is limited to

IT ASSETS
and Access ControliP AA) authorized users, services, and hardware and CYBER BI
* NIST SP 800-53 Rev. 4 AC-2, AC-3, AC5, AC'6, AC- | managed commensurate M/I'rtjrﬁe assessed risk of
16, AC-17, AC-19, AC-20, PE-2, PE-3, PE-4, PE-5, PE- | |\ ok o zed a écess Yy f- ; WORKFORCE
6, PE-9, IA Family L =/ PROPERTY

« NIST SP 800-171 Rev. 2: AC 3.1.1, 3.1.2, 3.1.5; (M~ "PR.AA- 1’Ident|hés anekcredt—:-ntlals for authorized
3.4.1,3.4.6; MP 3.8.1-3.8.2, 3.8.5, 388/@3,1031 VT u/ser‘s kserwces\ahé{ hardware are managed by the
3.10.5;PS3.9.1-3.9.2; IA35.1-35.2 | «’ Tor :h‘\li@tlon ) ) r*"'//

olSA6244321200943i3&43356 43373,
4.3.3.3.8 4.3.3.5.1 AA-02: Idef{tltles are proofed and bound to

« ISA 62443-3-3:2013 SR 1.1, SR 1\2 SR }\i SR 1ﬁ -credentials based on the context of interactions
SRS, SR 1.7, SR 18, SR19,SR1.13/SR2.1, SR2.6 | PR.AA-03: Users, services, and hardware are

« ISO/IEC 27001:2013 A.6.1.2, A.6.2.2, A.9.1.2,

A.9.2.1,A.9.2.2,A9.2.3 A.9.2.4,A.9.3.1, A.9.4.1, authenticated /\Q:,\\
A.9.4.2,A.9.4.3, A.9.4.4, A.11.1.1 A.11.1.2, PR.AA-04: Identity assernons aﬁe\\m ted,
A11.1.4) A.11.1.6,A.11.2.3, A.13.1.1, A.13.2.1 conveyed, ar Verlfled

* CCSCSC 12, 15, 16 / . gR/AA\OSh Accéss e\<m‘l55|ohs, \entitlements, and

* COBIT 5 AP013.01, DSS01.04, DSS05.04,)
DSS06.03, DSS05.05 7%75 auth@mzat}on\s Qa deflned n/a/pollcy, managed,

« HIPAA Security Rule 45 C.F.R. 55\@4 303(% (3), enforce /nd\t:ewev/ed and incorporate the
164.308(a)(4), 164.308(a)(7)(i), 164.308(a)(7, (ii A) f’pﬂn erles of least privilege and separation of duties

164.308(b)(1), 164.308(b)(3), 164.310(a)(1),

164.310(a)(2)(i, 164.310(a)(2)(i), 164.310(a)(2){ii, PR.A.A -06: Physical access to assets is mana.ged,.
164.310(b), 164.310(c), 164.310(d)(1), monitored, and enforced commensurate with risk
164.310(d)(2)(iii), 164.312(a)(1), 164.312(a)(2)(i),
164.312(a)(2)(ii), 164.312(a)(2)(iii), 164.312(d),
164.312(e)(1), 164.312(e)(2)(ii)

* GDPR Art. 5 (1) (a-f) ; Art. 25 (1-3); Art. 89 (1-4)
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SOLUTIONS
PROTECT (PR) Safeguards to manage the organization’s
cybersecurity risks are used.
Awareness and Training (PR.AT) The prgannatl\ h’géérsonnel are provided with
J WORKFORCE
* NIST SP 800-53 Rev. 4 AT-2, AT-3, PM-13, PS-7, / cvbersecurlty a%arél{ess and training so that they E-LEARNING
SA-9 [ -
« NIST SP 800-171 Rev. 2/( 21. 523 ) ) )| ( caqpétfekm\helr cybersecurity-related tasks
« ISA 62443- [1 20094.3.2.4.2, 23243 z\ . (PR AT-01 P;jsonnel are provided with awareness
. ISO/IEC27D01\2013A 6. 1‘\1 A7.22 ) \ | ah/d/tramm so that they possess the knowledge and
* COBIT 5 AP007.02, AROO7. Q3 APQL G4 / “skills to perform general tasks with cybersecurity
AP010.05, BAIOS. OﬂDSS s risks in mind.
* HIPAA Securgyﬂu/@ds C F R 66 164.308(a)(2),
164.308(a)(3)(i), 164.308(a)(5), 164.308(b), PR.AT-02: Ind|V|dua&/ms ecialized roles are
164.314(a)(1), 164.314(a)(2)(i), 164.314(a)(2)(ii), provided with-awar nd training so that they
164.530(b)(1) pgsses&the knowledgh&%nd skills to perform relevant
* GDPR Art. 28 (1-4); Art. 29; Art. 32 (3-4) / tpsk/s with cybersecurity risks in mind.
Data Security (P; Bsr / /”"’“ Py, Datars\manageg nsistently with the IT ASSETS
* NIST SP 800-53 Rev. ;M 8, MP- 6 PE-16 | \ anization’s risk strategy to protect CYBER Bl
-NISTSP800171R9\V AT3.2.1,AC3.1.1, 312,/ . -
3.14-3.16; CM 3.4.1; MP 3.8.1. 3\3 5 g . dénFlallty, integrity, and availability of
* ISO/IEC 27001:2013 A 8. 23/\ 32, mformatlon
A833,A112.7 PR.DS-01: The confudentlaIltyrmtegrlty, and
o ISA 62443-2-1:2009 4. 4.3.3.3.9, 4.3.4.4.1 availability of data- at-nest a(//b?otected
* ISA 62443-3-3:2013 SR 4.2
« COBIT 5 BAI09.03 PR.DS-02: The cpnfrdentlaQty nﬁégrlty, and
« HIPAA Security Rule 45 C.F.R. §§ o '// avmlab”h( of daﬁa-m Tra\nsn are protected.
164.308(a)(1)(ii)(A), 164. 3100/(")(2)(1’) 4/// n) WRpS ;lOVH\e conflde/ntlahty, integrity, and
;gj ;ig%g;“”)’ 164.310( (ZK)(WPIE 3¥0(d)(1)’ ava\b ity of data-in- 156 are protected.
e GDPR Art. 5 (1-2); Art. 32\(3*@ b)\s 2) \Art. 422 Q PR/I;S -11:Backups of data are created, protected,
44; Art. 45 (1-8); Art. 46 (1-5); ) | // ‘maintained, and tested.
Platform Security (PR.PSL/ The hardware, software (e.g., flrmware, operating IT ASSETS
* NIST SP 800-53 Rev. 4 AU Family, AC-3, AC-4, AC- | systems, applications), and seryi 5} phy5|cal and CYBER Bl

17, AC-18, CM-7, CP-8, MP-2, MP-4, MP-5, MP-7,
SC-7 « CCS CSC 14

o NIST SP 800-171 Rev. 2: AC3.1.1-3.1.2, 3.1.8;
AT 3.2.1; MP 3.8.4-3.8.6, 3.8.8; 5A3124,;\ //
AA 3.3.3-3.3.7; PP 3.10.4 - 3.10.5; / —) / (

« ISO/IEC 27001:2013 A.8.2.2, A.8.2. 3\ A.8.3. 1) \
A.8.3.3,A.9.1.2, A.11.2.9, A1241\A1242\ \
A.12.4.3,A.12.4.4,A.12.7.1, A.13.1.1, A1 21\
* ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.1, 4.3.3.5.2,
4.3.3.5.3,4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6, 433.5.7,
4.3.3.5.8,4.3.3.6.1,4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4,
4.3.3.6.5,4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9,
4.3.3.7.1,4.3.3.7.2,4.3.3.7.3,4.3.3.7.4, 4.3.4.4.7,
4.4.2.1,4.4.2.2,4.4.2.4

o ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR 1.4,
SR1.5,SR1.6,SR1.7, SR 1.8, SR 1.9, SR 1.10, SR
1.11, SR 1.12, SR 1.13, SR 2.1, SR 2.2, SR 2.3, SR 2.4,
SR2.5,SR2.6,SR 2.7, SR 2.8, SR 2.9, SR 2.10, SR
2.11,SR 2.12, SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3,
SR5.1,SR5.2,SR5.3,SR 7.1, SR 7.6

virtual platfor /nsaj'e managed %\b{m ently with the
‘organization’s risk stra\tegm protect their

confi |d§r9|alfty“ mteénty, and availability.

PR. PSO; Eonflg\uﬁtl n ma/ gement practices are
e/st bllshej and- ied.

J. S$-02: Software is maintained, replaced, and
removed commensurate with risk.

PR.PS-03: Hardware is maintained, replaced, and
removed commensurate with risk.

PR.PS-04: Log records are generated and made
available for continuous monitoring.

PR.PS-05: Installation and execution of unauthorized
software are prevented.

PR.PS-06: Secure software development practices
are integrated, and their performance is monitored
throughout the software development life cycle.
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NIST 2.0 CYBERSECURITY FRAMEWORK SOLUTIONS
PROTECT (PR) Safeguards to manage the organization’s
cybersecurity risks are used.
« COBIT 5 APO11.04, APO13.01, DSS05.02 = | f/ ))
* HIPAA Security Rule 45 C.F.R. §§ = | = \\K\‘ >

164.308(a)(1)(ii)(D), 164.308(a)(3), 3'08?11{(4) / . \ L
164. 308(0)(5)(1/){C), 164.3 (a)LZ){jué ) \
164.310(a)(2)(iv), 164.310(b), 164.310(c);” \ N 7//
164.310(d)(1), 164.310(d)(2), 164. 312(a)(1); \ \ _J /‘ .
164. 312{a){2§(¢ 164\31\2 a)(Q\{u) }4 iﬂ{ad(///v =

164.312(b) & )

 GDPR Art. 25(1-3) ; Art. 30(1=5); Art. 42-44 ; Art.
45 (1-8); Art. 46(1-5)

Technology Infrastructure Resilience Security archltecyurééf ar \ﬁlanaged with the
(PR.IR) /ganlzbtl n's risk s to protect asset

* NIST SP 800-53 Rev. 4 AU Family, AC-3, AC4, JAC-\ corﬁdgntlaklfyl lntegrlty, availability, and
17, AC-18, CM-7, CP-8, MP-2, Mp/(yes\/wfﬂ 4\

r a%ional r§S| ence.
SC-7 * CCS CSC 14 / p— ( gam .
o NIST SP 800-171 Rer AC3. 1 1- 3 1.2,3.1. g \\\ R-0: éIMLO s and environments are protected
AT 3.2.1; MP 3.8.4-3.8.6, 388>\SA g4 A = Fro u authorized logical access and usage.
105 =

AA3.3.3-3.3.7;PP3.10.4- 3, “)S ) e
 1SO/IEC 27001: 2013@‘82/2/'4823 A B2l PR.IR-02: The organization’s technology assets are

IT ASSETS
CYBER BI

A.8.33,A9.12 A11.29 A 1241, A12.4.2, protected from enwronme}‘lta\lr reats.
A12.43 A.12.44 A.12.7.1,A13.1.1,A.13.2.1 PR.IR-03: Mechanlsmare (ﬁpk\mented to achieve
* ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.1, 4.3.3.5.2, resilien }ze requlrbments mw ﬂ{ and adverse

\ M —

4.3.3.5.3,4.3.3.5.4,4.3.3.5.5,4.3.3.5.6, 4.3.3.5.7, \a

4.3.3.5.8,4.3.3.6.1,4.3.3.6.2,4.3.3.6.3, 4/3364\ /;t t"P“S = L —

4.3.3.6.5, 433664336;,4?3368/43/5‘69J P)R#R-p“ Adequate
ila

9$ rce capacity to ensure
4.3.3.7.1,4.3.3.7.2,43.3.73, {33 74,‘4.3.4.4.7, ( W\ksx/aw\tal
4.4.2.1,4.4.2.2,4.4.24

® ISA 62443-3-3:2013 SR 1.1, SR M}R\!}t}»&lﬁ
SR1.5,SR1.6,SR1.7, SR18§R19

1.11,5R 1.12, SR 1.13, SR 2.1)SR 2.2, SR 2.3, SR 2.4, e
SR2.5,SR2.6,SR2.7,SR2.8, SR 2.9, SR210 SR - //;\\\
2.11,SR 2.12, SR 3.1, SR 3.5, SR 3.8, SR 4.1, SR 4.3, e (\'/”'://,) &;\3/}
SR5.1,SR5.2,SR5.3,SR7.1,SR 7.6 - /rJ \ \\V/f,,\ =

* COBIT 5 AP011.04, APO13.01, DSS05.02 —_ (/ ,,,\\\ [ (— L — N\
* HIPAA Security Rule 45 C.F.R. §§ - W ) \
164.308(a)(1)(ii)(D), 164. 308(a)(3)/ 64808(0)(4) ' &~ \ i
164.308(a)(5)(ii)(C), 164. 310(0)(2)(1/1) - D
164.310(a)(2)(iv), 164.310(b), 164. a(;;) \ \ A Qf/ J =
164.310(d)(1), 164.310(d)(2), 164. 312(0)( ), \\ ) =
164.312(a)(2)(i), 164.312(a)(2)(ii), 164.312(a)(2)(iv),
164.312(b)

e GDPR Art. 25 (1-3) ; Art. 30 (1-5); Art. 42-44 ; Art.
45 (1-8); Art. 46 (1-5);
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DETECT (DE) Possible cybersecurity attacks and compromises are found
and analyzed
Continuous Monitoring (DE.CM) Assets arqmomior(eQ:B/{ d anomalies, indicators of T ASSETS
* NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13, p/ 0mi\se\( and oth tentially adverse events.
CA-7, CM-3, CM-8, CM-10, CM-11, Pl;/{ PE\ CYBER BI
6 PE-20,51-4 ) $E£M61 \Networ‘(s and network services are monitored to
* NIST SP 804{1'/714@ 2 A/@ 3. 3 3.3. 6/ \Z f\nd/ entuauy a /\/erse events.
- ISA 62443-3-3:2013 SR 6. ) |b C D’ﬁ The physical environment is monitored to find
* ISO/IEC 27001:2013 \ C
« HIPAA Security Ru 1}_\@ % / potentlally adverse events.
164.308(a)(1)(ii)(D), 08(0)(3)(11)(A), DE.CM-03: Personnel activity and technology usage are
164. 308{"){5){”)” 164 308(a)(5)(i)(C), monitored to find potentlﬁﬂy erse events.
164.310(a)(1), 164.310(a)(2)(ii),
164.310(a)(2)(iii), 164.310(b), 164.310(c), DE. CM 06: Externalse}'w é\rby er activities and services
164.310(d)(1), 164.310(d)(2)iii), // argm m/t/ored tb ﬁnatpgten ially adverse events.
;gjggg(z){’)' 164'31,2,@{'\ 167./3&?@3 ?nputlné hardware and software, runtime
« GDPR Art. 32 (1. b?/ (”"J \ ( ( eqw \ ndjhe data are monitored to find
s b _| potentia y a erse events.

\ . .
Adverse Event Ar:aly s./(bk.\f) ~_ | Anomalies, indicators of compromise, and other potentially COMPLIANCE
* NIST SP 800-53 Rev(4 AU-6,CA-7, IR-4, IR- | adverse events are analyzed to characterlze the events and
> IR8, RA-3, SI-4 N detect cybersecurity |nC|dents // IT ASSETS
* NIST SP 800-171 Rev. 2: AA 3.3.3-3.3.6; CYBER BI
AC3.1.2-3.2.5 DE.AE-02: Potenuallyfadver e e\k ts/f'e analyzed to better
¢ ISA 62443-2-1:2009 4.2.3.10 ur}derstand aé;ocnated activiti es ==
* ISA 62443-3-3:2013 SR 6.1 = \ .
- COBIT 5 APO12.06 o~ / /VJDE/AE)O3 nfof t\qn is co? ated from multiple sources.
« HIPAA Security Rule 45 GF RSS ﬂ \ DE. AHM h\oi\s'g}?té@ impact and scope of adverse
164. 308(0){5)(”)(6)’ 164. 308(07{ \\ AEOG Information on adverse events is provided to
164.308(a)(6)(ii), 164. 308(0)(8#, P
164.310(d)(2){iii), 164.312(b)}—— authorlzed staff and tools.
164.314(a)(2)(i)(C), 164.314(a)(2)(iii) DE.AE-07: Cyber threat mtelllgenge a@{w T\}r contextual
* GDPRArt. 32 (2); Art. 35 (1-2) information are integrated| into- the analys

DE,AE -08: Inc ents /re dec\afecfwhen adverse events meet
— th@defl\éd ing dent pm‘\e\iva

(T HNIT

SC365°

SOLUTIONS

INTERNATIONAL DATA PRIVACY & SECURITY RULES
NIST 2.0 CYBERSECURITY FRAMEWORK

Incident Management (RS.MA) Responses to detected cybersecurity incidents are
* NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8 * | managed.

NIST SP 800-171 Rev. 2: IR 3.6.1-3.6.3
* ISO/IEC 27001:2013 A.16.1.5

COMPLIANCE

RS.MA-01: The incident response plan is executed in

o ISA 62443-2-1:2009 4.3.4.5.1 coordination with relevant third parties once an incident
* COBIT 5 BAI01.10 is declared.
e CCscsc18 RS.MA-02: Incident reports are triaged and validated.
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NIST 2.0 CYBERSECURITY FRAMEWORK ST
* HIPAA Security Rule 45 C.F.R. §§

164.308(a)(6)(ii), 164.308(a)(7)(i),

164.308(a)(7)(ii)(A), 164. 308(a)(7)(u)(/3f \ Rs. IQ/IA-\04}1n

164. 308(0)(7){1/)(C), 1643 })L )i),\ 4 uaeeaed =
2),

categorized and prioritized.

RS. MA((Bf Inhdi‘ “
r\ tsare escalated or elevated as

164.312(a)(2)fii RS.MA A- S,TH/énterla for initiating incident recovery

r

* GDPR Art. (1 b) Art 32 (L.d); Art 321 ) ave applisd—

Incident An\lz’:j 5,}\'% ﬁ  — Investigations are conducted.to ensure effectlve. - COMPLIANCE
* NIST SP 800-;4 j/ 4,IR-5, IR-8 response and support foren5|cs and recovery activities.

« NIST SP 800-171 Rev. 2: IR 3.6.1-3.6.2 . IT ASSETS

« ISO/IEC 27001:2013 A.16.1.4, A.16.1.6 RS.AN-03: Analysns is p ed to establish what has CYBER BI

o ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, taken lage q‘urlng an GL@L 'and the root cause of the

4.3.45.8 ——|incident.” |

L/ —

* HIPAA Security Rule 45 C.F.R. 9 — /\ S. M\NAOB‘ cﬁe eJ:)gyformed during an investigation are

L

164.308(a)(6)(ii), 164.308(a)(7)(ii)(B); J

164.308(a)(7)(ii)(C), 1/64303(0) 7)i)(E) [’/\ c&)rd/ed\ dih }ords integrity and provenance are
preserved./ -

« GDPR Art. 32 (1. d)\\%fe/eg 33-34

\ Q (" | RS.AN-07: Incident data and metadata are collected, and
— /// their integrity and provenance are preserved.
RS.AN-08: An incident’s magritude.is estimated and
validated.  — ) (\33))
Common 1C0) ottt e v st | | TS
' / e ’"nf frol 9 ylaws, reg ' WORKFORCE

* NIST SP 800-53 Rev. 4 CP- i CP-3)\IR-

* NIST SP 800-171 Rev. 2: IR 3(6.1-3. 62 L / SUPPLY CHAIN
« ISO/IEC 27001:2013 A.6. RS C QJZf \’E‘Zpdia% external stakeholders are
of incidents

A. 15
* ISA 62443-2-1:2009 4.3.4.5.2, 43 g\\ notifi
4.3.4.54 RS.CO-03: Information is shared with designated

* HIPAA Security Rule 45 C-F#‘"ﬁ/ internal and external stakeholdersrrr} :

164.308(a)(2), 164.308(a)(6)(i),

164.308(a)(7)(ii)(A), 164.308(a)(7)(ii)(B), s Q

164.308(a)(7)(ii)(C), 164.310(a)(2)(i), \ / //J \ \V - -

164.312(a)(2)(ii) . \/ = ) (L Py \

* GDPR Articles 33-34; 37-38 _— / \

Incident Mitigation (RS. le (“’J g ( Actmﬁesar\ E\f&f\s/d to pﬁ\/ent expansion of an COMPLIANCE
* NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5" \ eve):t nd/m .g ffects.

« NIST SP 800-171 Rev. 2: IR 3.6.1-3.6.2 RS MIOL=Tr cidents are contained. IT ASSETS

* ISO/IEC 27001:2013 A.12.6.1 R — CYBER BI

« HIPAA Security Rule 45 C.F.R. §§ “— RS.MI-02: Incidents are eradicated.

164.308(a)(1)(ii)(A), 164.308(a)(1)(ii)(B),
164.308(a)(6)(ii)
e GDPR Art. 32 (1.d); Art. 32 (2); Articles 33-34
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RECOVER (RC) Assets and operations affected by a cybersecurity
incident are restored
Incident Recovery Plan Execution Restoratpn activiti lﬁﬂ%%})erformed to ensure COMPLIANCE
(RC.RP) ;{p ratlomal avalla systems and services affected IT ASSETS
* NIST SP 800-53 Rev. 4 CP-10, % \/8, \ \by/cyberwcun;y cidents. SUPPLY CHAIN
;'ZV';TSPBOO‘HH‘?V ¥ il e GS/ATZ R(‘meol The recovery portion of the incident response
. ISO/IEC27 34 ng — an ;/ketut once initiated from the incident
e CCSCSC8 /\ = response process.
* COBIT 5 D5502. 05£§$ RC.RP-02: Recovery actions are selected, scoped,
* HIPAA SecurLy Rule 45 C.F. R §§ L
164.308(a)(7), 164.310(a)(2)(i) prioritized, and performe
« GDPR Art. 32 (1.¢); RC.RP-03: The mtegrl}ty \ pe@@ups and other restoration
assets veﬂfled pefore g them for restoration.
/ / \R RI?-OA Crit CBLm sion functions and cybersecurity risk
//,:] / me}a e(ﬁei\l';\are considered to establish post-incident
{ C “[ope at@xakyz)rm&
\ \\\\ A TR ﬁ P-05: The integrity of restored assets is verified,
systems and services are restored, and normal operating
status is confirmed.
RC.RP-06: The end ofmmdent, n@o@y is declared based
on criteria, ?ndlnﬁlder(t relate@\dd/c/ mentation is
- c&fmpl@tedr
Incident Recovery Conymumca’:ifmr Restdr ion aetlwt\es arej rdinated with internal and COMPLIANCE
(RC.CO) externa a ti WORKEORCE
* NIST SP 800-53 Rev. 4 CP- IR 4
« NIST SP 800-171 Rev. 2: IR T80 1\3} }\\\ ﬁqt%ﬁ gs% Recovery activities and progress in restoring SUPPLY CHAIN
o)

* HIPAA Security Rule 45 C. Fﬂ
164.308(a)(6)(ii), 164. 308(0)(7)(rr)(8/
164.308(a)(7)(ii)(C), 164.310(a)(2)(i),
164.314(a)(2)(i)(C)

* GDPR Art. 32 (1.c);

perational capabilities are communicated to designated
internal and external stakeholders. -

RC.CO-04: Public updates on melperg\e\c%fry are shared

using approved nr}ethogs énqi*mess
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Contact us to empower and secure your organization before is too late!

+1(787)620-7575 | info@smartcompliance365.com

www.smartcompliance365.com




