
Managing someone's NDIS (National Disability Insurance Scheme) information 

securely is critical to protecting their privacy and ensuring compliance with legal and 

ethical obligations. Here are some key strategies to securely manage NDIS 

information: 

 

1. Adhere to Legal and Regulatory Requirements 

• Compliance with Privacy Laws: Follow the Australian Privacy Principles 

(APPs) under the Privacy Act 1988, which govern how personal information is 

collected, stored, and shared. 

• NDIS Code of Conduct: Ensure all staff adhere to the code, emphasising the 

importance of confidentiality and privacy. 

 

2. Implement Robust Digital Security 

• Use Secure Systems: Store electronic records in encrypted, password-

protected systems. 

• Access Controls: Restrict access to sensitive information based on roles and 

responsibilities. 

• Multi-Factor Authentication (MFA): Use MFA for accessing systems 

containing NDIS data. 

• Regular Software Updates: Keep software and security systems updated to 

prevent vulnerabilities. 

• Audit Trails: Enable logging and monitoring of access and changes to 

sensitive data. 

 

3. Secure Physical Storage 

• Lockable Cabinets: Store hard copies of documents in secure, lockable filing 

cabinets. 

• Access Restrictions: Restrict access to storage areas to authorised 

personnel only. 

• Shredding and Disposal: Use secure shredding services for disposing of 

obsolete hard copies. 

 

4. Ensure Safe Data Sharing 

• Use Secure Platforms: Share information only through secure and encrypted 

communication channels, such as secure email or approved portals. 



• Obtain Consent: Always seek explicit consent before sharing personal 

information, unless required by law. 

• Verify Recipients: Confirm the identity of recipients before sharing 

information. 

 

5. Train Staff 

• Regular Training: Conduct regular training on data security, privacy policies, 

and recognising potential breaches. 

• Clear Policies: Provide staff with clear, accessible guidelines on handling 

NDIS information securely. 

 

6. Conduct Regular Risk Assessments 

• Identify Risks: Assess potential risks to the confidentiality, integrity, and 

availability of NDIS information. 

• Implement Mitigations: Develop and implement strategies to address 

identified risks. 

 

7. Plan for Data Breaches 

• Breach Response Plan: Have a clear process for responding to data 

breaches, including notifying affected individuals and reporting breaches to 

the Office of the Australian Information Commissioner (OAIC) when required. 

• Incident Tracking: Maintain a record of breaches and the measures taken to 

resolve them. 

 

8. Engage Third-Party Providers Carefully 

• Due Diligence: Vet third-party providers handling NDIS information for 

compliance with security and privacy standards. 

• Contracts and Agreements: Include privacy clauses in contracts with service 

providers. 

 

9. Maintain Up-to-Date Documentation 

• Policies and Procedures: Regularly review and update data management 

policies and procedures. 

• Data Mapping: Maintain records of where personal data is stored, who has 

access, and how it is used. 



 

10. Encourage Participant Involvement 

• Transparency: Keep participants informed about how their data is managed. 

• Feedback Channels: Provide ways for participants to raise concerns or 

suggest improvements in data security practices. 

By implementing these practices, NDIS information can be managed securely, 

minimising risks of unauthorised access, loss, or breaches. 

 


