CAPABILITY STATEMENT

HISTORY

Since 2007, WWCM has supported customers to govern
solutions for mission critical requirements. We are a
certified Woman Owned Small Business (WOSB) that
provides consulting services in the areas of Science,
Technology, Engineering, Art and Math (STEAM).

WHAT WE DO

Streamline DevSecOps processes that promote high-
performing information security measures by way of

exploiting systems and software in service-oriented
architectures for complex support programs. Our mission is
to provide support for enhanced Critical Infrastructure
Protection (CIP) that advances the future of systems.

DIFFERENTIATORS
® Large Firm Quality, Small Firm Agility

e Rapid Hiring/Vetting - Certified Contractors: IAT Levels I-llI,

IAM Levels I-1ll, IASAE Levels I-1ll, CSSP, CISSP, CISA, CISM,
CRISC, CGEIT, PMP, HCISSP, CHFI, CIPP/US, CIPP/G, CEH,
CHFI, GSEC, AWS, TS/SCI

® Domain Expertise: C6ISR, Provide Highly Adaptive Cyber
Security, Cloud & DevSecOps, SAFe Agile, IoT, Prog
Management, IT Risk Management & Compliance,

Robotics Process Automation (RPA), Al, Machine Learning,

IT Modernization System services to niche customers

CONTRACT VEHICLES

¢ GWACS/IDIQs (Core Team Member)

® GSAIT Schedule 70 prime contract including cyber HAC
SINs to meet IT security requirements outlined in OMB

Memo 19-03: “Strengthening the Cybersecurity of Federal

Agencies by enhancing the High Value Asset Program”

COMPANY SNAPSHOT

e WOSB | DUNS #: 831864124 | CAGE #: 9FJD4

o NAICS: SCIENCE: 5416, 541715, 541690, 541990,
541620, 9511, 9431, SPACE: 9661,9271, TECH: 541511,
541512, 541513, 541519, ENGINEERING: 5413, 541712,
541330, 8748, 541611, 561110, 561210, 541614, 541319,
541350, 8711, PROG & OFFICE MGMT: 541618, 611430,
561499 | Unique Entity ID: RDGBLHBHIN93

SECTOR OPERATING BUSINESSES:

e Office, Facility, Data Center, Airspace (land/sea)

e Systems: Strategic & Tactical Space, Payload & Ground,
Launch & Missile Defense, Strategic Deterrent, Aviation,
Earth Data

OPERATING SECTORS:

o Aerospace, Avionics, Defense, Geospatial
SYSTEMS/ENTITIES PROTECTED:

o IT Asset Management: Smart Endpoint Devices,

Computers, Routers, Networks via next-gen firewalls,
DNS, Malware and Anti-virus capabilities

CORE COMPETENCIES

Cybersecurity
® Cybersecurity Risk Assessment & Mitigation Strategy, Penetration Testing
¢ Information Security Program Design & Implementation, Vulnerability Assessments
e Compliance Assessments and Remediation, Operations, Monitoring & Analytics
e Firewall Architecture/Configuration, Secure Code Review Analysis
® Incident Response Planning, Coordination and Support Services
e Endpoint Threat Detection and Response (ETDR), Disaster Recovery & Continuity
Cloud Integration
e Compliance Assessments, PMO Review and Remediation
* FedRAMP Readiness, Office Virtualization, Centralizing/Consolidation
e Cloud Security (AWS, Azure, GCP), Data Migration, Storage Network Design
¢ Cloud Security Authorization (SSP, SAP, SAR, POA&M)
Space Commercialization & Advanced Air Mobility (AAM) Ecosystems
® Aerospace and Avionic Systems:
-Accelerate the development of safe, AAM flight ops in national airspace
-Map the Future of Urban Air Mobility (UAM) — U.S. CODE: Title 51
-Support Transportation as a Service (TAAS)
® Advanced Analytics: Al, Machine Learning, NLP, Data Mining
® Secure internet routable IP prefixes managed or controlled by Autonomous Systems
® Accelerate advancement of UAM and AAM market missions
-Drones, electric aircraft, automated air traffic management, supply chain
Regulatory Compliance & Security Assessments
e Compliance Assessments and Remediation: NISTIR 8278, NTIA, NDAA Sec 889-a&b,
FedRAMP, Assessment & Authorization (A&A), FISMA, RMF, CSF, NIST SP 800-53,
DFARS NIST SP 800-171, ISO 27001/27002, DoDI 5000.90, H.R.5515, Cybersecurity
Maturity Model Certification (CMMC)
® Independent Verification and Validation (IV&V)
® Model Based Systems Engineering (MBSE), (SysML)
® Third Party Info Security Assessments, Privacy Impact Assessments (PIA)
Planning, Programming, Budgeting, & Execution (PPBE)
e Congressional Budget Justification (CBJB) and (IPBS) budget reviews
® NIP Budget, Finance and Accounting Guidance
e Simulation, Dynamic Systems, Autonomous, Robotics Process Automation (RPA)

PARTNERS / PAST PERFORMANCE

e NASA, FAA, NGA, ODNI, HHS, FDA, DIA, US Senate

e Alaska Satellite Facility (ASF), Atmospheric Science Data Center (ASDC),
Crustal Dynamics Data Information System (CDDIS), Global Hydro Resource
Center (GHRC), Goddard Earth Science Data & Info Center (GES DISC), Land
Processes DAAC (LP DAAC), Level 1 & Atmospheric Archive Distribution
System (LAADS), National Snow & Ice Data Center (NSIDC), Oak Ridge
National Lab (ORNL), Ocean Biology (OB.DAAC), Physical Oceanography
(PO.DAAC), Socioeconomic Data & Applications Center (SEDAC)

e Atos, Marriott, Georgetown University, NY Life Insurance Co.
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Lori D. Coombs, CEO | Lori.D.Coombs@wwcapmgmt.com

12020 Sunset Hills Road, Suite 100, Reston, VA 20190 | (703) 286-0341 | contact@wwcapmgmt.com | https://wwcapmgmt.com






