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Artificial Intelligence and Machine Learning (Al/ML)

HIGH QUALITY DATA GENERATION

Diffusion model

« Availability of high-quality
synthetic data to develop AI/ML
algorithms is vital.

» Representative datasets for
tactical and mission-critical
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' Vector-Quantized Variational Autoencoder (VQ-VAE)

operations are limited. ! = .
' Embeddi ‘.
- Images of red-force drones, i [ } g —— ._
ships or tanks or wireless signals ! N - - :
. . . 1 5 N 7!
in different domains. AN / B 4 /mwjd\ ;
. | \a v q(2lx) W .:/ CNN \ y
- Different angles or | NERT R \ h

- I (X 4 .
daylight/seasonal change for ! y , g 4
Image data. ' Encoder Decoder

\ \
- - - -\
 Variation in channel and R
interference characteristics for N

the RF signal data. Image data RF signal data | Augmented data

 Diffusion models for augmenting data for object detection in a guided and principled way.

*  VQ-VAE-based synthetic data generation for RF waveforms provides high-fidelity and diverse
data samples for RF signal waveforms.
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Al-DRIVEN THRAT DETECTION AND MITIGATION

* Deep learning is vulnerable to catastrophic forgetting (forgets old tasks when learning new ones).

« Continual deep reinforcement learning (DRL) to prevent catastrophic forgetting in jamming
mitigation for Electronic Warfare (EW) applications.

« Retain knowledge of old jammer patterns while learning to handle new ones.

Catastrophic Forgetting
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Multi-agent Reinforcement Learning (MARL)

Saliency Map (Best Action: right,A,B, 0.56)
|

Saliency Map (2nd Best Action: right,A, 0.40)

« Explainable Al.
« Explain decisions of DRL.:

RF SIGNAL CLASSIFICATION

« Detection and classification of multiple Signals of Interest (SOIs).
« Large database of SOIs and Al/ML models for different applications.
 Signal classification for 4G/5G, and V2X protocols.
« Signal classification for HF protocols.
« Waveform and protocol classification.
« Multifunction radar cognitive state estimation and next state prediction.
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Predicted Labels

LARGE LANGUAGE MODELS

« Multilingual LLLM-based context search and LLM-based advanced text analytics.
* Processes +60K data sources from +140 countries in +40 languages.

Finding the best information sources
ClimateSense

# Home

¥ Favorte Ask your question Language v Time v

= History

Customized Input

(Optional) You may want to tell us your interest/background to improve query performance

TOPICS

@ Forest Fires
News Academic Studies Government Resources Patents Other Feeds

@ Coastal Habitat Loss

& Drought

B Flooding or Try our featured collections
& Deforestation

@ Rising Sea Levels

& Extreme Climate Events

+  Add New Topic

Forest Fires +

» Recommender system for Model-based Systems Engineering (MBSE) artifacts.
« Multimodal Retrieval Augmented Generation (RAG) for text, image, audio, video.
» Personalized and sequential-time recommendations.

Retrieval Augmented Generation (RAG)
|

Wildfires Threaten Yellowknife, Other N.W.T. Communities | | GVS News - In Photos E i@ > - .i. — Query Engine I Response
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Query Results
Action [tems to Mitigate Climate Crisis and Respond to Wildfires in Northern Boreal Forest: Emergency Response and Evacuation:
+  Prioritize the safety of residents through efficient evacuation efforts. «  Establish and manage emergency shelters for
Q displaced individuals. - Coordinate transportation arrangements for safe evacuation. Wildfire Prevention and Mitigation: -
Implement stricter fire safety regulations to prevent future wildfires. »  Invest in advanced technology for early detection and

port

rapid response. « Incorporate Indigenous knowledge and practices in firefighting strategies. Ecosystem Restoration and
V) Conservation:»  Develop strategies for the restoration of the damaged northern boreal forest. +  Focus on sustainable land
safety management practices to prevent ecosystem degradation. - Address carbon emissions resulting from deforestation to combat
northern oreal rESpOﬂSG climate change. Community Support and Resilience: » Ensure affected communities have access to necessary support
r t S services.»  Facilitate community engagement and collaboration in recovery efforts. »  Encourage donations and volunteer

participation for relief and recovery. Government and International Collaboration: +  Collaborate with other levels of government
to address challenges collectively. - Seek international assistance and expertise for firefighting and recovery efforts. -
Exchange knowledge and best practices with regions facing similar crizes. Public Awareness and Education: = Conduct public
awareness campaigns on wildfire preparedness and prevention. +  Educate residents about the importance of ecosystem
conservation and restoration. * Promaote responsible behavior to reduce the risk of human-caused fires. Long-Term Planning and
affected Investment: - Develop long-term strategies for wildfire management and ecosystem health. +  Allocate resources for sustainable
practices and infrastructure development. + Integrate climate resilience considerations into policy and planning. Climate Change
Mitigation: + Acknowledge the relationship between wildfires, deforestation, and climate change. + Implement measures to reduce
carbon emissions and combat global warming. + Advocate for international climate action to address underlying causes.
Q Query Monitering and Assessment: » Continuously monitor ecosystem recovery and resilience progress. - Evaluate the effectiveness
of policies and interventions for adaptive management. + Use data-driven insights to refine strategies and responses over time.
Collaboration and Unitv: + Foster collaboration between aovernment. communities. and individuals. - Unite efforts to rebuild

OBJECT DETECTION AND TRACKING

Ask your question

* Need: Most real-world datasets are typically imbalanced.
* Imbalance in class distribution (instance count).
* Imbalance in spatial distribution (pixels squared).
» State-of-the-art AI/ML models for object detection and multi-target tracking (MTT).

Decision
boundary

Number of training samples

Tail

Sorted class index

LOGISTICS & SUPPLY CHAIN MANAGEMENT

« Track logistical supplies and personnel movements across multiple transport modes.
« Monitor military logistics supply movements.

A

Risk Management = Manufacturer Distributors Asset Tracking End User

GRAPH ANALYTICS

Graph representation for Text

* Knowledge representation and extraction.

« LLM-based Knowledge graph generation.
Graphs Embeddings

« Graph Reinforcement Learning for network

2 4;,%%8 QQ-
resource allocation. S
e Community/subcommunity detection. O VTN Naturalised-..

* |Influential node identification.
« Attribute/feature prediction.
.Univg?i;ym

* Predictive analysis.
« Communication link states.
 Traffic flow prediction.

Web: www.nexcepta.com

Email: info@nexcepta.com
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