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FORTIFY YOUR BUSINESS WITH ADVANCED
CYBERSECURITY COMPLIANCE, TRAINING
AND ENGINEERING.

CAPABILITY STATEMENT
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COMPANY OVERVIEW

V) CyberVauIt WHO WE ARE.

SOLUTIONS STREAMLINED SECURITY SERVICES

e Virginia Women Owned, Minority Owned, Micro
and Small Business Certified

e Our firm specializes in implementing tailored and
strategic cybersecurity services

e Recognized as a High Performer in Summer 2023

EMPOWERING PEOPLE ) » We diligently follow and apply established

methodologies, including NIST, CIS, ISO 27001,

S E C U R I N G F U T U R E S HIPAA, OWASP, SOC-2, FedRAMP, and CMMC

COMPANY OVERVIEW
CyberVault Solutions is an SBA-certified, WHAT WE DO.

Woman-Owned, and Minority Business "WE TAKE A TAILORED APPROACH TO SECURITY”
Enterprise (MBE) in Virginia. We deliver
impeccable, adaptable cybersecurity and cloud
solutions with a staff of highly qualified cyber
consultants, engineers, and IT consulting
specialists. Our core values are efficiency,

e Cybersecurity Engineering and Compliance
services: We focus on framework implementation
and engineering design.

e Cybersecurity Training: Our Comprehensive

innovation, and excellence in cybersecurity Development programs emphasize educating
services. organizations on the significance of following best
practices.
e Cybersecurity Proposal Writing: We craft
KEY COMPETENCIES proposals tailored for Cybersecurity opportunities,

Engineering and Compliance. distinct from technical proposal writing.

Technical Proposal Writing. PRIMARY NAICS
Penetration Testing.

Vulnerability Management.

Business Continuity and Cloud Backup. NAICS
Risk Assessment. 54151 2, 541519, 541611,
24/7 50C Monitoring 541990, 541690, 541511

Incident Response and Management.
Full Technical Staffing.

Cyber Training and Awareness.
Endpoint Detection & Patch
Management.

OUR PARTNERS

RX RESOURCE nl
CONTACT US AT: XCHANGE U. I

Email: info@cybervault-solutions.com
Phone: (202) -937-6145 T = g 3
Website: www.cybervault-solutions.com hrl Ve Dx ec;\‘%
Office Address: 1550 Wilson Boulevard, Sams CLOPBEZTEU?BSL:E LLC
Arlington, Virginia 22209

Arlington, VA 2220

CERTIFIED
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PAST PERFORMANCE/CLIENTS

Zero Trust Implementation

Cloud Backup and Management resources

e Provided comprehensive architectural design,
planning, analysis, and deployment for a small
government agency, implementing stringent
processes and cutting-edge technology that
adheres to industry standards.

CyberSecurity Engineering Services

e Conducted vulnerability scans and risk
assessments for various government entities,
while implementing best practices agencywide.

CyberSecurity Proposal Writing

e Offered cybersecurity proposal writing services to
a private organization, covering numerous
opportunities.

Training and Development

e Provided comprehensive cybersecurity
training, a supportive community, mentorship
opportunities, practical hands-on experience,
simulated interviews, and additional resources
to help members establish successful careers
in cybersecurity

"OUR GOAL IS TO RAPIDLY &
ACCURATELY SOLVE PROBLEMS
THAT BUSINESSES ENCOUNTER ON
A DAY TO DAY BASIS".
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ASSOCIATED CERTIFICATIONS

Certified Information Systems Security

W

MAKE YOUR VISION COME TO LIFE

Professional (CISSP)

Certified Information Security Manager

(CISM)
Certified Cloud Security Profesionnal (CCSP) A A.' ASRAA TECH

GIAC Exploit Researcher and Advanced

Penetration Tester (GXPN)

GIAC Web Application Penetration Tester

(GWAPT) OUR VENDOR PARTNERS

EC-Council Certified Hacking and Forensics

Investigator (CHFI)
EC-Council Certified Ethical Hacker (CEH) /

AWS Certified Solutions Architect - Associate = MicrOSOﬂ
CompTIA Security+ . f;zscalerM
Red Hat Certified System Administrator Blumlra

(RHCSA) =
EC-Council Certified Security Analyst (ECSA) é
USMC Red Team Level 1 Technician o o
Project Management Professional B]tdefender

Certification (PMP) AUTOMOX
CompTIA Advanced Security Practitioner



https://www.cybervault-solutionsgov.com/

“We excel in our respective areas
and guarantee customer
satisfaction.”

KEY COMPETENCIES AND CAPABILITIES
EXAMINING CLOSELY

o)
&

ENGINEERING & CYBERSECURITY CYBERSECURITY
COMPLIANCE TRAINING WRITING
Our team excels in We leverage proven evidence We manage the
implementing top and industry best practices to complexities of
compliance practices and design customized training cybersecurity proposal
standards across the programs that empower your writing, which demands
industry. We leverage employees with the essential greater detail and precision
established evidence, knowledge and skills to combat than standard technical
artifacts, and data from your cyber threats effectively. By proposals. By highlighting
initial assessment to enhancing your organization's your strengths and expertly
streamline alignment with overall cybersecurity posture, showcasing your
any relevant framework. our comprehensive resources strategies, frameworks,
This approach ensures address all training needs, and personnel, we craft
thorough compliance, transforming your team into a compelling proposals that
efficiency, and the effective formidable defense against position you for success
management of any cyber threats. Our approach and help secure valuable
compliance-related issues, integrates leading tools and opportunities. Let us take
maintaining your methodologies to ensure your the burden off your
organization's security and cybersecurity training efforts shoulders, ensuring your
adherence to industry are precise and impactful. company stands out in the
standards. competitive landscape.

PERSONNEL | CERTIFICATIONS

CISA (crisc (CISM

PROJECT
MANAGEMENT
PROFESSIONAL

Certified Cloud
Security Professional




OURTEAM:

Our team is diverse, consisting of dedicated individuals focused on advancing our
work. Each member contributes a distinct technical expertise and personal
experiences, enabling them to handle and accomplish tasks effectively. With expertise
in Cybersecurity, Project Management, Business Development, and Writing, we
provide a variety of skills to ensure client satisfaction. We emphasize and value clear
communication with customers, aiming to provide a personalized small business
experience with the efficiency of a larger enterprise.

Joshua Wells Ph.D Candidate Abdoul Mohammed
Cyber Engineering, Zero-Trust, VM, Compliance, Cyber Training Project Management, Scrum, SAFe, Agile
Owner | Managing Director Project Manager | Contracts Specialist
Joshua Wells is a seasoned Cybersecurity Expert with over a Abdoul Mohammed brings extensive project management
decade of experience in leading teams through complex expertise, particularly in Scrum, SAFe, and Agile
security challenges. As the Managing Director of CyberVault methodologies. He has successfully managed projects of all
Solutions, Joshua has a proven track record of working with sizes, including significant government initiatives,
various government bodies (Federal, State, Local and Private consistently guiding them to the finish line while exceeding
Sector). Under Joshua’s guidance, CyberVault Solutions has client expectations. Abdoul’s strategic approach and
consistently earned praise for its commitment to unwavering commitment to excellence ensure that projects
collaboration, innovation, and exceeding client expectations. are delivered on time, within budget, and to the highest
His dedication to the field of cybersecurity is matched by quality standards, perfectly aligning with clients’ goals.

his passion for empowering organizations to navigate the
complexities of today’s digital landscape with confidence
and resilience.




WHY US:

At our core, we are devoted to tackling the most challenging cybersecurity issues that some may
consider insurmountable. As a cybersecurity agency focused on customers, we specialize in
cybersecurity, compliance, proposal writing, and training. Our dedication to excellence stems
from a genuine concern for our clients and an unwavering commitment to their success. Your
security and satisfaction are always our top priorities when you work with us.

The relationships we build during our interactions are enduring. Our organization is dedicated to
serving with commitment, leading by example, and genuine care. We believe that transparency is
essential in establishing any relationship.

Ricardo Russell Ibrahima Kebe
Business Development, Customer Engagement & Satisfaction  Strategic Partner Development, Project Management
VP | Cybersecurity Sales & Strategy Program Manager
Ricardo Russell is an accomplished business Ibrahima Kebe is an experienced Program Manager
development executive with a strong track record in with a strong background in the private industry. He is
driving growth and revenue. He excels in strategic skilled in community organizing, startup development
planning, brand positioning, and sales strategy, using and program development. Ibrahima brings valuable
market intelligence and data-driven insights to boost insights into program engagement and acquisition
business performance. Ricardo is skilled at building key management. With a Master of Education in
relationships, leading teams, and fostering Educational Leadership and Administration from
collaboration to achieve business goals. His expertise Howard University, he excels in program management
in identifying market opportunities and managing risks and operations, leveraging his diverse expertise to

ensures ongoing success and a competitive edge. drive success.
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ZERO TRUST

Why us? “g:

"We excel in ensuring the stability and
enhancement of infrastructures, ranging
from crafting technical proposals to
performing thorough assessments, to
engineering organizational ecosystems."

™



ABOUT US:

CyberVault Solutions is the Metropolitan area's most authentic, ambitious
cybersecurity firm, renowned for our team of quality engineers and subject matter
experts across every facet of the cybersecurity space. We are dedicated to delivering
exceptional service and exceeding our clients' needs.

Based in Arlington, VA, CyberVault Solutions is an SBA-certified, Micro, Minority, and
Woman-0Owned Business Enterprise (MBE) in Virginia. Our primary NAICS codes—
541512, 541519, 541611, 541990, 541690, and 541511—enable us to excel in all
areas of cybersecurity. What sets us apart are our quality relationships, trust,
integrity, and transparency. With over many years of combined experience in the
cybersecurity and IT industry, our energetic and driven team offers a wide array of
security solutions and cybersecurity training. Our services cover a range of services
such as; engineering and compliance, technical proposal writing and cybersecurity
awareness and training.




OVERVIEW
OF THE
COMPANY

At CyberVault Solutions, we founded
our company to revolutionize
cybersecurity for government and
commercial sectors. We believe that
exceptional security lies in the synergy
of technology, people, and processes.

Our team is proficient in various
operating systems, frameworks,
networks, and databases, ready to
tackle any technology a business or
government might encounter. We
offer tailored solutions for small,
moderate to enterprise projects,
ensuring each evaluation meets the
client's unique needs.

In the fast-paced tech world, we aim
to keep up company's needs,
simplifying complex concepts and
helping plan and invest in
organizations technology
infrastructure. Partner with CyberVault
Solutions for a clear, confident
approach to cybersecurity.

"WE BUILD LASTING
RELATIONSHIPS,
WHILE IDENTIFYING&
IMPLEMENTING
PERMANENT
SOLUTIONS".

Q© cybervautt

OFFERINGS

We aim for CyberVault Solutions
clients to experience a seamless
sense of continuity, where their
issues are identified, personalized,
and resolved effectively. Our team
comprises caring individuals who
share a passion for technology and
people alike. Our culture revolves
around personal interactions and
providing top-notch customer
support every step of the way.

Our unique approach lies in our
execution. Equipped with a skilled
blend of technical consultants,
business expertise, and IT
professionals, we are prepared to
cater to all your requirements.

e Cybersecurity Compliance
e Engineering Support
Technical Proposal Writing
Cybersecurity Training

"All tailored to meet the specific
needs of our customers."
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Our company's foundation is based on five core values that reflect the essence of
humanity. At CyberVault Solutions, we hold Trust, Transparency, Integrity,
Promise, and Execution in high regard. We view work as a means to serve others
and treat their businesses with the utmost care, akin to family. With each new
relationship and client, our aim is to surpass the level of care provided to the
previous one. CyberVault Solutions is dedicated to bringing trust and honesty to
every interaction. Our ultimate objective is for every client to feel satisfied and
successful as we navigate the evolving world of technology. We believe that
organizations are powered by people, and we consider these individuals as part of
our extended family.

@® Trust Transparency

@integrity @ Promise @EXxecution

Vault

SOLUTIONS




