
 

DevSecOps Engineer 

Job Opportunity: Our team is seeking a talented DevSecOps Engineer to work remotely.  

Founded in 2010, Wilco Group is an SBA 8(a), Woman Owned Small Business (WOSB) provider of consulting 
services with diverse capabilities in management, technology, and consulting.  We have over a decade of experience 
supporting Fortune 500 companies as well as Federal government missions and programs.  We help our clients 
address their most complex challenges and focus on transformational change, business resiliency, and technology- 
driven innovation.  We invest in hiring, mentoring, and training smart, diverse, and self-driven professionals interested 
in all aspects of the company and our Federal government customers.  
For more information about Wilco Group, please visit our website: www.wilcogroupllc.com 
 

Requirements: If you do not fulfill these requirements, please do not apply. 
• US Citizenship: You must be a citizen and must be able to obtain Public Trust Clearance. 

• Experience: At least 10 years. 

• Education: Bachelor’s degree in a related field. 
 

Highly Preferred: Experience with Kubernetes, helm, and argocd 

What You'll Get to Do as a DevSecOps Engineer: 

• Designs, deploys, monitors, and maintains secure platform architectures for Amazon Web 

Services (AWS) applications 

• Designs, deploys, and maintains CI/CD pipelines 

• Designs and deploys Infrastructure-as-Code and similar automation to reduce manual efforts for 

deployments, testing, security, and operations 

• Develops technical documentation and provides support for obtaining and maintaining platform 

and application Authority to Operate 

• Proactively identifies and remediates platform infrastructure security vulnerabilities with 

DAST/SAST and infrastructure scanning tools 

• Identifies and executes strategies to reduce manual efforts and improve platform performance 

and availability 

• Acts as the ambassador and technical representative for the platform while engaging with 

security, network, and other integrated technology teams 

• Works with Technical Lead to develop and promote platform processes and standards 

• Identifies, recommends, coordinates, delivers timely knowledge to development teams 

regarding technologies, processes or tools 

You’ll Bring These Qualifications: 

• Must be a US citizen for DHS Suitability clearance. 

• BS degree with 10 plus of experience. 

• 5 years of experience in designing, deploying, monitoring, and maintaining secure platform 

architecture 

• Experience working within an Agile Development environment 

• Experience working with CI/CD pipelines 

• Experience with Infrastructure-as-Code automation (e.g., terraform, helm charts) 

• Experience with Kubernetes, helm, and argocd 

• Experience on gitlab runner a plus 



 

• Java/J2EE experience using Spring Boot, Spring REST, Hibernate 

• Microservices experience 

• Experience with SQL databases such as Oracle, SQL Server, or Postgres 

• Cloud Architecture related certifications (Amazon AWS Certified Solutions Architect – 

Professional, Amazon AWS Certified DevOps Engineer - Professional) 

The Whole Package:   
• Premium health benefits (including medical, dental, and vision coverage);  

• Competitive 401k plan with matching; 

• Ability to telework using government-issued equipment (with home office stipend);  

• Professional growth and development opportunities (with training stipend);  

• Paid sick leave, vacation, and Federal holidays; 

• Competitive market salary 

 
The Admin Stuff:  You must be a US Citizen and be able to obtain a Public Trust Clearance from the U.S. 

government. Public trust security clearance investigations are managed by the U.S. Office of Personnel 

Management (OPM).  

 

Our Commitment to Diversity, Equity, Inclusion, and Innovation 
Wilco Group is committed to creating a diverse, inclusive, and safe workplace and we are proud to be an equal 
opportunity employer. As a growing consulting and solutions firm focused on innovation, we welcome applications 
from candidates with diverse backgrounds. All employment is decided on the basis of qualifications, merit, and 
business need. Equal Opportunity Employer/M/F/D/V  

If you are interested in this position, please apply directly via the job posting site or reach out to Wilco 
Group LLC at jobs@wilcogroupllc.com. 

 

 

 

 

 


