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1. INTRODUCTION 

1.1. BrightLearn (Pty) Ltd takes its data protection and information security 

responsibilities very seriously. We understand your concerns about the 

security of your personal information. We are committed to the effective 

management of all personal information that is provided to us or collected 

by us while our business relationships, as well as the personal information 

we receive from visitors to our platforms and webistes and ensuring its 

security and confidentiality. 

1.2. This Processing Notice explains how we generally collect, hold, use and 

share personal information you provide to us and your rights in relation to 

the personal information that we hold about you in the context of your visit 

to any of our platforms and webistes and during our business relationship 

with you. 

2. WHO IS RESPONSIBLE FOR YOUR PERSONAL INFORMATION 

2.1. BrightLearn (Pty) Ltd is responsible for the personal information obtained 

from and/or about you. 

2.2. BrightLearn (Pty) Ltd has appointed an Information Officer / Data Protection 

Officer and any questions, comments and requests regarding this Privacy 

Notice are welcomed and should be addressed to: 

• Kingkhosa87@gmail.com 

3. APPLICATION 

3.1. The BrighLearn (Pty) Ltd platforms and websites are built with South African 

Private Schools in mind, and its subject to the varying requirements of data 

protection legislation in the jurisdictions of South Africa and South African 

courts. The following descriptions of data processing, rights and obligations, 

and in particular the limitations to data processing apply within the scope of 

applicability of the South African Protection of Personal Information Act, 4 of 

2013. 

3.2. When engaging individuals and a juristic entity as clients or service 

providers we may collect personal information about the entity as well as 

individuals who are employees, directors or principals of those entities or 
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their associates. If you are juristic entity and you provide us with personal 

information about such individuals or are otherwise aware that we have 

collected personal information about such individuals, we ask you to assist 

us by referring the relevant individuals to this Processing Notice. Before you 

provide us with personal information about an individual that may fall within 

the category of special/sensitive personal information, you must ensure that 

you are authorised by the relevant individual to disclose that information to 

us. Special/sensitive personal information includes information regarding an 

individual’s race or ethnic origin, religious or philosophical beliefs, political 

persuasion, health, criminal behaviour and biometric information. 

3.3. Where this Processing Notice refers to a party that may be either an 

individual or an organisation, the reference includes individuals who are 

employees, directors, or principals of an organisation or its associates. 

 

4. THE PERSONAL INFORMATION THAT WE COLLECT 

4.1. Personal information is any information relating to an identifiable, living 

individual, as well as an existing identifiable juristic person, that identifies 

you either directly from that information or indirectly, by reference to other 

information that we have access to. The personal information that we 

collect, and how we collect it, depends upon how you interact with us. 

Categories of personal information that we collect include: 

4.1.1. Business information when you or your organisation becomes a client, and 

as; 

4.1.2. Necessary to provide educational service in relation to instructions given, 

enables BrightLearn (Pty) Ltd make improvements on all platforms and 

websites, requests and mandates; 

4.1.3. Contact and biographical information such as name, job title, business, 

residential and/or postal address, email address, telephone or mobile 

number, employer information; 

4.1.4. Payment and financial information necessary for processing payments, as 

well as conducting fraud prevention; 



4.1.5. Identification information required for client onboarding purposes which 

includes information required for anti-money laundering and counterterrorist 

financing inquiries and checks; 

4.1.6. Information sourced from publicly available resources, integrity data bases 

and credit agencies; 

4.1.7. Marketing, communication preferences and related information such as 

feedback and survey responses. We may ask for information about your 

health for the purpose of identifying and being considerate of any disabilities 

or special dietary requirements you may have, and any use of such 

information will be based on your consent; 

4.1.8. Technical information, such as information from your visits to our platforms 

and websites or in relation to electronic communications we send to you; 

4.1.9. Details of your attendance at our online events; 

4.1.10. Services information such as details of services that we have purchased 

from you; and 

4.1.11. Special categories of personal information such as race and ethnicity, 

trade union membership, information about health or information, political 

opinions or religious beliefs. 

5. HOW WE COLLECT PERSONAL INFORMATION 

5.1. We collect personal information from you in several ways, including: 

5.1.1. When you provide personal information directly to us; 

5.1.2. When you choose BrightLearn (Pty) Ltd platforms and websites, we will ask 

for the information that we need to provide those services. Information 

provided by a client may include personal information that relates to persons 

whose information is relevant; 

5.1.3. When you become a client and in terms of our client onboarding process 

which includes conflicts, anti-money laundering & counter terrorist financing, 

sanctions, reputational, financial and criminal & verification checks where 

applicable. This includes collecting personal information from publicly 

available sources or third-party data vendors. 



5.1.4. When you sign up to receive news services, use a toolkit or register for one 

of our online services, we will ask you provide your contact and other 

relevant information, as well as your communication preferences; 

5.1.5. When you register to attend one of our events, we will ask you to provide 

your contact, guest and other relevant information; 

5.1.6. When you use our online services, we collect information about your visit 

and how you interact with our platforms and websites; 

5.1.7. When you participate in our survey, register a user account or your account  

is deleted, then we will process certain personal information as set out in 

more detail in the applicable notifications. 

5.1.8. When you or your organisation render services to us, we will collect personal 

information as part of our due diligence process in appointing suppliers; and 

5.2. If you provide information to us about another person, you must ensure that 

you comply with any legal obligations that may apply to your provision of the 

information to us, and to allow us, where necessary, to share that 

information with our service providers. 

6. HOW WE COLLECT INFORMATION FROM THIRD PARTIES 

6.1. Most of the personal data that we collect about you will be information that 

you provide to us voluntarily. In some circumstances we may also receive 

information from: 

6.1.1. Your organisation; 

6.1.2. Our clients, when we handle personal information on their behalf; 

6.1.3. regulatory bodies; and 

6.1.4. credit reference agencies. 

6.2. Some of these third-party sources may include publicly available sources of 

information. 

7. HOW WE COLLECT DATA AUTOMATICALLY 

When you visit one of our platforms and websites, we automatically collect, store and 

use technical information about your equipment and interaction with our platforms and 

websites. This information is sent from your computer to us using a variety of cookies. 



8. HOW WE USE YOUR PERSONAL DATA 

8.1. We will only use your personal information for lawful purposes and where 

we are permitted to do so by applicable law. We may use personal 

information for the following purposes (Permitted Purposes): 

8.1.1. Providing our services; 

8.1.2. Managing and administering our business and our commercial relationships 

with clients; 

8.1.3. Marketing our services; 

8.1.4. Administering and managing our employment relationships with employees; 

8.1.5. Compliance with our legal and regulatory obligations, compliance screening 

or recording obligations, which may include automated checks of your 

contact data or other information you provide about your identity against 

applicable authorised third party lists; 

8.1.6. Protecting the security of and managing access to our premises, IT and 

communication systems, online platforms and mobile applications, websites 

and other systems, preventing and detecting security threats, fraud or other 

criminal or malicious activities; preventing and detecting security threats, 

fraud or other criminal or malicious activities; 

8.1.7. For monitoring and assessing compliance with our policies and procedures; 

and 

8.1.8. For any purpose related and/or ancillary to any of the above or any other 

purpose for which your personal data was provided to us. 

8.2. Regarding marketing-related communication, we will provide you with such 

information if you are a client and provide you the opportunity to opt out 

anytime if you do not want to receive further marketing-related 

communications from us. If you are not a client, we will provide you with 

marketing-related communications after you have opted in and provide you 

the opportunity to opt out at any time. 

9. HOW WE PROCESS PERSONAL INFORMATION 

9.1. We process personal information on one or more of the following grounds: 

9.1.1. For pursuing our legitimate business purposes including those described 

above; 



9.1.2. On the basis of consent from the relevant individual; 

9.1.3. To perform a contract, including a contract to provide our services; and 

9.1.4. To comply with legal and regulatory obligations. 

10. HOW WE SHARE AND TRANSFER PERSONAL INFORMATION 

10.1. We treat your personal information with respect and do not share it with third 

parties except as detailed in this clause. 

10.2. We will share your personal information between the BrighLearn (Pty) Ltd 

for the purpose of providing education services or other products or services 

as well as for our internal business processes. 

10.3. We may share your personal information with companies providing services 

for money laundering checks, credit checks and other fraud and crime 

prevention purposes and companies providing similar services, including 

financial institutions and credit reference agencies. 

10.4. We may share personal information with our suppliers and service 

providers, domestically or abroad, e.g. IT service providers, including cloud 

service providers such as data storage platforms, to process personal 

information for the Permitted Purposes on our behalf and in accordance with 

our instructions only. BrightLearn (Pty) Ltd will retain control over and will 

remain fully responsible for your personal information and will use 

appropriate safeguards as required by applicable law to ensure the integrity 

and security of your personal information when engaging such service 

providers.  

10.5. We may share personal information with ranking and rating agencies. 

10.6. In some circumstances, we may also share personal information with 

regulatory authorities, courts, tribunals, government agencies and law 

enforcement agencies. We may be required to disclose your information to 

comply with legal or regulatory requirements. Where possible, we will use 

reasonable efforts to notify you before disclosing your information, but we 

may be legally restricted from doing so. 

10.7. We strive to implement appropriate measures to ensure that your personal 

information nevertheless remains protected and secure in accordance with 

applicable South African data protection laws. 



10.8. Save for the above, we will only share your personal information when you 

have consented to us doing so, when we are required by applicable law or 

regulations or judicial or official request to do so, or as required to investigate 

actual or suspected fraudulent or criminal activities. Brightlearn (Pty) Ltd 

does not sell any personal information. 

11. HOW WE PROCESS PERSONAL INFORMATION OF THIRD PARTIES 
THAT YOU PROVIDE TO US 

11.1. We may require the personal information of third parties (such as name, 

contact details of your parents) for the purpose of managing electronic 

agreements. If you provide personal information to us about someone else 

(e.g. a guardian) you must ensure that you are entitled to disclose that 

personal information to us and that, without our taking any further steps, we 

may collect, use and disclose that personal information as described in this 

Processing Notice. 

11.2. In particular, you must ensure the individual concerned is aware of the 

various matters detailed in this Processing Notice, as those matters relate 

to that individual, including our identity, how to contact us, the purposes for 

which we collect information, our personal data disclosure practices 

(including disclosure to overseas recipients), the individual's right to obtain 

access to the personal information and make complaints about the handling 

of the personal information, and the consequences if the personal 

information is not provided (such as our inability to provide services). 

12. HOW WE PROTECT YOUR PERSONAL DATA 

12.1. We protect your personal data and implement appropriate technical and 

organisational security measures to protect it against any unauthorised or 

unlawful processing and against any accidental loss, destruction, or 

damage. 

12.2. These measures are reviewed periodically and we confirm and certify our 

operations. 



13. HOW WE KEEP YOUR PERSONAL DATA 

13.1. We retain personal information of different types, or relating to different 

categories of people, for different periods, taking into account its business 

purpose as well as any applicable statutory retention periods.  

13.2. The periods for which we retain personal information are based on the 

requirements of applicable data protection laws and the purpose for which 

the personal information is collected and used. 

13.3. We may retain records containing personal information for historical, 

statistical and research purposes. In such circumstances, the information is 

only used for these purposes and appropriate measures are put in place to 

protect the information from unlawful and/or unauthorised access. 

14. YOUR RIGHTS REGARDING YOUR PERSONAL DATA 

14.1. You have certain rights regarding how we use and keep your personal 

information. These are: 

14.1.1. You can request us to update or correct any inaccurate personal 

information, or to complete any incomplete personal information, concerning 

you. If you do, we will take reasonable steps to check the accuracy of and 

correct the information. Please let us know if any of your information 

changes so that we can keep it accurate and up to date; 

14.1.2. You can request us to stop processing your information for direct 

marketing purposes; if you do so, we may not be able to provide certain 

products or services to you; and 

14.1.3. In certain circumstances, you have the right to object to our use of your 

personal information more generally. 

14.2. You may also have the right, in certain circumstances to: 

14.2.1. Be provided with a copy of any personal information that we hold about 

you. There are exceptions to this right as more fully set out in the Promotion 

of Access to Information Act; for example, where information is legally 

privileged or if providing you with the information would reveal personal 

information about another person; 

14.2.2. To request us to delete your personal information; 



14.2.3. To request that we "restrict" our use of your information, so that it can 

only continue subject to restrictions; and 

14.2.4. To request personal information which you have provided to us and 

which are processed by using automated means, based on your consent or 

the performance of a contract with you. 

14.3. You can exercise the above rights, where applicable by contacting 

BrightLearn (Pty) Ltd. We will require you to provide satisfactory proof of 

your identity in order to ensure that your rights are respected and protected. 

This is to ensure that your personal information is disclosed only to you. 

15. CHANGES TO OUR PROCESSING NOTICE 

We regularly review this Processing Notice and may make changes as our services or 

processing practices change, or as required by applicable laws or regulations. Future 

versions of our Processing Notice will be available on our platforms and webistes. We 

encourage you to review this Processing Notice periodically to be informed of how we 

use your personal information. 


