Oracle Identity Management r

Introduction to Oracle Identity Management

Authentication, Authorization and Sin n On (SSO

Understand End to End Flo

Copyright Notice: Protection of Intellectual Property

This document, and its contents, is the intellectual property of DigiTalk. It is protected under copyright
law and international treaties. Unauthorized use, reproduction, distribution, or resale of this document
or any of its content, in whole or in part, is strictly prohibited.

Any infringement of our copyright will result in legal action and may subject the violator to both civil
and criminal penalties.

For permissions and inquiries, please contact digitalk.fmw(@gmail.com

By accessing or using this document, you agree to abide by these terms and conditions.

Thank you for respecting our intellectual property rights.

DigiTalk

https://digitalksystems.com/

Reach us at digitalk.fmw@gmail.com

DigiTalk Channel: https://www.youtube.com/channel/UCCGTnl9vvF_ETMhGUXGdFWw
Playlists: https://www.youtube.com/@digitalk.middleware/playlists

Weblogic Server Architecture: https://youtu.be/gNqelfLjUqw

1|Page Copyright © [2023] DigiTalk. All rights reserved.



mailto:digitalk.fmw@gmail.com
https://digitalksystems.com/
mailto:digitalk.fmw@gmail.com
https://www.youtube.com/channel/UCCGTnI9vvF_ETMhGUXGdFWw
https://www.youtube.com/@digitalk.middleware/playlists
https://youtu.be/gNqeIfLjUqw

Oracle Identity Management r

DigiTalk Udemy Courses and
Coupon Code (Embedded in URL)
SOA Suite Administration

https://www.udemy.com/course/mastering-oracle-soa-suite-12c-
administration/?couponCode=3748CA8CCCF4A 124B4E9

JBoss 8 Administration

https://www.udemy.com/course/mastering-jboss-eap-8-administration-from-intro-to-
advanced/?couponCode=C0947AF96757C942530F

OHS Administration

https://www.udemy.com/course/mastering-oracle-ohs-http-12c-web-server-
administration/?couponCode=6203B4E94AA374CFA326

Weblogic Server Administration

https://www.udemy.com/course/oracle-weblogic-server-12c-and-14c-
administration/?couponCode=D6E8B65B3FACB040D423

You can write us on digitalk.fimw(@gmail.com if coupon code expired.

2|Page Copyright © [2023] DigiTalk. All rights reserved.



https://www.udemy.com/course/mastering-oracle-soa-suite-12c-administration/?couponCode=3748CA8CCCF4A124B4E9
https://www.udemy.com/course/mastering-oracle-soa-suite-12c-administration/?couponCode=3748CA8CCCF4A124B4E9
https://www.udemy.com/course/mastering-jboss-eap-8-administration-from-intro-to-advanced/?couponCode=C0947AF96757C942530F
https://www.udemy.com/course/mastering-jboss-eap-8-administration-from-intro-to-advanced/?couponCode=C0947AF96757C942530F
https://www.udemy.com/course/mastering-oracle-ohs-http-12c-web-server-administration/?couponCode=6203B4E94AA374CFA326
https://www.udemy.com/course/mastering-oracle-ohs-http-12c-web-server-administration/?couponCode=6203B4E94AA374CFA326
https://www.udemy.com/course/oracle-weblogic-server-12c-and-14c-administration/?couponCode=D6E8B65B3FACB040D423
https://www.udemy.com/course/oracle-weblogic-server-12c-and-14c-administration/?couponCode=D6E8B65B3FACB040D423
mailto:digitalk.fmw@gmail.com

Oracle Identity Management

Introduction to Oracle Identity Management (OIM)

Oracle Identity Management (OIM) is a comprehensive suite of solutions designed to manage user identities,
control access to enterprise resources, and enforce security policies. It is part of Oracle’s larger Identity and Access
Management (IAM) portfolio, which helps organizations secure their I'T environments by managing the entire
lifecycle of user identities and access privileges.

OIM enables organizations to automate user provisioning, enforce strong authentication, manage identities across
on-premises and cloud environments, and ensure compliance with regulatory requirements. Below is a detailed
explanation of the key components of Oracle Identity Management, along with real-life examples to illustrate
their usage.

Key Products in Oracle Identity Management

1. Oracle Internet Directory (OID)

Oracle Internet Directory (OID) is an LDAP-compliant directory service that is integrated with Oracle products
and serves as a central repository for user identity and access information. It provides a scalable and secure
infrastructure for managing user identities, roles, and policies.

Features:

1. Centralized user management for Oracle and non-Oracle applications.
2. High availability and scalability for large enterprise environments.
3. Integration with Oracle Access Manager (OAM) for single sign-on (SSO) and authentication.

Real-Life Example:

A large financial institution uses OID to manage user identities for its core banking applications. All user
credentials, roles, and permissions are stored in OID, ensuring that users can seamlessly access different banking
applications using single sign-on (SSO). This centralization reduces administrative overhead and enhances
security by providing a single point of control.

2. Oracle Unified Directory (OUD)

Oracle Unified Directory (OUD) is a high-performance, next-generation directory service that combines directory
storage, proxy, and synchronization services. It is designed to meet the needs of modern, cloud-based, and mobile
environments.

Features:

e  Multi-master replication for high availability.
e High-performance data storage and retrieval.
e Support for LDAPv3, REST, and SCIM protocols.

e Integration with cloud-based identity services.
Real-Life Example:

An e-commerce company uses OUD to manage customer profiles, preferences, and authentication across its web
and mobile platforms. OUD’s support for REST and SCIM allows the company to integrate identity management
seamlessly with its cloud-based applications, ensuring a consistent user experience across all channels.
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OID VS. OUD

Oracle Internet Directory (OID) and Oracle Unified Directory (OUD) are both directory services provided by
Oracle, but they serve different purposes and are designed to meet different needs within an organization's I'T
infrastructure. Below is a detailed comparison of OID and OUD:

Oracle Internet Directory (OID)
Purpose:

e OIDisalegacy directory service primarily used for managing and storing user identities, roles, and access
privileges in an LDAP-compliant directory.

e [t is often used as the centralized repository for Oracle applications, including Oracle Access Manager
(OAM), Oracle E-Business Suite, and other Oracle products.

Technology:

e OID is built on top of Oracle's relational database technology, leveraging the robustness and scalability
of the Oracle Database to store directory information.

e It provides a full LDAPv3-compliant directory service and is tightly integrated with Oracle's identity and
access management (IAM) stack.

Features:

e LDAP v3 Compliance: Fully compliant with the LDAP v3 standard, making it compatible with a wide
range of LDAP clients and applications.

e Integration with Oracle Stack: Deep integration with Oracle's middleware and enterprise applications.
e  Scalability: Supports large-scale deployments, but its scalability is tied to the underlying Oracle Database.

e High Availability: Achieves high availability through Oracle Database's high availability features like Real
Application Clusters (RAC).

e Authentication and Authorization: OID can store user credentials and roles, enabling authentication and
authorization for Oracle and non-Oracle applications.

Deployment:

e OID is typically deployed in environments where tight integration with Oracle products is required, or
where existing deployments heavily depend on Oracle Database technology.

Use Cases:

e Large enterprises that have extensive Oracle software ecosystems, including Oracle E-Business Suite or
Oracle PeopleSoft.

e Organizations that require a robust, database-backed directory service for identity management.
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Oracle Unified Directory (OUD)

Purpose:

e OUD is a modern, next-generation directory service designed to handle the demands of cloud, mobile,
and large-scale internet environments.

e [t serves as a unified solution that combines directory storage, proxy, and synchronization services in a
single product.

Technology:

e OUD is designed to be lightweight, high-performance, and highly scalable, using Java-based technology
rather than relying on Oracle Database.

e [t provides a modern directory service that can operate both on-premises and in cloud environments.

Features:

e LDAP v3, REST, SCIM Support: OUD supports not only LDAP v3 but also modern APIs like REST
and SCIM, making it suitable for cloud and mobile applications.

e High Performance: Engineered for high-throughput, low-latency operations, suitable for internet-scale
applications.

e Scalability: OUD is designed to scale horizontally across multiple nodes, making it ideal for large,
distributed environments.

e  Multi-Master Replication: Supports multi-master replication for high availability and fault tolerance,
ensuring data consistency across distributed directories.

e [Ilexible Deployment: Can be deployed as a traditional directory server, proxy server, or synchronization
server.

e Integration with Modern Identity Solutions: OUD integrates well with modern identity management
solutions, supporting cloud-based deployments.

Deployment:

e OUD is often deployed in environments where high performance, modern API support, and flexibility are
required, particularly in cloud or hybrid cloud architectures.

Use Cases:

e Enterprises that require a scalable, high-performance directory service for cloud-based applications.

e Organizations looking to modernize their directory infrastructure or integrate with cloud identity
providers.

e Environments where multi-protocol support (LDAP, REST, SCIM) is essential for supporting various
applications and devices.
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Key Differences:
Technology Base:

e OID: Built on Oracle Database, with a strong focus on integration with Oracle applications.
e OUD: Java-based, lightweight, and designed for cloud and modern environments. Database not required.

Scalability and Performance:

e OID: Scalability is tied to Oracle Database; performance is suitable for traditional enterprise
environments.

e  OUD: High-performance, scalable horizontally, ideal for large-scale, distributed, and cloud environments.
API Support:

e  OID: Primarily supports LDAP v3.

e OUD: Supports LDAP v3, REST, SCIM, and other modern APIs, making it more versatile for new-age
applications.

Use Case Focus:

e OID: Best for traditional Oracle environments where deep integration with Oracle products is required.
e OUD: Best for modern, scalable, and flexible deployments, including cloud and mobile environments.

Conclusion

While both OID and OUD are directory services, OID is more suited for traditional Oracle-centric environments,
while OUD is designed for modern, cloud-based, and large-scale environments. Organizations that rely heavily
on Oracle products might prefer OID, whereas those looking for a high-performance, scalable, and flexible
solution might opt for OUD.

3. Oracle Access Manager (OAM)

Oracle Access Manager (OAM) provides a comprehensive solution for single sign-on (SSO), web access
management, and identity federation. It enables secure access to enterprise applications by managing
authentication, authorization, and auditing across on-premises and cloud environments.

Features:

e Single sign-on (SSO) for web and enterprise applications.

e Centralized authentication and authorization policies.

e Integration with multi-factor authentication (MFA) and identity federation.
e  Support for OAuth2, OpenID Connect, and SAML protocols.

Real-Life Example:

A multinational corporation implements OAM to provide employees with single sign-on (SSO) access to internal
applications such as HR, finance, and email. Employees can log in once and gain access to all authorized
applications without having to re-enter their credentials. OAM also enforces multi-factor authentication (MIFA)
for sensitive applications, enhancing security while improving user convenience.
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4. Oracle Identity Manager (OIM)

Oracle Identity Manager (OIM) is an enterprise identity governance and administration solution that automates
user provisioning, de-provisioning, and access certification processes. OIM ensures that users have the right
access to the right resources at the right time while maintaining compliance with regulatory requirements.

Features:

e Automated user provisioning and de-provisioning.

e Role-based access control (RBAC) and role lifecycle management.
e Access certification and attestation workflows.

e Integration with third-party applications and directories.

Real-Life Example:

A healthcare organization uses OIM to manage access to its electronic health record (EHR) system. When a new
doctor joins the organization, OIM automatically provisions the necessary access rights based on their role.
Similarly, when the doctor leaves, OIM automatically revokes access, ensuring that only authorized personnel
can access sensitive patient information. This automation reduces the risk of unauthorized access and ensures
compliance with healthcare regulations.

5. Oracle Identity Governance (OIG)

Oracle Identity Governance (OIG) extends the capabilities of OIM by providing advanced identity governance
features, including risk-based access certification, segregation of duties (SoD) enforcement, and detailed audit
reporting. OIG helps organizations manage and mitigate identity-related risks.

Features:

e Risk-based access certification and attestation.

e Segregation of duties (SoD) policy enforcement.

e Detailed audit trails and reporting.

e Integration with security information and event management (SIEM) systems.

Real-Life Example:

A government agency implements OIG to enforce strict access controls and compliance with regulatory mandates.
OIG allows the agency to conduct regular access certification reviews, ensuring that users have only the necessary
access rights. The system automatically flags potential violations of segregation of duties (SoD) policies, allowing
the agency to take corrective action before a security breach occurs.

Conclusion

Oracle Identity Management (OIM) is a powertful suite of tools designed to manage user identities, control access,
and ensure compliance across enterprise environments. By leveraging components like OID, OUD, OAM, OIM,
and OIG, organizations can create a secure and scalable identity management infrastructure that meets the
demands of modern I'T environments. Each of these components plays a crucial role in ensuring that users have
the right access at the right time while maintaining the highest levels of security and compliance.
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WebGate in Oracle Access Manager (OAM)

WebGate is an essential component of Oracle Access Manager (OAM) that acts as a policy enforcement point
(PEP) for web-based resources. It is a plug-in or module installed on a web server (like Apache, IIS, or Oracle
HTTP Server) that intercepts HTTP requests and enforces access policies defined in OAM. WebGate
communicates with the OAM server to determine whether a user should be granted access to a particular resource
based on authentication and authorization rules.

Role of WebGate in OAM

WebGate plays a crucial role in the overall architecture of Oracle Access Manager (OAM) by performing the
tollowing functions:

Intercepting User Requests:

e  WebGate intercepts HI'TP/HTTPS requests directed at web resources (e.g., web applications, pages,
files).

e Before allowing the request to proceed, WebGate checks if the resource is protected by an OAM policy.

Enforcing Authentication:

e [fthe resource is protected, WebGate redirects the user to the OAM server for authentication.
e The OAM server presents a login page (or another authentication mechanism) to the user.

e  After successful authentication, OAM generates an authentication token, which WebGate uses to allow
or deny access.

Authorization Checks:

e  WebGate communicates with the OAM server to verify if the authenticated user has the necessary
authorization to access the requested resource.

e Based on the policies defined in OAM, WebGate either grants or denies access to the resource.

Session Management:

e  WebGate manages user sessions, ensuring that users remain authenticated for a specific duration or until
they log out.

e [t tracks session cookies and handles session timeouts, ensuring that unauthorized users cannot access
protected resources.

Single Sign-On (SSO) Support:

e  WebGate enables single sign-on (SSO) by allowing users to authenticate once and access multiple
protected resources across different domains or applications without re-authenticating.

e SSO improves user experience and reduces the administrative burden of managing multiple logins.
Logging and Auditing:

e WebGate logs all access attempts, successful or not, and sends this information to the OAM server.

e These logs are valuable for auditing purposes and can help identify potential security breaches or
unauthorized access attempts.
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Real-Life Examples of WebGate in Action
Example 1: Securing an Internal HR Portal

A large enterprise has an internal HR portal where employees can access sensitive information such as payroll
data, personal details, and performance reviews. To secure this portal, the enterprise installs WebGate on the web
server hosting the HR application.

Scenario:

e An employee attempts to access the HR portal.

e  WebGate intercepts the request and checks with the OAM server to see if the resource (HR portal) is
protected.

e Since the portal is protected, WebGate redirects the employee to the OAM login page.
e The employee enters their credentials, and the OAM server authenticates the user.

e  After successtul authentication, WebGate checks if the employee has the necessary role or permissions to
access the portal.

e [fauthorized, WebGate grants access to the portal; otherwise, it denies access and logs the attempt.
Example 2: Implementing Single Sign-On (SSO) for Multiple Applications

A university wants to provide students and faculty with seamless access to various web applications, such as the
student information system, learning management system, and library services. To achieve this, the university
deploys WebGate on each web server hosting these applications.

Scenario:

e A student logs into the student information system (SIS) using their university credentials.
e WebGate on the SIS server intercepts the login request and works with OAM to authenticate the student.
e After authentication, the student can access the SIS without re-entering their credentials.

e Later, the student accesses the library services portal. WebGate on the library server detects the existing
authentication session and allows the student to access the library services without prompting for
credentials again.

e This seamless access across multiple applications is made possible by WebGate’s role in enabling SSO.
Conclusion

WebGate is a pivotal component of Oracle Access Manager (OAM) that ensures secure and controlled access to
web resources by enforcing authentication and authorization policies. It plays a critical role in intercepting user
requests, managing sessions, and enabling single sign-on (SSO) across multiple applications. By integrating
WebGate with OAM, organizations can enhance the security of their web applications, improve user experience,
and simplify access management across their I'T infrastructure.
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Browser to Webgate (Web Server) to OAM to LDAP Server (OID/OUD) Data Flow

The data flow between a browser, WebGate on a web server, Oracle Access Manager (OAM), and a backend
LDAP server (either Oracle Internet Directory (OID) or Oracle Unified Directory (OUD)) is crucial to
understanding how authentication and authorization work in Oracle's Identity and Access Management (IAM)
architecture. Below is a step-by-step explanation of this data flow.

Data Flow Overview

User Initiates Access (Browser)

WebGate Intercepts Request (Web Server)
WebGate Communicates with OAM

OAM Authenticates Against LDAP (OID/OUD)
OAM Authorizes Access

WebGate Grants or Denies Access

User Accesses the Protected Resource

R

Detailed Data Flow
1. User Initiates Access (Browser)

e A user opens their browser and tries to access a protected resource, such as a web application or webpage
hosted on a web server. The URL of the resource is typically protected by Oracle Access Manager (OAM).

e Example: A user tries to access https://hrportal.company.com/home.
2. WebGate Intercepts Request (Web Server)

e WebGate, which is installed as a module on the web server (like Apache HTTP Server, Oracle HT'TP
Server, or IIS), intercepts the HT'TP request from the browser.

e WebGate checks if the requested resource is protected by an OAM policy. If the resource is protected,
WebGate determines that the user must be authenticated.

3. WebGate Communicates with OAM

e WebGate redirects the user’s request to the Oracle Access Manager (OAM) server to handle
authentication.

e  OAM presents the user with a login page (or initiates another configured authentication method, such as
Single Sign-On (SSO) or multi-factor authentication (MFA)).

e The user enters their credentials (e.g., username and password) on the login page.
4. OAM Authenticates Against LDAP (OID/OUD)

e OAM receives the user’s credentials and needs to verify them. It forwards the authentication request to
the backend LDAP server, which could be either Oracle Internet Directory (OID) or Oracle Unified
Directory (OUD).

e OID/OUD, acting as the directory service, stores user identities, credentials, and possibly roles and group
memberships.

e OAM sends an LDAP query to OID/OUD to check if the credentials are correct. The LDAP server
searches its directory for the user object and verifies the credentials.
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e If'the credentials are correct, OID/OUD responds with a success message, possibly including additional
attributes about the user, such as roles or group memberships.

5. OAM Authorizes Access

e After successful authentication, OAM performs authorization checks. Based on the user’s identity and the
policies defined in OAM, it decides whether the user is authorized to access the requested resource.

e OAM might use additional information from the LDAP server (OID/OUD) such as user roles, group
memberships, or specific attributes to make this decision.

6. WebGate Grants or Denies Access

e OAM sends the authentication and authorization decision back to WebGate on the web server.

e [f the user is authorized, OAM generates an authentication token or session cookie and sends it to the
WebGate, which then allows the request to proceed to the protected resource.

e If'the user is not authorized, WebGate denies access and may redirect the user to an error page or present
an authorization failure message.

7. User Accesses the Protected Resource

e Ifaccess is granted, WebGate forwards the user's request to the appropriate web application or resource.

e The web server processes the request, and the user gains access to the protected resource, such as a web
application dashboard, internal portal, or sensitive data page.

Summary of Data Flow:

e User (Browser) — Sends request to access resource.

e  WebGate (Web Server) — Intercepts request, determines if protection is needed.

e  OAM (OAM Server) — Manages authentication and authorization by interacting with LDAP.
e OID/OUD (LDAP Server) — Validates user credentials and provides user details.

e OAM (OAM Server) — Makes authorization decision.

e  WebGate (Web Server) — Grants or denies access based on OAM’s decision.

e User (Browser) — Accesses the resource if authorized.
Example Scenario:

Imagine an employee accessing an HR portal:

e Request: The employee accesses https://hrportal.company.com/home.

e Interception: WebGate on the web server intercepts the request.

¢ Redirect to OAM: WebGate redirects the user to the OAM login page.

e LDAP Authentication: OAM authenticates the employee using OUD.

e Authorization: OAM checks the employee's roles and authorizes access to the HR portal.

e Access Granted: WebGate allows the request to proceed, and the employee accesses the HR portal.

This flow ensures that the right users gain access to the right resources, maintaining security and compliance
across the organization.
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DISCLAIMER AND CONSENT

This document is being provided by DigiTalk as part of its effort to assist users in understanding and
working with IDM. While every effort has been made to ensure the accuracy and reliability of the
information presented in this document, there is a possibility of typographical errors or inaccuracies.
DigiTalk does not guarantee the correctness or completeness of the content provided in this document.

Users of this document are encouraged to cross-reference the information presented here with official
documentation available on their website or other authoritative sources. Any discrepancies or
inaccuracies found in this document should be reported to us at digitalk.fmw@gmail.com.

By using this document, you acknowledge and consent to the following:
This document is not officially endorsed or verified by Oracle or any other third party organization..

The Company makes no claims or guarantees about the accuracy or suitability of the information
contained in this document.

Users are responsible for veritying and validating any information presented here for their specific use
case.

DigiTalk disclaims any liability for any errors, omissions, or damages that may result from the use of
this document.

If you discover any inaccuracies or errors in this document, please report them to
digitalk.fmw@gmail.com, and the Company will endeavor to correct them as necessary.

This consent statement is provided to ensure transparency and understanding of the limitations of the
information contained in this document. By using this document, you agree to abide by the terms and
conditions outlined herein.
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