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Introduction to SSL 

SSL (Secure Sockets Layer), now commonly known as TLS (Transport Layer Security) is a protocol used to secure 

data transmitted over the internet. It encrypts the connection between a client (like a web browser) and a server, 

ensuring that sensitive information remains private and protected from eavesdropping or tampering during 

transmission. 

For example, when you access your online bank account, SSL secures the connection between your browser and 

the bank’s server. This ensures that any sensitive information you enter, such as account numbers and passwords, 

is encrypted and protected from interception or unauthorized access while it travels across the internet till data 

center of the bank. 

Understand Keystore, Public and Private keys 

Keystore 

Definition: A keystore is a file or repository that securely stores cryptographic keys and certificates. It is used to 

manage and protect private keys, public keys, and associated certificates. 

Purpose: 

Storage: Keeps private keys and certificates in a secure location. 

Management: Facilitates the retrieval and use of keys and certificates for cryptographic operations like SSL/TLS 

encryption. 

Example: 

Java Keystore (JKS): In a Java-based application, a keystore might be used to store the private key for SSL/TLS 

communication and the associated certificate. The keystore file might be named mykeystore.jks. 

Public Key 

Definition: A public key is part of a key pair used in asymmetric encryption. It is distributed openly and used to 

encrypt data or verify digital signatures. 

Purpose: 

Encryption: Allows others to encrypt data that only the holder of the corresponding private key can decrypt. 

Verification: Used to verify the authenticity of data signed with the corresponding private key. 

Example: 

SSL/TLS Certificates: A public key is included in an SSL/TLS certificate, which is shared with clients to encrypt 

data sent to the server. For instance, a public key in a certificate might be used to encrypt sensitive information 

like credit card details when making an online purchase. 

Private Key 

Definition: A private key is part of a key pair used in asymmetric encryption. It is kept secret and used to decrypt 

data encrypted with the corresponding public key or to sign data to prove authenticity. 
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Purpose: 

Decryption: Allows the holder to decrypt data that was encrypted using the corresponding public key. 

Signing: Used to sign data, such as digital certificates or documents, to prove the identity of the signer. 

Example: 

SSL/TLS Private Key: On a web server, the private key is used to decrypt data encrypted by the public key in the 

SSL/TLS certificate. For instance, when a client sends encrypted login credentials, the server uses its private key 

to decrypt and access this information. 

Summary with Examples 

Keystore: A file that stores keys and certificates. Example: mykeystore.jks in a Java application. 

Public Key: Used to encrypt data or verify signatures. Example: The public key in an SSL certificate encrypts 

data sent to a web server. 

Private Key: Used to decrypt data or sign data. Example: The private key on a web server decrypts data encrypted 

by the public key in the SSL certificate. 

These components work together to ensure secure communication and data protection through encryption and 

authentication. 

 

Understand Digital Certificates 

Digital Certificates in SSL (Secure Sockets Layer) are used to establish a secure connection between a client and 

a server by providing a way to verify the identity of the server and encrypt the data transmitted between them. 

What is a Digital Certificate? 

A digital certificate is an electronic document used to prove the ownership of a public key. It contains information 

about the key, the identity of the certificate owner, and the digital signature of an entity that has verified the 

certificate's contents (usually a Certificate Authority, CA). 

Components of a Digital Certificate 

1. Public Key: The key used to encrypt data, which can be shared openly. 

2. Certificate Information: Includes the domain name, organization details, and the period for which the 

certificate is valid. 

3. Digital Signature: A signature from a CA or the certificate issuer that verifies the authenticity of the 

certificate. 

How Digital Certificates Work in SSL 

1. Authentication: When a client connects to a server, the server presents its digital certificate. The client 

uses the certificate to verify that the server is legitimate and is indeed the entity it claims to be. 
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2. Encryption: The digital certificate contains a public key that is used to establish a secure connection. The 

client uses this key to encrypt data, which only the server can decrypt with its private key. 

Example: Online Shopping 

Scenario: You are shopping online and want to ensure that your payment details are secure. 

Process: 

1. Server Presents Certificate: The online store’s web server presents its digital certificate to your web 

browser. 

2. Browser Verifies Certificate: Your browser checks the certificate against a list of trusted CAs. It verifies 

that the certificate is valid, properly signed, and matches the domain name of the store. 

3. Establish Secure Connection: Once verified, your browser uses the public key in the certificate to 

establish a secure, encrypted connection with the server. 

4. Secure Data Transmission: Any data you send, such as credit card information, is encrypted using this 

secure connection, ensuring that it remains confidential. 

Summary: A digital certificate in SSL serves to authenticate the server and encrypt data, ensuring that sensitive 

information remains secure during transmission. For example, in online shopping, it helps protect your payment 

details by encrypting the connection between your browser and the store's server. 

 

Self-Signed Certificates 
 

Definition: A self-signed certificate is a digital certificate that is signed by the same entity that created it. It is 

not verified by an external Certificate Authority (CA). 

Characteristics: 

Trust Level: Not trusted by default in public environments because it lacks verification from a recognized CA. 

Cost: Free to create. 

Use Case: Often used for internal testing, development, or non-critical applications. 

Example: Suppose you’re developing a new internal web application for your company. You might use a self-

signed certificate to enable HTTPS on your local server. Since this application is not exposed to the public, and 

it’s only for internal use, a self-signed certificate is sufficient. 

Third-Party Certificates 

Definition: Certificates issued by an external, trusted Certificate Authority (CA). These certificates are validated 

and trusted by browsers and operating systems. 

Characteristics: 

Trust Level: Widely recognized and trusted because they are issued by reputable CAs. 

Cost: Requires payment to the CA for issuance. 

Use Case: Used for public-facing websites and applications where trust and security are essential. 
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Example: When you purchase an SSL/TLS certificate from a CA like DigiCert or Let’s Encrypt for your 

company’s public website, the certificate is trusted by web browsers and users. This ensures that visitors to your 

site see a secure connection and can trust that their data is protected. 

Summary 

• Self-Signed Certificates: Created and signed by the same entity; used for internal or development 

purposes where public trust is not required. 

• Third-Party Certificates: Issued and signed by external CAs; used for public-facing services to ensure 

widespread trust and security. 

Identity Store and Trust Store 

Identity Store 

Definition: An identity store is a repository where a server's identity (including private keys and certificates) is 

stored. It holds the server’s private key and its associated certificate, which are used to authenticate the server to 

clients. 

Purpose: 

• Authentication: Allows a server to prove its identity to clients. 

• Encryption/Decryption: Stores private keys used to decrypt data encrypted with the corresponding 

public key. 

Example: 

Java Keystore (JKS): In a Java-based application, the identity store might be a JKS file that contains the server’s 

private key and its certificate. This file might be named server.jks. 

Usage Example: 

Generating Identity Store: 

keytool -genkeypair -alias myserver -keyalg RSA -keysize 2048 -keystore server.jks -validity 365 

This command creates a new keystore (server.jks) containing a private key and a self-signed certificate. 

Server Authentication: 

When a client connects to the server, the server presents its certificate (from the identity store) to authenticate 

itself. 

Trust Store 

Definition: A trust store is a repository that holds certificates from trusted Certificate Authorities (CAs). It is 

used to verify the authenticity of certificates presented by other parties (e.g., servers) to ensure they are from 

trusted sources. 

Purpose: 

• Trust Verification: Validates the certificates of other entities to establish secure connections. 
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• Certificate Chain: Stores certificates from CAs that can be used to verify the legitimacy of certificates in 

the identity store of other servers. 

Example: 

Java Truststore: In a Java-based application, the trust store might be a JKS file named truststore.jks, containing 

certificates from trusted CAs. 

Usage Example: 

Importing CA Certificates: 

keytool -import -alias ca-cert -file ca-cert.pem -keystore truststore.jks 

This command imports a CA certificate into the trust store (truststore.jks), allowing the application to trust 

certificates signed by this CA. 

Certificate Validation: 

When a client receives a certificate from a server, it checks this certificate against its trust store to ensure it is 

signed by a trusted CA. 

Summary with Examples 

• Identity Store: Stores the server’s private key and certificate. Example: server.jks contains the server’s 

identity and is used for server authentication. 

• Trust Store: Contains certificates from trusted CAs used to verify the authenticity of certificates 

presented by other parties. Example: truststore.jks contains CA certificates used to validate server 

certificates. 

In SSL/TLS, the identity store helps the server prove its identity to clients, while the trust store helps clients 

verify that the server's certificate is from a trusted CA. 

Symmetric and Asymmetric Key Cryptography 
 

Symmetric Key Cryptography 
 

Definition: Symmetric key cryptography uses the same key for both encryption and decryption. It requires that 

both the sender and the recipient have access to the same secret key. 

Characteristics: 

Speed: Typically faster than asymmetric encryption due to simpler algorithms. 

Key Management: The main challenge is securely sharing and managing the secret key. 

Example: 

AES (Advanced Encryption Standard): Commonly used in symmetric encryption, AES encrypts data with a single 

key. If Alice and Bob want to communicate securely, they both need to have the same AES key. 

Usage in SSL/TLS: 
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Session Encryption: Once a secure connection is established using asymmetric encryption, SSL/TLS uses 

symmetric encryption (e.g., AES) to encrypt the actual data exchanged during the session. Symmetric encryption 

is used because it is more efficient for handling large amounts of data. 

Asymmetric Key Cryptography 
 

Definition: Asymmetric key cryptography uses a pair of keys—a public key and a private key. The public key 

encrypts data, and the private key decrypts it. The keys are mathematically related but not identical. 

 

Characteristics: 

 

Security: Provides a method for secure key exchange and digital signatures. 

 

Key Management: Each user has a public and a private key, which simplifies the distribution of keys. 

 

Example: 

 

RSA (Rivest-Shamir-Adleman): An asymmetric encryption algorithm where the public key encrypts data, and the 

private key decrypts it. If Alice wants to send a secure message to Bob, she encrypts the message using Bob's 

public key. Only Bob’s private key can decrypt it. 

 

Usage in SSL/TLS: 

Handshake Process: During the SSL/TLS handshake, asymmetric encryption (e.g., RSA) is used to establish a 

secure connection. The server presents its public key in a digital certificate. The client uses this public key to 

encrypt a session key, which only the server can decrypt with its private key. This session key is then used for 

symmetric encryption. 

 

How Symmetric and Asymmetric Key Cryptography is Used in SSL/TLS 
 

SSL/TLS Handshake: 

 

Asymmetric Encryption: The SSL/TLS handshake uses asymmetric encryption to securely exchange keys and 

establish a secure connection. Here’s how it works: 

 

Server Authentication: The server sends its public key (contained in its digital certificate) to the client. 

Session Key Exchange: The client generates a session key (symmetric key) and encrypts it using the server's 

public key. This encrypted session key is sent to the server. 

Decryption: The server uses its private key to decrypt the session key. 

Data Encryption: 

Symmetric Encryption: Once the session key is established, SSL/TLS uses symmetric encryption (e.g., AES) to 

encrypt the data transmitted between the client and server. Symmetric encryption is faster and more efficient for 

ongoing data transfer. 

Data Transmission: Both the client and server use the session key to encrypt and decrypt data exchanged during 

the session. 
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Summary 

• Symmetric Key Cryptography: Uses a single key for both encryption and decryption. Example: AES is 

used for encrypting data in SSL/TLS sessions. 

• Asymmetric Key Cryptography: Uses a pair of keys (public and private) for encryption and decryption. 

Example: RSA is used during the SSL/TLS handshake to securely exchange the symmetric session key. 

In SSL/TLS, asymmetric encryption establishes a secure connection and exchanges a symmetric session key, 

which is then used for efficient data encryption during the session. 
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DISCLAIMER AND CONSENT 

 

This document is being provided by DigiTalk as part of its effort to assist users in understanding and working 

with SSL. While every effort has been made to ensure the accuracy and reliability of the information 

presented in this document, there is a possibility of typographical errors or inaccuracies. DigiTalk does not 

guarantee the correctness or completeness of the content provided in this document. 

Users of this document are encouraged to cross-reference the information presented here with official 

documentation available on their website or other authoritative sources. Any discrepancies or inaccuracies 

found in this document should be reported to us at digitalk.fmw@gmail.com. 

By using this document, you acknowledge and consent to the following: 

This document is not officially endorsed or verified by IBM or any other third party organization.. 

The Company makes no claims or guarantees about the accuracy or suitability of the information contained 

in this document. 

Users are responsible for verifying and validating any information presented here for their specific use case. 

DigiTalk disclaims any liability for any errors, omissions, or damages that may result from the use of this 

document. 

If you discover any inaccuracies or errors in this document, please report them to digitalk.fmw@gmail.com, 

and the Company will endeavor to correct them as necessary. 

This consent statement is provided to ensure transparency and understanding of the limitations of the 

information contained in this document. By using this document, you agree to abide by the terms and 

conditions outlined herein. 

 


