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1. What is Docker?

Docker is an open-source platform that automates the deployment, scaling, and management of applications
by packaging them into lightweight, portable containers. It uses containerization technology to ensure that
applications run consistently across different environments.

2. What is a Docker Container?
A Docker container is a lightweight, standalone, executable package that includes everything needed to run
a piece of software, including the code, runtime, system tools, libraries, and settings.

3. What is a Docker Image?
A Docker image is a read-only template used to create containers. It contains the application code, libraries,
dependencies, and the runtime environment.

4. What is the difference between a Docker Container and a Docker Image?

o Docker Image: A static template used to create containers.
« Docker Container: A running instance of a Docker image.

5. What is the purpose of Dockerfile?
A Dockerfile is a script that contains a set of instructions to build a Docker image. It specifies the base
image, dependencies, environment variables, and commands to execute inside the container.

6. How do you create a Docker container?
You can create a Docker container using the docker run command, which starts a container from an
image. For example:

docker run -it ubuntu

7. What is Docker Hub?
Docker Hub is a cloud-based registry service where you can publish and share Docker images. It provides a
repository of public and private images for use in Docker.

8. What is the purpose of the docker build command?
The docker build command is used to build a Docker image from a Dockerfile. The command processes
the Dockerfile and produces an image.

9. What is the purpose of the docker pull command?
The docker pu11 command downloads a Docker image from a registry (e.g., Docker Hub) to your local
system.

10. What is the purpose of the docker push command?
The docker push command uploads a local Docker image to a registry (e.g., Docker Hub).

11. How can you see the running containers in Docker?
You can list all running containers using the command:
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docker ps

12. How do you stop a Docker container?
You can stop a Docker container using the docker stop command followed by the container ID or name:

docker stop <container id>

13. What is the docker exec coOmmand?
The docker exec command allows you to run commands inside a running container. For example:

docker exec -it <container id> bash

14. How do you remove a Docker container?
You can remove a Docker container using the docker rm command:

docker rm <container id>

15. How do you remove a Docker image?
You can remove a Docker image using the docker rmi command:

docker rmi <image id>

16. What is Docker Compose?
Docker Compose is a tool for defining and running multi-container Docker applications. It uses a YAML
file to configure the services, networks, and volumes for a containerized application.

17. What is the docker-compose up command?
The docker-compose up command is used to start up all the services defined in a docker-compose. yml
file. It creates containers, networks, and volumes as necessary.

18. What is the docker-compose down cOmmand?
The docker-compose down command is used to stop and remove all the containers, networks, and volumes
deﬁHEdirladocker—compose.ymlf"e

19. What are Docker Volumes?
Docker Volumes are used to persist data in containers. Volumes allow data to exist outside the container's
lifecycle, so the data is not lost when the container is stopped or removed.

20. How do you mount a volume in Docker?
You can mount a volume in Docker using the -+ flag during the docker run command:

docker run -v /path/to/host/dir:/path/to/container/dir <image name>
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21. What is Docker Networking?
Docker Networking allows containers to communicate with each other and the outside world. Docker
provides several network drivers such as bridge, host, overlay, and none.

22. What is the default Docker network?
The default network driver in Docker is the bridge network. When no network is specified, containers are
connected to the bridge network by default.

23. What is a Docker Bridge Network?
A Docker Bridge Network is a default network driver that creates an isolated network on the host, allowing
containers to communicate with each other and the host machine.

24. What is a Docker Host Network?
The Docker Host Network driver connects containers directly to the host network. Containers use the host's
IP address and share the network stack with the host.

25. What is the purpose of the docker network 1s command?
The docker network 1s command lists all available networks in Docker.

26. What is a Docker Overlay Network?
An Overlay Network allows containers on different Docker hosts to communicate with each other, typically
used in Docker Swarm and Kubernetes for multi-host networking.

27. What is the docker info command used for?
The docker info command provides detailed information about the Docker installation, including system
information, number of containers, number of images, and storage driver.

28. What is the docker logs command used for?
The docker 1ogs command is used to fetch the logs of a running or stopped container:

docker logs <container id>

29. What is Docker Swarm?
Docker Swarm is Docker's native clustering and orchestration tool. It allows you to manage a cluster of
Docker nodes (machines) and deploy applications across them.

30. What is the purpose of the docker swarm init command?
The docker swarm init command is used to initialize a Docker Swarm cluster on the current host,
making it the manager node of the Swarm.

31. What is the purpose of the docker service command in Docker Swarm?

The docker service command is used to create and manage services in a Docker Swarm. A service is a
set of tasks that run the same container image across the cluster.
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32. What is the purpose of the docker stack command in Docker Swarm?
The docker stack command is used to deploy and manage multi-container applications using a docker-
compose.yml file in a Docker Swarm.

33. What is the docker attach command used for?
The docker attach command is used to attach your terminal to a running container. It allows you to
interact with the container's input and output.

34. How can you inspect a running container in Docker?
You can inspect a running container using the docker inspect command:

docker inspect <container id>
35. What is the difference between docker run and docker exec?

o docker run: Creates and starts a new container.
o docker exec: Executes a command inside an already running container.

36. How do you build a Docker image from a Dockerfile?
You can build a Docker image using the docker build command:

docker build -t <image name> .

37. What is the Dockerfile command rrom used for?
The rrom command specifies the base image for the Docker image. For example, FROM ubuntu:20.04
means the image is based on the Ubuntu 20.04 image.

38. What is the Dockerfile command run used for?
The run command executes commands during the build process of the Docker image. For example, run
apt-get update installs dependencies.

39. What is the Dockerfile command cmp used for?
The cup command provides the default command that is executed when a container starts. It can be
overridden at runtime.

40. What is the Dockerfile command EnTrRyPoINT USed for?
The enTrYPoTINT COMmand specifies the executable to run when a container starts. It cannot be overridden
by default but can be combined with cwmp.
41. What is the difference between cMp and ENTRYPOINT in a Dockerfile?
e CMD: Specifies the default command and arguments that can be overridden at runtime.

« ENTRYPOINT: Specifies the command to be executed when the container starts and cannot be
overridden.
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42. What is Docker’s layered filesystem?
Docker images are built in layers, where each layer represents a change or command in the Dockerfile.
Layers are cached and reused to optimize build times.

43. What is Docker's Union File System (UFS)?
The Union File System (UFS) allows Docker to combine multiple layers into a single, unified filesystem,
providing benefits like shared layers and efficient storage.

44. How does Docker differ from virtual machines (VMs)?
Docker containers share the host OS kernel, making them lightweight and faster to start compared to VMs,
which run their own operating systems.

45. What is a Docker Registry?
A Docker registry is a place where Docker images are stored and distributed. Docker Hub is the default
public registry.

46. How do you create a Docker network?
You can create a Docker network using the docker network create command:

docker network create my network

47. How do you check the status of Docker services?
You can check the status of Docker services using the docker info Of docker service 1s command.

48. What is the docker stats command used for?
The docker stats command provides real-time resource usage statistics for running containers.

49. What is Docker's docker cp command?
The docker cp command allows you to copy files between a Docker container and the host machine.

50. What is Docker's docker save cOmmand?
The docker save command is used to save a Docker image to a tarball archive.

51. What is Docker's docker 1load command?
The docker 10ad command is used to load a Docker image from a tarball archive.

52. How can you secure Docker containers?
You can secure Docker containers by limiting container privileges, using user namespaces, ensuring proper
networking settings, and keeping containers up-to-date with security patches.

53. How does Docker handle resource limits for containers?

Docker allows you to set resource limits for containers, such as CPU, memory, and block 10, using flags
like --memory, ——cpu-shares, and --blkio-weight.
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54. What is Docker’s docker update command?
The docker update command is used to update the configuration of a running container, such as resource
limits.

55. What is Docker's docker volume cOmmand?
The docker volume command allows you to manage Docker volumes, which are used for persistent
storage across containers.

56. What is the difference between docker volume and docker bind mount?

o Docker Volume: Managed by Docker, used for persistent storage.
o Docker Bind Mount: Mounts a file or directory from the host filesystem directly into a container.

57. What is a multi-stage build in Docker?
A multi-stage build allows you to use multiple rrom statements in a Dockerfile, enabling you to build an
image in stages and reduce the final image size.

58. How can you update a Docker image?
To update a Docker image, you can pull the latest version from a registry or build a new image from an
updated Dockerfile.

59. How can you tag Docker images?
You can tag Docker images using the docker tag command:

docker tag <image id> <new image name>:<tag>

60. How do you create a Docker container from a Docker image?
You can create and start a Docker container using the docker run command:

docker run <image name>

61. What is Docker's ""Dockerfile Cache?
Docker uses caching to speed up the build process. If a layer has been built previously, Docker will reuse it
instead of rebuilding it.

62. What are some of the Docker image formats?
Docker images are stored in a format called the Docker Image Format, which includes layers and metadata.

63. How do you handle Docker container logs?
You can view Docker container logs using the docker 1ogs command or configure centralized logging
solutions like ELK (Elasticsearch, Logstash, and Kibana).

64. How do you use Docker with Kubernetes?

Docker is the default container runtime for Kubernetes, and Kubernetes orchestrates Docker containers for
automated deployment, scaling, and management.
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65. How do you configure Docker to start on boot?
You can configure Docker to start on boot using system services like systemd. For example:

sudo systemctl enable docker

66. How do you run a Docker container in detached mode?
You can run a Docker container in detached mode by using the -4 flag:

docker run -d <image name>

67. What are the limitations of Docker?
Some limitations of Docker include resource isolation limits, security concerns, and challenges with stateful
applications.

68. What is the purpose of docker-compose.ym1?
The docker-compose. ym1 file is used to define and configure multiple containers in a multi-container
Docker application, specifying the services, networks, and volumes.

69. What is the docker-compose logs command used for?
The docker-compose 1ogs command is used to view logs for all services defined in a docker-
compose.ymlf”e.

70. What is the docker-compose build command used for?
The docker-compose build command is used to build images for services defined in the docker-
compose.ymlf“e.

71. How do you scale a Docker service?
You can scale a Docker service using the docker service scale command:

docker service scale <service name>=<replica count>

72. How do you specify the environment variables in Docker?
You can specify environment variables in Docker using the -e flag during the docker run command:

docker run -e VAR NAME=value <image name>

73. What is a Docker Registry Mirror?
A Docker Registry Mirror is a proxy for Docker Hub, allowing faster image pulls by caching frequently
used images.

74. How do you use a Docker container with a specific port mapping?
You can map a container port to a host port using the -p flag:

docker run -p <host port>:<container port> <image name>
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75. What is Docker's docker volume command used for?
The docker volume command is used to manage Docker volumes, which allow containers to persist data
outside their lifecycle.

76. What is the purpose of docker swarm?
Docker Swarm is used to manage a cluster of Docker nodes, ensuring high availability, scalability, and load
balancing of services across the cluster.

77. How do you deploy a service in Docker Swarm?
You can deploy a service in Docker Swarm using the docker service create cOmmand:

docker service create --name <service name> <image name>

78. How do you monitor Docker containers?
You can monitor Docker containers using commands like docker stats or third-party monitoring tools
like Prometheus and Grafana.

79.VVhatBIDOCKEVSdocker—compose upCOﬂHﬂand?
The docker-compose up command is used to start up all services defined in a docker-compose.yml file.
It creates containers, networks, and volumes as necessary.

80. How do you list Docker images?
You can list all Docker images on your system using the docker images command.

81. How do you assign a name to a Docker container?
You can assign a name to a Docker container using the --name flag during the docker run command:

docker run --name <container name> <image name>

82. How do you get the IP address of a running Docker container?
You can get the IP address of a running Docker container using the docker inspect command:

docker inspect -f '{{range .NetworkSettings.Networks}}{{.IPAddress}}{{end}}"’
<container name>

83. What is the docker info command used for?
The docker info command provides detailed information about the Docker installation, including the
number of containers, images, and storage driver used.

84. How do you configure logging for Docker containers?
Docker supports various logging drivers, including json-file, syslog, fluentd, and more, which can be
specified during container creation.

85. How do you run a Docker container with a specific environment variable?
You can set environment variables during container creation using the -e flag:
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docker run -e ENV _VAR=value <image name>

86. What is the purpose of Docker VVolumes?
Docker volumes are used to persist data across container restarts. They can be shared between containers
and provide a way to manage data outside the container lifecycle.

87. How do you handle Docker container logs?
Docker container logs can be viewed using the docker 1ogs command. You can also configure centralized
logging solutions for better management.

88. What is the docker logs command?
The docker 10gs command is used to fetch logs from a running or stopped container.

89. How do you interact with a Docker container?
You can interact with a Docker container using the docker exec command:

docker exec -it <container id> bash

90. How do you create a Docker container from a Docker image?
You can create a container using the docker run command. Example:

docker run -it ubuntu bash

91. How do you configure Docker container storage?
Docker storage is managed through volumes and bind mounts. VVolumes are stored in a Docker-managed
location, while bind mounts reference specific locations on the host filesystem.

92. How do you check the status of a Docker container?
You can check the status of a Docker container using docker ps. This shows all running containers, their
status, and other details.

93. What is Docker Swarm Mode?
Swarm mode is Docker's native clustering and orchestration tool, enabling you to manage a multi-host
environment and deploy services with high availability.

94. How do you secure Docker containers?
You can secure Docker containers by limiting privileges, using Docker's security features like namespaces,
and using security tools like Docker Content Trust.

95. What is Docker's ""build cache'?
Docker uses a build cache to speed up the image build process by reusing layers that have not changed
since the last build.

96. How can you push a Docker image to a registry?
You can push a Docker image to a registry using the docker push command:
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docker push <image name>

97. How do you list Docker networks?
You can list Docker networks using the docker network 1scommand.

98. How do you create a custom Docker network?
You can create a custom Docker network using the docker network create cOmmand:

docker network create my network

99. What is a Docker Overlay Network?
An Overlay network is used to connect Docker containers across multiple hosts in a Docker Swarm or
Kubernetes cluster.

100. How do you restart a Docker container?
You can restart a Docker container using the docker restart command:

docker restart <container id>
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DISCLAIMER AND CONSENT

This document 1s being provided by Digi'Talk as part of its effort to assist users in understanding and working
with Middleware and DevOps. While every effort has been made to ensure the accuracy and reliability of the
mformation presented in this document, there 1s a possibility of typographical errors or inaccuracies. DigiTalk
does not guarantee the correctness or completeness of the content provided in this document.

Users of this document are encouraged to cross-reference the mmformation presented here with official
documentation available on their website or other authoritative sources. Any discrepancies or maccuracies
found in this document should be reported to us at digitalk.fmw@gmail.com.

By using this document, you acknowledge and consent to the following:

This document 1s not officially endorsed or verified by any other third party organization.

We do not claim or guarantees about the accuracy or suitability of the information contained in this document.
Users are responsible for verifying and validating any information presented here for their specific use case.

DigiTalk disclaims any hability for any errors, omissions, or damages that may result from the use of this
document.

If you discover any inaccuracies or errors in this document, please report them to digitalk.fmw@gmail.com, and
the Company will endeavor to correct them as necessary.

This consent statement 1s provided to ensure transparency and understanding of the limitations of the
mformation contained n this document. By using this document, you agree to abide by the terms and conditions
outlined herem.

13|Page Copyright © [2023] DigiTalk. All rights reserved.




