If your child has a smartphone or will have one in the future, please share this with them.
There are more online safety guides on our website Parents/Carers > Online Safety page

At National Online Safety, we balieve in empowering parents, carers and trustod aduits with the information to hotd an informad convorsation about onfing safaty with their childron, should thoy tecl

Itis noeded. This guide focusos on one of many devices which we baliove trustod adults

shouid be aware of. Ploase visit nationalcollsgo.com for further guides, hints and tips for adults.
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You may have been lucky enough to have unwrapped a smartphone at Christmas, or you might be
eagerly anticipating getting @ new one at some point during this year. Whether it'll be your first ever
phone or an upgrade on your old model, it’s always useful to have a refresher about how to set it up and
- adjust the settings to keep yourselfl = and your valuable personal info - safe and secure. We've collected

' NEVER SHARE
YOUR PASSCODE

Alongsm face or fingerprint

our p de iIs crucial
to unlo:klng your phono and
accessing your apps and personal
information. You shouldn’t give it
out, even to close friends - after all,
you wouldn’t hand them a key to
your house and let them go in fora
nosey around! If a friend wants to
use your phone, ask them why and
make sure you can see what they're
dolng with it.

RESPECT PARENTAL
CONTROLS

If you're allowed to have a
smartphone, it's because your
parents or carers feel that you're
mature and responsible enough to
use it safely. They might set controls
and boundaries on your device - not
to spoil your fun but to help you avoid
hazards like too much screen time or
costly in-app purchases. Following
these rules means you can'enjoy
using your phone while respecting
their wishes.
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TALK TO A TRUSTED o @
ADULT >
Whether it's to listen to music, play
be fun. If you're ever feeling anxious,
right. It's important not to ignore
happening and how it's
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immersed in what we're looking at
surroundings = or who might be
phone, and forget to check for
which I clearly dangerous.

james, create content or chat with
worried or scared about ?:ing on
these feelings; instead, talk to
y making you teel.
Two words: look up. it might sound
or listening to on our phones that we
around us. People often walk with
obstacles in their path, cars or other
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riends, uaing o smartphone should
your phone, then something isn't
a trusted adult about what's
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obvious, but it's so easy to get
can become unaware of our
their head down, focusing on thelr
pedestrians coming towards them,
Meet Our Expert

' @natonlinesafety

DEVELOP HEALTHY
HARITS

Phones offer a vast amount of
content and the chance to chat
with friends whenever we feel like

it, which can make it difficult to take
time away from the screen. If that's
something you struggle with, you
could try setting time limits on
certain apps. Putting our phones
down for a while gives us more time
to interact with others or do
something physical that helps keep

) us fit and healthy.

I3 /Nationalonlinesafety

IGNORE UNKNOWN
NUMBERS

There are some scammers who
might call or text asking you to
share personal data or to click on a
link and provide your details. Some
may claim to be from a genuine
company, but trustworthy
businesses don’'t taneously call
or message to ask for your
information. It's sofest to ignore calls
or texts from unknown numbers, and
never give your personal details out
over the phone.

@ @nationalonlinesafety

some expert tips to help you enjoy your smartphone in the healthiest way possible.

ONLY USE
AGE-APPROPRIATE APPS

Before downloading a new opr
game, check what age rating it has.
Don't feel pressured into getting a
particular game or app just because

our friends are using it, If it's
intended for older people, there's a
definite risk that it could include
content (which is violent or
frightening, for instance) or
language which isn't suitable and
may lecve you leeling upset or
disturbed.

TEMPTATION

A good night’s sleep is so important
for concentration, mood and overall
heaith. Unwinding properly before
going to bed ~ which means not
staring at a screen late ot night -~
can often improve sleep quality. Put
your phone on charge overnight,
but not In your room. This means
you'll have a lot less temptation to
check any notifications, reply to
messages or get caughtup
scmmng on sochal media.
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'n—UNK ABOUT OTHERS

Watching videos,
listening to music or calling 7&
someone can all help to pass

the time while we're on the bus,
waiting in a queue or walking down
the street. It's important to remain
mindful of other people, though: they
might not want to hear your tunes or
your conversation. Likewise, if you're
calling from a public place then

don't forget that anyone could
overhear something personol about

you.
SWITCH OFF m)
In your phone's settings, you'll

be able to disable geclocation for
individual apps and photos: this

means that people online (including
strangers) can’t see information

about where you are when you share

or post a pic. On the subject of

images, it's also important to ask
permission before taking or sharing

o photo of someone — and don't

share embarrassing images of your
friends with others,
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Users of this guide do o at their own discretion. No liability is entered into. Current as of the date of reledse: 17.01.2023



https://greatcrosbycatholicprimary.com/online-safety-1

