Managed IDENTITY

Cloud-Based Identity Management for Any Business

Empower employees with secure access to cloud and company apps on any device.
Transform your enterprise security and the power of Managed IDENTITY and Onelogin.

Onelogin’s cloud identity management platform provides secure single sign-on, multi-
factor authentication, directory integration with Active Directory (AD),
Directory Access Protocol (LDAP) and other external directories, user provisioning and
endpoint management combined with continuous monitoring by Inceptus’ 24x7x365

Security Operations Center.

Managed IDENTITY Features

App Catalog

Managed IDENTITY maintains a catalog of more than 5,000 pre-
integrated applications, making it easy to enable single sign-on and
user provisioning for enterprise apps. New apps are added daily and
provides access through a combination of SAML and password
synchronization.

Single Sign-On

Managed IDENTITY provides users single portal access to all their
web apps in the cloud and behind the firewall — via desktops,
tablets and smartphones. Policy driven security and multi-factor
authentication ensure that only authorized users have access to
sensitive data.

Real-Time User Directory Integration

Managed IDENTITY synchronizes users in your directory to
thousands of applications in real-time. Use Active Directory, LDAP, G
-Suite, Workday, UltiPro, Namely or use Onelogin as your directory
in the cloud. Multiple directories become one unified directory to
your cloud and on-premises apps.

Adaptive Authentication

Managed IDENTITY leverages machine learning to make dynamic
risk assessments that can detect high-risk logins and trigger multi-
factor authentication (MFA). Risk scores are calculated based on
network reputation, geographic location, device fingerprinting, and
time anomalies. Enforce MFA with Onelogin's OTP mobile app or
other third-party authentication vendors integrated with Onelogin.

Designed to Fit Any Organization

monitoring and alerting of all
happening within your environment.

Our approach to core security focuses on bringing
best-in-class continuous security monitoring and
cyber security software married with highly trained
security analysts. The Managed IDENTITY service is
designed to plug into any enterprise and become or
augment your security team. We provide 24x7
security events

Lightweight

Mobile Identity

Managed IDENTITY Mobile offers full-function secure access to all
cloud and enterprise apps. Web apps run inside Managed
IDENTITY Mobile as a fully functional web app, and does not leave
behind a trail.

Compliance Analysis and Reporting

Managed IDENTITY centralizes all user management and login
activity. Inceptus’ Security Operations Center monitors for user
changes and access to alert you in the event of suspicious
behaviors and allows Inceptus security analysts to perform
forensic investigations.

One Click On- and Off-Boarding

Managed IDENTITY can import your organization’s entitlement
definitions from each individual app and gives you flexible rules
for determining which entitlements for each user. Real-time user
synchronization for Active Directory means disabling a user will
take effect in target applications within seconds.

Unified Endpoint Management

Managed IDENTITY enrolls your laptop or desktop computer with
a proprietary Cloud Directory and creates a secure profile on your
machine that can only be accessed with your Managed IDENTITY
credentials. Log in once to your operating system and you’re
logged into all of your applications—no additional browser login
required.
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