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“Project risk analysis and
management can beusedonall
projects, whatever the industry
or environment, and whatever
the timescale or budget”

“Dealingwithrisksin projectsis
differentfromsituationswhere
thereissuffi datatoadopt

anactuarialapproach”
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1. Introduction

Thisminiguideisashortformofthe APM publication, Project RiskAnalysisand
Management(PRAM) Guide 2nd edition.' Itprovides an introduction to the processes
involved in project risk analysis and management, offering a simple, but robust and
practical framework to help new practitioners get started. Some of the commonly used
techniques and methods are described; a more comprehensive list and description can
be found in the full APM guide.

Project risk analysis and management can be used on all projects, whatever the industry or
environment, and whatever the timescale or budget.

2. What is PRAM?

In this guide, the term ‘PRAM’ encompasses processes, techniques and methods that
enables the analysis and management of the risks associated with a project. Properly
undertaken, it will increase the likelihood of successful completion of a project to cost,
time and performance objectives.

Risk has two aspects: downside risk or threats, which if they occurred would adversely
affect project objectives, and upside risk or opportunities, which if pursued would
positively affect the project objectives. This guide focuses on the downside threats, which
for the sake of brevity of this guide are called risks. The threats and opportunities are
discussed in more detail inthe APM PRAM Guide.

Risks for which there is ample data can be assessed statistically. However, no two projects
are the same. Often things go wrong for reasons unique to a particular project, industry or
working environment. Dealing with risks in projects is therefore different from situations
wherethereissufficientdatatoadoptanactuarialapproach.Because projectsinvariably
involve a strong technical, engineering, innovative or strategic content, a systematic
process has proven preferable to an intuitive approach. PRAM has been developed to
meet this requirement.



“PRAM is designed to identify
and assess risks that threaten the
achievement of project objectives
andtotakeactiontoavoid, reduce

or even accept those risks”

“Asoundaimistoidentifythekey
risks, which are then analysed
and managedin more detail”

3. What is involved?

The first step is to recognise that risk exists as a consequence of uncertainty. In any
project there will be risks and uncertainties of various types asillustrated by the
following examples:

Nnthe managementand financial authority structure are notyet established;

N the technology is not yet proven;

nindustrialrelations problems seem likely;

N resources may not be available at the required level.

Alluncertainty produces an exposure to risk, which in project management terms,

may cause a failureto:

Nnkeepwithinbudget;

N achievetherequired completion date;

N achieve the required performance objective.

PRAM is designed to identify and assess risks that threaten the achievement of project
objectives and to take action to avoid, reduce or even accept those risks. The next section
of this guide describes the benefits that PRAM can bring to a project and also the wider

benefits tothe organisation andits stakeholders. It should be regarded as anintegral part
of project or business management and not just as a set of tools or techniques.

THE PRAM PROCESS

Experienced risk analysts and managers hold perceptions of this process that are subtle
and diverse. Figure 1 shows the major phases in the PRAM process. In order to simplify the
process, this guide divides the overall process into two constituents or stages: risk analysis
andriskmanagement. Riskanalysisisthe combination of the estimate and evaluate
sub-phases within the Assess phase in Figure 1.

Risk analysis

This stage of the process is generally splitinto two ‘sub-stages’: a qualitative analysis ‘sub-
stage’ that focuses on identification and subjective assessment of risks, and a quantitative
analysis ‘sub-stage’ thatfocuses on an objective assessment of the risks.

Qualitative analysis

A qualitative analysis allows the main risk sources or factors to be identified. This can be
done, for example, with the aid of checklists, interviews or brainstorming sessions. This
is usually associated with some form of assessment that could be the description of each
risk and its impacts or a subjective labelling of each risk (for example, high/low) in terms of
bothitsimpactandits probability of occurrence.

Asound aim is to identify the key risks, perhaps between five and 10, for each project (or
part-projectonlarge projects), which are then analysed and managed in more detail.



“Aninitial qualitative analysisis
essential.ltbrings considerable
benefi intermsofunderstanding
theprojectandits problems”
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Figure 1. Risk management process

Quantitative analysis

A quantitative analysis often involves more sophisticated techniques, usually
requiring computer software. To some people, this is the most formal aspect of
the whole process requiring:

N measurement of uncertainty in cost and time estimates;

N probabilistic combination of individual uncertainties.

Such techniques can be applied with varying levels of effort ranging from modest to
extensively thorough. It is recommended that new practitioners start slowly, perhaps
even ignoring this ‘sub-stage’, until a climate of acceptability has been developed for
project risk analysis and management in the organisation.

Aninitial qualitative analysisis essential. It brings considerable benefitinterms of
understanding the project and its problems irrespective of whether or not a quantitative
analysis is carried out. It may also serve to highlight possibilities for risk ‘closure’, ie the
development of a specific plan to deal with a specificrisk issue.

Experience has shown that qualitative analysis —identifying and assessing risks — usually
leads to an initial, if simple, level of quantitative analysis. If, for any reason — such as time
or resource pressure or cost constraints — both a qualitative and quantitative analysis are
impossible, it is the qualitative analysis that should remain.

Itshould be noted that procedures for decision-making would need to be modified if risk
analysis is adopted. An example that illustrates this point is the sanction decision for clients,
where estimates of cost and time will be produced in the form of ranges and associated
probabilitiesratherthansinglevaluefigures.



“Risk management may start
duringthe qualitativeanalysis
phase as the need to respond

torisks maybeurgent”

Risk management

This stage of the process involves the formulation of management responses to the main
risks. Risk management may start during the qualitative analysis phase as the need to
respond to risks may be urgent and the solution fairly obvious. Iteration between the risk
analysis and risk management stages is likely.

Riskmanagementcan involve:

N implementing measures to avoid a risk, to reduce its effect or to reduce its probability
of occurrence;

N establishing contingency plans to deal with risks if they should occur;

N initiating further investigations to reduce uncertainty through better information;
N considering risk transfer to insurers;

N considering risk allocation in contracts;

N setting contingencies in cost estimates, floatin programmes and tolerances or ‘space’
in performance specifications.

N Section 6 of this guide considers some of the techniques of PRAM in more detail.



“The benefisgainedfrom
using PRAM techniques and
methods serve not only the
project, butalsoother parties”

apm

4. Why is it used?

There are many reasons for using PRAM, but the main reason is that it can provide

significant benefits far in excess of the cost of performingit.
Benefi

The benefits gained from using PRAM techniques and methods serve not only the project,
but also other parties, such as the organisation and its stakeholders. Some examples of the

main benefits are:

N projectrisks can be actively managed to enhance the performance of the project against
its key objectives;
N anindependent view of the project risks, which can help to justify decisions and enable

more efficientand effective management of therisks;

N anincreased understanding of the project, which in turn leads to the formulation of
more realisticplans, interms ofboth cost estimates and timescales;

N anincreased understanding of the risks in a project and their possible impact that can
lead to the minimisation of risks for a party and/or the allocation of risks to the party best

abletohandlethem;

N an understanding of how risks in a project can lead to the use of a more suitable type

of contract;

N knowledge of the risks in a project, which allows assessment of contingencies that
actually reflect the risks and which also tends to discourage the acceptance of financially

unsound projects;

N acontribution to the build-up of statistical information of historical risks that will assistin

bettermodellingof future projects;

N facilitation of greater, but more rational, risk taking, thus increasing the benefits that can
be gained fromrisk taking;

N assistance with the distinction between good luck and good management, and bad luck
andbadmanagement.



“ThecostsofusingPRAM
techniquesvaryaccordingto
thescopeoftheworkandthe
commitmentto the process”

“Adetailed costandtime
risk analysis usually requires
anywhere from one to
three months”

Who benefi fromits use?

N an organisation and its senior management, for whom a knowledge of the risks attached
to proposed projects is important when considering the sanction of capital expenditure
and capital budgets;

N clients, both internal and external, as they are more likely to get what they want, when
they want it and for a cost they can afford;

N project managers who want to improve the quality of their work, ie they want to bring
their projects into cost, on time and to the required performance.

Whatarethe costs of usingit?

The costs of using PRAM techniques vary according to the scope of the work and the
commitment to the process. Below are some example costs, time-scales and resource
requirements for carrying out the process.

Cost

The cost of using the process can be as little as the cost of one or two days of a person’s
time up to a maximum of 5—10 per cent of the management costs of the project, even if this
higher cost, as a percentage of the total project cost, is relatively small. It can be argued
thatthe costincurredis aninvestmentifrisks are identified during the process that may

otherwise haveremained unidentified untilit wastoo latetoreact.
Time

The time taken to carry out a risk analysis is partially dependent upon the availability of
information. A detailed cost and time risk analysis usually requires anywhere from one

to three months depending on the scale and complexity of the project, and the extent of
planning and cost preparation already carried out. However, as indicated above, a useful
analysis can take as little as one or two days.

Resources

The minimum resource requirement is obviously just one person within an organisation
with experience of using PRAM techniques. However, if expertise does not exist within
the organisation, it can be readily acquired from outside consultants. It is likely that once
PRAM has been introduced to an organisation, in-house expertise will develop rapidly.

As stated in Section 3, PRAM is relevant to all projects and is an integral part of project
management. This can make it very difficult to separate the costs of performingit. Some
organisations treat these costs as an overhead to the organisation, and not to the project.



“PRAM is a continuous process
thatcanbestartedatalmostany
stage in the life cycle of a project”
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5. When should it be used and who
should do it?

PRAM is an inherently scalable process and as such can be applied to nearly all projects
to the point where it brings benefits to that project without overburdeningit. PRAMis a
continuous process that can be started at almost any stage in the life cycle of a project;
however, itis most beneficial to use itin the earlier stages of a project.

There are five points in a project where particular benefits can be achieved by usingit:

1. Feasibility study. At this stage, the project is most flexible, enabling changes to be
made that can reduce the risks at a relatively low cost. It can also help in deciding
between various implementation options for the project.

2. Sanction. The client can make use of it to view the risk exposure associated with the
project and can check that all possible steps to reduce or manage the risks have been
taken. Ifa quantitative analysis has been carried out, then the client will be able to
understandthe ‘chance’ that he has of achieving the project objectives (cost, time
and performance).

3. Tendering. The contractor can make use of it to ensure that all risks have been
identified and to help him set his risk contingency or check his risk exposure.

4. Posttender.Theclient can make use of itto ensure that the contractor hasidentified
allrisks and to assess the likelihood of tendered programmes being achieved.

5. Atintervals during implementation. It can help to improve the likelihood of
completingthe projectto costand timescale ifall risks are identified and are correctly
managed as they occur.
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“Allprojects containriskand
riskanalysis,and management
isanintegral partof projector
business management”

Which projects are suitable?

Many experienced practitioners of PRAM would say “any and all” in answer to this
question, and experience does show that this is the case — the reasons were stated earlier
in the guide. All projects contain risk and risk analysis, and management is an integral part
of project or business management.

Attend any conference or read any literature on risk and it is clear that the most extensive
applications have occurred on large capital projects, such as defence, oil and gas,
aerospace and civil engineering — these projects have been the proving ground for many
of the techniques.

In other fields, there are examples of risk analysis and management applied toinsurance,
IT projects and software development, and projects for organisational change.

The only general guidance is that the more complex or more innovative the project, the
greater the benefits. On small projects, the budget will probably justify only a low level of
application, perhaps omitting the quantitative analysis.

What type of project?

It can be used on any type of project, butitis more beneficial for some projects than
others. Some examples of projects that would benefit from PRAM are:

innovative, new technology projects;

projects requiring large capital outlay or investment;

fast-track or high-tempo projects;

projects that interrupt crucial revenue streams;

unusual agreements (legal, insurance or contractual);

projects with sensitive issues (environment/relocation);

projects with stringent requirements (regulatory/safety);

>3 3 3 3 O 3 3 O

projects with important political/economic/financial parameters.



“Essentially, anyone can do it
provided considerationis given
tothe ‘perspective’ fromwhich

they are viewing the project”

apm

When should it be done?

There are a few circumstances when it is particularly advisable to use PRAM techniques.
These are:

N when there are specific targets that must be met;
N when thereis an unexpected new developmentin a project;

N at points of change in the life cycle of a project.

When shouldn’t it be done?

There are no particular circumstances under which PRAM techniques should not be used
except perhaps for repeat projects, where such analyses have already been carried out —
unless, of course, there are specific differences between the projects.

Inthe presence of uncertainty, where severe constraints give rise to significantrisk, the
absence ofrelevantdata maymakeaquantitative assessment not worthwhile. However,
such circumstances must never prevent a rigorous qualitative analysis being carried out.

Who should do it?

Many people advocate the use of an independent expert or external consultant to ensure
they receive an unbiased view, whereas others suggest that PRAM support should be
aninternal function. Opinions differ widely at this stage, but, essentially, anyone can do
it provided considerationis given to the ‘perspective’ from which they are viewing the
project. Inany event, the project management team should be closely involved inthe
analytical process to ensure validity of the analysis and also to allow them to believe in
the results.
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“The relative signifi ance of
theidentifi d and assessed
risks may be displayed ona
probabilityimpactmatrix”

6. How to do it - techniques and methods

As outlined in Section 3, PRAM can be split into its two constituents or stages — risk
analysis (qualitative and quantitative) and risk management. A range of tools for both
constituents is available at apm.org.uk/news/risk-sig-reference-table. There is no one
technique or method for carrying out either stage of the process. Some of the techniques
and methods that can be employed are detailed below.

Qualitative risk analysis

The first phase of the qualitative analysis is identification. This is considered by some as the
mostimportant element of the process, since once arisk has beenidentified, itis possible
todosomethingaboutit. Identification can be achieved by:

N interviewing key members of the project team;

N organising brainstorming meetings with all interested parties;

N by using the personal experience of the risk analyst;

N reviewing past corporate experience if appraisal records are kept.

All of the above methods are greatly enhanced by the use of checklists, which can
eitherbe genericinnature, ie applicable to any project or specific to the type of project

being analysed.
Probability ratings Probzlloaiiiltzsscale Rankingindexvalues
Almost Certain 5 5 10
Likely 4 4 8
Possible 3 3 6
Unlikely 2 2 4
Rare 1 1 2 4 8 16
Impactscale values 1 2 4 8 16
Impactratings Insignificant | Minor | Medium = Major Severe

Figure 2. Probabilityimpactmatrix



“A secondary risk may result
fromaplannedresponsetoarisk
and mightthereforeleadto the
response being unsuccessful”

“Several techniques have been
developed for analysing the
effectofrisksonthefinal cost
and timescale of projects”
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Onceidentified, therisksarethensubjected to aninitial assessmentthat categorises
therisksinto ratings (for example, high/low) of probability of occurrence, and ratings
(forexample, major/minor) ofimpacton the project’s objectives should the risk materialise.
Therelative significance of the identified and assessed risks may be displayed on a
probability impact matrix. An example matrix is shown in Figure 2 (page 12). Scaling of the
probability and impact should follow the project’s risk management approach. Showing the
risksin this way helps to focus on the risks that require urgent attention. The matrix can be

used to display the effect of planned responses.

Initial responses should be planned for risks that have been assessed as high relative
significance and/orrequire urgentattention. Theanalysis may beterminated duringthis
phaseifthe assessmentimmediately suggests a way in which many identified risks can

be mitigated.

It may be necessary torevisit the identification phase afterthe assessment phase toseeif
any consequential ‘secondary’ risks can be identified: a secondary risk mayresult froma
planned response toarisk and might therefore lead to the response being unsuccessful.
The necessity of doing this will largely be dependent on the size and/or complexity of
the project.

Planned responses should be reviewed for cost-effectiveness and, once approved, should
beincluded in the project schedule.

Quantitative risk analysis

Onceallrisks have beenidentified, during the qualitative analysis, it may be appropriate
toenterinto adetailed quantitative analysis. This will enable the impacts of the risks to
be quantified againstthe three basic project success criteria: cost, timeand performance.
Several techniques have been developed for analysing the effect of risks on the final
costand timescale of projects. However, such techniques do not always readily apply
themselvestotheanalysis of performance objectives.

The main techniques currently inuse are:
n Sensitivity analysis, often considered to be the simplest form of risk analysis.

Essentially, it simply determines the effect on the whole project of changing one of its risk
variables, such as delays in design or the cost of materials. Itsimportanceis thatit often
highlights how the effect of a single change in one risk variable can produce a marked
differenceinthe projectoutcome.

In practice, a sensitivity analysis will be performed for more than onerisk, perhaps all
identified risks, in orderto establish those that have a potentially highimpacton the
cost ortimescale of the project. The technique can also be used to address the impact
of risk on the economic return of a project. Figure 3 (page 14) shows an example of a
sensitivity diagram.

13
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“This method relies on the
random calculation of values
thatfallwithinaspecifi d
probability distribution”

This diagram shows that the project is very sensitive, as measured against the internal rate
of return, to any changes in both the demand for the product and the revenue from the
product, however, changes in energy costs or the cost of raw material have much less impact.

Sensitivity diagram for a manufacturing plant
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Figure 3. Sensitivity diagram for anew manufacturing plant

N Probabilistic analysis specifies a probability distribution for each risk and then considers
the effect of risks in combination. This is perhaps the most common method of
performing a quantitative riskanalysisandis the one most people consider, incorrectly,
to be synonymous with the whole PRAM process. In fact, as this guide illustrates, it is
but one facet of that process.

The most common form of probabilistic analysis uses ‘sampling techniques’, usually
referred to as ‘Monte Carlo simulation’. This method relies on the random calculation of
values thatfall within a specified probability distribution often described by using three
estimates: minimum or optimistic, mean or mostlikely, and maximum or pessimistic. The
overall outcome for the project is derived by the combination of values selected for each
one of therisks. The calculation is repeated a number of times, typically 1,500 depending
on the capabilities of the sampling software and organisational preferences, to obtain the
probability distribution of the project outcome.

Itis usual to carry out a probabilistic time analysis with the aid of a critical path method
(CPM) network to model the project schedule. The results of the simulation can be used to
comparethe effects of risks in a schedule with the qualitative assessment of the risks. For
example, arisk with a highimpact on atask thatis not on the critical path may be treated
ahead of arisk with arelatively low impact thatisimpacting ona critical path item.




“Theeffectofeachtaskon
the overall end date of the
projectcanbeexamined
usingatornadochart”

“Ifanindependent cost
analysisis undertaken, then
itmay be appropriateto use

a spreadsheet method”
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The effect of each task on the overall end date of the project can be examined using a
tornado chart. An example tornado chart is shown in Figure 4. The length of the bars is a
measure of the duration cruciality of a task. (Cruciality = Criticality multiplied by duration
sensitivity.) The longer the bar, the more effect that task is having on the overall duration of
the project.

Pram mini guide
Duration cruciality: entire plan - all tasks

C040-Task8 64%

B030-Task3 61%

D020-Task 10 _ 20%
B010-Task 1 _ 25%
B020-Task2 - 14%

E040- Task 16 - 14%

Figure4.Exampletornadochart

The tornado chart can also be used to evaluate the cost-effectiveness of planned responses
by comparing the assessed effect of risks with the planned effect together with the cost of
the planned responses.

The same method can be used for probabilistic cost analysis, especially when the cost
estimate can be broken down into the same categories or activities as the schedule and
when cost risks are related to time risks. If an independent cost analysis is undertaken, then
it may be appropriate to use a spreadsheet method. Figure 5 (page 16) shows an example
of a histogram and cumulative curve derived from a probabilistic time analysis using a
model based on a CPM network.

15
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An oilfield development
Early finish histogram for activity G44 (First Oil)
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Figure 5. Time probability histogram and s-curve for a new oilfield development

This diagram shows the distribution of finish dates from an example project for the
achievement of first oil. It is based on 1,000 iterations using Monte Carlo sampling.
The actual finish date of this particular project was achieved within two days of the mean.

A new office building
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Figure 6. Cost probability s-curve for a new office building



“Risk management uses the
information collected during
the risk analysis phase”

apm

This diagram shows the distribution around a cost estimate for the final out-turn cost fora
new building. Itis based on 1,000 iterations using Monte Carlo sampling. The highlighted
figures represent the unadjusted cost, ie the sum of all the cost elements without any risk
treatment, the expected costderived from the statisticalmean and asuggestedaccuracy
range. The difference between the unadjusted cost and the expected cost is considered
tobeanunallocated provision.

N Influence diagrams provide a powerful means of constructing models of the issues in
aprojectthatare subject to risk. As aresult, influence diagrams are now used as the
userinterfacetoacomputer-basedrisk-modellingtool,thusallowingthe development
of very complex risk models that can be used to analyse the cost, time and economic
parameters of projects.

N Decision trees are another graphical method of structuring models. They bring together
theinformation needed to make project decisions and show the present possible
courses of action and all future possible outcomes. Each outcome must be given a
probability value indicating its likelihood of occurrence. This form of risk analysis is
oftenused in the costrisk analysis of projects.

Risk management

Riskmanagementusestheinformation collected during the risk analysis phase to make
decisions on how toimprove the probability of the project achievingits cost, time and
performance objectives. This is done by reducing the risk where it is advantageous to do
so, and monitoringand managing the risk thatremains.

The project manager uses the information at his/herdisposal to choose between the
feasible responses torisks assessed during the qualitative phase. This may involve
amending the project plans to reduce therisk, for example, moving high-risk activities
offthe critical path, developing contingency plans to allow rapid response if certain risks
occur, or setting up monitoring procedures for critical areas in order to get early warning
of risks occurring.

There are three types of response torisk: changing the project scope; proactive response;
and reactive response, which can be described as follows:
n change project scope: an alteration to the project plan such that the risks are avoided;

n proactive response: planned and implemented responses undertakentoreducethe
likelihood of the riskand/or the adverse consequences if the risk materialises;

n reactive response: a provisionin the project plan for a course of action that will only
beimplemented should the adverse consequences of the identified risk materialise.

17



18

Responses to risk can do one or a combination of four things:

1.Avoid — risks that can be eliminated from the project and therefore no longer propose

a threat.

2.Reduce — the impact and/or probability of risks that can be decreased by implementing

certain actions.

3.Transfer — risks can be passed on to other parties who may be better placed to manage
the risks or prepared to insure against their impacts. Unfortunately, this does not
eliminate risks or change the ownership of risks.

4.Accept—the benefits that can be gained from taking the risk should be balanced against
the penalties.

. ) The risk management phase begins immediately after the qualitative analysis is complete
The _r| Sk manage ment phase and is then a continuing process through the complete life cycle of the project. The
beginsimmediately afterthe . . . . L . .
7 . ,  information gained during the quantitative analysis allows the project manager to trade off
qualitative analysis is complete . . . o . . . .

taking actions now against the likelihood and impact of risk occurring. The project manager
may choose to immediately amend his/her overall time and cost plan in order to increase
the probability of achieving his/her time and cost objectives.



“The number of companies

practising PRAM is
continuingtoincrease”

apm

7.Whatexperienceisavailable?

The majority of the methods, techniques and processes described in this guide have been
used in a number of industries since the early 1970s. PRAM has historically been associated
with very large, high-capital projects in specificindustries, such as defence, oil and gas,
aerospace and civil engineering. The experience gained in these industries since the 1970s
has disseminated through other industries, such as information technology manufacturing
and business change projects.

The number of companies practising PRAM is continuing to increase due to the realisation
that the methods, techniques and processes involved form an integral part of project and
business management. The increase in its use has led not only to expertise being gained by
individuals within companies, but the arrival of specialist consultancies that can train, advise
and carry out PRAM for their clients. PRAM is also an established and important element in
the syllabuses of many universities and higher educational establishments.

Furtherinformation on project risk management or the APM Risk Specific Interest Group
canbe foundatapm.org.uk/community/risk-management-sig
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