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Countermeasures and Design Commitments: How We Are 
Engineering Against Drift 

Paper III in the Series on the Architecture of Unified Commerce Systems 

 

Abstract 

Most organizations that build coordination systems at scale never adopt a formal countermeasure 
against the four mechanisms described in Paper II. They instead rely on the informal vigilance of 
individual engineers and product owners, which works for a while and then stops working the 
moment those people move teams, leave the company, or simply get tired. This is the gap this 
paper is written to close by documenting the specific architectural commitments we are building 
into our own system to interrupt silent scope absorption, incentive capture, boundary erosion, 
and judgment-to-default substitution before they take hold rather than after they have already 
reshaped the product. While the previous paper diagnosed the disease, this paper describes the 
treatment we are implementing. By the end of this paper, the reader should understand not just 
what we believe about drift, but what we are building to stop it. 

 

1. Introduction: From Diagnosis to Design 

Paper II established that drift is not random. It follows four repeatable mechanisms, and each one 
has a recognizable signature, a moment where a small, reasonable-sounding decision opens a 
door that is very difficult to close again. Naming those mechanisms was necessary but not 
sufficient. A diagnosis without a treatment plan is just a more articulate form of worry. 

This paper outlines the treatment plan. It walks through the same four mechanisms in the same 
order, but instead of asking "how does this happen," it asks "what did we build so that this cannot 
happen quietly." The distinction matters. Some organizations may have a slide in a deck that 
says, "we take scope creep seriously" or "we have clear ownership." Very few can point to a 
specific mechanism in their actual system that makes the alternative structurally difficult. 

We are not claiming immunity. No architecture is drift-proof in an absolute sense, because drift is 
ultimately a human and organizational phenomenon, not just a technical one. What we are 
claiming is narrower and more defensible: that we have identified the specific points where drift 
historically enters unified systems, and we have placed deliberate friction, visibility, and 
accountability at exactly those points. 
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2. Countermeasure One: Interrupting Silent Scope Absorption 

Silent scope absorption happens when a system quietly starts doing more than it was originally 
scoped to do, one small addition at a time, none of which individually seems worth a formal 
review. The danger is never the first addition. It is the tenth, made by someone who never saw 
the first nine. 

Consider, for example, a payment routing service that was originally scoped to select the 
cheapest processor for a given transaction. Six months in, someone asks it to also flag 
transactions that look like they might qualify for a loyalty rebate, since the routing service 
already has visibility into the transaction data. Three months after that, a different team asks it to 
also apply a merchant-specific discount code, since it is "already touching the transaction 
anyway." Neither request looks unreasonable in isolation. But a year later, the routing service is 
making pricing decisions, rebate decisions, and discount decisions, none of which were ever 
formally assigned to it, and nobody who reviews the original design document would recognize 
what the service has become. 

Our countermeasure here is a hard requirement that any expansion of a component's 
responsibility be recorded against an explicit scope definition that already exists for that 
component, not against a general backlog. If a payment routing service starts being asked to also 
handle currency conversion logic, that request cannot simply land as a ticket inside the existing 
service's repository. It must be evaluated against a written scope boundary, and either rejected, 
spun into its own component, or formally absorbed with sign-off from whoever holds authority 
over that boundary. In the loyalty rebate example above, this requirement would have forced the 
rebate-flagging logic into its own component from day one, with its owner, rather than letting it 
accumulate silently inside routing. 

This may sound bureaucratic in description, but in practice it is a small amount of friction placed 
at exactly one point, the point of expansion, rather than distributed as constant low-grade 
suspicion across every engineering decision. The friction is proportional to the risk. Small 
internal refactors move fast. Anything that changes what a component is responsible for in the 
eyes of the rest of the system has to pass through a visible checkpoint. 

 

3. Countermeasure Two: Resisting Incentive Capture 

Incentive capture is subtler than scope absorption because it does not always look like a mistake. 
It often looks like a partnership. An adjacent team, a vendor, or a partner integration proposes a 
default setting, a preferred routing path, or a data-sharing arrangement that happens to benefit 
their metrics; and because the proposal is wrapped in language about user convenience or 
operational efficiency, it can be very difficult to distinguish from a genuinely good idea. 
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Consider an example. A card network partner proposes that transactions under a certain dollar 
amount be routed through their network by default, framed internally as "reducing checkout 
friction for small purchases." The framing is plausible, and the change does shave a few hundred 
milliseconds off checkout for low-value transactions. It also happens to route a meaningfully 
larger share of small-transaction volume through that specific partner, at a fee structure that 
favors them over alternatives that would have been just as fast. Nobody proposing the change is 
acting in bad faith. But the team that benefits from the volume is also the team that wrote the 
justification, and that alone is enough for the proposal to deserve scrutiny it would not otherwise 
get. 

Our countermeasure is to separate the parties who propose defaults from the parties who approve 
them, permanently and structurally, not just as a matter of process guidance. Any team or partner 
that stands to benefit from a particular default, whether through volume, fee structure, or data 
access, is disqualified from being the sole approver of that default. Approval requires a party 
with no stake in the outcome to sign off, and that approval must reference the actual user or 
merchant benefit being claimed, not the operational convenience being requested. In the card 
network example, this means the checkout-speed claim would need to be independently verified 
against actual latency data, rather than accepted on the partner's word, before the routing default 
could ship. 

We also require that whenever a default routes value, data, or transactions toward a specific 
party, whoever is on the other side of that default must be able to reverse it themselves. What that 
reversal looks like, though, depends on which side of the transaction they're on, since merchants 
and end users interact with the platform in fundamentally different ways. 

A merchant is the business side, the seller, the store, the company with an actual account on the 
platform. Because they have a dashboard and backend access, their version of reversal is 
straightforward: a settings panel where they can turn off a preferred-routing default in a few 
clicks, the same way they'd opt out of a marketing email, rather than having to call support and 
ask someone to escalate the request. 

An end user is the customer, the person actually buying the product or using the service. They 
have no account settings panel and no backend to log into; they only see whatever interface the 
merchant or platform puts in front of them, like a checkout page. So, their version of this 
requirement has to work differently: a visible, equally weighted choice presented at the exact 
moment the default is applied. If a checkout flow pre-selects a "recommended" payment 
processor or shipping carrier, the alternative option needs to sit right next to it in the same 
interface, not buried behind a "manage preferences" link three screens away. The end user 
reverses the default simply by picking something else, on the spot. 

This distinction matters because it keeps the requirement honest. A rule that only worked for 
merchants would let companies claim compliance while quietly trapping end users behind 
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confusing defaults, and a rule that ignored the merchant side would ignore how differently these 
two parties actually interact with the platform. 

 

4. Countermeasure Three: Defending Ownership Boundaries 

This is the mechanism where the erosion is hardest to see while it is happening, because it rarely 
arrives as a single bad decision. It arrives as a hundred small handoffs, each of which seemed 
like the efficient thing to do at the time. 

Before going further, it is worth being precise about what we mean by ownership in this context, 
because the word gets used loosely enough elsewhere that it risks losing its meaning here. 
Ownership, as we use it, means that a specific, identifiable team, role, or system component 
holds final decision-making authority over a given piece of functionality, data, or user-facing 
behavior, and is accountable when that thing breaks or needs to change. It is not about who 
originally built something. Plenty of components outlive their original builders many times over. 
It is about who currently has the standing to say, "this is how it works, and any change to it goes 
through us." In a unified commerce system this becomes concrete very quickly. Someone owns 
the checkout flow. Someone owns the default payment method logic. Someone owns fraud 
thresholds. Someone owns settlement timing calculations for a given merchant category. 
Ownership means that when a customer support ticket, a regulator, or an internal auditor asks, 
"why does this behave this way," there is exactly one place that question routes to, not three 
teams gesturing at each other. 

Erosion happens when that single point of accountability quietly becomes two points, then three, 
none of which individually feels like a loss of clarity, until eventually a question about a specific 
behavior has no clean answer because responsibility was split without anyone deciding to split it. 
Take fraud threshold ownership as a working example. Originally one team owns the threshold 
logic entirely. Then a regional compliance team is given permission to adjust thresholds for a 
specific country to satisfy a local regulation, which is reasonable on its own terms. Then a fraud 
operations team is given a separate permission to lower thresholds temporarily during a detected 
attack pattern, also reasonable. Two years later, three different teams can each independently 
change when a transaction gets flagged, none of them can see what the other two have changed, 
and when a merchant asks why their approval rate dropped last month, the answer takes two 
weeks to reconstruct instead of two minutes. A support escalation gets handled by whichever 
team is fastest to respond rather than whichever team actually owns the behavior in question; and 
over enough repetitions, ownership stops being a fact recorded anywhere and becomes a matter 
of institutional memory, which is to say it stops existing in any reliable form. 

Our countermeasure is a registry, an actual system of record that maps every user-facing 
behavior and every internal data domain to exactly one owning team, machine-readable and 
enforced at the level of deployment permissions, not just written in a document nobody rereads. 
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A team cannot ship a change to a behavior it does not own without a recorded transfer of 
ownership or a sign-off from the current owner. In the fraud threshold example, this means the 
regional compliance team's ability to adjust thresholds would be scoped and logged against the 
registry entry for fraud thresholds, visible to the primary owner in real time, rather than existing 
as a side permission nobody remembers granting. This does not slow down normal work, 
because most teams are working within their own owned territory most of the time. It only 
introduces friction exactly at the boundary crossings where erosion has historically occurred, 
which is the point. 

We also treat ownership transfers as events worth recording permanently, with a reason attached, 
rather than as quiet reassignments. If checkout ownership moves from one team to another, that 
move is visible, timestamped, and justified in writing, which means five years from now 
someone can still reconstruct why the boundary sits where it sits, instead of encountering a 
boundary that simply exists with no memory of how it got there. 

 

5. Countermeasure Four: Preserving Judgment Against Default Creep 

The fourth mechanism is the substitution of human judgment with system defaults, and it is the 
hardest one to counter because defaults exist for good reasons. Nobody wants every transaction 
to require a human decision. The goal is not to eliminate defaults. The goal is to prevent defaults 
from quietly becoming the only path available, such that judgment is not merely unused but 
structurally unreachable when it is needed. 

To illustrate, suppose a fraud model auto-declines a transaction from a merchant who has 
processed similar transactions for years without issue, because the model flags a new shipping 
address as anomalous. The merchant has no idea the decline happened for that reason, because 
there is no interface that tells them, and their only recourse is a generic support line that routes 
the complaint into a queue with no clear owner. Multiply this by a few thousand transactions a 
month, and a meaningful share of legitimate business is being silently declined not because the 
model is necessarily wrong most of the time, but because there is no reachable path for a human 
to say "this one is fine" when the model gets it wrong. 

Our countermeasure is to require that every default behavior in the system have a documented, 
reachable override path that does not depend on engineering intervention to invoke. If a fraud 
model auto-declines a transaction, a human reviewer with appropriate authority must be able to 
reach an override without filing a ticket that goes into an engineering queue. In practice, this 
means the merchant in the example above would see a specific decline reason in their dashboard, 
along with a one-click request for manual review, resolved by a fraud analyst within the same 
shift rather than escalated into an engineering backlog. If a merchant disagrees with an 
automated settlement calculation, there must be a path to human review that is not buried behind 
support tiers designed to deflect rather than resolve. 
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We also monitor override rates as a first-class operational metric, not a footnote. If override paths 
exist but are never used, that is worth investigating, because it either means the defaults are 
excellent or it means the override path is effectively invisible to the people who would use it, and 
those two explanations require very different responses. If override rates spike in a particular 
category, say settlement timing disputes for a specific merchant category, that is treated as a 
signal that the default itself may be miscalibrated, not merely as noise to be smoothed over by 
adjusting the override path. 

 

6. Why Structural Commitments Rather Than Cultural Ones 

It would be simpler to write a values statement about transparency, accountability, and user trust, 
and many organizations stop there. We have chosen not to, because culture is exactly the layer 
that degrades first under the pressure that produces drift. A values statement does not survive a 
reorganization. A permission system enforced at the deployment level does. 

This is the throughline across all four countermeasures described above. Each one converts a 
principle that could otherwise live only in a handbook into a mechanism that lives in the system 
itself, checked by the system itself, independent of whether any individual remembers to care on 
a given day. Paper IV extends this outward, examining what happens at an industry level when 
these same four mechanisms are left unchecked across many systems simultaneously. What 
emerges is not just isolated inefficiencies but a structural tendency that concentrates power, data, 
and economic surplus in the hands of a small number of platforms and operators, at the direct 
expense of the merchants, workers, and customers whose activity generates that value in the first 
place. 


