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Wyoming SLEDS
 Security Assessment Policy
Purpose
This Policy describes the regular assessment of security controls and continuous monitoring of the SLEDS Environment.
Scope
This Policy applies to the SLEDS Environment, SLEDS Information, Participating Entities, and other parties authorized or responsible for carrying out SLEDS Policies.
[bookmark: _2khanmtg194z]Applicable Standards and Regulations
· Federal Education Rights and Privacy Act (FERPA),  §20 U.S.C. § 1232g; 34 CFR Part 99.
· Unemployment Insurance Program Letter, No. 14-17 (dated March 23, 2017) regarding States' Responsibilities for Internal Security in the UI Program
· Federal and State privacy and security rules and regulations governing SLEDS Information including, but not limited to e-CFR  §§ 99.1 - 99.67 
· NIST (SP) 800-171, Rev. 2 requirements and corresponding International Organization for Standardization/ International Electrotechnical Commission (ISO/ IEC) 27001 Security Controls
· State of Wyoming Information Technology Policies and Standards, including but not limited to:
· General Policies and Standards
· Security and Privacy Policies and Standards
· Information Management and Control, Document Management Policies and Standards
· Facilities, Logistics, Natural Resources and Environmental Policies and Standards
· Plans and Operations; Research and Development Policies
· Manpower and Personnel Policies and Standards
[bookmark: _cg78tr2oat4t]Policy Statements
The State of Wyoming’s technology policies and standards are the minimum control requirements. More restrictive controls shall apply to the SLEDS Environment as provided in this Policy.

	1
	SLEDS security shall be addressed during the system’s entire lifecycle to control costs and maximize the effectiveness of security controls in alignment with Wyoming State IT Policy 09400-P180 Policy Information Security in the System Lifecycle.

	2
	During the requirements and analysis phase, the Information Resource Owner shall include security requirements and/or capabilities as part of the system specifications for new or modified components for the SLEDS Environment. Additionally:
1. The security requirements shall be based on SLEDS Policy, Wyoming State IT Policy, legislation, contract, or generally accepted industry best practices.
2. SLEDS Security Team shall document the security requirements.
3. The security requirements shall reflect the results of a risk assessment including risks to the confidentiality, integrity, and availability of the SLEDS Environment and SLEDS Information, risks to the State’s technical infrastructure, and the risk to the State or Participating Entities should the controls that implement the requirements fail (threat impact).
4. SLEDS Security Team or their designee (e.g., project manager, etc.) shall review, signoff and/or otherwise be responsible for accepting the security requirements before implementing changes to the SLEDS Environment. 

	3
	During the design and engineering phase, security activities shall include:
1. Functional security requirements shall be refined into specific technical and non-technical security controls to be included in the system’s technical design or purchase specifications.
2. Security planning shall be part of the development process for all new business application systems.
3. If the technology and/or operational environment cannot provide or support the required controls, other types of controls shall be used to achieve the desired level of protection or a request for an exception shall be made per Wyoming State IT Policy 10100-P110 IT Policies, Standards, Procedures & Guidelines. The SLEDS Security Team shall review and/or vet any exception request before submitting to the State CIO for exception.
4. For purchased systems, the presence of required security controls must be confirmed when the component is in its final operational configuration. 
5. Outsourced development activities shall be structured and monitored to ensure that the security controls used during development, testing, and deployment are equal to or more stringent than security requirements in place for the SLEDS Environment. 
6. To the extent possible, the development environment(s) shall be separate from the production environment. 
7. If production data is used in the development or test environment, it shall be protected in the same manner as in the production environment. 
8. Security controls shall be in place and operational before the SLEDS Environment is placed in production. 

	4
	During the testing and development phase, security activities shall include:
1. To the extent possible, a separate test environment shall be used to prevent the possibility of impacting the SLEDS production environment or processes.
2. To the extent possible, test data shall not contain any Personally Identifiable Information (PII). If PII must be used, it shall be protected in the same manner as in the production environment.
3. Test plans shall include security testing designed to verify the presence and effectiveness of security controls. Security test results shall be documented and used as input for determining risk and accepting the system.
4. Only the Data Steward or designee (e.g., project manager, developer, or other authorized individual working on the Data Steward’s behalf) shall have the authority to promote software from the development and/or test environment to the production environment. To the extent possible, individuals authorized to promote software should not have developed or tested the software.  
5. Users shall be appropriately trained on their security and operational responsibilities for the new system before they are allowed to access the system.
6. As the SLEDS Environment has the inherent potential of creating risk for two or more Participating Entities, SLEDS Data Stewards must coordinate with the  Office of the Chief Information Officer (OCIO) and receive formal approval to promote the system into the production environment.

	5
	During the operations and maintenance phase, security activities shall include:
1. Access to source code libraries and production executables shall be strictly controlled such that only specific personnel with a duty requirement to do so have access.
2. Restrictions shall be placed on installing software in alignment with Wyoming State IT Policy 3100-P160 Communications and Operations Management.
3. The SLEDS Program shall administer a program-developed change management process requiring management approval for all changes made to production application systems in alignment with Wyoming State IT Policy 3100-P160 Communications and Operations Management.
4. Patch management (vulnerability management) shall be a part of the operations and maintenance phase of the system life cycle. Security-relevant vulnerabilities, recommended patches, and implementations of upgrades shall be monitored and managed in accordance with security best practices.

	6
	During the end-of-life phase, all applicable components of the SLEDS Environment shall be thoroughly sanitized before any form of non-volatile media leaves the State’s control (e.g., goes to salvage, redistribution, etc.) in alignment with Wyoming State IT Policy 9400-P164 Preparation of Electronic Devices and Media for Disposal and 09400-P221 - Electronic Data Destruction and Sanitization.

	7
	Web application assessments shall be performed to identify potential or realized weaknesses as a result of scenarios such as inadvertent misconfiguration, weak authentication, insufficient error handling, and sensitive information leakage. Such assessments shall occur in alignment with Wyoming State IT Policy 03500-P018 Web Application Security.



[bookmark: _tdx07shf9lqt]Additional Information
Additional and supporting information can be found using the following resources:
· SLEDS Glossary of Defined Terms
· SLEDS Policy and Procedure Inventory
· SLEDS Data Research Request Process 
· U.S. Department of Education FERPA Guidance
· PTAC Guidance on Integrated Data Systems
· PTAC Summary of FERPA Exceptions
For questions or concerns related to this Policy, please contact the Wyoming Community College Commission  Chief Technology Officer (CTO) at (307) 777-7763.
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