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Wyoming SLEDS
Research Dashboards 
Purpose
This Policy outlines the requirements for any research related public dashboards and the associated databases, used for the dashboards (hereafter referred to as Dashboards).   Other policies and procedures will also apply because the Dashboards are part of the SLEDS Environment and are a SLEDS Data Product.  
Scope
This Policy applies to the SLEDS Environment, SLEDS Information, Participating Entities, and other parties authorized or responsible for carrying out SLEDS Policies.
Applicable Standards and Regulations
· Federal Education Rights and Privacy Act (FERPA),  §20 U.S.C. § 1232g; 34 CFR Part 99.
· Unemployment Insurance Program Letter, No. 14-17  (dated March 23, 2017) regarding States' Responsibilities for Internal Security in the UI Program
· Federal and State privacy and security rules and regulations governing SLEDS Information including, but not limited to CFR  §§ 99.1 - 99.67 
· NIST (SP) 800-171, Rev. 2 requirements and corresponding International Organization for Standardization/ International Electrotechnical Commission (ISO/ IEC) 27001 Security Controls
· State of Wyoming Information Technology Policies and Standards, including but not limited to:
· General Policies and Standards
· 09400-P170 Policy User Access Management
· 09400-S170 Password Standards
· Security and Privacy Policies and Standards
· Information Management and Control, Document Management Policies and Standards
· Facilities, Logistics, Natural Resources and Environmental Policies and Standards
· Plans and Operations; Research and Development Policies
· Manpower and Personnel Policies and Standards

· SLEDS High Availability Data MOU (HADS)
[bookmark: _7i960fugq9s]Policy Statements
The State of Wyoming’s technology policies and standards are the minimum control requirements. More restrictive controls shall apply to the SLEDS Environment as provided in this Policy.

	1
	Dashboards are a SLEDS Data Product and therefore the design for all new public Dashboard(s) must be reviewed and approved by all the governing structures prior to being made public.     

	2
	The Dashboard(s), and associated database(es), will reside on the public facing network, secured per Wyoming State IT policies and practices, and will not have any connections to the internal network.        

	3
	Transferring of data from the SLEDS HADS database to the Dashboard database(es) will be done using a secure transfer process, as defined in the Access Control Policy and the Systems and Communications Policy.

	4
	External access to the Dashboard database(es) will be limited to the Dashboard(s).    

	5
	All of the data in the Dashboard database(es) will need to be de-identified and anonymized.

	6
	Display/download of Confidential Information, Restricted Information and Internal Information is not permitted.

	7
	Display/download of Public Information is permitted. 



[bookmark: _tdx07shf9lqt]Additional Information
Additional and supporting information can be found using the following resources:
· SLEDS Glossary of Defined Terms
· SLEDS Policy and Procedure Inventory
· SLEDS Data Research Request Process 
· U.S. Department of Education FERPA Guidance
· PTAC Guidance on Integrated Data Systems
· PTAC Summary of FERPA Exceptions
For questions or concerns related to this Policy, please contact the Wyoming Community College Commission  Chief Technology Officer (CTO) at (307) 777-7763.
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