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Abstract

Driven by the rise of Big Data and improvements in computational power, artificial intelligence (Al)
solutions are transforming entire industries, including their supply chains. These technologies can
leverage the collection of data across a wide variety of supply chain sources, bringing optimisations
to everything from customer engagement to business intelligence, but they are not without risks. The
process of implementing Al into supply chain management practices can easily lead to noncompliance
without a robust data governance strategy at a company level. In order to mitigate these risks, as
well as ensure standards of safety and quality, a critical examination of all Al technologies across
their entire life cycle is required. This paper serves to outline recent developments in Al technology
and how they have been implemented in supply chain management across industries. The risks of
implementing Al solutions in the supply chain are discussed through case studies as well as recent
litigation involving breaches of data privacy laws, licensing agreements and other liability stemming
from inappropriate use of Al technologies. A summary of the current state of Al law and policy in the
US and European Union (EU) serves as a basis for recommendations for adoption of responsible Al
practices. Through the establishment of Al governance frameworks that assess risks at all stages of
the implementation process, Al solutions can be designed and implemented that are reliable, secure
and resilient.
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INTRODUCTION term was coined at a research programme
Artificial intelligence (AI) has been  in 1956. In the following decades, Al
developing in computer science since the  progressed with the development of new
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algorithms to address problem solving
and interpretation of spoken language.
But the lack of computational power and
computer storage were major obstacles
to creating artificial decision-making
systems. While increasing computer
power over time gave us thinking
machines, such as IBM’ Deep Blue
that could defeat the world’s best chess
players, and consumer-level speech
recognition  products, like Dragon
Naturally Speaking software, this tradi-
tional Al was limited by a lack of input
data and was still constrained by the
computational weakness of on-premises
computer systems.

Today we live in the age of big data.
By the end of 2025, over 180 zettabytes
of electronic data will have been created
worldwide.! At the same time, industry
has moved from on-premises computing
solutions to the cloud, tapping into
the computational assets of extremely
powerful data centres that rent their
platforms to organisations. These giant
cloud computing providers use access
to vast stores of data to train algorithms
to solve computational problems. More
recently, generative Al (GenAl) has
burst into public consciousness with
OpenAl’s release of ChatGPT and GPT
4. These large language models (LLMs)
enable businesses to use Al to interact
with their customers through chatbots
that simulate human interaction. New
machine learning (ML) models ingest
large amounts of data to output predictive
analytics that drive business change.

Businesses are increasing spending
on generative A, but most remain in
the testing phase. Some companies,
however, have already rolled out
targeted GenAl solutions. In retail,
GenAl-powered design tools manipulate
customer uploaded images to reimagine
spaces with company products.? In the

energy industry, chatbots help calculate
a business’ carbon emissions.” Al enabled
diagnostics in healthcare identify patients
with similar profiles.* The travel industry
is using GenAl to personalise the
booking process based on travel histories
and preferences.” These emerging use
cases leverage big data-enabled technol-
ogiles to increase efficiency and improve
the customer experience and supply
chain management and logistics is no
exception.

Data analytics is transforming supply
chains by expanding the dataset for
analysis beyond the traditional internal
data held on enterprise resource planning
and supply chain management systems. It
also applies powerful statistical methods
to both new and existing data sources
to generate insights exceeding the
capabilities of these traditional systems.
Upstream, Al can transform supplier
relationships and inventory management
through predictive analytics and real-time
data processing. Downstream, supply
chains benefit from enhanced customer
experiences facilitated by Al-driven
insights and personalisation.

The leveraging of Al in the supply
chain requires robust data management,
governance and data usage policies to
manage the exposure to legal ramifica-
tions arising from Al models, including
laws related to the acquisition, handling
and use of data, as well as liability for the
use of the model’s outputs. This paper
will describe various use cases where Al
solutions have been deployed, and the
operational benefits that can be derived
from them. Then it will address the legal
and compliance risks that can arise from
the use of Al in the supply chain. Finally,
it will recommend measures to mitigate
those risks and manage the exposure
from a responsible use of Al in the supply
chain.

140 © HENRY STEWART PUBLICATIONS 2516-1814 JOURNAL OF SUPPLY CHAIN MANAGEMENT, LOGISTICS AND PROCUREMENT VOL. 7, NO. 2, 139-148 WINTER 2024-25



ARTIFICIAL INTELLIGENCE IN THE SUPPLY CHAIN: LEGAL ISSUES AND COMPLIANCE CHALLENGES

WHAT IS AI?

Al solutions involve the deployment of
algorithms, which can be defined as
the sets of programming instructions
for processing data or performing some
other task. Since its inception in the
1960s, AT has grown in fits and starts. In
recent years, the availability of increased
computing power, especially in public
cloud infrastructure, the development of
convolutional neural networks and the
wider availability of big datasets allowed
Al to overcome previous limitations and
deliver real-world solutions to business
enterprises.

ML algorithms can process data and
make predictions without relying solely
on pre-programmed rules. These systems
use training data about some known
objects or events of a particular category
to identify correlations that can be used
to make assessments about other objects
or events of the same kind. Tuning
the algorithm adjusts the weightings
assigned to features the algorithm relies
on in the dataset to optimise its predic-
tions, resulting in improved quality of its
predictions over time.

Deep learning (DL) is a type of
machine learning, where algorithms
perform tasks previously executed by
developers: defining what features in a
dataset to analyse and deciding how
to weight those factors to deliver an
accurate prediction. DL uses
networks, which are a class of models
containing a system of layers intercon-
nected by weights and biases. A neural

neural

network analyses inputs and makes a
prediction; if the prediction is wrong,
the DL algorithm adjusts the weights
and biases of the model until prediction
accuracy improves.°

LLMs are a type of DL algorithm
that has been tuned to perform natural
language processing (NLP). These

models ingest large datasets to classify
inquiries and assign statistical relation-
ships from training texts to predict the
text to follow. Generative pre-trained
transformer (GPT) is a type of LLM that
is designed to interpret human language,
both written and spoken. GPT systems
respond to natural language inquiries, or
prompts, and respond to reinforcement
from human feedback on the quality of
their operations.

Deployment of algorithmic decision
making has also been the subject of
concerns related to fairness and trans-
parency, particularly in the housing,
employment advisory
Those concerns have become

and financial
sectors.
a central theme in the criticism of the
increasing reliance on Al across indus-
tries. In 2022, the U.S. Department
of Justice brought an action against
Meta, claiming that the vast amount
of data it had collected from its users
trained its personalisation algorithms to
serve housing ads to certain groups of
potential consumers, and not to potential
consumers in other groups, based on
protected classes (such as race, religion,
national origin, disability, etc.). Meta
quickly settled and agreed to refrain from
using certain Al tools and to address bias
in its personalisation algorithms.”

Al SUPPLY CHAIN USE CASES

Data-driven solutions augmented by Al
are in use across all aspects of the supply
chain. AI is fundamentally reshaping
practices both upstream, encompassing
raw material acquisition, manufacturing
intricacies and supplier relations, and

downstream, embodying distribution
strategies, customer engagement and
after-sales service.® GenAl solutions

have been deployed in supplier identi-
fication and selection phases. It has
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the ability to examine a large volume
of data from many potential suppliers
across a diverse range of parameters,
including  cost-effectiveness, product
quality, reliability, operational efficiency
and sustainability, enabling supply chain
managers to curate an optimal supplier
porttolio. AI tools can also facilitate
the promotion of a company’s supplier
selection mandates, suggesting strategies
to integrate minority-owned, women-
owned or veteran-owned enterprises
within the supply chain.’

Al-enabled supplier selection tools
can generate lists of potential new
suppliers by scraping websites for data
on suppliers’ finances, customer ratings,
sustainability records, diversity scores,
intellectual property ownership infor-
mation, documentation from customs
officials to substantiate international trade
experience, public record court records
for claims and real-time alerts from social
media and news feeds that can be set by
the user to include financial reports and
major hires or terminations. Al tools
can perform deep searches to find pitch
decks and identify a prospective supplier’s
client base to better understand their
capabilities. Improving supplier diversity
supports a deeper supplier bench and
introduces suppliers that can fill holes
during disruptions.

In supply chain operations, Al tools
can predict demand and formulate a
comprehensive strategy for meeting that
demand, including sourcing, production,
distribution and  customer  service
activities. It enables a dynamism and
responsiveness not typically associated
with more traditional, rules-based AI
systems. Al tools have been deployed to
shorten manufacturing lead times and
direct material sourcing. These tools can
optimise inventory and balance supply
and demand, help determine ideal layouts

for storage and picking activities within
warehouses based upon item-specific
demand frequency and merchandise’s
physical dimensions. Al solutions help
to rationalise shelf space and provide
real-time data on inventory levels to
support just-in-time (JIT) operations.

AT has also transformed supply chain
logistics activities. It can analyse vast
amounts of real-time data to devise the
most efficient transportation routes and
provide textual justifications for selected
routes, offering logistics managers a
broader range of options and facilitating
superior decision making."” Internet of
Things (IoT) sensors with data streams
from carriers, ports, airport operations,
rail lines, traffic reports and weather
forecasts enable predictive and contextu-
alised business intelligence.

Business disruptions from disasters and
force majeure events can be mitigated
using Al. Al may assist businesses in
monitoring and reacting promptly to
disruptions that might affect their supply
chains. Following the identification of
a possible risk, the system can automat-
ically generate and send messages to
concerned  suppliers.  Scenario-based
risk assessment exercises that generate
potential disruption models, including
supplier insolvency, strikes, natural
disasters and other disruptions, aid
companies in devising resilient strategies
and contingency plans to ensure business
continuity.

Company  policies and  ethical
sourcing standards can be furthered
through the use of Al in the supply
chain, supporting the reduction of a
company’s carbon footprint, eliminating
waste and promoting sustainability. Al
solutions can prioritise fair trade and
ethical sourcing practices. Deployment of
Al to scrutinise data from supplier audits,
regulatory filings and media reports
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can pinpoint potential compliance risks
as well as evidencing the achievement
of corporate environment, social and
governance (ESG) commitments."

Al is not, however, a panacea to cure
all that ails a company’s supply chain.
Business model innovation is a formidable
challenge for any organisation, given that
returns on investment are not guaranteed
and are seldom realised in the short
term. The current state of Al has limited
comprehension of human cognition,
organisational culture and the multi-
faceted intricacies that govern business
ecosystems. This lack of depth in under-
standing the nuances of supply chain
configurations, stakeholder relationships
and cultural dynamics, which is often
developed through years of industry
experience, constrains the ability of
these Al systems to drive organisational
change. And where Al simplifies tasks for
supply chain managers, it adds significant
new decision-making responsibilities.

RISKS OF USING Al

Al solutions require vast amounts of
data to function optimally. Generating
or acquiring that data can be resource
intensive and fraught with legal conse-
quences. Many small and medium-sized
enterprises (SMEs) lack robust data
management processes, policies and
technical infrastructure that can impede
the ability to leverage Al responsibly.
The absence of stringent data governance
exposes an organisation to legal liability,
as it may unintentionally violate laws
surrounding the use and handling of
data, especially personal or sensitive
information.

In 2023, a class action lawsuit was filed
against OpenAl and Microsoft, alleging
that they violated the Computer Fraud
and Abuse Act by intentionally accessing

protected computers, using scraping and
plug-ins to obtain data without authori-
sation to train their GenAl products, in
breach of the website’s terms and condi-
tions.'? This case also alleged violation of
data privacy laws through unauthorised
use of scraped personal data. ChatGPT
was briefly banned in Italy on the concern
that the training and retraining of the
tool with data scraped from protected
websites and the public Internet violated
the privacy rights of Italian individuals
under the General Data Protection
Regulation (GDPR).” A similar case
was lodged against Alphabet with respect
to the acquisition and use of training data
for its GenAl product."

Other claims have been made against
Al developers with respect to training
data. Thomson Reuters, the owners of
the Westlaw legal research platform,
sued a rival legal database provider for
copyright infringement, alleging it
copied Westlaw’s database to train its
own Al legal research product.® The
New York Times and Getty Images have
both sued GenAl companies for having
infringed their copyrights in news stories
and images scraped from their websites
and used to train Al models.” While
these and many other infringement cases
are pending, the risks to Al developers
and users remain. Training models on
improperly acquired data exposes the Al
tool provider to a range of claims that
not only result in damage awards but
may impair or prevent the continued
availability of the tool.

For supply chain managers consid-
ering implementation of an Al solution,
the risks of third-party claims based
on the AI tool inputs occur at two
levels. The use of Al tools extends the
liability surrounding training data to
the user, because copying and distri-
bution of infringing data or data that
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violates privacy rights can themselves
constitute infringing acts and privacy
breaches. When licensing Al with
pre-trained datasets, companies should
obtain express warranties that all data
used to train the model was obtained
lawfully and receive indemnification for
third-party claims that arise from allega-
tions that the collection and use of the
input data was unauthorised.

Companies also need to be vigilant
in supplying their own training data for
Al solutions. Supply chain Al tools may
tap into large data stores at a company to
provide insights into purchasing patterns,
inventory management and other aspects
of supply chain operations. Without
robust data management policies,
companies risk exposure in supplying that
data to the AI tools they use. Sensitive
information may be compromised if it is
allowed to be ingested into an AT model.
Pricing, product specifications and other
vendor supplied data are typically subject
to confidentiality restrictions that may
be breached if used to train an Al model.
Contracts that govern the supply of
confidential information usually allow
use of that information only for the
purpose for which the data has been
supplied, not the secondary use in model
training. Further, the receiving party is
normally required to return the confi-
dential information upon the disclosing
party’s request, which becomes practi-
cally impossible if used to train an Al
tool. Before implementing Al applica-
tions in the supply chain, companies
should verity that all vendor data input
into the tool can be used for training
and retained for tuning and overfitting.
Companies can attempt to negotiate
terms that allow the use of de-identified
and aggregated confidential information
for training purposes, provided that the
confidential information can no longer

be recreated from the tool’s output or
traced to identify the disclosing party.

The issues with training data are not
limited to questions of authorised use.
The training process can incorporate
biases present in the training data into
the model, which can lead to outputs
that perpetuate that bias and damage the
decision-making processes. These biases
can occur due to various factors, including
historical data containing prejudices, lack
of diverse representation in the data, and
even the model developer’s influence
on the data collection process. When
Al models are trained on biased data,
those biases are reflected in the outputs
and can have negative organisational
and societal impacts. Recognising that
biased algorithmic training data can lead
to biased outcomes, New York City
passed a first-in-the-nation law requiring
employers that rely on algorithms to
evaluate job applicants to have annual
audits conducted by independent third
parties to check for bias in outcomes, and
to publish the results of those audits.”
Biased outcomes can be detrimental to
a company’s reputation, due to uninten-
tional discrimination from reliance on
a biased Al model and can undercut
a company’s efforts to foster vendor
diversity and inclusion. The effect of bias
from algorithmic decision making led
the Federal Trade Commission (FTC)
to declare that the use of racially biased
algorithms in Al-driven decision making
is an unfair and deceptive business
practice prohibited by the FTC Act and
subjecting such matters to the general
jurisdiction of the FTC."

Al models improve through trial and
error, effectively learning the desired
actions to take in various circumstances
as a result of the model’s outcomes.
This trial-and-error approach requires
a considerable amount of computational
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resources, and the learning process is
frequently opaque, making the model’s
outcomes difficult to predict. In more
complex models, the more accurate the
outcome, the less explainable the model
becomes (this is known as the accuracy-
interpretability  trade-off).”  When
algorithms are used to deny applica-
tions for credit or other adverse actions,
however, the Consumer Financial
Protection Bureau (CFPB) nonetheless
requires that the company explains to
applicants the specific reasons the action
has been taken. In effect, such decisions
must rely only on explainable AI.*

Opaque Al models can also lead to
Sometimes, the
model generates outputs that are not
based on actual data or factual infor-
mation but are fabricated or distorted by
the model itself. These spurious outputs
are known as ‘hallucinations’ and can
be quite detailed and difficult to detect.
In 2023, a federal judge sanctioned two
New York lawyers who used ChatGPT to
research a brief submitted to the court.?
When the opposing party notified the
court that it was unable to find some of
the cases cited in the other party’s brief;, it
was discovered that the GenAl program
had produced false citations, and judges’
names and quotations from cases that did
not exist. The court stated that there is
nothing inherently wrong with using Al
research tools, but that the lawyers have
the gatekeeping obligation to vet the
briefs before they are filed.

Fabricated results from AI models
creates a trust issue and can strain
relationships  with and
customers. For instance, an Al system
incorrectly predicting a surge in demand
for a particular product can result in
overstocking, increased carrying costs
and potential obsolescence. Conversely,
underestimating demand can result in

anomalous outcomes.

vendors

stockouts, lostsalesand damaged customer
relationships. Human intervention and
review is a necessary component of the
responsible use of Al tools to prevent
overreliance on automated outputs.

Al systems rely on connected networks
to leverage big data and computational
power to train and operate complex
models. Data breaches can occur as a
result of insufficiently secured databases
or networks, which malicious actors can
exploit to gain unauthorised access to
sensitive information. Phishing schemes
and other human engineering attacks
target weak links in the supply chain,
such as a smaller supplier with lesser
security protocols, to make their way
into larger companies’ databases. Poorly
secured application programming inter-
faces (APIs) can be exploited to extract
data or introduce malicious code into the
Al system.

LEGISLATION
The US has not enacted comprehensive
legislation  concerning  the  devel-

opment and use of AL In a political
climate where bipartisan legislation 1is
rare, there have been policy statements
issued by the White House, and regula-
tions issued by various federal agencies.
In 2022, the White House released a
policy paper entitled ‘Blueprint for an
Al Bill of Rights’, setting out policy
principles for regulation of AL* The
FTC issued guidance to businesses on
unlawful discrimination due to bias in
Al algorithms as well as a warning to
marketers about exaggerating the results
that Al-powered products can deliver.”
The Food and Drug Administration
(FDA) has issued guidance that some
Al tools should be regulated as medical
devices under the FDA’s oversight of
clinical decision supportsoftware.? There
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is a patchwork of state laws directed at Al
that have been recently enacted. Colorado
passed a law requiring developers of
high-risk AI systems to use reasonable
care to avoid algorithmic discrimina-
tion.” Oregon updated its election law to
require campaign communications that
contain any synthetic media to include
a disclosure that the content has been
manipulated.”® Utah enacted a consumer
protection law requiring disclosure when
using GenAl and limited the ability of
businesses to avoid liability for consumer
protection violations arising from use of
ALY

The European Union (EU), on the
other hand, has enacted a sweeping
omnibus law addressing the use of AL*
The EU AI Act classifies Al systems into
four categories: unacceptable risk, high
risk, limited risk and minimal risk. Al
usage that is deceptive, certain facial
recognition databases and biometric
classification based on protected classes
are all examples of prohibited uses.
High-risk wuses including recruitment
and employment evaluation and financial
and insurance determinations are
required to be registered in a centralised
database, have a quality management
system and undergo compliance assess-
ments. Limited risk applications, such as
chatbots, are only subject to disclosure
requirements, and minimal risk applica-
tions are unregulated. Because supply
chains are frequently global in nature,
organisations outside of the EU will
need to evaluate Al tools they introduce
into the supply chain for impacts on
supply chain partners in the EU, and
identify when the EU Al Act applies to
them. Non-compliance carries signif-
icant penalties: administrative fines of up
to €30m, and for companies, up to 6 per
cent of their global annual turnover.

The contrast between the US and

the EU on approaching the regulation
of Al is similar to the approaches to
the regulation of data privacy. At the
federal level, the regulation of Al like
the regulation of data privacy, is at the
sectoral level (eg healthcare, financial
services). At the state level, there is some
legislation, but it is typically targeted
at specific behaviour. Only a few states
have broader-based Al legislation. Data
protection laws at the federal level have
also been sectoral, such as the Gramm-
Leach-Bliley Act (GLBA)* for financial
data, and the Health Insurance Portability
and Accountability Act (HIPAA)* for
personal health information. In 2018,
California enacted a sweeping data
privacy law, the California Consumer
Privacy Act of 2018 (CCPA),” that had
much in common with the EU GDPR.**
Since that time, nearly 20 other states
have enacted broad ranging data privacy
laws. In the absence of a federal Al law in
the US, states may follow the same path
and enact omnibus Al laws modelled on
the EU Al Act.

CONCLUSIONS

Al has transformed supply chain data
analysis, expanding the capabilities
of managers to predict demand and
formulate a comprehensive strategy
for meeting that demand, including
sourcing, production, distribution and
customer service activities. But using Al
solutions in supply chain and logistics is
not without risk. The acquisition and
use of training data for Al models needs
to be rigorously examined for accuracy
and quality, as well as for compliance and
legal exposure. And the deployment of Al
in the supply chain requires continuous
monitoring and oversight.

Establishing an Al  governance
framework at the company level will give
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the appropriate guidance to, and drive
responsible use of, Al in supply chain
management. The National Institute
of Technology Standards (NIST) has
published the Artificial Intelligence
Risk Management Framework, which
describes the life cycle of the respon-
sible use of Al within an organisation.
This framework addresses not
designers and developers of Al systems,
but those who deploy and use Al in their
organisations. Well-designed Al risk
management frameworks should govern,
map, measure and manage the Al life
cycle in the organisation. These processes
are intended to establish and maintain
trustworthy Al systems, which are valid
and reliable, safe, secure and resilient,
accountable and transparent, explainable
and interpretable, privacy enhanced and
fair with their harmful biases managed. A
robust Al risk framework is particularly
important for supply chain management,
where establishing trustworthy Al systems
is especially difficult across geographi-
cally and organisationally diverse supply
chain partners.

only
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