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CONFIDENTIALITY POLICY
	
[bookmark: _Toc427673653][bookmark: _Toc427674022][bookmark: _Toc427836914][bookmark: _Toc427842104][bookmark: _Toc427842273]The need for a Code
1	Fife Alcohol Support Service recognises that the maintenance of an effective Code of Confidentiality is central to all its activities. The agency, therefore, undertakes to protect all confidential information about clients, staff and any other information so deemed as confidential from unauthorised or accidental disclosure. The code is designed:
2	To ensure every person who works for FASS, whether as paid employee or volunteer, is clearly informed and aware of their responsibility to ensure confidentiality.
3	To ensure clients can put their trust in FASS’ ability to use personal information with discretion and care.
4	To help FASS maintain a high quality of service for its clients.
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5 	Regarding Clients: the core function of this agency is to assist people who experience problems because of their own or someone else’s drinking, use of substances, or other condition within health and social care.  In coming to FASS, clients will disclose personal details and issues of a sensitive nature or through a process of referral will have personal information communicated to FASS by a third party. By entrusting us with this confidential information clients have a right to expect that we will treat it in a responsible manner and with due respect. 
6 	It should be clear to clients that information given for one purpose will not be used for another purpose.
7 	The code accepts that in exceptional circumstances confidential information may have to be disclosed. See   EMERGENCIES and EXCEPTIONAL DISCLOSURE (para 37.46 to 37.48)  
8 	Regarding Staff: Fife Alcohol Support Service is a Company Limited by Guarantee and a registered charity and as such adheres to the various statutes and regulations governing the employment of staff or engagement of volunteers in any capacity.  As with clients, staff and volunteers - have every right to expect that their personal information will be protected.
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Definitions of Confidentiality
9 	Fife Alcohol Support Service recognises three levels of confidentiality which can be applied to all materials and communications.  These are listed here in descending order of sensitivity.
Confidential – restricted This includes named and identifiable client and staff data (e.g. name, address, personal contracts, appraisals and any other personal details) and certain company information (e.g. finances and disciplinary actions) which has highly restricted access.
Where the logistics of FASS’ rural service dictates that identifiable client data is recorded by authorised counsellors, support workers and receptionists, it must be immediately forwarded, using the correct secure procedures, to the FASS office. Such information is stored on FASS premises and should not be removed without the permission of the Service Manager. 
Confidential This will include information which need not be in the most highly restricted category but which nonetheless should have access restrictions.
Client case notes in the possession of counsellors and receptionists must be unidentifiable and kept in a secure location. Such material must not be made available to unauthorised persons. When a client case closes all case notes must be forwarded to the FASS office. Such information is stored on FASS premises and should not be removed without the permission of the Service Manager.
Unrestricted This will include information which is available to all internally and externally.  Such items include procedural or promotional documents and any other completely anonymous or aggregated data in which there is no possibility whatsoever of a person being identified.
10 	Within this agency both the confidential-restricted and confidential categories are deemed to be sensitive and if disclosed without authorisation are subject to disciplinary action.
[bookmark: _Toc427673656][bookmark: _Toc427674025][bookmark: _Toc427836917][bookmark: _Toc427842107][bookmark: _Toc427842276]Public and Service Delivery Areas
11	Public areas Generally there is no restriction of access to public areas and places, waiting rooms or reception areas. 	
The confidentiality of the agency must be kept strictly intact, therefore, on no account should counselling or conversation concerning matters relating to clients take place in these areas.
	Sensitive materials should not be left unattended in these areas.
12 	Service Delivery areas Counselling, support work and other services for clients should take place in the designated centres that include, private, secure rooms.
If circumstances require the counsellor or support worker to work out with our centres, then this should happen in a secure, private area as agreed beforehand with his/her client and Service Co-ordinator/Line Manager.
	Sensitive materials should not be left unattended in these areas.
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13 	Referrals from statutory or voluntary agencies or employers should be acknowledged and it would be helpful to let the party concerned know if an appointment for assessment was offered to the client and if it was kept.
14 	There is no requirement to pass on the content of this interview or that of any subsequent counselling or support session. Such information may only be passed on if the client has given express permission and that permission has been noted in the client’s file.
15 	The provision of any further information or progress reports should be the subject of a 3-way agreement between employer or referring agency, client and FASS. In such cases, the counsellor or outreach support worker concerned will receive guidance from the Service Manager regarding details of the agreement and should ensure that the client is carefully informed.
16	Courts may refer clients for assessment. It should be made clear to the client that certain information will be sent to the court. The report should be discussed fully with the client before submission and, wherever possible, shown to the client. It is, however, recognised that the timescales necessary may make the latter very difficult.
17 	It is recognised that because of the logistics of the rural service that FASS operates, it is necessary for counsellors and outreach support workers to keep assessments, preparatory and other client related materials in their possession.
18 	The information contained in a client’s assessment is classified as confidential-restricted and must be forwarded to the office for safekeeping as soon as possible. Meantime this information should be kept in a secure locked briefcase and if necessary stored in a secure place.
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19 	It is recognised that because of the logistics of the rural service that FASS operates, it is necessary for counsellors and other workers to keep case notes, preparatory and other client related materials in their possession. 
20 	The information contained in a client’s case notes is classified as confidential. Therefore, case notes and other client related materials must be kept in an unidentifiable form which effectively means that clients should only be identified by name and serial number - no addresses should be included.
21 	Case notes and all preparatory and other client related materials should be kept in a secure locked briefcase and stored in a secure place.
22 	Unauthorised people should not be permitted access to case notes or preparatory materials.
23 	When a case closes, the counsellor or support worker is required to forward all case notes and preparatory materials in their possession to the FASS office for inclusion in the client’s file. Administration staff will issue ‘reminders’ if case notes are not returned promptly.
24 	All client case notes and preparatory and client related materials are the property of Fife Alcohol Support Service and under no circumstances should a counsellor or any worker retain copies in either written or electronic form (stored on computer, dictation on audio tapes etc.).
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25 	Disclosure of personal information is governed by the principles outlined in the following sections of this policy:
· Disclosure of Information  (para 37.42 to 37.46)
· Emergencies and Exceptional Disclosure (para 37.47 to 37.49)
26	A caller asking for information about a client should be informed of the confidential nature of the service and and informed that we cannot acknowledge a client’s contact with the agency, nor can we exchange information over the telephone.
27	If the caller is a distressed relative it may be appropriate to, provide telephone support with the aim of easing distress.
28	If the caller is a 3rd party (e.g.  GP or Social Worker) with information relating to a client of the agency then it is important to check the number and arrange to call back. This enables confirmation that the caller is who they claim to be. The contents of such calls should be recorded and discussed with the client’s counsellor or outreach support worker.
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29 	Counsellors should seek guidance from their Service Co-ordinator before engaging in telephone counselling with a client. Each telephone counselling session should be treated as a full counselling session and a case note recorded. 
20 	FASS requires that telephone calls to other parties on behalf of clients should have the client’s written consent/mandate and the nature of any information to be communicated should be clearly agreed with the client. Details of such calls should be recorded in the client’s case notes
31 	Volunteers should not telephone other parties on behalf of clients without first seeking guidance from a Service or Project Co-ordinator. Only in emergencies can exception be made to this.
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32	Counsellors and other workers should seek guidance from their Service Co-ordinator/Line Manager before writing letters on behalf of clients. This includes letters to doctors, letters to employers and letters of support to, for instance, housing departments. Letters of support will only be permitted following due consideration of the merits of such a request.
All letters and reports intended for solicitors, courts and industrial tribunals should be forwarded to the FASS office for approval by the Service Manager or other designated person. Counsellors and other workers must not intercept and alter letters that have already received approval.
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33	Fife Alcohol Support Service is registered as a Data Controller with the Information Commissioner’s Office.  A copy of the registration form is held by the management and is available for inspection.
34	Information recorded in the agency’s Management Information System (FASS MIS) and other computer/indexed storage systems used by FASS is held in accordance with the Data Protection Act (1998) and observes the following rules:
1 Data must be obtained/processed fairly and lawful
2 Data must be obtained only for the purposes described at registration, and shall not be further processed in any manner incompatible with those purposes.
3 Data must be adequate and not excessive
4 Data must be accurate and current
5 Data must not be held longer than is necessary for the registered purpose
6 The client has the right to request access
7 Data must be secure and protected from unauthorised access, alteration, disclosure, loss or destruction
8 Data must not transferred outside the UK without adequate protection

35	Only persons authorised by the Service Manager may have access to the FASS MIS and other information storage systems used by FASS.
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36	Personal information received by FASS in relation to referral of patients by GPs, other Primary Care staff, and other NHS practitioners will be processed in accordance with the principles outlined in the Caldicott Report, 1997. The principles are summarised below:
1. Justify the purpose(s) for using patient data
2. Don't use patient-identifiable information unless it is absolutely necessary
3. Use the minimum necessary patient-identifiable information
4. Access to patient-identifiable information should be on a strict need to know basis
5. Everyone with access to patient identifiable information should be aware of their responsibilities to maintain confidentiality
6. Understand and comply with the law, in particular the Data Protection Act
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37	Personal information about clients and records of counselling and other services are recorded and held so that FASS can be efficient and provide the best possible service to its clients. FASS takes responsibility for holding recorded information securely. Only personnel who need it for their work (whether paid or voluntary) at FASS should have access to personal information. For guidance, see Appendix I. If not listed in the guide then always consult with the Service Manager.
38 	It is the policy of Fife Alcohol Support Service that a client should have access to read his/her own case notes/file.
39 	Only in exceptional circumstances should a client’s right of access be restricted. These circumstances include situations in which it is judged that access to the information could be a cause for serious harm to the client or to another person and situations in which access to the information would breach the confidentiality of another person (e.g. partner).
40 	Restriction of a client’s access to his/her records would be determined by the Service Manager.
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41 	All personal information is deemed confidential to the agency and should not normally be revealed to any other person without the client’s informed written consent/mandate. This includes the client’s partner and any other member of his/her family.
42 	Disclosure of information obtained during counselling/support sessions should have the explicit consent of both clients.
43	Wherever consideration is being given to providing information about a client to a third person or another agency, the full circumstances should be discussed with the client. In most cases, only with the client’s informed written consent/mandate will information be disclosed. Exceptions to this general rule are described in EMERGENCIES & EXCEPTIONAL DISCLOSURE (para 36.47 to 36.49)
44 	Information disclosed should be limited to what is required by the particular circumstances of the client’s or his/her referrer’s need (e.g. when addressing a request for a progress report from an employer who has made a formal employment referral). The nature and content of the disclosure should also be recorded in the client’s file.
45	Information sharing with 3rd party agencies including referrals to other services is governed by the Scottish Accord on the Sharing of Personal Information and specific local Information Sharing Protocols or ISPs including:
1. Fife Online Referral Tracking System (FORT)/FORT CRMS Partners
2. Fife Community Safety Partnership
3. Alcohol and Drug Partnership Recovery Services
ISPs provide best practice guidance for information sharing by practitioners and include details of when information can be shared and the process that should be followed.
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46 	There are some situations in which disclosure may have to be made whether or not the client agrees. These exceptional circumstances arise where there is cause for concern for the welfare of either the client or another person. For example, a client may be in a state which indicates to the counsellor that he is at serious risk of taking his own life; alternatively the behaviour of a client may indicate that another person has been harmed or is at serious risk of harm. 
Fife Alcohol Support Service lays paramount importance on the safety of children and vulnerable adults. All clients attending the agency with an alcohol or drug related problem, or other conditions are deemed to be ‘vulnerable’. In general, the agency will follow the following guidelines regarding risk assessment, client support, and information disclosure procedures:
1. FASS Child and Adult Protection Policy
2. Getting it Right for Every Child (GIRFEC) 2012
3. Child Protection Inter – Agency Guidelines 2006
4. Fife Multi-Agency Adult Protection Guidance 2012
	
In all instances of concern for the welfare of a client or child counsellors/staff should, if it is possible, seek immediate support from their Practice Supervisor or Counselling Service Co-ordinator. On occasion, a counsellor or member of staff may have to take urgent action without this support. In all cases actions taken should be noted in the client’s case notes/file and reported to the Service Manager as soon as possible.
47	A Court can request confidential client records if it considers these are necessary to a case it is pursuing. A Court can also require a counsellor to appear to report on his/her meetings with a client whose case is being heard. A Court can take this action in both civil and criminal cases, but does so only rarely. Counsellors should always consult with the Service Manager before complying with any order to produce records or appear in court.
48 	An Industrial Tribunal can require a counsellor to attend and give evidence at an Industrial Tribunal if a witness order is served on the counsellor. Counsellors should always consult with the Service Manager before complying with any witness order served by an Industrial Tribunal.
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49 	Research should be carried out only with the full agreement of the Executive Committee and at times and in a manner agreed by the Service Manager.
50 	Researchers must sign a written agreement that they will fully comply with FASS’ Code of Confidentiality.
51	Researchers undertaking research within FASS must follow ‘Ethical Guidelines for Researching Counselling and Psychotherapy’, published by the British Association for Counselling and Psychotherapy (BACP) or other ethical research guidelines published by a reputable body.
52	Clients must always receive an explanation of the precise purpose of research. Client agreement to participate should be confirmed by express written consent. Clients have an absolute right to refuse. Clients also have the right to change their minds about consent during the course of a research programme.
53	Research data, findings, case studies, illustrations and other references in any publicly available material produced by FASS or included in other publications must not be presented/published in any way that enables identification of clients.
54 	Contracting of research with an external agency/company should include provision for safe keeping of raw data in an encrypted or unidentifiable form and for confirmed destruction of that raw data at a point no later than 5 years after completion of the research.
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55 	Student counsellors may be asked to learn from observation of counselling sessions. There are also occasions when counselling provided by an experienced counsellor will occur in the presence of a practice supervisor or medical/clinical consultant. A client must always receive an explanation when the presence of an observer is proposed and must always be asked whether or not he/she agrees to the proposal. A client has an absolute right to refuse to consent.
56	Audio and video recording of counselling is sometimes made for the purpose of training and supervision. Clients must always receive an explanation of the precise purpose of any such recording and be asked whether or not they agree to participate. Clients have an absolute right to refuse. Clients also have the right to change their minds about consent during the course of the recording or subsequently.
Recordings of counselling sessions must be kept in secure conditions and should be destroyed as soon as they have served the purpose for which they were made.
57	Students undertaking practice placements in FASS or FASS counsellors doing additional counselling training courses outside FASS are required to conform to FASS’ Code of Confidentiality.

[bookmark: _Toc427673669][bookmark: _Toc427674038][bookmark: _Toc427836930][bookmark: _Toc427842120][bookmark: _Toc427842289]Undertaking
58	All Fife Alcohol Support Service personnel (paid and voluntary) are required to maintain confidentiality in accordance with this Code. They are all asked to sign an undertaking to this effect. (Forms attached).
59	Failure to uphold confidentiality by making inappropriate disclosures will be treated as a disciplinary matter which will be dealt with by the Service Manager in accordance with FASS’ disciplinary procedures. Personnel (paid and voluntary) will have the right to appeal if they consider they have not received a fair hearing.
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APPENDIX I: RIGHT OF ACCESS TO CLIENTS’ FILES

GUIDELINES
Persons within the agency who may/will have right of access to clients’ records.

	Personnel

	Right of access and purpose(s)

	
	

	
Service Manager,
Service Co-ordinators and
Service Administration Staff

	
All clients’ files (paper and electronic). Access necessary
for efficient running of FASS services.


	
Practice Supervisors



	
Supervisee’s current client files/case notes (paper/electronic). Access necessary for effective practice supervision and training of the agency’s counsellors and outreach support workers.

	
Counsellors
Outreach Support Workers



	
Current client files/case notes (paper/electronic). Access required for effective alcohol and drug interventions.
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ACCEPTANCE OF AN UNDERTAKING RELATING TO CONFIDENTIALITY

All personal information about any FASS service user which I received in the course of my work with Fife Alcohol Support Service must be treated as confidential and must not be communicated to any third party or parties without the written consent of the service user unless there are exceptional circumstances. These are listed in the FASS Code of Confidentiality.
All FASS workers will be required to maintain such confidentiality even after leaving the organisation.
Any breach of confidentiality will be dealt with/investigated by the Service Manager of the Fife Alcohol Support Service.

I fully understand the Fife Alcohol Support Service Code of Confidentiality and agree to adhere to it.

SIGNATURE:	_________________________________________

DATE:		_________________________________________

NAME:		_________________________________________
(please print)


POSITION HELD WITH THE FIFE ALCOHOL SUPPORT SERVICE
(i.e. Counsellor/staff/volunteer)

_Volunteer Trainee Counsellor_________________________________


Please retain one signed copy of the above undertaking and return one
signed copy to the FASS office.
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